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1

Introduction

The New York State Board Of Elections (NYSBOE) has contracted with SysTest Labs Incorporated to
perform testing on all approved applicants to the Help America Vote Act (HAVA) section 301 requirements
on all Ballot Marking Devices (BMD). The purpose of this limited testing is to provide a minimal level of
satisfaction to the NYSBOE that all Ballot Marking Device (BMD) and Election Management Systems (EMS)
meet the HAVA 2002 301 requirements as well as of the 2005 Voluntary Voting System Guidelines (VVSG)
Volume 1 Section 3 Usability and Accessibility Requirements. The BMD testing is commonly referred by the
NYSBOE and throughout this document as Lot I testing.

SysTest Labs is submitting this test report as a summary of the BMD testing efforts for the NYSBOE on the
AVANTE VOTE-TRAKKER System by AVANTE International Technology, Inc., consisting of:

VOTE-TRAKKER EMS
VOTE-TRAKKER EVC308 SPR firmware 1.1.7
VOTE-TRAKKER EVC308 SPR-FF-BMD firmware 3.1.5

Independent Ballot Verification Equipment (PC and scanner)

This document provides an overview of the test effort and the findings of all HAVA testing completed by
SysTest Labs. This document does not grant any certification of the system.

All testing was performed at the SysTest Labs compliance testing facilities in Denver, Colorado.

1.1 References

1. Election Assistance Commission Voluntary Voting System Guidelines (EAC VVSG), 2005 Version 1.0.
Volumes I and II.

No gk o

NIST NVLAP Handbook 150: 2006.

NIST NVLAP Handbook and 150-22: 2005.

EAC Testing and Certification Program Manual, United States Election Assistance Commission, 2006
SysTest Labs Quality System Manual, Revision 1.0.1, prepared by SysTest Labs, dated October 2007.

HAVA 2002, Section 3.01
NYSBOE BMD requirements as stated in the NYSBOE draft document

“BMD _v8.1 +references 101007”

1.2 Document Overview

This document contains the following sections:

Final Test Report SysTest

The Introduction discusses the purpose of Lot Il testing and defines the Vendor system tested
The Scope section defines the scope of the Lot Il test effort

The System Identification specifies hardware and software for the Voting System

The System Overview discusses the functionality of the VVoting System software and firmware.

The Lot Il Test Results Summary provides an overview of the testing effort and contains the
following:

=  Review of Prior ITA Work Artifacts
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= Review of Prior And Current SysTest Labs Work Artifacts

» Requirements Gap Analysis of NYSBOE BMD Requirements
= Review of Technical Data Package

= Preliminary Review of User And Jurisdictional Documentation
= Evaluation of Functional Testing as it relates to HAVA 301

= Discrepancies

e The Findings section contains the final analysis of the testing effort.
e The Appendices contain functional test results and an index of attachments.
= Appendix A: Test Methodology
= Appendix B: Index of Attachments
=  Appendix C: HAVA and VVSG Trace
=  Appendix D: NYSBOE BMD Trace

e The attachments contain the TDP documents and discrepancy report.
= Attachment A: TDP Documents
= Attachment B: Discrepancy Reports

Final Test Report SysTest
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2 Scope

The NYSBOE contracted with SysTest Labs to perform limited testing of HAVA requirements on a number of
Ballot Marking Device voting systems. The purpose of this limited testing is to provide a minimal level of
satisfaction to the NYSBOE that certain Ballot Marking Device (BMD) and Election Management Systems
(EMS) meet federal HAVA 2002 301 requirements.

2.1

In-Scope

The primary task of this test effort was the verification that the ballot marking device system, consisting of the
BMD, printer and EMS software only, satisfies the HAVA 2002 301 requirements.

The following test activities were executed by SysTest Labs under the direction of the NYSBOE:

Review of prior ITA work artifacts to determine any HAVA compliance testing already completed

Review of prior or current SysTest Labs certification and/or test reports to determine any HAVA
compliance testing already completed

Acceptance of the Vendor Technical Data Package (TDP), and review of the Package to verify
that all required documents for Lot Il HAVA testing were included.

A preliminary review of user and jurisdictional documentation
Receipt of five (5) Vendor BMD systems, test lab setup, and hardware configuration

Development of functional test case BMDO01 which was modified from SysTest Labs VSTL test case
GENO3 to create a general election for the purpose of testing HAVA requirements only

Modification of test case BMDOL1 to include Vendor specific requirements and support

One pass through functional test case BMDO1 to test for HAVA requirements only, using a test
election and ballot created by SysTest Labs, based on the NYSBOE specifications

Regression testing, as required, for the verification of discrepancy fixes from the Vendor
The verification of five (5) languages supported by the NYSBOE
o English, Cantonese, Korean, Mandarin, Spanish

A requirements gap analysis and trace of the NYSBOE BMD requirements to document NYSBOE
requirements verified by previous testing and/or the execution of test case BMDO01

Project Management Activities

Written weekly status reports forwarded to the NYSBOE via email and participation in a weekly status
and progress meeting with the NYSBOE via teleconference

Daily issue and discrepancy reports forwarded to the NYSBOE via email
Daily issue and discrepancy reports forwarded to the Vendor via email
Final test report (this document) to document the findings of the test effort

2.2 Acronyms and Abbreviations

The following acronyms and abbreviations are used throughout this document:

Final Test Report SysTest
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Table 1 — Terms and Abbreviations

Acronym or Abbreviation

Description

BMD Ballot Marking Device

COTS Commercial Off The Shelf

EAC Election Assistance Commission

EMS Election Management System

FF Front Face

HAVA Congressional Help America Vote Act of 2002

ITA Independent Test Authority

NIST National Institute Of Standards And Technology
NVLAP National Voluntary Laboratory Accreditation Program
NYSBOE New York State Board Of Elections

NYSTEC New York State Technology Enterprise Corporation
ovT Optical VOTE-TRAKKER

VVSG Voluntary Voting System Guidelines (Current version is 2005)
VID Voter Identification Number

Final Test Report
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3 System ldentification

The VOTE-TRAKKER voting system was submitted for Lot Il testing with the hardware and software listed
in tables 2, 3 and 4 below. See subsections 3.1 and 3.2 respectively. No other Vendor product was included in
this test effort.

The TDP User/Owner manuals that would be part of a certified system delivered to a purchaser of the system
are as follows:

AVANTE VOTE-TRAKKER EVC308 SPR-FF-BMD
e System Administration and Security Management Manual (Ver. 5.0.0)
o Ballot Preparation Manual (Ver. 5.0.0)
e Ballot Loading and Pre-Election Management Manual (Ver. 5.0.0)
e Automatic Ballot Marking Device and Card Encoding System Polling Officials Manual (Rev. D)
e Optical VOTE-TRAKKER Operating Manual (Ver. 5.0.0)
e System Hardware and Maintenance
AVANTE VOTE-TRAKKER EVC308 SPR
e System Administration and Security Management Manual (Ver. 5.0.0)
¢ Ballot Preparation Manual (Ver. 5.0.0)
e Ballot Loading and Pre-Election Management Manual (Ver. 5.0.0)
e Automatic Ballot Marking Device and Card Encoding System Polling Officials Manual (Rev. A)
e Optical VOTE-TRAKKER Operating Manual (Ver. 5.0.0)
e System Hardware and Maintenance

3.1 Software and Firmware

Items identified in the table reflect all software and firmware tested in Lot 1. All items listed were part of the
test effort.

Avante International provides all of the required software, firmware, and an EMS computer.

Table 2 — Matrix of required Software and Firmware Provided by Avante International

Application(s) Manufacturer | Version Description
Firmware Avante VOTE- Avante International 3.15
TRAKKER EVC308 SPR-FF- Voting software on EVC308 SPR-FF-BMD
BMD Technology, Inc
Firmware Avante VOTE- Avante International 1.1.7 .
TRAKKER EVC308 SPR Technology, Inc Voting software on the EVC 308 SPR
Final Test Report SysTest
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Application(s)

VOTE-TRAKKER EMS:

Easy CD Creator 5 Platinum

Generate Ballot Data

Generate VID

Manage Ballot Data

Optical VOTE-TRAKKER

Report System

Test Voting (FF)

Test Voting (SPR)

VOTE-TRAKKER Event Log

Manufacturer | Version
5.1.0.104
5.4.0.0
4208
4.0.0.0
18.0.1
1.0.0.3
13.00
1.1.0.0
4.0.0.8

Avante International
Technology, Inc

Description

Election Management System

This is the software that handles election
project definition, political divisioning
management, election event

definition including ballot design, creation of
Voter Identification Numbers, and system
security.

Table 3 — Matrix of Required COTS Software Provided by Avante International

Application(s)

Manufacturer Version

Description

Microsoft Windows Professional . .
Version 2002 Microsoft Operating System
Mlcr_o soft Windows Professional Microsoft SP2 Service Pack from Microsoft
Service Pack 2
Microsoft Office 2000 SR-1 Microsoft 9.00.9327 Service Pack from Microsoft
Microsoft SQL Server Desktop Microsoft 8.00.761 Database Software
Microsoft Speech SDK 5.1 Microsoft 4324.0 Speech Software
Mlcrqsoft Text-to-Speech Engine Microsoft 4.0 Speech Software
(English)
GeneralTouch RS232 AcousitcWave Touchscreen N/A Touch Screen Software
Hotfix for MDAC 2.71 1
HP LaserJet 5200 N/A Printer Software
IBM ViaVoice TTS Runtime — V6.610 .

. Chinese Language
Chinese
Intel ® Extreme Graphics 2 Driver |Intel N/A Graphics Driver
Intel ®_ PRO Network Adapters Intel N/A Network Software
and Drivers
L&H TTS3000 Espanol L&H N/A Spanish Language
L&H TTS 3000 Korean L&H N/A Korean Language
Lernout & Houspie TruVoice . N/A .
American English TTS Engine Lernout & Houspie English Language
Realtek AC’97 Audio Realtek N/A Audio Software
Security Update for Windows . N/A . .
Media Player Microsoft Update required by Microsoft Corp.
SII Printer Software Printer Software
TextAloud 2.0 Audio
Update Rollup 1 for Windows Microsoft 20050809.32623 Update required by Microsoft Corp.
2000 SP4

. . 3.1 Installer for applications on the Windows
Windows Installer Microsoft platform
Windows Media Player Hotfix Microsott N/A Update required by Microsoft Corp.
WinZip Winzip Computing, Inc. N/A Commercial file compression application
Broadcom Gigabit Integrated Broadcom 10.50.08 Ethernet Controller
Controller
Dell Resource CD Dell N/A Dell Software Compact Disk
Final Test Report SysTest
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Application(s) Manufacturer Version Description

Dell Touchpad 7.1.102.7 Driver for Touchpad Mouse Device

ET_DI USB Serial Converter 2.00.0 Legacy to USB Converter Driver
rivers

High Definition Audio Driver 20040219.000000 Sound Driver

Package — KB835221

Intel® Graphlc_s Media N/A Graphics Accelerator

Accelerator Driver

Microsoft Internet Explorer 6 Microsoft SP1 Internet Browser

Modem Helper 3.02 Modem Utility Software

MSXML 4.0 SP2 4.20.9848.0 Microsoft XML Core Services

NextUp-ScanSoft Sin-Ji 400 Text to speech conversion software

Cantonese Voice

02.776 SCR CardBus Windows 0001 Driver for Smart Card Reader device

Driver

Security Update for Windows 6.4 . .

Media Player 6.4 Update required by Microsoft Corp.

SigmaTel AC97 Audio Drivers N/A Sound card drivers

SigmaTel Audio 5.10.5210.0 Audio Drivers

Touch Kit 1.00.000

AirPortal 2.00 N/A

GTW V.92 Voicemodem N/A Gateway modem

Intel® 830M Chipset Graphics N/A .

Driver Software Graphic hardware

Microsoft SQL Server 2000 8.00.194 Relational database management software

Windows Internet Explorer 7 20070813.185237 |Internet browser software

3.2 Hardware Equipment

Equipment identified in the table below reflects all hardware used in performing system testing. All items
listed were part of this test effort. All equipment was provided by AVANTE International Technology, Inc.
Once the equipment was under the control of SysTest Labs and the testing session had begun, all necessary
upgrades, executables and installations were performed by SysTest Labs personnel.

The Avante FF BMD voting system is delivered with an Ethernet connection. The Avante SPR BMD
voting system is delivered with an Ethernet connection and an internal modem.

Testing of the network connections and modem to verify that they are not active was out-of-scope for the
Lot Il test effort.

Table 4 — Matrix of Hardware

Hardware and

Version/Rev

Identifier Manufacturer - Condition Description

(Serial Number)
Avante

VTE0200335 International EVC 308-SPR 1.1.7 Working Ballot Marking Device
Technology, Inc.
Avante

VTE0200331 International EVC 308-SPR 1.1.7 Working Ballot Marking Device
Technology, Inc.

Final Test Report SysTest
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Hardware and
Identifier

(Serial Number)

Manufacturer

Version/Rev
#

Condition

Description

Avante
International

Not working —
Cannot

VTE0200330 Technology, Inc. | EVC 308-SPR 112 communicate with Ballot Marking Device
the Access Control
Unit
Avante
VTE0200334 International EVC 308-SPR 117 Working Ballot Marking Device
Technology, Inc.
Avante
VTE0200332 International EVC 308-SPR 1.1.7 Working Ballot Marking Device
Technology, Inc.
Avante . . .
VTF0300609 International EVC 308-FF-42 1.3.0 Not working - Bad Ballot Marking Device
battery
Technology, Inc.
Avante . .
VTF0300607 | International EVC 308-FF-42 | 1.35 Working Ballot Marking Device
Technology, Inc.
Avante . .
VTF0300610 | International | EVC 308-FF-42 | 1.3.5 Working Ballot Marking Device
Technology, Inc.
Avante ; ;
VTF0300604 | International EVC 308-FF-42 | 1.35 Working Ballot Marking Device
Technology, Inc.
Gateway Model Solo 1450 | Windows XP
Laptop Professional
Computer - Version 2002 | Working Election Management System
BT402380208 Service Pack
2
Dell Latitude 520 Windows XP
Home edition
Laptop Version 2002 | Working Indgp_end_ent Ballot
Computer . Verification
service pack
2
Scanner - FUJITSU fi-4530C . .
SN101799 Working Scanning ballots
Avante
VTCR0200229 International Working Card Encoder
Technology, Inc.
Avante
VTCR0200232 International Working Card Encoder
Technology, Inc.
Avante
VTCR0200233 International Working Card Encoder
Technology, Inc.
Avante
VTCR0200239 International Working Card Encoder
Technology, Inc.
Avante
VTCR0200243 International Working Card Encoder

Technology, Inc.

Final Test Report
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3.3 Test Materials

Items identified in the table below reflect test materials used in system tests.

Table 5 — Matrix of Test Materials

Provided by

Manufacturer

Details

9 Rocker Paddles
— Model DS100

Avante International
Technology, Inc

SSC Controls Co

S0000028
S0004031
S0004032
6 do not have SN

5 Memory Cards
— 256 MB

Avante International
Technology, Inc

Sandisk

Memory cards used for transferring data

7 Sip and Puff
Devices w/ straws
— Model 970

Avante International
Technology, Inc

Enabling Devices

No serial numbers

1 Compact Flash
Card Reader

Avante International
Technology, Inc

SanDisk

Model: SDDR-103

Used to transfer data from the EMS to the flash cards

Avante International

2 Headsets Altec Lansing Headphones for Audio
Technology, Inc.
2 Headsets Avante International | Model: HA-L504
Technology, Inc.
1 Headset Avante International Labtec Model: Note-502
Technology, Inc.
2 Headsets SysTest KOSS Model KPh/6
2 Extension Cords | SysTest Unknown Used for supplying electricity to BMD’s
LaserPrint Paper | Avante International HammerMill International Used for printing ballots
81/2 x 14 Technology, Inc. Paper P g

LaserPrint Paper
11x 17

Avante International
Technology, Inc.

HammerMill International
Paper

Used for printing ballots

20 Voter Cards

Avante International
Technology, Inc.

Allow voters to vote

3.4 Proprietary Data

SysTest Labs has indicated sections of this report considered proprietary information to Avante VOTE-
TRAKKER Voting System.

Proprietary information is submitted in a separate attachment, and labeled “Proprietary” in the file name.

Final Test Report
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4 System Overview
The VOTE-TRAKKER voting system consists of:

e A Ballot Generation Computer

e AVOTE-TRAKKER EVC308 SPR-FF BMD
e AVOTE-TRAKKER EVC308 SPR BMD

e Independent Ballot Verification Equipment

A Ballot Generation Computer that includes EMS software that enables users to create the election project
definition, manage political divisioning, define the specific election event, define the ballot design,
program the election onto flash memory cards for the BMD’s, create Voter Identification Number (VID),
download VIDs to card encoders, create paper ballots, test the voting the ballot for each BMD, and review
the ballot after voting.

The VOTE-TRAKKER EVC 308 SPR-FF BMD has an integrated 42" full-face ballot display and touch
screen showing all contests at one time for the voting session. The touch screen permits voters to record
their selections, utilizes non-directional smart cards and a smart card reader for displaying the correct
ballot or party on the touch screen and uses a COTS printer to mark ballots for voter verification and to
print opening zero and status reports. The BMD allows a user to mark and review a ballot in any of the
supported languages using the provided equipment, which includes: Touchscreen, keyboard, headphones,
sip & puff device and rocker paddles.

The VOTE-TRAKKER EVC308 SPR BMD has an integrated 15 touch screen for voters to record their
selections, utilizes non-directional smart cards and a smart card reader for displaying the correct ballot or
party on the touch screen and uses a COTS printer to mark ballots for voter verification and to print
opening zero and status reports. The BMD allows a user to mark and review a ballot in any of the
supported languages using the provided equipment, which includes: Touchscreen, keyboard, headphones,
sip & puff device and rocker paddles.

The voter inserts his assigned VID card, and the system presents the voter’s appropriate ballot style.
After making selections using the touchscreen, keyboard, sip-n-puff, or rocker paddles, the results are
produced on a machine marked ballot. Visually impaired voters may receive audible assistance through
headphones. After acceptance of the ballot the voter drops the ballot into the ballot box.

The VOTE-TRAKKER voting system allows independent ballot verification through use of a PC and
scanner to read a 2-D barcode printed on a separate piece of paper from the ballot. The marked barcode is
then read by the scanner and the voting information, including contest titles and selections made by the
voters (including write-in), is played back to the voter via audio headphones. This allows blind or
visually disabled voters to have their ballot scanned and played back to them after the ballot has been
printed, so they can verify their selections.

Final Test Report SysTest
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5 Lot Il Test Results Summary

5.1 Review Of Prior ITA Work Artifacts

SysTest Labs reviewed test cases that were developed by the previous ITA to determine if any HAVA
compliance testing was performed that could be leveraged for this test effort, and the detail to which
HAVA requirements were tested.

The Avante SPR BMD voting system was not previously submitted for HAVA compliance testing, thus
there is no testing and no artifacts to leverage for the Lot I test effort.

The review of test cases developed by the previous ITA for the Avante FF BMD voting system revealed
that:

e The test cases used to verify HAVA requirements were developed at a very high level

e The test cases contained no test results to confirm that testing was performed
For these reasons, SysTest Labs is unable to leverage any of the test cases developed by the previous ITA
for use with the Lot I test effort.
5.2 Review Of Prior And Current SysTest Labs Work Artifacts

SysTest Labs has reviewed prior certification reports and prior test cases developed and executed by
SysTest Labs for the AVANTE VOTE-TRAKKER to determine if any HAVA compliance testing was
performed that could be leveraged for this test effort. In addition, SysTest Labs has reviewed current
HAVA compliance testing being conducted by SysTest Labs for the AVANTE VOTE-TRAKKER’s
federal certification testing that may also be leveraged.

e No prior HAVA compliance testing has been performed for Avante International by SysTest Labs,
thus there is no testing and no test artifacts to leverage for the Lot Il test effort.
5.3 Requirements Gap Analysis Of NYSBOE BMD Requirements

SysTest Labs has conducted a requirements gap analysis and trace of the NYSBOE BMD requirements to
document the NYSBOE requirements that were verified by the execution of test case BMDOL.

The results of this gap analysis are included in Appendix D: NYSBOE BMD Trace

5.4 Preliminary Review Of User And Jurisdictional Documentation

A preliminary review of the following VOTE-TRAKKER user and jurisdictional documentation was
conducted by SysTest Labs. The Vendor documentation was utilized as a guide for hardware setup and
configuration, creation of the test election, operation of the BMD system and accessibility devices, and
execution of the test election.

e AVANTE VOTE-TRAKKER EVC308 SPR Rev. D
e AVANTE VOTE-TRAKKER EVC308 SPR-FF-BMD Rev. A
e Ballot Loading and Pre-Election Management Manual Version 5.0.0

e Ballot Preparation Manual Version 5.0.0

Final Test Report SysTest
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e OPTICAL VOTE-TRAKKER Operating Manual Version 5.0.0
e AVANTE VOTE-TRAKKER EVC308 SPR Polling Officials Manual Rev. D
e AVANTE VOTE-TRAKKER EVC308 SPR-FF-BMD Polling Officials Manual Rev. A

5.5 Functional Test Summary

SysTest Labs executed Functional Test BMDO1 for the VOTE-TRAKKER Voting System. The testing
was conducted on the equipment provided by Avante International Technology, Inc., listed in Table 4 —
Matrix of Hardware. The application was tested for the validation of HAVA requirements only.

Functional Test BMDO1 provides step-by-step procedures for each HAVA requirement to be tested. Each
step in the test case is assigned a test step number. This number, along with critical test data, test
procedure information, and pass/fail information, was documented in the test case for the recording of test
results.

Prior to the commencement of Functional System testing, an inventory was performed to verify the voting
equipment received contained the hardware and software elements as defined in the TDP. A Physical
Configuration Audit (PCA) was conducted to verify that the system could be configured using the VVendor
system operations manuals.

Throughout the testing effort, test procedures will be marked as follows:
e Accept — Test is accepted as successful.
e Reject — Test is rejected as unsuccessful.

e NT - Not Testable is used for test procedures that cannot be followed. For example, if failure of one
test procedure failure precludes attempting subsequent test procedures, the latter will be marked as NT.
Also, for expected functionality that is not implemented the test procedure will be marked as NT.

e NS - Not Supported is used for requirements not supported in the tested configuration.

e NA — Not Applicable - If a test procedure is not applicable to the current test effort it will be marked as
NA. The NA designation would also be entered for any subsequent step that is not applicable.

Test results Reject, NT, and NA will include comments by the Tester explaining the reason for the result.
Issues encountered during review and testing are documented on the Discrepancy Report.

Reference Appendix C: HAVA and VVSG Trace for a list of the HAVA and VVSG requirements
verified in test case BMDO1, and the pass/fail result of each.

Reference Appendix D: NYSBOE BMD Trace for a list of the NYSBOE BMD requirements verified in
test case BMDOL1, and the pass/fail result of each.
5.6 Evaluation Of Functional Testing

The Avante FF and SPR BMD voting systems failed to pass all of the required test steps and requirements
in Test Case BMDO1.

Issues discovered during the Lot Il test effort were reported to Avante International Technology, Inc. and
regression tested by SysTest Labs as they were resolved by the Vendor.

Appendix A — Test Methodology contains a detailed description of Functional Test BMDO1.
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Reference Attachment B — Discrepancy Report for a listing of all discrepancies, current status, and trace
to the 2005 VVSG requirement.

Reference Section 5.6.1 below for a listing of intermittent issues and anomolies.

Table 6 - Functional Tests VOTE-TRAKKER EVC308 SPR

Test Case Name

BMDO01

Test Case Rev #

Execution

Test execution consisted of 18 Voters per
language, and a variety of touch screen and
assistive technologies against the HAVA Section
301 requirements. The following discrepancies

| Software & Firmware Versions ‘
Voting 1.1.4

Generate Ballot Data
(EMS Main Module)

listed in the discrepancy report were noted: 14, Release 5.4.0
15, 22, 23, 24, 25, and 27.
BMD Hardware Rev. 1.4.0
Test execution consisted regression testing of Voting 1.1.5
known fixed issues using a variety of touch
screen and assistive technologies against the Generate Ballot Data
HAVA Section 301 requirements. The following (EMS Main Module)
BMDO1 2 - S . . Release 5.4.0
discrepancies listed in the discrepancy report s
were found or still open 14 and 15.
BMD Hardware Rev. 1.4.0
Test execution consisted regression testing of Voting 1.1.6
known fixed issues using a variety of touch
screen and assistive technologies against the Generate Ballot Data
BMDOL 3 HAVA Section 301 requirements. The following (EMS Main Module)
: Fe f F Release 5.4.0
discrepancies listed in the discrepancy report s
were still open 14, 15, 18, 19, 20, and 21.
BMD Hardware Rev. 1.4.0
Test execution consisted of 18 Voters using two Voting 1.1.7
languages, randomly selected for each of the 18
voters, and a variety of touch screen and assistive Generate Ballot Data
BMDO1 4 technologies against the HAVA Section 301 (EMS Main Module)

requirements. The following discrepancies listed
in the discrepancy report were still left open 7, 8,
9,10, 11, 15and 17.

Release 5.4.0

BMD Hardware Rev. 1.4.0

Table 7 - Functional Tests VOTE-TRAKKER EVC308 SPR-FF-BMD

Test Case Name

BMDO1

Test Case Rev #

Execution

Test execution consisted of 18 Voters per language,
and a variety of touch screen and assistive
technologies against the HAVA Section 301
requirements. The following discrepancies listed in
the discrepancy report were noted: 13, 16, 28, 32,
33, 34

| Software & Firmware Versions
Voting 1.3.2

Generate Ballot Data
(EMS Main Module)
Release 5.4.0

BMD Hardware Rev. 1.4.0
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Test Case Name Test Case Rev # Execution | Software & Firmware Versions
Regression Test.for discrepancies 32, 33, and 34. Voting 1.3.3
The following discrepancies listed in the
discrepancy report were found or still open: 13, 16, Generate Ballot Data
BMDO1 28 (EMS Main Module)
Release 5.4.0
BMD Hardware Rev. 1.4.0
Regression Test for discrepancies 13, 16 and 28. Voting 1.3.4
Discrepancy 13 was fixed by creating a new election
increasing the time for selection. The following Generate Ballot Data
BMDO1 discrepancies listed in the discrepancy report were (EMS Main Module)
still open 16 Release 5.4.0
BMD Hardware Rev. 1.4.0
Test execution consisted of 9 Voters using all Voting 1.3.5
language, and a variety of touch screen and assistive
technologies against the HAVA Section 301 Generate Ballot Data
BMDO01 requirements. The following discrepancies listed in (EMS Main Module)
the discrepancy report were still left open 1, 2, 3, 5, Release 5.4.0
6.
BMD Hardware Rev. 1.4.0

5.6.1 AVANTE Intermittent Stability Issues and Anomalies

VVSG 3.2: Intermittent issues with assistive technology devices; system would not accept inputs from
the keyboard and Sip & Puff devices. The units were powered off and restarted to continue voting.

e Keyboard inputs not accepted on write-in vote
e Sip & Puff inputs not accepted, unable to make any selection.
e Sip & Puff inputs not accepted during write-in vote with 2 different languages.
Also, voter at review screen but mistakenly made no selections, was unable to activate a change.

VVSG 3.2: Screen display corrupted. On-screen selection buttons showing on the top right side of the
screen. Touched the button to change display settings and the Voting program suffered a general error
and was shut down by Windows.

VVSG 3.2: BMD unit VTE0200332 would not read voter cards. Unit had to be powered off and
restarted before voting on the unit could resume. Same unit had numerous communication issues with
assistive devices where no user inputs were accepted, eventually retired the unit as unreliable.

VVSG 3.2: Entering a write-in candidate and was interrupted long enough for the system to display the
“No selection has been made for 100 seconds...” message. A keyboard key press did not return to the
ballot. Touched the touch screen and was returned to the ballot, but no further inputs were accepted from
the keyboard.

VVSG 3.2.3 (d): First attempt to use the Rocker Paddle devices failed on all units. At the start of the
voting session the first instruction is to press the right paddle. The system does not recognize the paddle
press, causes the unit to be stuck at the instruction. Units had to be powered off and back on for voting to
resume.
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VVSG 3.15 (a): Buttons at the bottom of the view screen flicker after the ballot is cast. Flicker
continues until the vote session finishes.

VVSG 3.1: After all selections were made in a voting session and the review screen was presented, the
voter chose to change the write-in vote. The change was made successfully, however another review
screen was not presented to verify the changed write-in vote.

VVSG 3.1: Had a voter timeout that advanced to the Fleeing Voter timeout then caused a general error on
the Voting program and it was closed by Windows. Unit needed to be powered off and back on to
continue voting.

VVSG 3.2.2.2.e: On one of the 15 inch BMD units the keyboard cable hangs low over the printer and re-
directs the printed ballot to a position where the voter could not easily pick the ballot.

VVSG 3.2.2.2.c.viii; VVSG 3.2.7: When verifying the ballots with the Independent Ballot Verification
Scanner, the system intermittently speaks and displays “:6 3/4p” instead of “YES” for the proposition X
question.

5.7 Discrepancies

Discrepancies discovered during the Lot Il test effort were reported to Avante International Technology,
Inc., and regression-tested by SysTest Labs as they were resolved. As of the end of the Lot Il test effort,
16 discrepancies remain open and unresolved.

All issues identified during testing were entered in the Issues and Discrepancies log. All issues were
identified with an issue number, a priority, and a detailed description of the issue. The vendor was given
an opportunity to respond to the issues identified. The NYSBOE was given a complete list of all issues
from all of the vendors and controlled the decision where a fix would be required.

Discrepancies were prioritized as follows:
e High — there are no workarounds and will require a fix.
e Med. — There is a workaround and may or may not require a fix.
e Low - There is no workaround needed and may or may not require a fix.
e Informational — This is just an observation and does not require a fix.

A complete list of the discrepancies discovered throughout the Lot Il test effort, and the current status of
each, is included in Attachment B - Discrepancy Report.
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6 Findings

SysTest Labs has completed all required testing of the Avante FF and SPR BMD voting systems. It has
been determined that the Avante FF and SPR BMD voting systems fail to meet the required acceptance
criteria of the New York State Board Of Elections for the HAVA 2002 section 301 A and B requirements,
and the 2005 VVSG Volume 1 section 3 requirements of the Lot Il test effort.

Reference Attachment B for a list of outstanding discrepancies.
Reference Section 5.6.1 for a list of intermittent anomalies discovered during test execution.
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Test Detail
Test Case Name

Appendix A — Test Methodology

Test Methodology \
BMDO01 (Usability and Accessibility)

Scope

A system level test case that uses the 2005 Voluntary Voting System Guidelines (VVSG)
to validate required functionality and performance as guidance in order to met 2002
HAVA requirements. Testing includes ballot marking accuracy, General Accessibility,
Vision, Dexterity, Mobility, Hearing, Speech, Language Proficiency, Cognition
requirements.

Objective

The object of this test case is to verify that usability, accessibility and all supported
multi-lingual (English, Korean, Cantonese, Mandarin and Spanish) elections can be
created for use on BMDs. All voters have the ability to vote privately and independently
including using visual displays, Sip-n-Puffs, audio, or foot paddles/rockers. Ballots are
marked correctly and the voter can independently verify the ballot before it is cast and
counted.

Variables: Voting
Variations

Partisan contest: Vote for 1 of N (V1:2.1.7.2) (Sheriff)

Partisan contest: Multi-member board (N of M) (City Council)

Contest: Proposition/Question (Proposition X)

Keyboard, sip and puff, and rocker paddles

Multi-language ballots (English, Korean, Cantonese, Mandarin and Spanish)
Audio ballots

1 precinct

Variables: Election
Variations

Sheriff: 3 candidates/write-in
Proposition X: Y/N
City Council: 6 candidates/1 write-in

A description of the
voting system type and
the operational
environment

VOTE-TRAKKER EMS

VOTE-TRAKKER EVC308 SPR firmware 1.1.7,
VVOTE-TRAKKER EVC308 SPR-FF-BMD firmware 3.1.5
Independent Ballot Verification Equipment (PC and scanner)

Refer to the following tables for complete descriptions:

» Matrix of Required Software/Firmware
» Matrix of Required Hardware

Standards Documents

2005 Voluntary Voting System Guidelines (VVSG), vol. 1
2005 Voluntary Voting System Guidelines (VVSG), vol. 2

HAVA 2002 Requirements
Specific standards are noted in following steps
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Test Detalil
Pre-requisites and
initialization of the test
case

Test Methodology
Document the date and tester(s)
System, including the witnessed build, is installed and set up as defined in the user
documentation
Define election contests, candidates, issues etc. (V1:2.1.6)
Party affiliation is identified on the ballot where applicable (V1:2.1.1.1.d)
Create a supervisory level access 'user' and password'
Testers are informed that the test environment must remain static, if not, no changes shall
occur without documentation in the test record and the authorization of the project
manager
Have a Ballot Counter (V1:2.1.8)
Retrieve all supplies necessary for testing
Complete Readiness check list

Documentation of Test
Data & Test Results

Capture all voting steps in order to maintain repeatability of the test

Record election, ballot, and vote data fields on the corresponding worksheet tabs
Save all worksheet tabs for all iterations of the test case

Record results of test run by entering 'Accept/Reject’ on the Test Results Matrix
Provide comments when observing deviations, issues/discrepancies or notable
observations

Log issue/discrepancies on the Issues Log.

Pre-vote: Ballot
Preparation procedures
verifications

Installation and Election databases can be accurately/securely defined and formatted

A ballot can be accurately/securely defined and formatted (V1:4.1.4.2)

A ballot can be accurately/securely programmed and installed into the appropriate media
(V1:4.1.4.2.h,41.4.2.0)

Pre-vote: Opening the
Polls Verification

Perform proper sequence of functions to open the polls
Identify any issues, failures, or unexpected results and their required corrective action(s)

\Voting: Required
functionality verifications

Maintain accurate and complete audit records (V1:2.1.5.1.a, 4.1.7)
Maintain accurate and complete error and status messages (V1:2.1.5.1.b, 2.1.5.1.c,4.1.1)

All paper-based systems shall: Protect the secrecy of the vote throughout the process.
(V1:2.3.3.2)

Maintain integrity of Vote and Audit data (V1:4.1.3.1.)

Accurate Definition

Write-in voting: VVoting position identified for write-ins (V1:4.1.5.1.d)
Overvotes

Undervotes
Blank ballots (V1:4.1.5.1.d)

\Voting: Optional
functionality verifications

Non-Partisan contest: Vote for 1 of N (V1:2.1.7.2) (Sheriff)

Partisan contest: Multi-member board (N of M) (City Council)

Partisan contest, one party has no candidates (City Council)

Non-Partisan contest: Proposition/Question (Proposition X)

Keyboard, sip and puff, and rocker paddles

Multi-language ballots (English, Korean, Cantonese, Mandarin and Spanish)
Audio ballots

1 precincts
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Test Detail

Usability and
Accessibility verifications

Test Methodology

Functional Capabilities (V1:3.1.2)
Alternative Languages (V1:3.1.3)
Cognitive Issues (V1:3.1.4)
Perceptual Issues (V1:3.1.5)
Interaction Issues (V1:3.1.6)
Privacy (V1:3.1.7)

General Accessibility Requirements (V1:3.2.1)
Vision (V1:3.2.2)

Dexterity (V1:3.2.3)

Mobility (V1:3.2.4)

Hearing (V1:3.2.5)

Speech (V1:3.2.6)

English Proficiency (V1:3.2.7)

Cognition (V1:3.2.8)

Functional Capabilities

Notification to a voter identifying the contest, issues, undervotes and overvotes.(3.1.2 a,
b&e)

Notification to a voter prior casting, allowing changes to the ballot, and after the ballot
have been marked (3.1.2 ¢ &d)

Alternative Languages

Allow ballot selection, review and instructions in any language required by the state.
(3.1.3)

For voters who lack proficiency in reading English, or whose primary language is
unwritten, provide spoken instructions and ballots in the preferred language of the
voter, consistent with state and federal law (3.2.7)

Cognitive Issues

Minimize cognitive difficulties to the voter providing clear instructions/warnings and
assistance. (3.1.4 a, b, c & d)

Clearly indicate maximum number of candidates for a single contest and ensure a
consistent relationship between candidate name and mechanism used to vote for that
candidate (3.1.4 cii, ciii)

Electronic image displays shall provide synchronized audio output to convey same
information as is displayed on the screen (3.2.2.1 f)

Perceptual Issues

Adjustable aspects of voting machines, shall have a mechanism to reset to the default
value or shall automatically reset to standard default value upon completion voter’s
session (3.1.5b &c)

Electronic voting machines shall provide minimum font size of 3.0 (measured as the
height of a capital letter) and all text intended for the voter should be presented in a
sans serif font.(3.1.5d & h)

All voting machines using paper ballots should make provisions for voters with poor
reading vision (3.1.5 e)

Color coding shall not be used as the sole means of conveying information (3.1.5 g)
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Test Detail ‘ Test Methodology \
Interaction Issues \Voting machines with electronic image displays shall not require page scrolling (3.1.6 a)

Voting machines shall provide unambiguous feedback of voter’s selections, be designed
to minimize accidental activation, and no key shall have a repetitive effect as a result of
being continually pressed (3.1.6 b, d & dii)

If a response from the voter is required within a specific time, the voting machine will
issue an alert at least 20 seconds before this time has expired (3.1.6 c)

Privacy Preclude anyone else from determining the content of a voter’s ballot without the voter’s
cooperation. Ballot and any input controls shall only be visible to the voter, the audio
interface shall only be audible to the voter, and the voting system shall notify the voter
of an attempted overvote in a way that preserves the privacy of the voter (3.1.7; 3.1.7.1
a,b&ec)

Vision Accessible to voters with visual disabilities or voters with partial vision (3.2.2. 3.2.2.1)

Accessible to voters who are blind and provide an audio-tactile interface (ATI) that
supports the full functionality of the visual ballot interface and allows the voter to
control the rate of speech. (3.2.2.2, 3.2.2.2 b & cix)

Font size of 3.0-4.0 mm and 6.3 —9.0 mm, allow high contrast and allow adjustable color
for partial vision (3.2.2.1 b, ¢ & d)

Buttons and controls shall be distinguishable by both shape and color, all mechanically
operated controls or keys shall be tactilely discernible without activating these controls
and keys, and status of all locking or toggle controls or keys shall be visually
discernable and also through touch and sound (3.2.2.1 ¢, 3.2.2.2 f &Q)

Dexterity Shall be accessible to voters who lack fine motor control or use of their hands and all
controls should be operable with one hand without requiring tight grasping, pinching or
twisting of the wrist. Force to activate keys or controls shall be no greater than 5 Ibs. If
normal procedure is for voters to submit their own ballots, the station shall provide
features to these voters to enable them to perform this submission (3.2.3 a, b & €)

Controls shall not require direct bodily contact or for the body to be part of any electrical
circuit (3.2.3¢)

Shall provide mechanism to enable non-manual input, equivalent to tactile input (3.2.3 d)

Mobility Accessible to voters who use mobility aids, including wheel chairs. All controls, keys,
jacks, and any other part of the voting station shall be within reach as specified, and all
labels, displays, controls, keys, jacks, etc. shall be legible to a voter in a wheelchair
with normal eyesight, who is in an appropriate position and orientation with respect to
the voting station. (3.2.4,b & ¢)

\oting station shall be within the clearance, obstruction and reach limits specified (3.2.4
a, bi, bii, biii, biv bv, & bvi)

Hearing Voting station shall incorporate features under 3.2.2.2c to provide accessibility to voters
with hearing disabilities, and if it provides sound cues to alert the voter, the tone shall
be accompanied with a visual cue unless the station is in audio-only mode. (3.2.5a &
b)

Electronic image displays shall provide synchronized audio output to convey same
information as is displayed on the screen (3.2.2.1 f)
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Test Detail | Test Methodology |

Speech \/oting process shall be accessible to voters with speech disabilities. No voting
equipment shall require voter speech for operation (3.2.6 & 3.2.6a)

Independent verification |Permit the voter to verify (in a private and independent manner) the votes selected by the
voter on the ballot before the ballot is cast and counted. (3.1 alAi)

Post-Vote: Closing the  |Polls are properly closed
Polls Further casting of ballots is prohibited
Device status is normal

Identify any issues, failures, or unexpected results and their required corrective action(s)
Create a test record that verifies the sequence of test events
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Appendix B — Index of Attachments

Attachment A — TDP Documents
Attachment B — Discrepancy Report

Accessing Attachments

To access attachments in Adobe Reader:

Select View > Navigation Tabs > Attachments. A tab will become available on the left side of the screen, and
you can select and open attachments by clicking on the tab.

To access attachments in Adobe Acrobat:

Select Document > File Attachments. A dialog box appears allowing you to select and open attachments.
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Appendix C - HAVA and VVSG Requirements Trace and Test Results

The table below displays the 2005 VVSG HAVA requirements, traced to each step of Functional Test
Case BMDO1. The final column displays the Pass/Fail results of each requirement.

FF

Req. # Req. Type | Req. Text Test Case Step ‘ Pass /
Fail
VVSG Usability and The importance of usability and accessibility in
13 Accessibility the design of voting systems has become
Requirements increasingly apparent. It is not sufficient that the
internal operation of these systems be correct; in
addition, voters and poll workers must be able to
use them effectively. Three broad principles
motivate this section:
VVSG Usability and a. All eligible voters shall have access to the Step # 10 Testing Failed Failed
13a Accessibility voting process without discrimination. Voter Privacy Disc Disc
Requirements HAVA 301a.1.A. 1&6 10
The voting process shall be accessible to Vol 1: 3.1.7,
individuals with disabilities. The voting process 3.171a&hb
includes access to the polling place, instructions
on how to vote, initiating the voting session,
making ballot selections, review of the ballot,
final submission of the ballot, and getting help
when needed.
VVSG Usability and b. Each cast ballot shall accurately capture the Step #12 Verifying | Failed Failed
13b Accessibility selections made by the voter. ASSISTIVE Disc Disc
Requirements TECHNOLOGYis | 1&6 6,7&
The ballot shall be presented to the voter in a available 10
manner that is clear and usable. Voters should
encounter no difficulty or confusion regarding the
process for recording their selections.
VVSG Usability and c. The voting process shall preserve the secrecy of | Step #10 Testing Passed Passed
13c Accessibility the ballot. Voter Privacy
Requirements Step #12 Verifying
The voting process shall preclude anyone else ASSISTIVE
from determining the content of a voter's ballot, TECHNOLOGY is
without the voter's cooperation. If such a available
determination is made against the wishes of the
voter, then his or her privacy has been violated.
VVSG VVSG 1 The voting process shall provide a high level of Step #10 Testing Passed Failed
131 3.1 usability for voters. Accordingly, voters shall be Voter Privacy Disc
able to negotiate the process effectively, Step #12 Verifying 2
efficiently, and comfortably. The mandatory ASSISTIVE
voting system standards mandated in HAVA TECHNOLOGY is
Section 301 relate to the interaction between the available
voter and the voting system:
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Req. #

Req. Type

Req. Text

‘ Test Case Step ‘

VVSG Usability a. Requirements.--Each voting system used in an
13.1a Requirements election for federal office shall meet the following
requirements:
VVSG Usability 1. In general.--
13.1al Requirements
VVSG Usability A. Except as provided in subparagraph (B), the
1 Requirements voting system (including any lever voting system,
3.1alA optical scanning voting system, or direct
recording electronic system) shall--
VVSG | UsabilityRequire | i. Permit the voter to verify (in a private and Step #9 Using the | Failed Failed
1 ments independent manner) the votes selected by the Vote Data, initiate Disc Disc
3.1alAi voter on the ballot before the ballot is cast and Election Day 2 2
counted; Voting on the DRE
in multiple
languages, as the
vendor supports
them.
Step #10 Testing
Voter Privacy
HAVA 30la.1.A.
Vol 1:3.1.7,
3.1.71a&b
VVSG Usability ii. Provide the voter with the opportunity (in a Step #9 Using the | Passed Failed
1 Requirements private and independent manner) to change the Vote Data, initiate intermit
3.1alAi ballot or correct any error before the ballot is cast Election Day tent
i and counted (including the opportunity to correct | Voting on the DRE
the error through the issuance of a replacement in multiple
ballot if the voter was otherwise unable to change languages, as the
the ballot or correct any error); and vendor supports
them.
Step #10 Testing
Voter Privacy
HAVA 30la.1.A.
Vol 1:3.1.7,
3.1.71a&b
VVSG Usability iii. If the voter selects votes for more than one
1 Requirements candidate for a single office—
3.1alAi
ii
VVSG Usability I. Notify the voter that the voter has selected more | Step #20 Verifying | Passed Passed
1 Requirements than one candidate for a single office on the OVERVOTEs are
3.1alAl ballot; handled correctly
VVSG Usability I1. Notify the voter before the ballot is cast and Step #20 Verifying | Passed Passed
1 Requirements counted of the effect of casting multiple votes for | OVERVOTEs are
3.1alAl the office; and handled correctly
I
VVSG Usability I11. Provide the voter with the opportunity to Step #20 Verifying | Passed Passed
1 Requirements correct the ballot before the ballot is cast and OVERVOTEs are
3.1al1Al counted. handled correctly
1
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Req. #

Req. Type

Req. Text

‘ Test Case Step ‘

Usability B. A state or jurisdiction that uses a paper ballot
1 Requirements voting system, a punch card voting system, or a
3.1alB central count voting system (including mail-in
absentee ballots and mail-in ballots), may meet
the requirements of subparagraph (A)(iii) by—
VVSG Usability i. Establishing a voter education program specific | Step #20 Verifying | Passed Failed
1 Requirements to that voting system that notifies each voter of OVERVOTEs are Intermit
3.1alBi the effect of casting multiple votes for an office; handled correctly tent
and
VVSG Usability ii. Providing the voter with instructions on how to | Step #20 Verifying | Passed Passed
1 Requirements correct the ballot before it is cast and counted OVERVOTEs are
3.1alBi (including instructions on how to correct the error | handled correctly
i through the issuance of a replacement ballot if the | Step #22 Verifying
voter was otherwise unable to change the ballot or | HAVA compliant
correct any error). BALLOT
NAVIGATION
and
INTERACTION
VVSG Usability C. The voting system shall ensure that any Step #19 Verifying | Passed Passed
1 Requirements notification required under this paragraph INSTRUCTIONS
3.1alC preserves the privacy of the voter and the and ALERTS to
confidentiality of the ballot. VOTERS
VVSG Usability a. The vendor shall conduct summative usability This is for the Lot1 Lot 1
13.1.1a Testing tests on the voting system using individuals vendor to test. Test Test
representative of the general population.
VVSG | Usability Testing | b. The vendor shall document the testing This is for the Lot1l Lot1
13.1.1b performed and report the test results using the vendor to provide Test Test
Common Industry Format. This documentation documentation and
shall be included in the Technical Data Package test cases. SysTest
submitted to the EAC for national certification. will review during
the PCA
Documentation and
FCA
Documentation
Review in Lot 1.
VVSG Functional The voting process shall provide certain
1312 Capabilities functional capabilities to support voter usability.
VVSG Functional a. The voting system shall provide feedback to the | Step #22 Verifying | Passed Passed
13.1.2a Capabilities voter that identifies specific contests or ballot HAVA compliant
issues for which he or she has made no selection BALLOT
or fewer than the allowable number of selections NAVIGATION
(e.g., undervotes) and
INTERACTION
VVSG Functional b. The voting system shall notify the voter if he or | Step #20 Verifying | Passed Passed
13.1.2b Capabilities she has made more than the allowable number of OVERVOTEs are
selections for any contest (e.g., overvotes) handled correctly
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Req. Type

Req. Text

‘ Test Case Step ‘

Functional c. The voting system shall notify the voter before | Step #20 Verifying | Passed Passed
13.1.2c Capabilities the ballot is cast and counted of the effect of OVERVOTEs are
making more than the allowable number of handled correctly
selections for a contest
VVSG Functional d. The voting system shall provide the voter the Step #21 Verifying | Passed Passed
13.1.2d Capabilities opportunity to correct the ballot for either an UNDERVOTES
undervote or overvote before the ballot is cast and are handled
counted correctly
VVSG Functional e. The voting system shall allow the voter, at his Step #21 Verifying | Passed Passed
13.1.2¢ Capabilities or her choice, to submit an undervoted ballot UNDERVOTEs
without correction are handled
correctly
VVSG Functional f. DRE voting machines shall allow the voter to Step #22 Verifying | Passed Failed
13.1.2f Capabilities change a vote within a contest before advancing HAVA compliant Disc
to the next contest. BALLOT 17
NAVIGATION
and
INTERACTION
VVSG Functional g. DRE voting machines should provide Step #22 Verifying | N/Ato | N/Ato
13.1.2¢g Capabilities navigation controls that allow the voter to HAVA compliant | vendor | vendor
advance to the next contest or go back to the BALLOT system | system
previous contest before completing a vote on the NAVIGATION
contest currently being presented (whether and
visually or aurally). INTERACTION
VVSG Alternative The voting equipment shall be capable of Step #18 Verifying | Failed Failed
1313 Languages presenting the ballot, ballot selections, review LANGUAGE Disc Disc
screens and instructions in any language required requirements 4 4
by state or federal law.
VVSG Cognitive The voting process shall be designed to minimize
1 Issues cognitive difficulties for the voter.
3.14
VVSG Cognitive a. Consistent with election law, the voting system | Aural is relating to | Failed Failed
13.1.4a Issues should support a process that does not introduce the ear or to the Disc Disc
any bias for or against any of the selections to be sense of hearing. 3 3
made by the voter. In both visual and aural Visual and aural
formats, contest choices shall be presented in an requirement will be
equivalent manner. tested during
hardware testing
for Lot 1.
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FF

Pass /
Fail

Cognitivelssues | b. The voting machine or related materials shall Step #9 Using the Failed Failed
13.1.4b provide clear instructions and assistance to allow | Vote Data, initiate Disc Disc
voters to successfully execute and cast their Election Day 5&6 8
ballots independently. Voting on the
BMD in multiple
languages, as the
vendor supports
them.
Step #10 Testing
Voter Privacy
HAVA 301a.1.A.i
Vol 1: 3.1.7,
3.171a&b
VVSG Cognitive i. Voting machines or related materials shall Step #22 Verifying | Passed Passed
1 Issues provide a means for the voter to get help at any HAVA compliant
3.1.4bi time during the voting session.
VVSG Cognitive ii. The voting machine shall provide instructions Step #19 Verifying | Failed Failed
1 Issues for all its valid operations. instructions and Disc Disc
3.1.4bii alerts to voters 5&6 6
VVSG Cognitive c. The voting system shall provide the capability Step #6 Creating Passed Passed
13.1.4c Issues to design a ballot for maximum clarity and the media, printing
comprehension. ballots, and load
election
VVSG Cognitive i. The voting equipment should not visually Step #6 Creating Passed Passed
1 Issues present a single contest spread over two pages or | the media, printing
3.1.4ci two columns. ballots, and load
election
VVSG Cognitive ii. The ballot shall clearly indicate the maximum Step #6 Creating Passed Passed
1 Issues number of candidates for which one can vote the media, printing
3.1.4cii within a single contest. ballots, and load
election
VVSG Cognitive lii. There shall be a consistent relationship Step #6 Creating Passed Passed
1 Issues between the name of a candidate and the the media, printing
3.1.4ciii mechanism used to vote for that candidate. ballots, and load
election
VVSG Cognitive d. Warnings and alerts issued by the voting Step #19 Verifying | Passed Failed
13.1.4d Issues system should clearly state the nature of the instructions and Disc
problem and the set of responses available to the alerts to voters 7
voter. The warning should clearly state whether
the voter has performed or attempted an invalid
operation or whether the voting equipment itself
has malfunctioned in some way.
VVSG Cognitive e. The use of color by the voting system should Step #19 Verifying | Passed Passed
13.1.4e Issues agree with common conventions: (a) green, blue instructions and
or white is used for general information or as a alerts to voters
normal status indicator; (b) amber or yellow is
used to indicate warnings or a marginal status; (c)
red is used to indicate error conditions or a
problem requiring immediate attention.
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Perceptual The voting process shall be designed to minimize
13.15 Issues perceptual difficulties for the voter.
VVSG Perceptual a. No voting machine display screen shall flicker Step #7 Testing Passed Failed
13.1.5a Issues with a frequency between 2 Hz and 55 Hz. color and vision Disc
accessibility 9
requirements of the
ballot
VVSG Perceptual b. Any aspect of the voting machine that is Step #19 Verifying | Passed Passed
13.1.5b Issues adjustable by the voter or poll worker, including instructions and
font size, color, contrast, and audio volume, shall alerts to voters
automatically reset to a standard default value
upon completion of that voter's session.
VVSG Perceptuallssues | c. If any aspect of a voting machine is adjustable | Step #19 Verifying | Passed Passed
13.1.5c by the voter or poll worker, there shall be a instructions and
mechanism to reset all such aspects to their alerts to voters
default values.
VVSG Perceptual d. All electronic voting machines shall provide a Step #7 Testing Passed Passed
13.1.5d Issues minimum font size of 3.0 mm (measured as the color and vision
height of a capital letter) for all text. accessibility
requirements of the
ballot
VVSG Perceptual e. All voting machines using paper ballots should Step #7 Testing Passed Passed
13.1.5e Issues make provisions for voters with poor reading color and vision
vision. accessibility
requirements of the
ballot
VVSG Perceptual f. The default color coding shall maximize correct Step #7 Testing Passed Passed
13.1.5f Issues perception by voters with color blindness. color and vision
accessibility
requirements of the
ballot
VVSG Perceptual g. Color coding shall not be used as the sole Step #7 Testing Passed Passed
13.1.59 Issues means of conveying information, indicating an color and vision
action, prompting a response, or distinguishing a accessibility
visual element. requirements of the
ballot
VVSG Perceptual h. All text intended for the voter should be Step #7 Testing Passed Passed
13.1.5h Issues presented in a sans serif font. color and vision
accessibility
requirements of the
ballot
VVSG Perceptual i. The minimum figure-to-ground ambient Step #7 Testing Passed Passed
13.15i Issues contrast ratio for all text and informational color and vision
graphics (including icons) intended for the voter accessibility
shall be 3:1. requirements of the
ballot
VVSG Interaction The voting process shall be designed to minimize
13.1.6 Issues interaction difficulties for the voter.
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Interaction a. Voting machines with electronic image Step #22 Verifying | Passed Passed
13.1.6a Issues displays shall not require page scrolling by the HAVA compliant
voter. BALLOT
NAVIGATION
and
INTERACTION
VVSG Interaction b. The voting machine shall provide unambiguous | Step #22 Verifying | Passed Passed
13.1.6b Issues feedback regarding the voter’s selection, such as HAVA compliant
displaying a checkmark beside the selected option BALLOT
or conspicuously changing its appearance. NAVIGATION
and
INTERACTION
VVSG Interaction c. If the voting machine requires a response by a | Step #22 Verifying | Passed Passed
13.1.6¢c Issues voter within a specific period of time, it shall HAVA compliant
issue an alert at least 20 seconds before this time BALLOT
period has expired and provide a means by which NAVIGATION
the voter may receive additional time. and
INTERACTION
VVSG Interaction d. Input mechanisms shall be designed to Step #9 Using the Passed Passed
13.1.6d Issues minimize accidental activation. Vote Data, initiate
Election Day
Voting on the
BMD in multiple
languages, as the
vendor supports
them.
VVSG Interaction i. On touch screens, the sensitive touch areas Step #23 Verify Passed Passed
1 Issues shall have a minimum height of 0.5 inches and TOUCH SCREEN
3.1.6di minimum width of 0.7 inches. The vertical requirements
distance between the centers of adjacent areas
shall be at least 0.6 inches, and the horizontal
distance at least 0.8 inches.
VVSG Interaction ii. No key or control on a voting machine shall Step #23 Verify Passed Passed
1 Issues have a repetitive effect as a result of being held in | TOUCH SCREEN
3.1.6dii its active position. requirements
VVSG Privacy The voting process shall preclude anyone else Step #10 Testing Passed Passed
13.17 from determining the content of a voter's ballot, Voter Privacy
without the voter's cooperation. HAVA 301a.1.A.i
Vol 1: 3.1.7,
3.171a&b
VVSG Privacy 3.1.7.1 Privacy at the Polls
13.1.7
VVSG Privacy When deployed according to the installation Test #10 Testing Passed | Passed
1 instructions provided by the vendor, the voting Voter Privacy
3171 station shall prevent others from observing the HAVA 301a.1.A.i
contents of a voter’s ballot. Vol 1: 3.1.7,
3.171a&b
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Privacy a. The ballot and any input controls shall be Step #10 Testing Passed Passed
1 visible only to the voter during the voting session Voter Privacy
3.1.7.1a and ballot submission. HAVA 301a.1.A.
Vol 1: 3.1.7,
3.171a&hb
VVSG Privacy b. The audio interface shall be audible only to the | Step #10 Testing Passed Passed
1 voter. Voter Privacy
3.1.7.1b HAVA 30l1a.1.A.
Vol 1:3.1.7,
3.1.71a&b
VVSG Privacy ¢. As mandated by HAVA 301 (a) (1) (C), the Step #10 Testing Passed Passed
1 voting system shall notify the voter of an Voter Privacy
3.1.7.1c attempted overvote in a way that preserves the HAVA 301a.1.A.i
privacy of the voter and the confidentiality of the Vol 1: 3.1.7,
ballot. 3.171a&b
VVSG Privacy Voter anonymity shall be maintained for Step #10 Testing Passed Passed
1 alternative format ballot presentation. Voter Privacy
3.1.7.2 HAVA 301a.1.A.
Vol 1: 3.1.7,
3.171a&hb
VVSG Privacy a. No information shall be kept within an Step #32 Verifying | Passed Passed
1 electronic cast vote record that identifies any that AUDIT log
3.1.7.2a alternative language feature(s) used by a voter. preserves voter
PRIVACY
VVSG Privacy b. No information shall be kept within an Step #32 Verifying | Passed Passed
1 electronic cast vote record that identifies any that AUDIT log
3.1.7.2b accessibility feature(s) used by a voter. preserves voter
PRIVACY
VVSG Accessibility The voting process shall be accessible to voters
132 Requirements with disabilities. As a minimum, every polling
place shall have at least one voting station
equipped for individuals with disabilities, as
provided in HAVA 301 (a)(3)(B). A machine so
equipped is referred to herein as an accessible
voting station. Requirements HAVA Section 301
(@) (3) reads, in part:
ACCESSIBILITY FOR INDIVIDUALS WITH
DISABILITIES.--The voting system shall—
VVSG Accessibility (A) be accessible for individuals with disabilities, | Step #14 Verifying | Passed | Passed
13.2a Requirements including nonvisual accessibility for the blind and that the voting
visually impaired, in a manner that provides the process is
same opportunity for access and participation accessible for the
(including privacy and independence) as for other blind and those
voters; with partial vision.
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Accessibility (B) satisfy the requirement of subparagraph (A) Step #9 Using the Passed Passed
13.2b Requirements through the use of at least one direct recording Vote Data, initiate
electronic voting system or other voting system Election Day
equipped for individuals with disabilities at each | Voting on the DRE
polling place in multiple
languages, as the
vendor supports
them.
VVSG General The voting process shall incorporate the
1321 following features that are applicable to all types
of disabilities:
VVSG General a. When the provision of accessibility involves an Step #11 Failed Passed
13.2.1a alternative format for ballot presentation, then all | Alternative format Disc
information presented to voters including for ballot 1
instructions, warnings, error and other messages, presentation
and ballot choices shall be presented in that
alternative format.
VVSG General b. The support provided to voters with Step #12 Verifying | Passed Passed
13.2.1b disabilities shall be intrinsic to the accessible ASSISTIVE
voting station. It shall not be necessary for the TECHNOLOGY is
accessible voting station to be connected to any available
personal assistive device of the voter in order for
the voter to operate it correctly.
VVSG General ¢. When the primary means of voter identification | Step #13 Verifying | Passed Passed
13.2.1c or authentication uses biometric measures that identification other
require a voter to possess particular biological than biometrics
characteristics, the voting process shall provide a
secondary means that does not depend on those
characteristics.
VVSG Vision The voting process shall be accessible to voters Step #14 Verifying | Passed Passed
1322 with visual disabilities. that the voting
process is
accessible for the
blind and those
with partial vision.
VVSG Vision The accessible voting station shall be accessible
1 to voters with partial vision.
3.2.2.1
VVSG Vision a. The vendor shall conduct summative usability PCA Lotl Lot1l
1 tests on the voting system using partially sighted documentation Test Test
3.2.2.1a individuals. The vendor shall document the review in Lot 1.
testing performed and report the test results using
the Common Industry Format. This
documentation shall be included in the Technical
Data Package submitted to the EAC for national
certification.
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Vision b. The accessible voting station with an electronic | Step #15 Verifying | Failed Passed
1 image display shall be capable of showing all visual accessibility Disc
3.2.2.1b information in at least two font sizes, (a) 3.0-4.0 of voting machine 15
mm and (b) 6.3-9.0 mm, under control of the for the blind and
voter. those with partial
vision.
VVSG Vision c. An accessible voting station with a Step #15 Verifying | Failed Passed
1 monochrome-only electronic image display shall visual accessibility Disc
3.2.2.1c be capable of showing all information in high of voting machine 15
contrast either by default or under the control of for the blind and
the voter or poll worker. High contrast is a figure- | those with partial
to-ground ambient contrast ratio for text and vision.
informational graphics of at least 6:1.
VVSG Vision d. An accessible voting station with a color Step #15 Verifying | Passed Passed
1 electronic image display shall allow the voter to visual accessibility
3.2.2.1d adjust the color or the figure-to-ground ambient of voting machine
contrast ratio. for the blind and
those with partial
vision.
VVSG Vision e. Buttons and controls on accessible voting Step #24 Verify Passed Passed
1 stations shall be distinguishable by both shape general
3.2.2.1e and color. accessibility of
voting machine.
VVSG Vision f. An accessible voting station using an electronic | Step #15 Verifying | Passed Passed
1 image display shall provide synchronized audio visual accessibility
3.2.2.1f output to convey the same information as that of voting machine
which is displayed on the screen. for the blind and
those with partial
vision.
VVSG Vision The accessible voting station shall be accessible Step #14 Verifying | Passed Passed
1 to voters who are blind. that the voting
3.2.2.2 process is
accessible for the
blind and those
with partial vision.
VVSG Vision a. The vendor shall conduct summative usability PCA Lotl Lot1l
1 tests on the voting system using individuals who documentation Test Test
3.2.2.2a are blind. The vendor shall document the testing review in Lot 1.
performed and report the test results using the
Common Industry Format. This documentation
shall be included in the Technical Data Package
submitted to the EAC for national certification.
VVSG Vision b. The accessible voting station shall provide an Step #16 Verifying | Passed Passed
1 audio-tactile interface (ATI) that supports the full ATI accessibility
3.2.2.2b functionality of the visual ballot interface, as of voting machine
specified in Subsection 2.3.3 for the blind and
those with partial
vision.
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Vision i. The ATI of the accessible voting station shall Step #16 Verifying | Passed Passed
1 provide the same capabilities to vote and cast a ATI accessibility
3.2.2.2b ballot as are provided by other voting machines or | of voting machine
i by the visual interface of the standard voting for the blind and
machine. those with partial
vision.
VVSG Vision ii. The ATI shall allow the voter to have any Step #16 Verifying | Passed Passed
1 information provided by the voting system AT]I accessibility
3.2.2.2b repeated. of voting machine
ii for the blind and
those with partial
vision.
VVSG Vision lii. The ATI shall allow the voter to pause and Step #16 Verifying | Passed Passed
1 resume the audio presentation. ATI accessibility
3.2.2.2b of voting machine
iii for the blind and
those with partial
vision.
VVSG Vision Iv.The ATI shall allow the voter to skip to the Step #16 Verifying | Passed Passed
1 next contest or return to previous contests. AT]I accessibility
3.2.2.2b of voting machine
iv for the blind and
those with partial
vision.
VVSG Vision v. The ATI shall allow the voter to skip over the Step #16 Verifying | Passed Passed
1 reading of a referendum so as to be able to vote ATI accessibility
3.2.2.2b on it immediately. of voting machine
% for the blind and
those with partial
vision.
VVSG Vision c. All voting stations that provide audio
1 presentation of the ballot shall conform to the
3.2.2.2¢c following requirements:
VVSG Vision i. The ATI shall provide its audio signal through Step #16 Verifying | Passed Passed
1 an industry standard connector for private ATI accessibility
3.2.2.2¢c listening using a 3.5mm stereo headphone jack to | of voting machine
i allow voters to use their own audio assistive for the blind and
devices. those with partial
vision.
VVSG Vision ii. When a voting machine utilizes a telephone N/A - The BMD N/A N/A
1 style handset or headphone to provide audio did not support a
3.2.2.2¢c information, it shall provide a wireless T-Coil voting machine
ii coupling for assistive hearing devices so as to utilizing a
provide access to that information for voters with telephone style
partial hearing. That coupling shall achieve at handset.
least a category T4 rating as defined by American
National Standard for Methods of Measurement
of Compatibility between Wireless
Communications Devices and Hearing Aids,
ANSI C63.19.
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Vision iii. No voting equipment shall cause This requirement
1 electromagnetic interference with assistive will be tested Test Test
3.2.2.2¢c hearing devices that would substantially degrade during hardware
iii the performance of those devices. The voting testing for Lot 1.
equipment, considered as a wireless device, shall
achieve at least a category T4 rating as defined by
American National Standard for Methods of
Measurement of Compatibility between Wireless
Communications Devices and Hearing Aids,
ANSI C63.19.
VVSG Vision iv. A sanitized headphone or handset shall be Step #12A Passed Passed
1 made available to each voter. Verifying
3.2.2.2c ASSISTIVE
iv TECHNOLOGY is
available
VVSG Vision v. The voting machine shall set the initial volume This requirement Lotl Lot1
1 for each voter between 40 and 50 dB SPL. will be tested Test Test
3.2.2.2¢c during hardware
v testing for Lot 1.
VVSG Vision vi. The voting machine shall provide a volume This requirement Lotl Lot1l
1 control with an adjustable volume from a will be tested Test Test
3.2.2.2¢c minimum of 20dB SPL up to a maximum of 100 during hardware
vi dB SPL, in increments no greater than 10 dB. testing for Lot 1.
VVSG Vision vii. The audio system shall be able to reproduce This requirement Lot1 Lot 1
1 frequencies over the audible speech range of 315 will be tested Test Test
3.2.2.2¢c Hz to 10 KHz. during hardware
vii testing for Lot 1.
VVSG Vision viii. The audio presentation of verbal information | Step #17 Verifying | Passed Passed
1 should be readily comprehensible by voters who ATI audio settings.
3.2.2.2c have normal hearing and are proficient in the
viii language. This includes such characteristics as
proper enunciation, normal intonation,
appropriate rate of speech, and low background
noise. Candidate names should be pronounced as
the candidate intends.
VVSG Vision iXx. The audio system shall allow voters to This requirement Lot1 Lot 1
1 control the rate of speech. The range of speeds will be tested Test Test
3.2.2.2c supported should be at least 75% to 200% of the during hardware
ix nominal rate. testing for Lot 1.
VVSG Vision d. If the normal procedure is to have voters Step #24 Verify Passed Passed
1 initialize the activation of the ballot, the general
3.2.2.2d accessible voting station shall provide features accessibility of
that enable voters who are blind to perform this voting machine.
activation.
VVSG Vision e. If the normal procedure is for voters to submit Step #24 Verify Passed Passed
1 their own ballots, then the accessible voting general
3.2.2.2¢ station shall provide features that enable voters accessibility of
who are blind to perform this submission. voting machine.
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Vision f. All mechanically operated controls or keys on Step #24 Verify Passed Passed
1 an accessible voting station shall be tactilely general
3.2.2.2f discernible without activating those controls or accessibility of
keys. voting machine.
VVSG Vision g. On an accessible voting station, the status of all Step #24 Verify Passed Passed
1 locking or toggle controls or keys (such as the general
3.2.2.29 "shift" key) shall be visually discernible, and accessibility of
discernible either through touch or sound. voting machine.
VVSG Dexterity The voting process shall be accessible to voters
1 who lack fine motor control or use of their hands.
3.2.3
VVSG Dexterity a. The vendor shall conduct summative usability This is for the Lot1 Lot 1
13.2.3a tests on the voting system using individuals vendor to provide Test Test
lacking fine motor control. The vendor shall documentation and
document the testing performed and report the test cases. SysTest
test results using the Common Industry Format. will review during
This documentation shall be included in the the PCA
Technical Data Package submitted to the EAC for Documentation
national certification. Review and the
FCA
Documentation
Review in Lot 1.
VVSG Dexterity b. All keys and controls on the accessible voting Step #25 Verify Passed Passed
13.2.3b station shall be operable with one hand and shall that issues
not require tight grasping, pinching, or twisting of concerning
the wrist. The force required to activate controls DEXTERITY are
and keys shall be no greater 5 Ibs. (22.2 N). addressed in a
HAVA compliant
manner.
VVSG Dexterity c. The accessible voting station controls shall not Step #25 Verify Passed Passed
13.2.3c require direct bodily contact or for the body to be that issues
part of any electrical circuit. concerning
DEXTERITY are
addressed in a
HAVA compliant
manner.
VVSG Dexterity d. The accessible voting station shall provide a Step #25 Verify Passed Passed
13.2.3d mechanism to enable non-manual input that is that issues
functionally equivalent to tactile input. concerning
DEXTERITY are
addressed in a
HAVA compliant
manner.
VVSG Dexterity e. If the normal procedure is for voters to submit Step #25 Verify Passed Failed
13.2.3e their own ballots, then the accessible voting that issues Disc
station shall provide features that enable voters concerning 11
who lack fine motor control or the use of their DEXTERITY are
hands to perform this submission. addressed in a
HAVA compliant
manner.
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Mobility The voting process shall be accessible to voters
1324 who use mobility aids, including wheelchairs.
VVSG Mobility a. The accessible voting station shall provide a Step #26 Verify Passed Passed
13.2.4a clear floor space of 30 inches (760 mm) minimum that issues
by 48 inches (1220 mm) minimum for a concerning
stationary mobility aid. The clear floor space MOBILITY are
shall be level with no slope exceeding 1:48 and addressed in a
positioned for a forward approach or a parallel HAVA compliant
approach. manner for
approach and
reach.
VVSG Mobility b. All controls, keys, audio jacks and any other Step #26 Verify Passed Passed
13.2.4b part of the accessible voting station necessary for that issues
the voter to operate the voting machine shall be concerning
within reach as specified under the following sub- | MOBILITY are
requirements: addressed in a
HAVA compliant
manner for
approach and
reach.
VVSG Mobility i. If the accessible voting station has a forward Step # 26A Verify | N/Ato | N/Ato
1 approach with no forward reach obstruction then that issues vendor | vendor
3.2.4bi the high reach shall be 48 inches maximum and concerning system | system
the low reach shall be 15 inches minimum. See MOBILITY are
Figure 1. addressed in a
HAVA compliant
manner for
approach and
reach.
VVSG Mobility ii. If the accessible voting station has a forward Step # 26A Verify | N/Ato | N/Ato
1 approach with a forward reach obstruction, the that issues vendor | vendor
3.2.4bii following requirements apply (See Figure 2): concerning system | system
- The forward obstruction shall be no greater than MOBILITY are
25 inches in depth, its top no higher than 34 addressed in a
inches and its bottom surface no lower than 27 HAVA compliant
inches. manner for
- If the obstruction is no more than 20 inches in approach and
depth, then the maximum high reach shall be 48 reach.
inches, otherwise it shall be 44 inches.
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VVSG Mobility iii. Space under the obstruction between the finish Step #27 Verify N/Ato | N/Ato
1 floor or ground and 9 inches (230 mm) above the that issues vendor | vendor
3.2.4bii finish floor or ground shall be considered toe concerning system | system
i clearance and shall comply with the following MOBILITY are
provisions: addressed in a
- Toe clearance shall extend 25 inches (635 mm) HAVA compliant
maximum under the obstruction manner for
- The minimum toe clearance under the approach and
obstruction shall be either 17 inches (430 mm) or reach.
the depth required to reach over the obstruction to
operate the accessible voting station, whichever is
greater
- Toe clearance shall be 30 inches (760 mm)
wide minimum
VVSG Mobility iv. Space under the obstruction between 9 inches Step #27 Verify N/Ato | N/Ato
1 (230 mm) and 27 inches (685 mm) above the that issues vendor | vendor
3.2.4biv finish floor or ground shall be considered knee concerning system | system
clearance and shall comply with the following MOBILITY are
provisions: addressed in a
- Knee clearance shall extend 25 inches (635 HAVA compliant
mm) maximum under the obstruction at 9 inches manner for
(230 mm) above the finish floor or ground. approach and
- The minimum knee clearance at 9 inches (230 reach.
mm) above the finish floor or ground shall be
either 11 inches (280 mm) or 6 inches less than
the toe clearance, whichever is greater.
-Between 9 inches (230 mm) and 27 inches (685
mm) above the finish floor or ground, the knee
clearance shall be permitted to reduce at a rate of
1 inch (25 mm) in depth for each 6 inches (150
mm) in height.
- Knee clearance shall be 30 inches (760 mm)
wide minimum.
VVSG Mobility v. If the accessible voting station has a parallel Step #28 Verify Failed Passed
1 approach with no side reach obstruction then the that Disc
3.2.4bv maximum high reach shall be 48 inches and the CONDITIONAL 12
minimum low reach shall be 15 inches. See issues concerning
Figure 3. MOBILITY are
addressed in a
HAVA compliant
manner for
approach.
VVSG Mobility vi. If the accessible voting station has a parallel Step #28 Verify Failed Passed
1 approach with a side reach obstruction, the that Disc
3.2.4bvi following sub-requirements apply. See Figure 4. CONDITIONAL 12
- The side obstruction shall be no greater than 24 | issues concerning
inches in depth and its top no higher than 34 MOBILITY are
inches. - If the obstruction is no more than 10 addressed in a
inches in depth, then the maximum high reach HAVA compliant
shall be 48 inches, otherwise it shall be 46 inches. manner for
approach.
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Req. #

Req. Type

Req. Text

‘ Test Case Step ‘

FF

Pass /
Fail

SPR
Pass /
Fail

Mobility c. All labels, displays, controls, keys, audio jacks, | Step #28A Verify Passed Passed
13.2.4c and any other part of the accessible voting station that
necessary for the voter to operate the voting CONDITIONAL
machine shall be easily legible and visible to a issues concerning
voter in a wheelchair with normal eyesight (no MOBILITY are
worse than 20/40, corrected) who is in an addressed in a
appropriate position and orientation with respect HAVA compliant
to the accessible voting station manner for
approach.
VVSG Hearing The voting process shall be accessible to voters
13.25 with hearing disabilities.
VVSG Hearing a. The accessible voting station shall incorporate Step #30 Verify Passed Passed
13.2.5a the features listed under requirement 3.2.2.2 (c) that issues
for voting equipment that provides audio concerning
presentation of the ballot to provide accessibility HEARING are
to voters with hearing disabilities. addressed in a
HAVA compliant
manner.
VVSG Hearing b. If voting equipment provides sound cues as a Step #30 Verify Passed Passed
13.2.5b method to alert the voter, the tone shall be that issues
accompanied by a visual cue, unless the station is concerning
in audio-only mode. HEARING are
addressed in a
HAVA compliant
manner.
VVSG Speech The voting process shall be accessible to voters Step #30Verify that | Passed Passed
1326 with speech disabilities. issues concerning
SPEECH are
addressed in a
HAVA compliant
manner.
VVSG Speech a. No voting equipment shall require voter speech | Step #30Verify that | Passed Passed
13.2.6a for its operation. issues concerning
SPEECH are
addressed in a
HAVA compliant
manner.
VVSG English For voters who lack proficiency in reading Step #18 Verifying | Passed Passed
1327 Proficiency English, or whose primary language is unwritten, LANGUAGE
the voting equipment shall provide spoken requirements
instructions and ballots in the preferred language
of the voter, consistent with state and federal law.
The requirements of 3.2.2.2 (c) shall apply to this
mode of interaction.
VVSG Cognition The voting process should be accessible to voters
13.2.8 with cognitive disabilities.
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Appendix D - NYSBOE BMD Requirements Trace and Test Results

SysTest Labs has conducted a requirements gap analysis and trace of the NYSBOE BMD requirements to
document the NYSBOE requirements that were verified by the execution of test case BMDO1. The table
below displays the NYSBOE requirement, traced to each step of Functional Test Case BMDOL1. The final
column displays the Pass/Fail results of each requirement.

FF SPR
Req # Requirement Test Step # Pass / Pass /
Fail Fail

Lot

Test

Title 1 The New York State Board Of Elections intends to approve
for use at elections in New York State conducted after
September 1, 2008, ballot marking devices (BMD) that meet
the accessibility provisions of the Help America Vote Act of
2002 (Public Law 107-252) and the provisions contained
herein.

Title 2 In order for a BMD to be considered for approval by the State
Board for use, it shall comply with the minimum
requirements stated herein:

Lot 2 2.1 All capabilities to electronically record or tabulate a vote 9,32 Passed | Passed
test must be disabled or absent.
Title 2.2 Accessibility provisions for usability by voters who are
disabled:
Lot 2 22.1 Be constructed to allow a voter with disabilities to mark hisor | 9, 10, 11, Passed Passed
test her vote choices on a paper ballot. 12, 12a, 14,
15, 16, 17,
18, 20, 21,
22,23, 24,
25, 26, 264,
27, 27a, 28,
283, 29, 30
Lot1 2.2.2 Permit inspectors of elections to easily and safely place the Lot1 Lotl
test BMD in an accessible position. Test Test
Lot 2 2.2.3 Be equipped with a voting device with tactile discernible 23, 24,25 Passed | Passed
test controls, designed pursuant to Election Law Section 7-202 to

meet the needs of voters with limited reach and/or hand
dexterity, allow them the ability to mark their ballot, and shall
include, for example: raised buttons of different shapes and
colors, large or raised numbers or letters, and light pressure
switches.
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test

Requirement

Be equipped with an audio voting feature, pursuant to
Election Law Section 7-202. The audio feature shall be able
to be used either independently or simultaneously with the
on-screen display. The audio voting feature shall allow for
the complete content of the ballot in all required languages, to
be communicated to the voter in a voice which permits a
voter who is blind or visually impaired to mark a secret ballot
using voice-only or tactile discernible controls. The audio
voting feature shall include a feature that, if selected, will
allow a voter to control the volume of the voice within the
ranges contained in the 2005 Voluntary Voting System
Guidelines.

Test Step #

9,11, 12,
12a, 15, 16,
17,18, 29

FF

Pass /
Fail
Passed

SPR
Pass /
Fail
Passed

Lot 2
test

2.2.5

Be equipped with a switch voting attachment which can be
operated orally by gentle pressure or the creation of a vacuum
through the inhalation or exhalation of air by the voter
including, but not limited to, a sip-and-puff switch voting
attachment.

12,25

Passed

Passed

2.2.6

Vendors shall provide documentation, cost information and
sources for any additional accessibility devices which may
work in conjunction with their proposed system, including but
not limited to rocker paddles, if available.

Title

2.3

Ballot provisions:

Lot1l
test

23.1

As to the printing and arrangement of ballots, all ballots shall
meet the requirements as to form and content provided in the
Election Law.

Lot 1
Test

Lot1l
Test

Lot 1
test

2311

Print a paper ballot that conforms to Election Law Sections
7-104 and 7-121, and any other applicable provisions of
statute, and that such ballot is easily visible under typical
lighting found in a poll site.

Lot 1
Test

Lot1l
Test

Lot 1
test

2.3.2

Ballots shall be printed in black print on a white background
and, in the case of a primary, allow for only the identification
portion of the ballot to appear in different colors to identify,
each political party according to the color assigned to such
party pursuant to law.

Lot 1
Test

Lot1l
Test

Lot1l
test

233

Ballots shall include machine-readable code and also
human-readable code, to identify different ballot styles.

Lot 1
Test

Lot1l
Test

Lot 1
test

234

The types of ballots used and their form, type size and
arrangement must be approved by the State Board Of
Elections.

Lot 1
Test

Lotl
Test

Title

2.4

Provisions for noise level:

Lot1l
test

2411

BMDs shall be constructed in a manner so that noise levels of
the system or equipment during operation will not interfere
with the duties of the election inspectors or the voting public.

Lot 1
Test

Lot1l
Test
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Requirement

Test Step #

The noise level of write-in components of the BMD shall be
test so minimal that it will be virtually impossible under normal Test Test
conditions for someone at the table used by the inspectors of
elections to determine that a write-in vote is being marked or
has been marked.
Title 2.5 Provisions for voter privacy:
Lot 2 2.5.1 | The BMD shall be constructed so that no one within the 9,10, 20,21 | Passed | Passed
test polling site will be able to see how a voter is marking their
ballot.
Lot2 | 25.1.1 | The BMD shall be provided with a curtain, screen, shield or 9, 10, 11, Passed Passed
test other privacy device, which shall allow voters with a range of 12,25
disabilities to, either electronically or manually, open, close
or otherwise use the device with ease when entering and
exiting the BMD.
Lot2 | 25.1.2 | The privacy and anonymity of all voters shall be preserved 9,10, 11, Passed | Passed
test during the process of marking and verifying ballot choices. 12,25
Lot2 | 2.5.1.3 | The privacy and anonymity of all voters whose paper records 9,10, 11, Passed | Passed
test contain any of the alternative languages chosen for making 12,25
ballot selections shall be maintained.
Lot 1 252 Information for the purposes of auditing paper records that Lot 1 Lot1l
test may permit a voter to reveal his or her ballot choices shall be Test Test
displayed so as not to be memorable to the voter.
Title 2.6 Ballot Marking Device integrity and security:
Lot 1 2.6.1 Not include any device or functionality potentially capable of Lot 1l Lotl
test externally transmitting or receiving data via the internet or via Test Test
radio waves or via other wireless means.
Final Test Report SysTest Page 44 of 57

Report Number V-NY-DVS_Seg-Lot2-TR01 labs*



FF

Requirement Test Step # Pass /
Fail

The BMD must be secure against attempts to interfere with
test correct system operation. The vendor shall identify each Test Test
potential point of attack. For each potential point of attack,
the vendor shall identify the technical safeguards embodied in
the BMD to defend against attack, and the procedural
safeguards that the vendor has recommended be followed by
the election administrators to further defend against that
attack. Each defense shall be classified as preventative, if it
prevents the attack in the first place; detective if it allows
detection of an attack; or corrective if it allows correction of
the damage done by an attack. Security requirements and
provisions shall include the ability of the system to detect,
prevent, log and recover from the broad range of security
risks identified. These procedures shall also examine system
capabilities and safeguards claimed by the vendor to prevent
interference with correct system operations. The NYSBOE,
with the assistance of a contractor(s), shall conduct tests to
confirm that the security requirements defined herein have
been completely addressed. Notwithstanding any other
provisions of these requirements, the NYSBOE shall
determine whether all or a portion of such security
requirements and security provisions shall be available for
public inspection, but shall exclude any information which
compromises the security of the BMD.

Lot 1 2.6.3 The BMD shall contain software and hardware required to Lot 1 Lot1
test perform a diagnostic test of system status, to demonstrate that Test Test
the system is fully operational and that all voting positions are
operable.
Lot 1 2.6.4 | The BMD printers shall be physically secure from tampering. Lot 1 Lotl
test Test Test
Lot1 265 The BMD shall communicate with its printers over a Lot 1 Lot1
test standard, publicly documented printer port using a standard Test Test

communication protocol.

Lot 1 2.6.6 | The printer shall not be permitted to communicate with any Lot 1 Lotl
test other system or machine other than the single BMD to which Test Test
it is connected.

Lot 1 2.6.7 The printer shall only be able to function as a printer: it Lot 1 Lot1l

test cannot store information or contain or provide any services Test Test
that are not essential to system function, (e.g., provide copier
or fax functions) or have network capability.

Lot 1 2.6.8 Printer access to replace consumables such as ink or paper Lot 1 Lot1

test shall only be granted if it does not compromise the sealed Test Test
printer paper path.

Lot 1 2.6.9 The BMD shall provide for the ability for poll workers, prior Lot 1 Lot1l

test to the opening of polls on election day, to demonstrate that Test Test

the ballot storage devices are empty.
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Requirement

Test Step #

Tamper-evident seals or physical security measures shall
test protect the connection between the printer and the BMD, so Test Test
that the connection cannot be broken or interfered with
without leaving extensive and obvious evidence.
Lotl | 2.6.11 | The BMD?’s printers shall be highly reliable and easily Lot 1 Lot1l
test maintained. Test Test
Lotl | 2.6.12 | The BMD shall include a printer port to which a commercial Lot 1l Lotl
test off-the-shelf printer could be attached for the purposes of Test Test
printing paper records and any additional records.
Lotl | 2.6.13 | The BMD shall detect errors and malfunctions such as paper Lot 1l Lotl
test jams or low supplies of consumables such as paper and ink Test Test
that may prevent paper records from being correctly displayed
and printed.
Lotl | 2.6.14 | Ifan error or malfunction occurs, the BMD attached to the Lot 1l Lotl
test malfunctioning printer shall suspend ballot marking Test Test
operations and shall present a clear indication to the voter and
election workers of the error or malfunction.
Lotl | 2.6.15 | The vendor shall provide estimated quantities of supplies of Lot 1l Lotl
test consumable items such as paper and printer ink necessary to Test Test
operate from opening to closing of polls for each fifty (50)
ballots voted.
Lot1 | 2.6.15.1 | The vendor shall also provide cost and contact information Lot 1 Lot1l
test for procurement of supplies of consumable items necessary to Test Test
operate the device.
Lotl | 2.6.16 | Printing devices should contain paper and ink of sufficient Lot 1 Lot1l
test capacity so as not to require reloading or opening equipment Test Test
covers or enclosures and circumventing security features, or
reloading shall be able to be accomplished with minimal
disruption to voting and without circumvention of security
features such as seals.
Lotl | 2.6.17 | Vendor documentation shall include specifications regarding Lot 1l Lotl
test the temperature and humidity ranges specified by the Test Test
manufacturer for the storage of printer consumables.
Lot1 2.6.18 | Vendor documentation shall include procedures for Lot 1 Lot1
test investigating and resolving malfunctions including but not Test Test
limited to unreadable 3 paper records, paper jams, low ink,
misfeeds and power failures.
Lotl | 2.6.19 | Vendor documentation shall include procedures for ensuring, Lot 1 Lot1l
test in the case of malfunctions, that paper records are correctly Test Test
marked.
Final Test Report SysTest Page 46 of 57

Report Number V-NY-DVS_Seg-Lot2-TR01 labs*



Requirement

Test Step #

FF

Pass /
Fail

Protective coverings intended to be transparent on BMDs
test shall be maintainable via a predefined cleaning process. Test Test
Lot 1 2.6.21 | The paper record shall be sturdy, clean, and of sufficient Lot 1 Lot1l
test durability to be used for manual tabulation. The paper record Test Test

shall be able to be stored and remain fully readable without

degradation for 22 months within the temperature and

humidity ranges specified by the manufacturer, but at a

minimum temperature range of at least from -20 degrees to

140 degrees Fahrenheit, and at a humidity as high as 98%.
Title 2.7 In addition to the requirements above, a BMD shall meet

the following provisions:
Lot 2 2.7.1 Be constructed so as to allow for a voter to mark a paper 9, 16, 18, Passed | Passed
test ballot for all candidates who may be nominated and on all 20, 21, 22

ballot proposals which may be submitted.
Lot 2 2.7.2 | The BMD shall provide a method for a voter to mark a paper 9 Passed | Passed
test ballot indicating their selection for any person for any office,

whether or not nominated as a candidate (write-in) by any

party or independent body.
Lot 1 2.7.3 Be constructed so that a voter cannot mark a ballot for a Lot 1 Lot1l
test candidate or for a ballot proposal for whom or on which he or Test Test

she is not lawfully entitled to vote.
Lot 2 2.7.4 | The BMD must prevent voters from over-voting and indicate 9,20,21 Passed | Passed
test to the voter specific contests or ballot issues for which no

selection or an insufficient number of selections has been

made, and provide the voter with the opportunity to correct

the ballot before the ballot is marked.
Lot 2 2.7.5 | Provide an opportunity such that any voter, including voters 9,10, 11, Passed | Passed
test who are blind or visually impaired, may privately and 12, 14, 15,

independently verify their selections and the ability to 16, 17, 19,

privately and independently change such selections or correct 20, 21, 22

any error before the ballot is marked.
Lot 2 2.7.6 Provide a feature to permit a voter to independently verify 9, 10, 11, Passed Passed
test their paper ballot after it has been marked, including voters 12, 14, 15,

who are blind or visually impaired. 16, 17, 19,

20,21, 22

Lot 1 2.7.7 Be provided with a lock or locks, or other device or devices, Lot 1 Lot1l
test the use of which, immediately after the polls are closed or the Test Test

operation of the BMD for such election is completed, will

absolutely secure the BMD and prevent the marking of

additional ballots.
Lot 1 2.7.8 Be provided with sufficient space to display the ballot Lot 1l Lotl
test definition information required herein, provided, however, in Test Test

the alternative, such information may be displayed within the

official ballot;
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test

Req # ‘

Requirement

Retain all paper ballots marked or produced in a manner
intended and designed to protect the privacy of the voter.
Such ballots shall allow for manual tabulation and shall be
preserved in accordance with the provisions of Section 3-222
of the Election Law.

Test Step #

Test

Test

Lot 1
test

2.7.10

Provide sufficient illumination to enable the voter to see the
ballot.

Lot 1
Test

Lotl
Test

Lot 1
test

2.7.11

Contain a device which enables all the election inspectors and
poll watchers at such polling place to determine when the
BMD has been activated for voting and when the voter has
completed marking his or her ballot.

Lot 1
Test

Lot1l
Test

Lot 1
test

2.7.12

Permit the primaries of at least five parties to be conducted at
a single election utilizing the BMD, and accommodate such
number of different ballot styles at a single election as may be
required by the New York State Board Of Elections and/or
the county board of elections.

Lot 1
Test

Lot1l
Test

Lot 1
test

2.7.13

Be capable of conducting both pre-election and post-election
testing of the BMD that demonstrates accurate ballot layout
presentation and the ability to accurately mark ballots
reflecting the choices made by voters.

Lot 1
Test

Lotl
Test

Lot2
test

2.7.14

Permit alternative language accessibility pursuant to the
requirements of section 203 of the Voting Rights Act of 1965
(42 U.S.C. 1973aa-1a) such that it must have the capacity to
display the full ballot in the alternative languages required by
the federal VVoting Rights Act if such BMD is to be used
where such alternative languages are required or where the
local board deems such feature necessary.

Passed

Passed

2.7.14.1

The vendor shall provide, documentation and cost figures, if
any, related to the addition of new language capabilities
which may be required by reason of demographic changes
identified by the decennial federal census.

Lot 1
test

2.7.15

Provide a battery power source in the event that the electric
supply used to make the BMD function is disrupted. The
battery power source shall operate the device and allow for
the marking of ballots for a period not less than 2 hours to
ensure that the device can shut down prior to the battery
power failure, and can resume functionality when power is
provided or restored without significant or intrusive power-up
procedures. Such batteries must be rechargeable and have a
minimum five-year life when used under normal conditions.
In the event of a power failure, the device shall perform a
normal shut-down not less than one hour before battery power
is depleted, and shall notify the election inspector that the
system will do so.

Lot 1
Test

Lot1l
Test

Lot 1
test

2.7.16

The paper record shall allow for a manual tabulation and
allow for preservation in accordance with the provisions of
Election Law, Section 3-222.

Lot 1
Test

Lot1l
Test
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FF SPR

Requirement Test Step # Pass / Pass /
Fail Fail
The BMD shall be capable of showing the information on the 7,15 Passed | Passed
test display screen in a font size of 3.0 mm, and should be capable
of showing the information in at least two font ranges, a) 3.0-
4.0 mm and b) 6.3-9.0 mm, under control of the voter. The
voter shall also be able to control the contrast of the display

screen.
Lot1 2.7.18 | There shall be instructions for performing the verification Lot1l Lotl
test process made available to the voter, in accessible formats, in a Test Test

location on or near the BMD.

Lot2 | 2.7.19 | The BMD shall display and print a paper record inany of the | 1,2,3,6,9, | Passed | Passed
test alternative languages chosen for making ballot selections. 17, 18, 20,
Candidate names and other markings not related to the ballot 21

selection on the paper record shall appear in English.

Lot 2 2.7.20 | The BMD shall allow the voter to approve or reject the paper 9,12, 14, Passed Passed

test record. 16, 19, 20,

21,22,25
Lot1 2.7.21 | Vendor documentation shall include procedures for returning Lot1 Lotl
test a BMD to correct operation after a voter has used it Test Test

incompletely or incorrectly.

2.7.22 | The vendor shall, without additional cost, provide to the
purchaser a five-year guarantee of parts and service that such
BMD equipment shall be kept in good working order.
Shipping costs for any factory repairs or part replacement will
be incurred by the vendor.

Lotl | 2.7.23 | The BMD shall provide a means by which the ballot Lot 1l Lotl
test definition code may be positively verified to ensure that it Test Test
corresponds to the format of the ballot face and the election
configuration.

Lot1 2.7.27 | The vendor shall provide cost terms and documentation to Lot1 Lotl
test include alternative options for BMD printers that are capable Test Test
of printing ballots in a size where the measurement of the
smallest width of such ballot is grater than 8-1/2 inches.

Title 3 Education, Training and Required Documents:

Title 3.1 INSTRUCTION OF PERSONNEL:

Lot 1 311 The vendor shall provide detailed information regarding in- Lot 1 Lot1l
test person training as follows: Test Test
Lotl | 3.1.1.1 | The maximum number of participants per training session. Lot 1 Lot1l
test Test Test
Lotl | 3.1.1.2 | The duration of training based on vendor-recommended roles Lot 1 Lotl
test and responsibilities. Test Test
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‘ Req # Requirement Test Step # Pass / Pass /

Fail Fail
The cost and terms for training to include both regionalized
test and on-site county training Test Test
3.1.2 | Within ten business days of acceptance by the Contractor of a
Purchase Order, the Contractor and the Authorized User shall
agree upon mutually-acceptable training dates for the
contractor to provide live instruction by qualified personnel
sufficient to ensure that the product is operating correctly and
operator-maintained so as to perform to the full extent of its
design capabilities. The Authorized Users shall designate
personnel to receive instruction.

Lot 1 3.13 In addition, Contractors of BMDs shall, prior to delivery, Lot 1 Lotl
test provide training for Authorized User personnel in the Test Test
following areas:
Lotl | 3.1.3.1 | Training on unpacking, assembling and acceptance testing of Lot 1 Lot1
test the equipment. Test Test
Lot1l | 3.1.3.2 | Training for proper use of the equipment, including Lot1l Lot1l
test maintenance, storage and transportation procedures. Test Test
Lot1l | 3.1.3.3 | Training in the procedures to be used to accomplish ballot Lot 1 Lotl
test face layout and ballot programming. Test Test
Lot1 | 3.1.3.4 | Instruction on procedures to be followed by inspectors at Lot 1 Lot1
test polling places. Test Test

Title 3.2 INSTRUCTION MATERIALS:

Lot 1 321 Prior to the commencement of any training, the Contractor(s) Lot 1 Lotl
test shall furnish to the Authorized User complete instruction Test Test
materials, (video, graphics, audio or text) for the BMD and all
accessibility features. These instruction materials shall
include the following:

Lotl | 3.2.1.1 | Training on unpacking, assembling and acceptance testing of Lot 1 Lotl
test the equipment. Test Test
Lot1l | 3.2.1.2 | Training on adjusting and aligning the equipment. Lot 1 Lotl
test Test Test
Lot1l | 3.2.1.3 | Training for proper use of the equipment, including Lot 1 Lot1
test maintenance, storage and transportation procedures. Test Test
Lot1l | 3.2.1.4 | Training in the procedures to be used to accomplish ballot Lot1l Lot1l
test face layout and ballot programming. Test Test
Lot1 | 3.2.1.5 | Training on operating the product (including layout and Lot 1 Lot1
test interconnection diagrams and schematic and wiring Test Test
diagrams).
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Requirement

Test Step #

Training on preventive and corrective maintenance
test procedures (including complete part lists, manufacturer's Test Test

catalog numbers, and ordering information, if applicable).
Lotl | 3.2.1.7 | Training on voter education on the use of the BMD and any Lot 1 Lotl
test accessibility devices (including methods to be used by Test Test

eligible voters to mark a ballot).
Lot1l | 3.2.1.8 | Training on procedures to be followed by inspectors at Lot 1 Lot1l
test polling places. Test Test
Lotl | 3.2.1.9 | All training materials shall also be provided to the Authorized Lot 1 Lot1
test Users at no additional cost in electronic version to enable the Test Test

Authorized User to incorporate the training material in the

Authorized User’s training procedures and training manuals

and outreach materials.
Lot1 3.2.2 This requirement is separate from, and in addition to, any Lot1 Lotl
test materials otherwise provided. Test Test

3.3 In addition, within ten (10) business days of the State Board

approving for use such BMD, and prior to the commencement

of any training of Authorized Users, the Contractor(s) shall

furnish to the NYSBOE five (5) complete sets of instruction

materials, (video, graphics, audio or text) for each product

and component supplied to the Authorized Users. These

instruction materials shall include:
Lot 1 331 Training on unpacking, assembling and acceptance testing of Lot 1 Lot1
test the equipment. Test Test
Lot1 3.3.2 Training on adjusting and aligning the equipment. Lot1l Lot1
test Test Test
Lot 1 3.33 Training for proper use of the equipment, including Lot 1 Lot1
test maintenance, storage and transportation procedures. Test Test
Lot1 3.3.4 | Training in the procedures to be used to accomplish ballot Lot1l Lotl
test face layout and ballot programming. Test Test
Lot 1 3.3.5 | Training on operating the product (including layout and Lot 1l Lotl
test interconnection diagrams and schematic and wiring Test Test

diagrams).
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‘ Req # Requirement Test Step #

Training on preventive and corrective maintenance
test procedures (including complete part lists, manufacturer's Test Test
catalog numbers, and ordering information, if applicable).

Lot1 3.3.7 Training on voter education on the use of the new voting Lot1 Lotl
test machines and any accessibility devices (including methods to Test Test
be used by eligible voters to mark a ballot).

Lot 1 3.3.8 | Training on procedures to be followed by inspectors at Lot 1 Lotl
test polling places. Test Test
Lot 1 3.3.9 | This requirement is separate from, and in addition to, any Lot 1l Lotl
test materials otherwise provided. Test Test

3.3.10 | The vendor shall permit the NYSBOE and Authorized Users
to duplicate these materials for use in public education and
training programs.

Lot1 | 3.3.10.1 | All training materials shall also be provided to the NYSBOE Lot1l Lot1l
test at no additional cost in electronic version to enable the Test Test
NYSBOE and/or Authorized Users to incorporate the training
material in the Authorized User’s training procedures and
training manuals and outreach materials.

Lot 1 3.4 Submission, Testing and Examination: The NYSBOE Lot 1 Lot1l
test shall cause the BMD to be examined and a report of the Test Test
examination to be made. Such examination shall include a
determination as to whether the BMD meets the provision of
these requirements, and shall include a thorough review and
testing of any electronic or computerized features of the
device. Such report shall state an opinion as to whether the
kind of BMD so examined can safely and properly be used by
voters and local boards of elections at elections, under the
conditions prescribed herein and the requirements of the
federal Help America Vote Act. If the report states that the
BMD can be so used, and the board after its own review so
determines, in accordance with subdivision four of Section 3-
100 of the Election Law, the BMD shall be deemed approved,
and may then be purchased for use at elections as herein

provided.
Title 815 Submission.
Lot1 35.1 The vendor shall submit, completed ballot layouts and ballot Lot1l Lotl
test coding based upon the pre-qualification test format as defined Test Test
in Exhibit A.
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test

Requirement

The vendor shall acknowledge that the fees for the
examination of a BMD shall be assessed against the vendor
by the NYSBOE based upon the cost to the NYSBOE for
examination of such BMD by an outside contractor,
laboratory or other authorized examiner.

FF

Pass /
Fail

SPR
Pass /
Fail

Title

85,8

A vendor shall affirm that:

3.5.3.1

The submitted BMD complies with all applicable
requirements found herein, and is suitable for use by voters to
mark a paper ballot at elections in New York State, and;

3.5.3.2

The vendor shall quote and provide a statewide, uniform price
for each unit of the BMD, and;

3.5.3.3

The submitted BMD’s software shall not contain any code,
procedures or other material which may disable, disarm or
otherwise affect in any manner, the proper operation of the
BMD, or which may damage the BMD, any hardware, or any
computer system or other property of the NYSBOE or county
board, including but not limited to ‘viruses’, ‘worms’, ‘time
bombs’, and “‘drop dead’ devices that may cause the BMD to
cease functioning properly at a future time, and;

3.5.34

Any submitted BMD shall provide methods through security
seals or device locks to physically secure against attempts to
interfere with correct device operations. Such physical
security shall guard access to device panels, doors, switches,
slots, ports, peripheral devices, firmware, and software.

354

The vendor shall disclose, any pecuniary interest in or any
direct or indirect control over any testing laboratory as
defined herein or which has been approved by the federal
Election Assistance Commission (EAC) which may be used
in connection with testing of BMD or voting systems.

Title

3.6

Submission to the NYSBOE.

3.6.1

BMD and other devices accessible to individuals with
disabilities, must be approved for use by the NYSBOE prior
to use. Each complete BMD, all documentation prescribed
herein, must be submitted to the NSYBOE for testing
purposes no later than 11 am Eastern Standard Time ten (10)
business days after a bid opening. Deliveries must be
completed as inside delivery and include the following:

3.6.1.1

Each complete BMD including all accessibility components.

Final Test Report
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Requirement

A certified or bank check in the amount of $5,000 shall
accompany such submission, and be applied towards the
actual cost of the examination.

Test Step #

FF SPR

Pass / Pass /
Fail Fail

3.6.1.3

The election management software.

3.6.1.4

Media containing the test general election and test primary
election ballot definition code in all required text and audio
translations of alternative languages, including English.

3.6.1.5

The BMD shall be pre-programmed with the test general
election ballot definition code in all required text and audio
translations of alternative languages, including English.

3.6.1.5.1

Audio translation shall include instruction for voters to utilize
the BMD for all test ballot styles in alternative languages,
including English (Spanish, Korean, Mandarin, and
Cantonese).

3.6.1.6

An adequate supply of proprietary and non-proprietary
consumables as follows:

3.6.1.6.1

Vendor-recommended paper ballot stock sufficient to test the
marking of 1,100 ballots.

3.6.1.6.2

If ballots are to be pre-printed, the vendor shall provide 500
pre-printed test general election ballots and for each of the
three test primary election ballots, 200 each.

3.6.1.7

All vendors shall submit to the NYSBOE with their BMD,
sworn affidavits from the president, chief executive officer or
chief operating officer of the vendor, disclosing any
contributions made within the United States by any of those
officers, by the vendor itself, or by any controlling
shareholder to any political party or candidate for any office,
within two years prior to the date the BMD is submitted.
After the submission of any BMD, or after the submission of
any such affidavit, a vendor must submit to the Election
Operations Unit, an affidavit at the end of each calendar
quarter (March 31, June 30, September 30 and December 31),
disclosing whether or not any new contribution has been
made. The submission of such affidavits shall be required
throughout the period during which the BMD is approved for
use in New York.

Final Test Report
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Requirement

All vendors shall submit with their BMD, information
regarding past or pending court cases involving their BMD or
its major components, any evidence of fraud, faulty systems,
or failure to correct past problems.

FF

Pass /
Fail

SPR
Pass /
Fail

3.6.1.9

Vendors submitting a BMD for approval must also provide
additional systems to be used by the NYSBOE for the
purposes of conducting tests.

3.6.1.10

If the BMD is approved for use by the NYSBOE, the specific
BMD and components examined by the NYSBOE shall
become the property of the NYSBOE for as long as the BMD
or equipment is in use in the State or for such shorter period
as the NYSBOE shall so determine. BMD’s not approved
shall be disposed of pursuant to the vendor’s direction.

3.6.1.11

The vendor shall provide service and normal maintenance of
said BMD or equipment after approval and shall supply to the
NYSBOE, at no cost, any modification to the BMD for
upgrading of any feature during the period that said BMD is
offered for sale and use in the State.

3.6.1.12

Vendors shall submit recommendations for acceptance and
maintenance testing to ensure that the software and/or
firmware in BMDs purchased and used by county boards of
elections is identical to that which was approved.

Title

Examination: The BMD shall be examined by examiners or
testing laboratories to be selected for such purpose by the
NYSBOE. Each examiner or laboratory shall receive
compensation and expenses for making an examination and
report as to each BMD examined by him or it. Neither any
member of the NYSBOE nor any examiner or owner or
employee of any testing laboratory shall have any pecuniary
interest in any BMD. Any form of BMD not so approved,
cannot be used at any election.

4.1

When any change is made in the operation or material of any
feature or component of any BMD which has been approved
pursuant to the provisions of this section, such BMD must be
submitted for such re-examination and re-approval pursuant
to the provisions defined herein as the state board of elections
deems necessary.
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Requirement

If at any time after any BMD has been approved pursuant to
the provisions of the Election Law, the state board of
elections has any reason to believe that such BMD does not
meet all the requirements for BMDs, it shall forthwith cause
such BMD to be examined again in the manner prescribed
herein. If the opinions in the report of such examinations do
not state that such BMD can safely and properly be used by
voters at elections, the NYSBOE shall forthwith rescind its
approval of such BMD. After the date on which the approval
of any BMD is rescinded, no BMD of such type may be used
or purchased for use in this state. The NYSBOE may examine
all BMDs of such type which were previously purchased, to
determine if they may continue to be used in elections in this
state.

Test Step #

FF

Pass /
Fail

SPR
Pass /
Fail

4.3

Compliance during warranty period. If the NYSBOE
determines, during the applicable warranty period, that
existing BMD requirements requires that the BMD be
modified, the vendor shall make such modifications without
additional charge or cost to the State or county boards of
elections. Such modifications may be necessary to conform
the BMD to full system certification compliance criteria.
Such full system compliance shall be performed by the
NYSBOE and any contractor(s) authorized to examine such
device or system.

431

If the NYSBOE determines, after the applicable warranty
period and during any period of maintenance and support, that
existing state law requires, that existing BMD requirements
require that the BMD be modified, the vendor shall make
such modifications without additional charge or cost to the
State or county boards of elections.

Title

4.4

Examination will have the following principal objectives:

Lot2
test

441

To demonstrate the ability of a voter to mark a ballot using
the BMD.

9,12, 14,

15, 16, 18,

19, 20, 21,
22,25

Passed

Passed

Lot1l
test

4472

To demonstrate the ability of the BMD to mark a ballot
accurately.

Lot 1
Test

Lot1l
Test

Lot 2
test

443

To demonstrate the ability of the voter to verify their ballot, to
include notification of any undervote(s), and/or overvote(s)
and that the BMD allows the voter to correct same; if they
choose.

9,11, 12,

14, 16, 18,

19, 20, 21,
22

Passed

Failed
Intermit
tent

Lot 2
test

444

To demonstrate the ability of the voter to independently
verify their ballot after the BMD has marked the ballot.

9,11, 12,

14, 16, 18,

19, 20, 21,
22

Failed
Intermit
tent

Failed
Intermit
tent
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test

Req # ‘

Requirement

To demonstrate that the BMD’s hardware and software
operate in a manner consistent with a voter’s ability to mark a
ballot.

Test Step #

9,11, 12,
14, 16, 18,
19, 20, 21,
22

FF

Pass /
Fail
Passed

Passed

Lot1
test

4.4.6

To demonstrate that the BMD’s vendor-provided security
requirements and security provisions are identified for each
system function and operating mode, and that all features
function as described.

Lot 1
Test

Lot1l
Test

Lot1
test

4.4.7

Independently identify any additional security procedures,
tasks or features which the BMD shall accommodate, and
verify that such additional requirements are in place and
function as required.

Lot 1
Test

Lot1l
Test

4.5

Whenever the state board is satisfied that a BMD has been
proven to meet or exceed these requirements and the vendor
is able to provide documentation for the state board to
establish that those requirements have been met, then the state
board, may, in its discretion, accept such documentation as
satisfaction of the required tests.

End of Test Report
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NYSBOE Lot Il Test Effort

Assigned

Issue

| Priority

Date ‘

Date

VVSG

| Detailed Description

Issues And Discrepancies, As Of 2/23/2008 / 10:21 AM

Vendor Response

To Status Reported | Resolved | RQMT #
Choosing audio and sip-n-puff/rocker paddle: timeout during write-in. Instructions say to make
Timeout instructions durin selection. When selection is made (puff/right paddle) the voter is returned to the write in and the
1 Avante . . 9 Susan H Open High 19-Feb-08 3 letter is selected that was highlighted when going to timeout. If cast is made (siff/left paddle), the
Write-In are incorrect on FF . Lo .
voter is returned to the write-in with no selection made.
When printing ballots, the Candidate names are not fully visible because the boxes "1A" "2A" "3A"
Issue with printing candidate "1B" ...etc are overwriting part of the candidates names. Tried to change the candidate name height
2 Avante P 9 Susan H Open High 19-Feb-08 3.1 in OVT but could not change it. Change the font size, the but boxes still overwrote the top half of
names on FF and SPR .
the Candidates name.
When choosing reverse display for English, all boxed turn black, and the candidate names are in
Inconsistent reverse displa purple when that candidate is current to be selected. In other languages, the entire box turns white
3 Avante on FF P | susan H Open Med 19-Feb-08 3.1.4.a |and the candidate names are in purple when that candidate is current to be selected.
. Scanning of the SPR or FF ballots is displayed in English only. The audio is also in English only.
4 | Avante [SCAMMING SPROrFRBAIIOLS | g0y 1 open High | 19-Feb-08 313
does not support languages
View ballot contains no When selecting View Ballot, using the keyboard (after pressing F9), in all languages, there are no
5 Avante |instructions for the use of the| SusanH | Open High 19-Feb-08 3.1.4.b [instructions for the use of the keyboard.
keyboard on FF
When selecting View Ballot, using the keyboard, in all languages, a time-out occurred during the
No keyboard, rocker paddle, City Council contest. The instructions erroneously state to touch the screen anywhere to continue,
6 Avante |or sip-n-puff instructions SusanH | Open High 19-Feb-08 3.1.4b |instead of offering instructions for keyboard use.
after time out on FF Same problem in all languages when testing with the rocker paddles and sip-n-puff.
If the printer runs out of paper, there is an yellow light that blinks on the printer, but it is obscured  |18-feb from Kevin Chung:
No message to voter that from the voter's view. There is no message displayed to the voter. The screen returns to the There is message on printer reminder. Once voter find no paper ballot, upon adding
7 Avante |printer is out of paper on EdF Open Med 19-Feb-08 3.1.4d |welcome screen for the next voter. If paper is loaded into the printer, it will print the previous ballot.|paper, printer will print last ballot along with a system log page.
SPR
When using the sip-n-puff and view ballot, the instructions erroneously indicate that you are 18-feb from Kevin Chung:
Incorrect instructions receiving audio instructions. The wording of any reminders can be modified by the election officials. Avante staff
8 Avante |displayed using sip-n-puff EdF Open High 19-Feb-08 3.1.4b should have changed this instruction for this mode of operation. Avante staff was
with view ballot on SPR asked to provide all different variations that each should have been given differenct
instructions.
Screen flicker when ballot At the end of the ballot, using either the sip-n-puff or the keyboard, the voter sips to cast their ballot. [18-feb from Kevin Chung:
A The buttons displayed at the bottom of the screen flicker until the ballot is cast and the next screen is [ The flicker may be reflection of the screen trying to fill in all other unvoted contests.
9 Avante |cast using sip-n-puff or EdF Open Low 19-Feb-08 3.15a . X . . L
displayed. This may be quite normal when the voter did not finish all contests.
keyboard on SPR
At the review screen, using the sip-n-puff, the write-in candidate is not displayed on the first full-
Write-in selection not face screen shqwmg al cpnt‘es_ts. P
. . . If the voter waits for the individual contest, it is displayed.
10 Avante |displayed on first review EdF Open Med 19-Feb-08 3 X . U
screen on SPR If the ballot is cast and printed, it is displayed on the hard copy of the ballot.
If a larger font is selected, the candidate is properly displayed on the first review screen.
Keyboard cable interrupts the| The keyboard cable interrupts the paper path of the printer, forcing the ballot out the back of the 18-feb from Kevin Chung:
11 Avante [paper path of the printer on EdF Open Med 19-Feb-08 3.2.3.e |printer instead of exiting the front of the printer. Please help our tech to tied it with proper wire tie.
SPR
The requirement states a floor space of 30 inches x 45 inches minimum for stationery mobility. 15-feb: We will move the front bar back 8" to provide some unobstructed area. Also,
There is a metal bar that crosses the entire front of the unit that is 6.5" above the floor. it requires a distance of less than 25" for the voter to reach the touchscreen if the voter
in a wheelchair sits in front of the machine, and this confirms to the HAVA
- . . 3.24.b.v [15-feb: Itis acceptable to update the appropriate documentation and poll worker guides to state that |requirement.
12 Avante [Mobility access issue on FF | SusanH | Open |Informational| 13-Feb-08 .
Y P 3.2.4.b.vi |the system is designed for parallel access to the BMD unit. This will satisfy the 2005 VVSG
requirement 3.2.4.b.v and vi.
The rocker paddles do not function properly with the SPR. 15-feb: The rocker paddles is connected to the keyboard to work. If a key is
When plugged in, the system boots, but acts like a "stuck key" error condition. After this clears, the [depressed on the keyboard, this may interfere with the rocker paddle operations.
rocker paddle functions properly. Please make sure that the keys on the keyboard are not pressed down inadvertently.
Foot pedals do not work with .
13 Avant EdF 0O High 13-Feb-08 N/A
Vante 1spr pen 9 € 15-feb: SysTest Labs will retest.
15-feb: Still fails as described above with all rocker paddles.
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NYSBOE Lot Il Test Effort

Cantonese tempo problem on

Assigned

To

Issue
Status

Priority

Date
Reported

Date
Resolved

WSG
RQM

Detailed Description

For a Cantonese voter only on the SPR; the tempo of the speech may be increased, but then it cannot
be decreased.
For an English voter, the speed intermittently speeds up and then slows down.

15-feb: SysTest Labs will retest.

Issues And Discrepancies, As Of 2/23/2008 / 10:21 AM

Vendor Response

15-feb: The left and right arrow keys on the keyboard can increase or decrease the
reading speed. Could the voter inadvertently pressed these keys that changed the
speed of the audio? The system would revert to the default reading speed for the next
voter.

14 Avante SPR EdF Open High 13-Feb-08 3.2.2.2.c.ix
16-feb: SysTest Labs test team re-tested on 1.1.6 and found the same issue.
18-feb: SysTest Labs test team re-tested with software version 1.1.7 and found the same issue.
FF only: If voting visually and not touch screen, unable to change the screen font, contrast, etc. 15-feb: The "F9" key is included in the user manual (this has been the key to activate
the voice-assisted voting for several years on Avante's voting machines). We
14-feb: The ballot is displayed with the screen change options at the bottom of the screen, however: |anticipate that the poll worker would help a visually or physically disabled voter to get]
there are no instructions displayed on the screen, and the F9 key must be selected to continue. There [ready to vote (including activating the ballot and making all the pre-voting selections.)
is not instructions for this. These steps will also be included in the poll worker training instructions.
Unable to change screen 3.2.2.1.b |14-feb: Before selecting the F9 key, the touch screen is still enabled and could be voted.
15 Avante |font, contrast on FF when SusanH | Open High 11-Feb-08 3221c
voting visually 3.2.2.1.c [15-feb: N'YSBOE requires that this discrepancy be resolved. The visual instructions must be
displayed.
16-feb: This is functioning properly, but needs to be documented in the user documentation and poll
worker guide.
Unable to change vote before Unable to change a vote within the contest before advancing to next contest 11-feb: Avante reports that the system is functioning as designed.
16 Avante [advancing to next contest on EdF Open Med 11-Feb 3.1.2f
SPR
When testing with the sip-n-puff, there is no audio indication that the 100-second time out has
No audio indication that the occurred. There is a visual message displayed on the screen.
17 Avante |100-second time out has EdF Closed Med 19-Feb-08 | 19-Feb-08  3.1.6.c
occurred on SPR 19-feb: Issue closed. Unable to reproduce.
On the Paging unit (SPR) using Sip N Puff and view ballot the poll worker would press begin
voting, the voter should see Sip-n-Puff instruction, however, there are no instructions displayed.
The voter is taken directly to the first contest. At this time the voter should see the first candidate
N SRE e e highlighted and this is not occurring. If the voter waits a timeout will occur after 100 seconds. after
18 | Avante [candidates are highlighted EdF Closed High 16-Feb-08 | 19-Feb-08 | 3.1.4.b a_nother 20 ‘sjechongslllaasse_sl,le'\]nd thlsk‘)N L hgr%enﬂb ecause i vo_:_ehr haslTo we:(y of getting out tht.he
for selection on SPR I:mzout, and the ballot will have to be spoiled (fleeing voter). The poll worker must assist at this
19-feb: Issue closed. Retested and verified with software version 1.1.7.
Audio and Keyboard voters go into the Write-In screen. the voter will enter the first name, select the
round button, enter the last name. Once the voter enters the last name the voter presses the round
button and is taken back to the first name. The voter is stuck in a never ending loop. The
19 | Avante Unatfle to enter a Write In EdE Closed High 16-Feb-08 | 19-Feb-08 n/A  |functionality is to take the voter to anpther screen and has an option to enter a middle initial the
candidate on SPR select the round button to exit the Write-In screen.
19-feb: Issue closed. Retested and verified with software version 1.1.7.
On the Paging unit (SPR) using view ballot and keyboard the voter would press begin voting. The
voter is taken directly to the first contest. If the voter allows the system to timeout after 100 seconds
none of the keyboard button will take the voter get back to the contest to continue voting. After a
View and Keyboard does not while another 20 seconds passes, and this will happen because the voter has no way of getting out of
20 Avante |allow the voter to return from| EdF Closed High 16-Feb-08 | Closed N/A  |the timeout, the ballot will have to be spoiled (fleeing voter). The poll worker must assist at this
the 100 second timeout. time.
18-feb: Issue resolved with software upgrade version 1.1.7.
Once the voter has gone into timeout the only options that return the voter back to the Write-In
audio and Keyboard does not 3.1.6.c |screen are "Triangle arrow, Triangle down, & circle” all other keyboard buttons are inactive. There
21 Avante allow the voter th return from| EdF Closed Med 16-Feb-08 | Closed 3.1.4.b‘ are no instructions on how this functionally should work.
the 100 second timeout on 3.14.b.i
the Write In screen. 3.1.4.b.ii |18-feb: Issue resolved with software upgrade version 1.1.7.
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NYSBOE Lot Il Test Effort

Assigned
To

Issue
Status

Priority

Date
Reported

Date
Resolved

WSG
RQM

Detailed Description

Issues And Discrepancies, As Of 2/23/2008 / 10:21 AM

Vendor Response

| was entering a write-in candidate with a sip n' puff and was interrupted long enough for the unit to |15-feb: We tried in our office and did not see this issue happen. When pressing the
display the message “no selection has been made for 100 seconds...” square key (puffing on the Sip and Puff device equals to pressing the square key)after
the screen displayed “no selection has been made for the last 100 seconds", the current
| pressed the square key to get back to the ballot, nothing happened. The message indicated to press |letter was selected and the voting continued without any other issue. Could you please
anywhere on the touch screen to go back to voting, | touched the screen and went back to the write- |try this again to see whether this issue still remains?
31.4b in screen, but no keyboard inputs were accepted. Also no touch screen inputs were accepted. Power
22 | Avante UnabI‘e to return to contest EdF Closed High 14-Feb-08 | 16-Feb-08 | 3.1.4p.j |Cycled unitand restarted this voter, completed with no additional issues.
after time-out on FF 314Dl
T |15-feb: SysTest Labs will retest.
16-feb: Issue is intermittent. Unable to consistently repeat with updated firmware.version 1.3.4.
In Cantonese, with the Sheriff contest, the screen erroneously displayed selection buttons on the 15-feb: This could have been caused by the instability of the operating system. Power
contest title. Pressed the change color font button and received an error message that the "program [cycle the machine may solve the issue.
caused an error".
Selection buttons . - . . A
23 Avante |erroneously displayed in the EdF Closed High 14-Feb-08 | 16-Feb-08 | 3.1.6. 15b-feb. l:_\I(SiOE rﬁqmres that this discrepancy be resolved. A voting unit must never require
contest title on FF reboot while the polls are open.
16-feb: Issue is intermittent. Unable to reproduce this issue with updated firmware version 1.3.4.
After completing one ballot and attempting to start the next voter session, the access control unit 15-feb: Talked to Ed and learned that this only happed once. This issue might be
would not recognize the card. Had to power cycle the unit. corrected by power cycle the system to reset the communication between the computer,
and the access control unit.
Access control unit 15-feb: NYSBOE requires that this discrepancy be resolved. A voting unit must never require
24 Avante |intermittently failed to EdF Closed High 14-Feb-08 | 16-Feb-08 31 reboot while the polls are open.
recognize card on the SPR
16-feb: Issue is intermittent. Unable to reproduce this issue with updated firmware version 1.1.6.
On the forward approach with the keyboard drawer rolled out for use, the bottom of the keyboard ~ [15-feb: We have two options. The first is to use 7" wheels on the machine (instead of
drawer is 26 ¥4 inches from the floor, requirement is 27 inches. 5" on the current machines) to raise the tray above 27". The second is to eliminate the
keyboard tray, letting people place it on their lap. We will use the Black/White display
Text on the upper portion of the view screen fades away when a gray background is behind itand a |as the default setting and this should help the voters in wheelchair to see the screen.
25 | Avante Accessibility issue on the EdE Closed | Informational| 14-Feb-08 | 16-Feb-08 3.2.4.b.\{ person is sitting in an office chair in front of the unit. | believe this would pose a challenge to a
SPR 3.2.4.b.vi [wheelchair bound voter.
15-feb: After further investigation of the 2005 VVVSG requirement 3.2.4.b.v and vi, it was
determined that this is not an issue.
You cannot purposely undervote a contest and move to the next contest. The system will not allow |15-feb: I believe this issue was raised for voting methods other than using the
you to move to the next contest until candidates have been selected for the current contest. touchscreen. The "Skip Choice" option is always available after all candidates and the
Undervotes are not allowed . 3.1.2d "Write-In" options have been read or highlighted for the voter. The voter just needs to
26 Avante SusanH | Closed High 14-Feb-08 | 15-Feb-08 . X .
on the FF 9 3.1.2.e |15-feb: Vendor response accepted by NYSBOE. Issue closed. select the "Skip Choice" option to undervote and move on to the next contest.
During a write-in selection with a sip n' puff, the letter "A" is highlighted. If the voter wants to 14-feb: The time is adjustable for how long a voter has to select a letter after hearing
select "A", they are instructed to puff once. If the voter puffs on the "A", the indicator erroneously |it being read. (In the Generate Ballot Data module, go to System Settings, and choose
moves to "B" and selects "B" instead of selecting the letter "A". This happens with all of the letters. |Database Settings. Select the tab named "Vote Processing Strategy". On the right hand
Insufficient time for sip ' side, you may see 5, 2 and 3 as the current settings. Change the 2 to 4 and this will
27 Avante N e e T G Susan H | Closed [Informational| 13-Feb-08 | 13-Feb-08 [ 3.1.4.b [15-feb: SysTest Labs will retest. give the voter more time to make a selection.
15-feb: Issue closed. Setting in EMS allows the time to be changed.
No selections were made on a ballot. On the review screen, no changes were allowed to be made.  |15-feb: The voter has the chance to make any change to the voting selection before
The voter had to spoil the ballot. casting the ballot. The test ballot allows the voter to cast the ballot at any time. | think
the voter inadvertently pressed the circle button (or sipped) and the system was ready
28 Avante |Undervote problem on SPR EdE Closed High 13-Feb-08 | 18-Feb-08 3.1.2.d |15-feb: NYSBOE requires that this discrepancy be resolved. tg cast a blank bfalllc?t anq asked the voter to confirm by pressing the circle button (or
3.1.2e sip) again. At this time, if the voter wants to change the selection, he/she can press the
18-feb: Issue is intermittent. Unable to consistently repeat with updated firmware.version 1.1.7. up-triangle button to make change. A voter uses the sip and puff device will have to
spoil the ballot and vote again.
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No audio instructions after

Assigned
To

Issue
Status

| Priority |

Date
Reported

Date
Resolved

WSG
RQMT #

Detailed Description

After a 100 second time-out, a visual voter receives instructions on how to return to the ballot,
however; there are no audio instructions.

Issues And Discrepancies, As Of 2/23/2008 / 10:21 AM

Vendor Response

15-feb: We could add the audio instructions to prompt the voter to make a selection in|
case the ballot is about to time out.

29 Avante time-out on EE Susan H | Closed High 13-Feb-08 | 15-Feb-08 | 3.2.2.2.b [15-feb: NYSBOE requires that this discrepancy be resolved.
16-feb: Issue closed. Functions properly with updated firmware 1.3.4
The requirements state that the space under the obstruction be between 9" to 27" above the finished [15-feb: We will move the front bar back 8" to provide some unobstructed area. A
UEND 6 CEve (GEEr ﬂoor.._. i ] i vot_er ina vyheelchalr is expected to vote on the side approach, not forward approach.
. X There is a metal bar that crosses the entire front of the unit that is 6.5" above the floor. This will give ample room.
voting machine due to . 3.24bv
30 Avante crosshar obstruction on EE SusanH | Closed [Informational| 13-Feb-08 | 15-Feb-08 324 i
- T |15-feb: After further investigation of the 2005 VVSG requirement 3.2.4.b.v and vi, it was
(Knee clearance requirement), X L. N
determined that this is not an issue.
The requirement states that there be a minimum toe clearance of 9 inches vertical. There is a metal [15-feb: We will move the front bar back 8" to provide some unobstructed area. A
bar that crosses the entire front of the unit that is 6.5" above the floor. voter in a wheelchair is expected to vote on the side approach, not forward approach.
. . 3.24bv This will give ample room.
31 Avante |Toe clearance issues on FF | SusanH | Closed High 13-Feb-08 | 15-Feb-08 . . I . ..
9 3.2.4.b.vi |15-feb: After further investigation of the 2005 VVVSG requirement 3.2.4.b.v and vi, it was
determined that this is not an issue.
Sip n' puff and rocker paddles do not allow the voter to backspace to correct a write-in selection. 14-feb: By design, the Sip and Puff does not provide the option for Backspace. | don't
The voter is allowed to make changes in the summary screen. think the rocker paddle provide this option either. These two devices have the inherent
Sin ' puffirocker paddles do Lot | tosed 1t is undierstood tat e o S rook » " limit on the capacities and options provided.
32 | Avante [notallow backspace to SusanH | Closed |Informational( 13-Feb-08 | 15-Feb-08 | 3.2.3.d AUGHE SIBEIEEL, 0 IR UL D S BT e GG LSO Y
T ny = devices which allows for the selection of only one of two criteria. During the voting process, these
buttons are used for voting navigation and selection. This limitation is understood to be industry
wide and not exclusive to any voting system manufacturer.
When reviewing the ballot on the FF display using the keyboard: Make a change to a candidate
(Sheriff). The software highlights the choices in Black, which then makes the Proposition X contest
Change of candidate makes a disappear from the display. The selection is still there, but is not evident to the user and it prints
33 Avante |different contest disappear Susan H | Closed High 12-Feb-08 | 14-Feb-08 N/A  |properly on the paper ballot.
from the display on FF
14-feb: Closed with version 1.3.3.
When reviewing the ballot on the FF display for the Sheriff contest only, after a candidate has been
selected; go to the summary screen. Enter the Sheriff contest to change the previously selected
. candidate. Scrolling through the list of candidates highlights the candidate name Joe Sakic. That
Change of candidate didate stays highlighted throughout the remainder of the ch fter going past hi
34 Avante |erroneously keeps a SusanH | Closed Low 12-Feb-08 | 14-Feb-08 | 3.1.4.p.ji |CAncidate stays highlighted throughout the remainder oF the change process, even after going past his
candidate highlighted on FF name.
14-feb: Closed with version 1.3.3.
FF only: There are no sip 'n puff audio or visual instructions. The rocker paddle erroneously plays |15-feb: If the voter chose to listen to the ballot and use the Sip and Puff device to
and displays the sip 'n puff instructions. vote, the instructions will be delivered only via the headset; no visual display for the
instructions on the screen.
14-feb: There is still no visual instructions for the sip n' puff. All others fixed with version 1.3.3.
35 | Avante (Incorrect instructionson FF [ SusanH | Closed High 11-Feb-08 | 16-Feb-08 | 3.1.4b |15-feb: NYSBOE requires that this discrepancy be resolved. The visual instructions must be
displayed.
16-feb: Issue closed. Fixed with updated firmware version 1.3.4.
FF only: During ballot review, using the keyboard, sip n' puff, or rocker paddle, and viewing the
ballot without audio; all of the candidates are displayed in yellow, but there is no way to select a
36 | Avante |TODIEM changing candidate | ooy | Closed | High | 11-Feb-08 | 12-Feb-08 | 3234 |candidate tochange.
selection on FF
12-feb: Fixed with software version 1.3.3.
The special keyboard on the FF and SPR BMD: When entering a write-in candidate name,
Keyboard for FF and SPR LrLsttri;J':tsl?uncskrzac;rr::cjfitrI: r(]:;rr::]Le button should move from the first name to middile initial to last name
37 Avante |BMD fails to forward Susan H | Closed High 8-Feb-08 | 12-Feb-08 ( 3.2.3.d .

through candidate name.

12-feb: Fixed with software version 1.3.3.
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NYSBOE Lot Il Test Effort

One of the printers

Assigned
To

Issue
Status

Issues And Discrepancies, As Of 2/23/2008 / 10:21 AM

Priority

Detailed Description Vendor Response

Date Date VVSG
Reported | Resolved | RQMT #
Every time a ballot is printed, it jams the printer.

& || Aves constantly jams on the FF Susanlly | elosed iy Brebdd || MDD MR |fnag s rep resolved issue.
When we attempt to import the language file we receive an error message.
We select Korean as the language to import as the 1042 in the file name corresponded to Korean
Error message received when ¥:en UREREE th_e 'mglal filks A Em i <o, TivETT fa Null
39 Avante |attempting to import EdF Closed High 7-Feb-08 | 11-Feb-08 N/A € EITor message Is: EITor occurred when importing party. fnvaiid use of a Rufl.
. Candidate names are displayed in Korean.
language file
11-feb: Avante rep resolved the issue.
| have attempted to upgrade 3 of the paging BMD units (VOTE-TRAKKER EVC308 SPR) to
version 1.1.2.
One unit upgraded successfully. Two units failed with the message: "The system could not locate
the file c:\DOCUMEN~1\ADMINI~1\LOCALS~1\Temp\msftqws.pdwAST6UNST.EXE."
Sequence was:
First unit attempted upgraded successfully
Second unit failed, since first unit was successful | decided to try on a third unit.
Third unit failed; did not attempt to upgrade any more units.
In attempting to recreate to get the correct path | now get a different error on one of the units:
: SETUP.EXE has generated errors and will be closed by Windows. You will need to restart the
Attempting to upgrade SPR . o o
40 Avante 10 version 1.1.2 fails EdF Closed High 7-Feb-08 | 11-Feb-08 N/A " [program.
An error log has been created.
1 noticed the sub directory msftqws.pwd is no longer in the path listed above on this failing unit.
1 could not find an error log file. | could send this to you if you could direct me to its path/filename.
11-feb: Avante rep resolved the issue.
Received a Korean language file today in zip file but the import failed. Languages are displayed
properly on the BMD unit, but are not displayed in the EMS application on the test computer.
. Avante I';'einguage import fails on the SusanH | Closed High 7-Feb-08 | 11-Feb-08 N/A Korean displays the candidate name in Korean instead of English.
11-feb: Avante rep resolved issue.
Instructions for the Proposition X contest are not displayed in any of the foreign languages. Suspect
Instructions for 1 contest are that the audio files were not sent for this contest.
42 Avante |not displayed for languages | Susan H [ Closed High 7-Feb-08 | 11-Feb-08 N/A
on the FF 11-feb: Avante rep resolved issue.
I ran the setup.exe for the report module, during the copy file phase I received a message that a file
was not newer than a file already on the system.
That file is C:\WINDOWS\system32\RICHTX32.0cx.
The message indicated the version was version 6.1.97.82
| chose to keep the newer version.
43 | Avante [Report module setup fails EdF Closed High 7-Feb-08 | 8-Feb-08 A |EREiEr RS were COP',ed aqother errorwas o=l
An error occurred while registering the file: C:\WINDOWS\system32\msado26.tlb
| was given the ABORT RETRY IGNORE options.
1 chose to abort and the installation was then removed.
08-Feb: Additional instructions received from Avante.
Downloaded Election to CD and tried to upload on FF BMD. Received error message at the end that]
Attempting to upload test L:‘se TeporttSl{(mTtahry Il:\f:od\l;‘;e tdo ezt;r cortl;pu’;er ....t .SWe Werel\jlsg gI]ettlng this message on the PC
44 Avante |election to FF BMD displays| Susan H [ Closed High 7-Feb-08 | 8-Feb-08 npa [P USIIEIAR WS CIMITENS U Ry TRl (2,

error

08-feb: Corrected Report Module installation corrected this issue.
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NYSBOE Lot Il Test Effort Issues And Discrepancies, As Of 2/23/2008 / 10:21 AM

Priority Detailed Description Vendor Response

Assigned | Issue Date ‘ Date VVSG |

To Status Reported | Resolved | RQMT #
Ed and | got to the point of trying to download the election onto a CD-R and found that we do not
have the special software to format the disc. The program EZ CD Creator should've been on the PC
they gave us and it's not. They are in the process of trying to condense the software and email it to
us, otherwise they are Fedexing it to us for tomorrow delivery. This software is not a standard EZ

Missi et ftw .
155Ing proprietary SOTware | g on 1 | Closed High 5-Feb-08 | 6-Feb-08 N/A  |CD Creator. They modified some files so others could not read the CD's.

B (e to format CD-R for FF

06-Feb: Received correct software via FedEx

As of 01-Feb, the following items have not been delivered by Avante:

- SQL password

- missing apps ( manage ballet data, generate ballet data, voting )

- CDRs

- Audio and text files

46 | Avante [Missing items as of Feb-01 Jen G Closed High 1-Feb-08 | 6-Feb-08 N/A - other software passwords (Super01 password, other logins for managing ballet data)
- All administrator logins and passwords.

- Access database passwords, SQL passwords.

06-feb: All items received via FedEx

We have the documentation and CD for upgrading the two Full-Face BMD machines. One machine

boots to the Windows operating system (not the voting system). Your instructions start with the

voting software loaded on the machine. Do you have instructions for the machine that is booting to

N/A Lhe Wir;dows operating system, or how do we get the machine to run the voting software during
ootup?

Missing documentation for
47 Avante |upgrading Windows FF Susan H | Closed High 1-Feb-08 | 1-Feb-08
BMD

01-feb: Received instructions from Avante

This is to document Al Backlund's interactions and telephone discussions with Greg Beasley since
Jan 11, 2008. The dates are the best I can remember and may not be exact.

1/11/2008 Greg accompanied the delivery of equipment and was in our office.

1/13/2008 | called Greg to discuss things concerning the equipment and the project. |
informed him that after we inventoried the equipment it became obvious that there were some very
sharp corners and edges that would not meet the general safety requirements of the VSS or VVSG
and could actually cut skin. | told him that I would communicate my concern through channels
including the NYSBOE. He said that he would review the situation and address the issue.

1 also discussed the security verification requirements with him to make sure that he understood that
. . the N'YSBOE considered security to be very important and expected that security issues causing the

Safety issues with EVC308 . . P X . . .

SPR éMD AlB Closed High 11-Jan-08 | 18-Feb-08 N/A states of Ohio and California to decertify their voting equipment would need to be addressed. |

advised him to review the reports from each of the states and have a response for the issues as well ag

48 Avante

2/5/2008 Greg called me to tell me that he had a solution for the sharp corners and edges issul
1 told him that I would review his solution and would require formal engineering change
documentation from him indicating that this resolution would be available for future production
units.

12-feb: ECO received and fixes made to unit. Al B is reviewing.

18-feb: Issues closed. Fixes are sufficient to satisfy safety requirements.
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2/21/2008

Attachment A - Avante NY TDP Documents.xIs

TDP Date Title Version File or Folder Name Doc Date
01/10/2008 AVANTE Pending and Granted Patents Relating to Voting and Appendix C - United States Patent Applications|{09/19/2006
Election Solutions (Paging TDP)
01/10/2008 System Administration and Security Management Manual (Paging [5.0.0 Appendix D1 - System Administration and 08/15/2007
TDP) Security M
01/10/2008 Ballot Preparation Manual (Paging TDP) 5.0.0 Appendix D2 - Ballot Preparation Manual 08/15/2007
01/10/2008 BALLOT LOADING AND PRE-ELECTION MANAGEMENT 5.0.0 Appendix D3 - Ballot Loading and Pre-Election [08/15/2007
MANUAL (Paging TDP) Mana
01/10/2008 OPTICAL VOTE-TRAKKER™ Operating Manual (Paging TDP) 5.0.0 Appendix D5 - Optical Vote-Trakker 08/15/2007
Operational Man
01/10/2008 Appendix E - Procured Software Licenses (Paging TDP) Appendix E - Procured Software Licenses
01/10/2008 QUALITY MANUAL FOR ISO 9001:2000 (Paging TDP) 2 Appendix F - AIT Quality Manual 7/18/2005
01/10/2008 Appendix J. Database and Software Design & Coding Convention Appendix J - Database and Software Design &
(Paging TDP) Coding
01/10/2008 Appendix K - Database Designing (Paging TDP) Appendix K - VOTE-TRAKKER Database
Design
01/10/2008 QUALITY MANUAL (Paging TDP) 2 Appendix N1 - Quality Manual ISO 9001-2000 (07/07/1999
01/10/2008 QUALITY OPERATION PROCEDURE FOR PROCESSES 1 Appendix N3 - Quality Operation Procedures [08/26/2003
IDENTIFICATION (Paging TDP) and Forms
01/10/2008 Automatic Ballot Marking Device Vote-Trakker EVC 308 — SPR - Appendix Q - BMD Voting Instructions
BMD Voting Instructions (Paging TDP)
01/10/2008 Scope (Paging TDP) Section 01-Scope
01/10/2008 System Overview (Paging TDP) Section 02 - System Overview
01/10/2008 GENERAL DESIGN AND SPECIFICATION (Paging TDP) Section 03 - General Design and Specification
01/10/2008 System Security Overview (Paging TDP) Section 04 - System Security Overview
01/10/2008 System Operations Overview (Paging TDP) Section 05 - System Operations Overview
01/10/2008 System Hardware and Maintenance (Paging TDP) Section 06 - System Hardware and
Maintenance
01/10/2008 DEVELOPMENT & QUALIFICATION TEST SPECIFICATIONS Section 07 - System Testing, Acceptance and
(Paging TDP) Softwa
01/10/2008 TRAINING AND PERSONNEL REQUIREMENTS (Paging TDP) Section 08 - Training and Personell
Requirements
01/10/2008 QUALITY ASSURANCE PROGRAM (Paging TDP) Section 09 - Quality Assurance
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2/21/2008

Attachment A - Avante NY TDP Documents.xIs

TDP Date Title Version File or Folder Name Doc Date
01/10/2008 CONFIGURATION MANAGEMENT PLAN (Paging TDP) Section 10 - Configuration Management Plan
01/10/2008 EMS Change Release Summary (Paging TDP) Section 11 - Change Release Summary
01/10/2008 AVANTE Pending and Granted Patents Relating to Voting and Appendix C - United States Patent Applications|{09/19/2006
Election Solutions (Full Face TDP)
01/10/2008 System Administration and Security Management Manual - Ballot  [5.0.0 Appendix D1 - System Administration and 08/15/2007
Marking Device (Full Face TDP) Security M
01/10/2008 Ballot Preparation Manual (Full Face TDP) 5.0.0 Appendix D2 - Ballot Preparation Manual 08/15/2007
01/10/2008 BALLOT LOADING AND PRE-ELECTION MANAGEMENT 5.0.0 Appendix D3 - Ballot Loading and Pre-Election [{08/15/2007
MANUAL (Full Face TDP) Mana
01/10/2008 OPTICAL VOTE-TRAKKER™ Operating Manual (Full Face TDP) (5.0.0 Appendix D5 - Optical Vote-Trakker 08/15/2007
Operational Man
01/10/2008 Procured Software Licenses (Full Face TDP) Appendix E - Procured Software Licenses
01/10/2008 QUALITY MANUAL FOR ISO 9001:2000 (Full Face TDP) 2 Appendix F - AIT Quality Manual 7/18/2005
01/10/2008 Appendix J. Database and Software Design & Coding Convention Appendix J - Database and Software Design &
(Full Face TDP) Coding
01/10/2008 Appendix K - Database Designing (Full Face TDP) Appendix K - VOTE-TRAKKER Database
Design
01/10/2008 QUALITY MANUAL (Full Face TDP) 02 Appendix N1 - Quality Manual ISO 9001-2000 (07/07/1999
01/10/2008 QUALITY OPERATION PROCEDURE FOR PROCESSES 1 Appendix N3 - Quality Operation Procedures [08/26/2003
IDENTIFICATION (Full Face TDP) and Forms
01/10/2008 Automatic BallotMarkingDevice Vote-Trakker EVC 308 — SPR Appendix Q - BMD Voting Instructions
BMDVoting Instructions (Full Face TDP)
01/10/2008 Scope (Full Face TDP) Section 01 - Scope
01/10/2008 System Overview (Full Face TDP) Section 02 - System Overview
01/10/2008 GENERAL DESIGN AND SPECIFICATION (Full Face TDP) Section 03 - General Design and Specification
01/10/2008 System Security Overview (Full Face TDP) Section 04 - System Security Overview
01/10/2008 System Operations Overview (Full Face TDP) Section 05 - System Operations Overview
01/10/2008 System Hardware and Maintenance (Full Face TDP) Section 06 - System Hardware and
Maintenance
01/10/2008 Development and Qualification Test Specifications (Full Face TDP) Section 07 - System Testing, Acceptance and
Softwa
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2/21/2008 Attachment A - Avante NY TDP Documents.xIs

TDP Date Title Version File or Folder Name Doc Date
01/10/2008 TRAINING AND PERSONNEL REQUIREMENTS (Full Face TDP) Section 08 - Training and Personnel
Requirements

01/10/2008 QUALITY ASSURANCE PROGRAM (Full Face TDP) Section 09 - Quality Assurance

01/10/2008 CONFIGURATION MANAGEMENT PLAN (Full Face TDP) Section 10 - Configuration Management Plan

01/10/2008 System Change Notes (Full Face TDP) Section 11 - System Change Notes

02/19/2008 Automatic Ballot Marking Device and Card Encoding System Polling|B 42BMD_ PollingOfficialManual.pdf 2008
Officials Manual (Full Face TDP)

02/19/2008 Automatic Ballot Marking Device and Card Encoding System E Appendix D4 - Polling Officials Manual- 2008
Polling Officials Manual (Paging TDP) BMD15.doc

NOTE: All documents were received in a timely fashion and within the scheduled deadline for submission.
NOTE: Because of the volume of material received, SysTest Labs does not always check-in TDP documents on the same day they are
delivered. The TDP Date above is the date of check-in.
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