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To Be Completed By ITA

VVSG 1

 2.1.1

Security System security is achieved through a combination of technical 

capabilities and sound administrative practices. 

To ensure security, all systems shall:

N/A N/A N/A N/A N/A

VVSG 1

 2.1.1a

Security      a.  Provide security access controls that limit or detect access 

to critical system components to guard against loss of system 

integrity, availability, confidentiality, and accountability 

N Y FS All Y

To Be Completed By ITA
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NA NA See below for functional test details:

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would  affect system integrity, 

availability, confidentiality, and 

accountability. (Negative 

testing)

1)  Attempts to log in as an administrator-level 

role will be conducted to ensure that the 

administrator -level role has appropriate 

functionality.

2)  Attempts to log in as a "voter" role or less 

than administrator-level roles, or all other access,  

will be conducted to ensure that the voter role 

does not have the access to administrator 

functions.

 3)  Attempts will be made to manipulate the 

system after logging in as all possible roles to 

make sure role-appropriate functionality is 

ensured. 

4)   Equipment will be examined for locks, ports 

and security measures, as well as any 

vulnerabilities for unauthorized access to the 

physical equipment.

5) Test cases based on TDP reviews of stated 

access control features will be executed to 

validate the vendor controls effectivness and to 

try and circumvent the controls.  Where account 

credentials are used the strength and protection of 

the credential shall be tested.

NYSTEC: This should probably be a test case in 

and of itself that is referenced from several 

requirements.  The case should identify each 

critical component (i.e. ballot module, results 

module) and for that component evaluate how 

and how well the vendor provides against loss of 

system integrity, availability, confidentiality and 

accountability.  
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VVSG 1

 2.1.1b

Security      b.  Provide system functions that are executable only in the 

intended manner and order, and only under the intended 

conditions

N Y FS All Y

VVSG 1

 2.1.1c

Security      c.  Use the system's control logic to prevent a system function 

from executing if any preconditions to the function have not been 

met 

N Y FS All Y

VVSG 1

 2.1.1d

Security      d.  Provide safeguards in response to system failure to protect 

against tampering during system repair or interventions in system 

operations 

N Y FS All Y
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Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would  cause functions to 

execute in an unintended 

manner.  (Negative testing)

1) Verify system functions are operating correctly 

by testing for functionality by:

    1.1  Reviewing documentation and executing 

all required steps in the system function in the 

correct order and receiving the expected result                    

2)  Run system functions in the unintended 

manner and order by reviewing documentation 

and deviating from actual processes by:

     2.1  attempting to operate system functions 

outside of the specified order

     2.2  attempting to skip required steps prior to 

using a specific system function

     2.3  Attempting to repeat a system function 

immediately following the use of the same 

function

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would  allow functions to 

execute before preconditions 

were met.  (Negative testing)

1)  Select a specific system function and verify 

that the precondition has been met.

    1.1  Execute the system function and obtain 

the expected result

    1.2  Remove the precondition

    1.3  Execute the same system function again

    1.4  Verify that the system function is 

prevented

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Some of these safeguards are 

implemented in the source 

code.  It is important that these 

safeguards operate as intended 

and cannot be bypassed to allow 

unauthorized access.  Fortify 

SCA will be used to find these 

vulnerabilities in the source 

code.

1)  Review documentation of procedures for 

system repair during a system failure and verify 

that safeguards against tampering exist

    1.1  Perform the procedures for system repair 

with the safeguards in place without error

    1.2  Begin to repeat the procedure above, but 

stop prior to completing

    1.3  Attempt to modify existing data during 

system repair

    1.4  Verify that modification is not possible

2)  Review documentation of procedures for 

interventions in system operations during a 

system failure and verify that safeguards against 

tampering exist

    2.1  Perform the procedures for system 

interventions in system operations with the 

safeguards in place without error

    2.3  Begin to repeat the procedure above, but 

stop prior to completing

    2.2  Attempt to modify existing data during 

system interventions in system operations

    2.3  Verify that modification is not possible

This will be 

covered in part 

by hardware 

review of such 

systems as 

destructible 

screws (one 

use) or security 

cable, that once 

broken must be 

replaced with a 

cable and new 

recordable 

serial number.
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VVSG 1

 2.1.1e

Security      e.  Provide security provisions that are compatible with the 

procedures and administrative tasks involved in equipment 

preparation, testing, and operation

N Y FS All Y

VVSG 1

 2.1.1f

Security      f.  Incorporate a means of implementing a capability if access 

to a system function is to be restricted or controlled

N Y FS All Y
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Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Detailed answers to this 

requirement are provided in 

section 5 and section 7.  

1) Review documentation of the system's 

equipment preparation and verify that security 

provisions exist:

    1.1  Perform the procedures and administrative 

tasks to prepare the equipment with the security 

provisions in place 

    1.2  Verify that the procedures can be executed 

without errors

    1.3  Verify that the security provisions do not 

impede the preparation of the equipment

2)  Review documentation of the system's 

equipment testing and verify that security 

provisions exist:

    2.1  Perform the procedures and administrative 

tasks to test the equipment with the security 

provisions in place

    2.2  Verify that the procedures can be executed 

without errors 

    2.3  Verify that the security provisions do not 

impede the testing of the equipment

3)  Review documentation of the system's 

equipment operation and verify that security 

provisions exist:

    3.1  Perform the procedures and administrative 

tasks to operate the equipment with the security 

provisions in place

    3.2  Verify that the procedures can be executed 

without errors 

    3.3  Verify that the security provisions do not 

impede the operation of the equipment

This will be 

covered in part 

by hardware 

review of such 

systems as 

destructible 

screws (one 

use) or security 

cable, that once 

broken must be 

replaced with a 

cable and new 

recordable 

serial number.

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Some of the access controls are 

implemented in the source 

code.  It is important that these 

access controls operate as 

intended and cannot be 

bypassed to allow unauthorized 

access.  Fortify SCA will be 

used to find these 

vulnerabilities in the source 

code.

1)  Review documentation of system functions 

which have restricted or controlled access

    1.1  Select a restricted or controlled function to 

test

    1.2  Log in to the system as a restricted user 

and attempt to access the selected function

    1.3  Verify that access is denied

2)  Review documentation of procedures to 

access restricted or controlled functions

    2.1  Perform the procedures in the 

documentation and attempt to access the system 

function tested in step 1.1

    2.2  Verify the ability to successfully access 

the function tested in step 1.1
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VVSG 1

 2.1.1g

Security      g.  Provide documentation of mandatory administrative 

procedures for effective system security

N Y FS All Y

VVSG 1

 2.1.2 

Accuracy Memory hardware, such as semiconductor devices and magnetic 

storage media, must be accurate. The design of equipment in all 

voting systems shall provide for the highest possible levels of 

protection against mechanical, thermal, and electromagnetic 

stresses that impact system accuracy. Section 4 provides 

additional information on susceptibility requirements.  

To ensure vote accuracy, all systems shall:

NYS 

Regulation

6209.2.10

N/A N/A N/A N/A N/A

VVSG 1

 2.1.2a

Accuracy      a.  Record the election contests, candidates, and issues exactly 

as defined by election officials 

N Y N All N 22

54

56

58

60

23

71

73

75

77

19
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NA Security issues discovered in 

the code will be analyzed in 

conjunction with the 

documentation to validate that 

appropriate compensating 

controls are in place.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Document review will be performed to ensure 

administrative procedures for effective system 

security. 

2)   Ensure there are mandatory administrative 

procedures in the documentation provided by the 

vendor.

NA

NA N/A See below for functional test details:

46, 44, 

42

NA Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would  allow for elections to be 

recorded not exactly as defined 

by election officials.  (Negative 

testing)

1)  Set up election contests, candidates and issues 

in the Election Management System per the 

documented procedures

    1.1  Print out paper ballots

    1.2  Verify the accuracy of the election data

    1.3  Transfer election data to the storage media 

device being tested

    1.4  Load election data from the storage media 

device being tested onto the voting machines

    1.5  Execute a test ballot

    1.6  Verify the accuracy of the contests, 

candidates and issues are as defined  
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VVSG 1

 2.1.2b

Accuracy      b.  Record the appropriate options for casting and recording 

votes 

N Y N All N 22

54

56

58

60

23

71

73

75

77

VVSG 1

 2.1.2c

Accuracy      c.  Record each vote precisely as indicated by the voter and 

produce an accurate report of all votes cast; 

N Y FS All Y 22

54

56

58

60

23

71

73

75

77

19

24

37

4

5

6

7

22

23

24

25

26

28

29

31

32

36

37

38

39

42

43

44

48

52

VVSG 1

 2.1.2d

Accuracy      d.  Include control logic and data processing methods 

incorporating parity and check-sums (or equivalent error detection 

and correction methods) to demonstrate that the system has been 

designed for accuracy 

N Y FS All Y 22

54

56

58

60

23

71

73

75

77
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46, 44, 

42

NA Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

could change the recording of 

options.   (Negative testing)

1)  Set up an election per the documented 

procedures

    1.1  Review election definitions for all options 

for casting and recording votes

    1.2  Transfer election data to the storage media 

device being tested

     1.3  Load election data from the storage media 

device being tested onto the voting machines

     1.4  Verify that all of the appropriate options 

for casting and recording votes are accurate

46, 44, 

42

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code. Some of these 

vulnerabilities can affect 

accuracy of the report. 

(Negative testing)

1)  Set up an election and perform the following 

per the documented procedures:

    1.1  Vote a predetermined group of ballots

    1.2  Print the ballots

    1.3  Verify the accuracy of each ballot   

    1.3  Close the election 

    1.4  Print the reports  

    1.5  Verify the accuracy of each vote on the 

reports

2)  Transfer election data to the storage media 

device being tested

    2.1  Load election data from the storage media 

device being tested onto the voting machines

    2.2  Print the reports

    2.3  Verify the accuracy of each vote on the 

reports

46, 44, 

42

Selective source code review may be 

performed as required to augment 

the functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.  Where checksums 

are found to be used their 

implementation will be examined 

for the probability of producing 

unique values.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

could affect control logic, data 

processing methods, parity and 

check sums.  (Negative testing)

1)  Set up an election and perform the following 

per the documented procedures:

    1.1  Vote a predetermined group of ballots

    1.2  Print the ballots

    1.3  Verify the accuracy of each ballot   

    1.3  Close the election 

    1.4  Print the reports  

    1.5  Verify the accuracy of each vote on the 

reports

2)  Transfer election data to the storage media 

device being tested

    2.1  Load election data from the storage media 

device being tested onto the voting machines

    2.2  Print the reports

    2.3  Verify the accuracy of each vote on the 

reports
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VVSG 1

 2.1.2e

Accuracy      e.  Provide software that monitors the overall quality of data 

read-write and transfer quality status, checking the number and 

types of errors that occur in any of the relevant operations on data 

and how they were corrected 

N Y FS All Y 22

54

56

58

60

23

71

73

75

77

VVSG 1

 2.1.2f

Accuracy In addition, DRE systems shall:

     f.  As an additional means of ensuring accuracy in DRE 

systems, voting devices shall record and retain redundant copies 

of the original ballot image. A ballot image is an electronic record 

of all votes cast by the voter, including undervotes.

NYS 

Regulation

6209.2.7

Y Y FS All Y 22

54

56

58

60

23

71

73

75

77

34 20

49

52

52

N/A VVSG 1

 2.1.3

Error Recovery To recover from a non-catastrophic failure of a device, or from 

any error or malfunction that is within the operator's ability to 

correct, the system shall provide the following capabilities:

N/A N/A N/A N/A N/A
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46, 44, 

42

Selective source code review may be 

performed as required to augment 

the functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.  Where checksums 

are found to be used their 

implementation will be examined 

for the probability of producing 

unique values.

If the SW is part of the source 

code provided then 

vulnerabilities in that software 

can be detected by Fortify SCA 

(Negative Testing).  If the 

software is 3rd party or handled 

by the OS, then secure source 

code review does not apply.

1)  Set up an election and perform the following 

per the documented procedures:

    1.1  Vote a predetermined group of ballots

    1.2  Print the ballots

    1.3  Verify the accuracy of each ballot   

    1.3  Close the election 

    1.4  Print the reports  

    1.5  Verify the accuracy of each vote on the 

reports

2)  Transfer election data to the storage media 

device being tested

    2.1  Load election data from the storage media 

device being tested onto the voting machines

    2.2  Print the reports

    2.3  Verify the accuracy of each vote on the 

reports

46, 44, 

42

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be exploited 

to disrupt the retaining of a 

redundant copy of the ballot 

image. (Negative Testing)

1)  Review the documentation and determine the 

additional means of retaining redundant copies of 

the original ballot image.    

2)  Set up an election and perform the following 

per the documented procedures:

    2.1  Vote a predetermined group of ballots

    2.2  Print the ballots

    2.3  Verify the accuracy of each ballot   

    2.4  Close the election 

    2.5  Print the reports  

    2.6  Verify the accuracy of each vote on the 

reports 

3)  Transfer election data to the storage media 

device being tested

  3.1  Load election data from the storage media 

device being tested onto the voting machines

  3.2  Print the reports

  3.3  Verify the accuracy of each vote on the 

reports

4)  After closing the polls, view the electronic 

record of all votes cast by the voter, including 

undervotes and ensure the record is accurate.

NA NA See below for functional test details:
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VVSG 1

 2.1.3a

Error Recovery      a.  Restoration of the device to the operating condition existing 

immediately prior to the error or failure, without loss or 

corruption of voting data previously stored in the device 

NYS 

Regulation

6209.2.5

Y Y FS All Y

VVSG 1

 2.1.3b

Error Recovery      b.  Resumption of normal operation following the correction of 

a failure in a memory component, or in a data processing 

component, including the central processing unit 

N Y FS All Y 22 23
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Selective source code review may be 

performed as required to augment 

the functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.  Where non-

catastrophic failure of a device may 

be related to programming, 

exception handling routines will be 

examined for data handling logic 

employed.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1) Set up an election and open the polls following 

the documented procedures

    1.1  Begin voting and casting a predetermined 

amount of ballots

    1.2  Print the ballots and set aside

    1.3  Note the number of ballots cast on the 

ballot counter and verify the accuracy by hand 

counting the printed ballots  

    1.4 Interrupt the normal functioning of the 

device by simulating an error condition 

    1.5  Correct the error and cast one more ballot

    1.6  Verify that the ballot counter increments 

by one

    1.7  Close the polls following the documented 

procedures

     1.8  Print reports and verify that the vote 

counts and selections are accurate

Selective source code review may be 

performed as required to augment 

the functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.  Where non-

catastrophic failure of a device may 

be related to or detected by 

programming, exception handling 

routines will be examined for data 

handling logic employed.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)   Set up an election and open the polls 

following the documented procedures

    1.1  Begin voting and casting a predetermined 

amount of ballots

    1.2  Print the ballots and set aside

    1.3  Note the number of ballots cast on the 

ballot counter and verify the accuracy by hand 

counting the printed ballots  

    1.4  Interrupt the normal functioning of the 

device by disabling the central processing unit

    1.5  Enable the central processing unit 

    1.6  Verify that normal operation is restored on 

the device (check status)

    1.7  Cast one more ballot 

    1.6  Verify that the ballot counter increments 

by one

    1.7  Close the polls following the documented 

procedures

     1.8  Print reports and verify that the vote 

counts and selections are accurate

2)  Repeat steps 1 - 1.3. On step 1.4 remove the 

memory card.  On step 1.5 re-install the memory 

card.   Repeat steps 1.6 - 1.8
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 2.1.3c

Error Recovery      c.  Recovery from any other external condition that causes 

equipment to become inoperable, provided that catastrophic 

electrical or mechanical damage due to external phenomena has 

not occurred  

NYS 

Regulation

6209.2.5

Y Y FS All Y

N/A VVSG 1

 2.1.4

Integrity Integrity measures ensure the physical stability and function of 

the vote recording and counting processes.  To ensure system 

integrity, all systems shall:  

N/A N/A N/A N/A N/A

VVSG 1

 2.1.4a

Integrity      a.  Protect against a single point of failure that would prevent 

further voting at the polling place 

N Y FS All Y

VVSG 1

 2.1.4b

Integrity      b.  Protect against the interruption of electrical power NYS 

Regulation

6209.2.5

Y Y FS All Y

VVSG 1

 2.1.4c

Integrity      c.  Protect against generated or induced electromagnetic 

radiation 

N Y FS All Y

VVSG 1

 2.1.4d

Integrity       d.  Protect against ambient temperature and humidity 

fluctuations 

NYS 

Regulation

6209.2.E

Y Y FS All Y

VVSG 1

 2.1.4e

Integrity      e.  Protect against the failure of any data input or storage 

device 

N Y FS All Y
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Selective source code review may be 

performed as required to augment 

the functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.  Where non-

catastrophic failure of a device may 

be detected by programming, 

exception handling routines will be 

examined for data handling logic 

employed.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1) Set up an election and open the polls following 

the documented procedures

    1.1  Begin voting and casting a predetermined 

amount of ballots

    1.2  Print the ballots and set aside

    1.3  Note the number of ballots cast on the 

ballot counter and verify the accuracy by hand 

counting the printed ballots  

    1.4 Interrupt the normal functioning of the 

device by simulating an error condition 

    1.5  Correct the error and cast one more ballot

    1.6  Verify that the ballot counter increments 

by one

    1.7  Close the polls following the documented 

procedures

     1.8  Print reports and verify that the vote 

counts and selections are accurate

NA NA See below for functional test details:

Selective source code review may be 

performed as required to augment 

the functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used, and will include 

examinations of exception handling 

routines.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to a single point of 

failure.    (Negative Testing)

1)  Review documentation of system operating 

procedures

    1.1  Identify procedures for prevention of 

system shut down

    1.2  Identify procedures for shutting down the 

machines for a single point of failure as to 

prevent further voting

    1.3  Re-start machine once the failure has been 

resolved and follow system procedures to resume 

voting

  

Hardware 

review will 

augment 

functional 

testing.

NA NA 1)  Verify the documentation of the systems 

backup power

1.1   Unplug the voting device during a voting 

session and ensure the device resumes normal 

operation with its backup power.

Hardware 

review will 

augment 

functional 

testing.

NA NA Hardware testing will determine the integrity of 

the system.  Functional testing will not be 

involved in any electromagnetic radiation tests.  

Hardware testing will test against 

electromagnetic radiation in requirement VVSG 

Volume 1: 4.1.2.9

Hardware 

review will 

augment 

functional 

testing.

NA NA Hardware testing will determine the integrity of 

the system.

Hardware 

review will 

augment 

functional 

testing.

Selective source code review may be 

performed as required to augment 

the functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used, and will include 

examinations of exception handling 

Fortify SCA will detect many 

input validation and 

representation problems.

1)  Create a data input failure and determine if 

the failure hinders the integrity of the system. 

2)   Create a storage device failure and determine 

if the failure hinders the integrity of the system. 

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 2.1.4f

Integrity      f.  Protect against any attempt at improper data entry or 

retrieval 

N Y FS All Y

VVSG 1

 2.1.4g

Integrity      g.  Record and report the date and time of normal and 

abnormal events 

N Y FS All Y

VVSG 1

 2.1.4h

Integrity      h.  Maintain a permanent record of all original audit data that 

cannot be modified or overridden but may be augmented by 

designated authorized officials in order to adjust for errors or 

omissions (e.g., during the canvassing process) 

N Y FS All Y

VVSG 1

 2.1.4i

Integrity      i.  Detect and record every event, including the occurrence of 

an error condition that the system cannot overcome, and time-

dependent or programmed events that occur without the 

intervention of the voter or a polling place operator 

N Y FS All Y
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Selective source code review may be 

performed as required to augment 

the functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used, and will include 

examinations of data validation 

Fortify SCA will detect many 

input validation and 

representation problems.

1)  Enter bad data during normal operation of the 

system and ensure the system does not allow 

improper data entry.

2)  Retrieve any data during normal operation of 

the system and ensure the system does not allow 

the retrieval of data

Hardware 

review will 

augment 

functional 

testing.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to a the incorrect 

reporting of time for abnormal 

events.    (Negative Testing)

1)  Review documentation of procedures for 

accessing audit data

    1.1  Create an abnormal event in the system

    1.2  Run an audit report

    1.3  Ensure the recording of the date and time 

of normal events for each device.

    1.4  Ensure the recording of the date and time 

of abnormal events for each device

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to audit data being 

modified or overwritten. 

(Negative Testing)

1)  Review documentation of procedures for 

accessing audit data

    1.1  Log in as an unauthorized user and 

attempt to modify an audit record 

    1.2   Verify that the device does not allow the 

manipulation of audit logs.

    1.3  Attempt to augment the audit log

    1.4  Verify that the audit log can not be 

augmented by an unauthorized user

2)  Login as an authorized user and attempt to 

modify the audit log

    2.1  Verify that the device does not allow the 

audit log to be modified

    2.3  Attempt to augment the audit log

    2.4  Verify that the audit log can be augmented 

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1) Review documentation of procedures for 

accessing audit data

    1.1  Create a scheduled event to occur at a 

programmed time

    1.2  Create and vote an election following the 

documented procedures

    1.3  Prior to closing the polls, disable the 

central processing unit

    1.4  Enable the CPU

    1.5  Return the voting system to voting mode

    1.6  Run an audit report

    1.7  Review the audit report and verify that all 

of the events have been recorded

    1.8  Create an error condition that can not be 

overcome and ensure the audit log detects and 

records the event.

    1.9 Ensure time-dependent and/ or 

programmed events are detected and recorded as 

well on the audit log.
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VVSG 1

 2.1.4j

Integrity      j.  Include built-in measurement, self-test, and diagnostic 

software and hardware for detecting and reporting the system's 

status and degree of operability 

NYS 

Regulation

6209.2.6

Y Y FS All Y

N/A VVSG 1

 2.1.4

Integrity In addition to the common requirements, DRE systems shall: N/A N/A N/A N/A N/A

VVSG 1

 2.1.4k

Integrity      k.  Maintain a record of each ballot cast using a process and 

storage location that differs from the main vote detection, 

interpretation, processing, and reporting path 

N N FS D Y

VVSG 1

 2.1.4l

Integrity      l.  Provide a capability to retrieve ballot images in a form 

readable by humans  

N N FS D Y

VVSG 1

 2.1.5a

Operational           a.  It is the responsibility of the vendor to describe each 

system's characteristics in sufficient detail so that test labs and 

system users can evaluate the adequacy of the system's audit trail. 

This description shall be incorporated in the System Operating 

Manual, which is part of the Technical Data Package.

N Y S All Y

VVSG 1

 2.1.5.1

Operational Audit records shall be prepared for all phases of election 

operations performed using devices controlled by the jurisdiction 

or its contractors. These records rely upon automated audit data 

acquisition and machine-generated reports, with manual input of 

some information.  These records shall address the ballot 

preparation and election definition phase, system readiness tests, 

and voting and ballot-counting operations.  The software shall 

activate the logging and reporting of audit data as described 

below.

NYS 

Regulation

6209.2.10

Y Y S All Y 15

19

23

24

25

26

27

28

29

30

31

32

33

15

19

23

24

25

26

27

28

29

30

31

32

33
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Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

If the SW is part of the source 

code provided then 

vulnerabilities in that software 

can be detected by Fortify SCA 

(Negative Testing).  If the 

software is 3rd party or handled 

by the OS, then secure source 

code review does not apply.

1)  Review documentation for diagnostic testing

    1.1  Execute the documented procedures to run 

a diagnostic system test on the device

    1.2  Verify that the diagnostic test accurately 

detects the system's status

    1.3   Verify that the diagnostic test accurately 

detects the system's degree of operability

NA NA See below for functional test details:

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual inspection of the 

code will be performed if code 

anomalies are discovered. Some 

of these vulnerabilities can be 

exploitable in a manner that 

would lead to disruption of 

accurate ballot casting process. 

(Negative Testing)

1)  Review the documentation to determine the 

alternate process and storage location of records 

of each ballot cast.

    1.1  Execute the process as instructed in the 

documentation

    1.2  Verify that a record of each ballot cast is 

separate from the main vote detection, 

interpretation, processing, and reporting path.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to manipulation of 

retrieved ballot image. 

(Negative Testing)

1)  Review the documentation to determine the 

ability to retrieve ballot images

    1.1  Execute the process as instructed in the 

documentation

    1.2  Verify that the ballot images are in a form 

readable by humans.

NA - The System Operating Manual is 

verifiable through functional testing.

NA 1)  Review the Technical Data Package

2) Perform a document review on the System 

Operating Manual 

    2.1  Evaluate the system's audit trail and verify 

that it is accurate

47, 17, 

21, 37

NA - This item is header text for the 

following sections.

NA 1) Begin the procedures for setting up an election

    1.1  After completing the preparation of the 

ballots, print the audit log

    1.2  Verify that audit records are being 

recorded and they are correct

2)  Repeat steps 1.1 and 1.2 for the following:

    2.1  Election Definition

    2.3  System Readiness

    2.4  Voting

    2.5  Ballot-counting
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VVSG 1

 2.1.5.1a

Operational      a.  The timing and sequence of audit record entries is as 

important as the data contained in the record. All voting systems 

shall meet the requirements for time, sequence and preservation 

of audit records outlined below. 

N Y S All Y 15

19

14

20

68

78

6 11

16

48

VVSG 1

 2.1.5.1ai

Operational           i.  Except where noted, systems shall provide the capability 

to create and maintain a real-time audit record. This capability 

records and provides the operator or precinct official with 

continuous updates on machine status. This information allows 

effective operator identification of an error condition requiring 

intervention, and contributes to the reconstruction of election-

related events necessary for recounts or litigation.

N Y S All Y 19 19 6 11

VVSG 1

 2.1.5.1aii

Operational           ii.  All systems shall include a real-time clock as part of the 

system‘s hardware. The system shall maintain an absolute record 

of the time and date or a record relative to some event whose time 

and data are known and recorded.

N Y FS All Y 20 6

11

11

12

17
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47, 17, 

21

NA - This item is header text for the 

following sections.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would change the timing and 

sequence of audit record 

entries. (Negative Testing)

1) Begin the procedures for setting up an election

    1.1  After completing the preparation of the 

ballots, print the audit log

    1.2  Verify that audit records are being 

recorded and they are correct

    1.3  Verify that the time and sequence are 

correct

2)  Repeat steps 1.1 and 1.2 for the following:

    2.1  Election Definition

    2.3  System Readiness

    2.4  Voting

    2.5  Ballot-counting

      

47, 17, 

21

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would change the real time 

audit records.  (Negative 

Testing)

1) Begin the procedures for setting up an election

    1.1  After completing the preparation of the 

ballots, print the audit log

    1.2  Verify that audit records are being 

recorded and they are correct

    1.3  Verify that the time and sequence are 

correct

2)  Repeat steps 1.1 and 1.2 for the following:

    2.1  Election Definition

    2.3  System Readiness

3)  During the voting session, create an error 

condition that requires operator intervention

     3.1  Run an audit report

     3.4  Verify that the error condition is recorded 

in the audit report with enough data to allow for 

re-creation of the error

      

47, 17, 

21

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1) Begin the procedures for setting up an election

    1.1  After completing the preparation of the 

ballots, print the audit log

    1.2  Verify that audit records are being 

recorded and they are correct

    1.3  Verify that the time and date are correct

2)  Repeat steps 1.1 and 1.2 for the following:

    2.1  Election Definition

    2.3  System Readiness

    2.4  Voting

    2.5  Ballot-counting
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VVSG 1

 2.1.5.1aiii

Operational           iii.  All audit record entries shall include the time-and-date 

stamp.

N Y FS All Y 6 11

VVSG 1

 2.1.5.1aiv

Operational           iv.  The audit record shall be active whenever the system is 

in an operating mode. This record shall be available at all times, 

though it need not be continually visible. 

N Y FS All Y 6 48

VVSG 1

 2.1.5.1av

Operational           v.  The generation of audit record entries shall not be 

terminated or altered by program control, or by the intervention of 

any person. The physical security and integrity of the record shall 

be maintained at all times. 

N Y FS All Y 6 11
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47, 17, 

21

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to manipulation of 

audit record entries to not 

include time and date stamp. 

(Negative Testing)

1) Begin the procedures for setting up an election

    1.1  After completing the preparation of the 

ballots, print the audit log

    1.2  Verify that audit records are being 

recorded and they are correct

    1.3  Verify that the time and date are correct

    1.4  Verify that each and every audit log entry 

contains a time-and-date stamp

2)  Repeat steps 1.1 and 1.2 for the following:

    2.1  Election Definition

    2.3  System Readiness

    2.4  Voting

    2.5  Ballot-counting

      

47, 17, 

21

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Set up an election, open the polls and begin 

voting

     1.1  Run an audit report randomly at least 

three times during the voting session

     1.2  Verify that audit records are being 

recorded and they are correct

     1.3  Verify that the time and date are correct

     1.4  Verify that each and every audit log entry 

contains a time-and-date stamp

2)  Repeat steps 1.1 and 1.4 for the following:

    2.1  Election Definition

    2.2  System Readiness

    2.3 Voting

    2.4  Ballot-counting

      

47, 17, 

21

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to alteration of audit 

record entries to not include 

time and date stamp. (Negative 

Testing)

1)  Set up an election, open the polls and begin 

voting

    1.1  Attempt to manually disable the 

generation of audit records by interrupting a 

system process

    1.2  Return system to voting mode and 

continue voting a predetermined number of 

ballots

    1.3  Run an audit report

    1.4  Verify that the generation of audit log 

entries were not terminated when system was 

interrupted by the intervention

2)  Set up an election, open the polls and begin 

voting

    2.1  Attempt to disable the generation of audit 

records by a program control intervention

    2.2  Return system to voting mode and 

continue voting a predetermined number of 

ballots

    2.3  Run an audit report

    2.4  Verify that the generation of audit log 

entries were not terminated when system was 

interrupted by the intervention  

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 2.1.5.1avi

Operational           vi.  Once the system has been activated for any function, 

the system shall preserve the contents of the audit record during 

any interruption of power to the system until processing and data 

reporting have been completed.

NYS 

Regulation

6209.2.5

Y Y FS All Y 6 11

VVSG 1

 2.1.5.1avii

Operational           vii.  The system shall be capable of printing a copy of the 

audit record. A separate printer is not required for the audit 

record, and the record may be produced on the standard system 

printer if all the following conditions are met: 

     - The generation of audit trail records does not interfere with 

the production of output reports

     - The entries can be identified so as to facilitate their 

recognition, segregation, and retention

     - The audit record entries are kept physically secure

N Y FS All Y 6 11

N/A VVSG 1

 2.1.5.1b

Operational              b.  All voting systems shall meet the requirements for 

error messages below. 

N/A N/A N/A N/A N/A
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47, 17, 

21

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1) Begin the procedures for setting up an election

    1.1  After completing the preparation of the 

ballots, unplug the device from the power source

    1.2  Complete the system readiness, voting and 

ballot counting procedures while the system runs 

on the back up power source

    1.3  Run an audit report

    1.4  Verify the accuracy of the report

    1.5  Plug in the device to the power source

2)  Set up an election, open the polls and 

complete the system readiness procedures

    2.1  Unplug the device from the power source

    2.2  Complete the voting and ballot counting 

procedures while the system runs on the back up 

power source

    2.3  Run an audit report

    2.4  Verify the accuracy of the report

    2.5  Plug in the device to the power source

3)  Set up an election, open the polls, complete 

the system readiness and voting procedures

    3.1 Unplug the device from the power source

    3.2  Close the polls and complete the ballot 

counting procedures while the system runs on the 

back up power source

    3.3  Run an audit report

    3.4  Verify the accuracy of the report

    3.5  Plug in the device to the power source

  

Hardware 

review will 

augment 

functional 

testing.

47, 17, 

21

NA - The capability to print audit 

records is demonstrable through 

functional testing.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to disruption of the 

capability to print the audit 

record.  (Negative Testing)

1)  Review documentation of audit trail 

procedures

    1.1  Perform Hash procedures to generate audit 

trail records and any other output reports.

    1.2 Verify the accuracy of the output reports  

to ensure that the generation of the audit records 

did not interfere with their production

    1.3  Verify the accuracy of the audit records

    1.4  Verify the ability to distinguish an audit 

record from an output report record

    1.5   Ensure the audit records are physically 

secure by verifying that they are segregated and 

retained separately from the output report records

Hardware 

review will 

augment 

functional 

testing to 

review physical 

security.

NA NA See below for functional test details:
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VVSG 1

 2.1.5.1bi

Operational           i.  The voting system shall generate, store, and report to the 

user all error messages as they occur.  

N Y FS All Y 51

61

14

24

68

78

33 11

20

23

24

41

48

43

VVSG 1

 2.1.5.1bii

Operational           ii.  All error messages requiring intervention by an operator 

or precinct official shall be displayed or printed clearly in easily 

understood language text, or by means of other suitable visual 

indicators. 

BMD 3.3.6 N Y N All Y 51

61

14

24

68

78

33 11

20

23

41

48

43

VVSG 1

 2.1.5.1biii

Operational           iii.  When the voting system uses numerical error codes for 

trained technician maintenance or repair, the text corresponding 

to the code shall be self-contained or affixed inside the voting 

machine. This is intended to reduce inappropriate reactions to 

error conditions, and to allow for ready and effective problem 

correction.

N Y N All Y 51

61

14

24

68

78

33 11

20

48
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47 Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to disruption of the 

capability to generate, store and 

report to the user all error 

messages.  (Negative Testing)

1)  Verify through source code review that 

erroneous error messages can not be created in 

the program

2)  Set up an election, open the polls and begin 

voting per documented procedures

    2.1  During the voting session, have voter 

create an error path (such as over-voting, under-

voting or blank ballot)

    2.2  Verify that the appropriate error message 

is displayed to the voter

    2.3  Run an audit report and verify that an 

audit record was generated for that particular 

error  

47 NA Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to the ability to 

change the error messages 

and/or the display of error 

messages.   (Negative Testing)

1)  Review documentation of operations manual 

and identify all possible errors that can be 

generated during a voting session that would 

require intervention by an operator or precinct 

official

    1.1  Set up an election, open the polls and 

begin voting per documented procedures

    1.2  During the voting session, create one of 

the identified error conditions

    1.3 Verify that the appropriate error message 

generates, is displayed or printed clearly and is 

easily understood by the voter

   1.4  Refer to Functional Comments for VVSG 

Vol 1:  Sec 3.1 and 3.1.3

    1.5  Repeat steps 1.1, 1.2 ,1.3 and 1.4 for each 

identified error found during the review in step 1

 

47 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation of the operations 

manual and identify all possible errors that can be 

generated during a voting session that would 

require intervention by a trained technician

    1.1  Set up an election, open the polls and 

begin voting per documented procedures

    1.2   During the voting session, create one of 

the identified error conditions

    1.3  Verify that the appropriate numerical error 

code displays without the corresponding text

    1.4  Repeat steps 1.2 and 1.3 for each 

identified error found during the review

in step 1

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 1

 2.1.5.1biv

Operational           iv.  All error messages for which correction impacts vote 

recording or vote processing shall be written in a manner that is 

understandable to an election official who possesses training on 

system use and operation, but does not possess technical training 

on system servicing and repair. 

N Y N All Y 51

61

14

24

68

78

33 11

20

25

48

43

VVSG 1

 2.1.5.1bv

Operational           v.  The message cue for all voting systems shall clearly state 

the action to be performed in the event that voter or operator 

response is required. 

N Y F All Y 51

61

14

24

68

78

33 11

20

25

48

43

VVSG 1

 2.1.5.1bvi

Operational           vi.  Voting system design shall ensure that erroneous 

responses will not lead to irreversible error.

N Y FS All Y 14

24

68

78

33 11

20

25

43
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47 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation of the operations 

manual and identify all possible errors that can be 

generated during a voting session that would 

impact vote recording or vote processing and 

require intervention by a trained technician

    1.1  Set up an election, open the polls and 

begin voting per documented procedures

    1.2   During the voting session, create one of 

the identified error conditions

    1.3  Verify that the appropriate error message 

displays in a manner that is understandable to an 

election official who possesses training on system 

use and operation, but does not possess technical 

training on system servicing

    1.4  Repeat steps 1.2 and 1.3 for each 

identified error found during  the review

in step 1

47 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Set up an election, open the polls and begin 

voting per documented procedures

    1.2  During the voting session, create an error 

condition that will display a message

    1.3 Verify that the appropriate error message 

generates, is displayed or printed clearly and is 

easily understood by the voter or operator

   1.4  Refer to Functional Comments for VVSG 

Vol 1:  Sec 3.1 and 3.1.3

 

47 Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to irreversible error.  

(Negative Testing)

1)  Verify through source code review that 

erroneous error messages can not be created in 

the program

2)  Set up an election, open the polls and begin 

voting per documented procedures

    2.1  During the voting session, have voter 

create an error path (such as over-voting, under-

voting or blank ballot)

    2.2  Verify that the appropriate error message 

is displayed to the voter

    2.3  Have the voter perform an inappropriate 

response to the error

    2.4  Verify that the response does not cause an 

irreversible error
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 2.1.5.1bvii

Operational           vii.  Nested error conditions shall be corrected in a 

controlled sequence such that voting system status shall be 

restored to the initial state existing before the first error occurred. 

N Y FS All Y 33 11

20

25

43

VVSG 1

 2.1.5.1c

Operational      c.  The Guidelines provide latitude in software design so that 

vendors can consider various user processing and reporting needs. 

The jurisdiction may require some status and information 

messages to be displayed and reported in real-time. Messages that 

do not require operator intervention may be stored in memory to 

be recovered after ballot processing has been completed. 

N Y FS All Y 15

51

61

14

68

78

1 11

48

VVSG 1

 2.1.5.1ci

Operational           i.  The voting system shall display and report critical status 

messages using clear indicators or English language text. The 

voting system need not display non-critical status messages at the 

time of occurrence. Voting systems may display non-critical 

status messages (i.e., those that do not require operator 

intervention) by means of numerical codes for subsequent 

interpretation and reporting as unambiguous text.

N Y FS All Y 15

51

61

14

68

78

VVSG 1

 2.1.5.1cii

Operational           ii.  Voting systems shall provide a capability for the status 

messages to become part of the real-time audit record. The voting 

system shall provide a capability for a jurisdiction to designate 

critical status messages.

N Y FS All Y 15

51

61

14

68

78

N/A VVSG 1

 2.1.5.2

Shared Platform To counter these vulnerabilities, three operating system 

protections are required on all such systems on which election 

software is hosted.

N/A N/A N/A N/A N/A
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47 Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would lead to irreversible error.  

(Negative Testing)

1)  Verify through source code review that the 

procedures for controlling nested error conditions 

exist and are functioning properly

    1.1  Log on to the voting system and begin 

election set up procedures

    1.2  Stop procedures and note the status of the 

voting system

    1.3  Run a functional test that will execute 

each nested error condition branch

    1.4  Verify that the voting system status is 

restored to the initial state existing before the 

first error occurred

47 Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation for how real-time 

status and information is displayed.

    1.1  During voting session, create a condition 

to force a real-time message that needs operator 

intervention. 

    1.2 After ballot processing is complete, per 

documentation ensure messages are stored.

47 Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would disrupt the display and 

reporting of critical status 

messages.    (Negative Testing)

1)  During voting session create a critical status 

message

    1.1  Ensure clear indicators are used or English 

language text.

    1.2  Create a non-critical message and ensure 

that non-critical status messages are not 

displayed.  (Non-critical messages are displayed 

as numerical codes to be interpreted later.)

47 Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would disrupt the real-time 

audit record.    (Negative 

Testing)

1)  During voting session create a critical status 

message and a non-critical message.

    1.1  Print real-time audit record.

    1.2  Ensure messages are present in the real-

time audit record.

NA N/A See below for functional test details:
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 2.1.5.2a

Shared Platform      a.  First, authentication shall be configured on the local 

terminal (display screen and keyboard) and on all external 

connection devices (―network cards‖ and ―ports‖). This ensures 

that only authorized and identified users affect the system while 

election software is running.

N Y N All Y 1

VVSG 1

 2.1.5.2b

Shared Platform      b.  Second, operating system audit shall be enabled for all 

session openings and closings, for all connection openings and 

closings, for all process executions and terminations, and for the 

alteration or deletion of any memory or file object. This ensures 

the accuracy and completeness of election data stored on the 

system. It also ensures the existence of an audit record of any 

person or process altering or deleting system data or election data.

N Y N All Y 1

VVSG 1

 2.1.5.2c

Shared Platform      c.  Third, the system shall be configured to execute only 

intended and necessary processes during the execution of election 

software. The system shall also be configured to halt election 

software processes upon the termination of any critical system 

process (such as system audit) during the execution of election 

software.

N Y Y All Y 1
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Ensure that a login is required for the terminal 

where the Election Management Software 

resides.

    1.1  Attempt to access the Election 

Management Software via the ports

    1.2  Ensure the software can not be accessed

    1.3  Attempt to access the Election 

Management Software via the network card

    1.4  Ensure the software can not be accessed

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Ensure that an operating system audit detects 

and records the following:

- Open session

- Closed session

- Process executions

- Process terminations

- Alteration of any memory

- Alteration of any file object

- Deletion of any memory

- Deletion of any file object

- Record person altering system data

- Record person altering election data

- Record process altering system data 

- Record process altering election data

Automated and manual  source code 

review will be performed in 

conjunction with a review of the 

software design documentation in an 

attempt to determine that code is 

present to evoke the "halt system 

election processes" in the event of 

system failures.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Ensure the system is configured to execute 

only intended and necessary processes during the 

execution of election software. 

    1.1  Perform system diagnostic test to 

determine what processes are running at the time. 

    1.2  Terminate the system audit

    1.3  Ensure the election software processes are 

halted.
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 2.1.6

EMS The Election Management System (EMS) is used to prepare 

ballots and programs for use in casting and counting votes, and to 

consolidate, report, and display election results.  An EMS shall 

generate and maintain a database, or one or more interactive 

databases, that enables election officials or their designees to 

perform the following functions:

NYS 

Regulation

6209.2.10

ESM is tested 

indirectly for 

BMD.

Y Y F All N 1
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8
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VVSG 1

 2.1.6a

EMS      a.  Define political subdivision boundaries and multiple 

election districts as indicated in the system documentation

N Y F All N 1
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 2.1.6b

EMS      b.  Identify contests, candidates, and issues N Y F All N 1

2

3

4

5

6

7

8

9

10

11

12

1

2

3

4

5

6

7

8

9

10

11

12

2 1

2

3

4

5

6

7

8

9

10

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

See below for functional test details:

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, create political 

subdivision boundaries

     1.1  Attempt to create subdivision boundaries 

in the EMS 

    1.2 Attempt to create multiple election districts 

in the EMS

    1.3  Verify that the election database has been 

updated with pertinent information

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, create 

contests, candidates and issues

    1.1  Attempt to create contests in the EMS 

    1.2  Attempt to create candidates in the EMS

    1.3  Attempt to create issues (such as 

propositions) in the EMS

    1.4  Verify that the election database has been 

updated with pertinent information
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 2.1.6c

EMS      c.  Define ballot formats and appropriate voting options N Y F All N 1

2
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 2.1.6d

EMS      d.  Generate ballots and election-specific programs for voting 

equipment

N Y F All N 1
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 2.1.6e

EMS      e.  Install ballots and election-specific programs N Y F All N 1

2

3

4

5

6

7

8
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, define ballot 

formats and appropriate voting options

    1.1  Attempt to define ballot formats in the 

EMS 

    1.2  Attempt to define the appropriate voting 

option in the EMS

    1.3  Verify that the election database has been 

updated with pertinent information

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, generate 

ballots and election-specific programs for  the 

voting equipment in the EMS.

    1.2  Ensure the EMS is able to generate ballots 

and election-specific programs for voting 

equipment.

    1.3  Export election-specific programs onto a 

memory card.  

    1.4  Print ballots

    1.5 Verify information is correct based on 

election setup.

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, install election-

specific programs onto the voting machines.

    1.2  After installation of election-specific 

programs ensure the voting machine accepts a 

printed ballot.
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 2.1.6f

EMS      f.  Test that ballots and programs have been properly prepared 

and installed
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 2.1.6g

EMS      g.  Accumulate vote totals at multiple reporting levels as 

indicated in the system documentation 
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 2.1.6h

EMS      h.  Generate the post-voting reports required by Subsection 2.4 N Y F All N 1

2
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 2.1.6i

EMS      i.  Process and produce audit reports of the data as indicated in 

Subsection 5.5

N Y FS All Y 1
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 2.1.7

Vote Tabulating Each voting system shall have a vote tabulation program that will 

meet specific functional requirements.

N Y F All N

VVSG 1

 2.1.7.1

Vote Tabulating The vote tabulating program software resident in each voting 

machine, vote count server, or other devices shall include all 

software modules required to:

N/A N/A N/A All N 49 49
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, install election-

specific programs onto the voting machines.

    1.2  After installation of election-specific 

programs ensure the voting machine accepts a 

printed ballot.

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, close the polls

2)  Per the system documentation, tabulate the 

vote totals for all ballots cast

    2.1  Verify that all of the ballots cast can be 

tabulated in multiple reporting levels

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, generate a 

report for each level 

    1.1  Ensure the tallied votes are accurate.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would disrupt the audit reports.    

(Negative Testing)

1)  Per the system documentation, generate audit 

reports from each machine

    1.2 Verify that the data is accurate

NA N/A See below for functional test details:

36, 37 NA N/A See below for functional test details:
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 2.1.7.1a

Vote Tabulating      a.  Monitor system status and generate machine-level audit 

reports

N Y FS All Y 52 68

69

66

77

78

37, 47 49 53

63

VVSG 1

 2.1.7.1b

Vote Tabulating      b.  Accommodate device control functions performed by 

polling place officials and maintenance personnel 

N Y F All N 52 68

69

66

77

78

37, 47 49 63

VVSG 1

 2.1.7.1c

Vote Tabulating      c.  Register and accumulate votes N Y F D, O N 49

52

60

69

66

77

38 49

VVSG 1

 2.1.7.1d

Vote Tabulating      d.  Accommodate variations in ballot counting logic N Y F D, O N 49

52

60

69

66

77

38 49
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47, 36, 

37

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

If the SW is part of the source 

code provided then 

vulnerabilities in that software 

can be detected by Fortify SCA 

(Negative Testing).  If the 

software is 3rd party or handled 

by the OS, then secure source 

code review does not apply.

1)  Review the documentation in the operations 

manual for monitoring the system status

    1.1  Perform the procedures required at 

intermittent intervals throughout the voting 

session

2)  Review the documentation in the operations 

manual for generating machine-level audit 

reports

    2.1  Perform the procedures and generate 

machine-level audit reports

47, 36, 

37

NA If the SW is part of the source 

code provided then 

vulnerabilities in that software 

can be detected by Fortify SCA 

(Negative Testing).  If the 

software is 3rd party or handled 

by the OS, then secure source 

code review does not apply.

1)  Per the system documentation, activate device 

control functions on the vote tabulating machine. 

    1.1   Ensure all device control functions on the 

vote tabulating machine are functioning

46, 36, 

37

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, perform 

tabulation of all ballots cast on the vote 

tabulating machine. 

    1.1   Ensure all ballots cast are counted 

accurately.

46, 36, 

37

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Per the system documentation, generate 

reports for each voting variation created for the 

election.

    1.2   Ensure totals on report match expected 

results for each voting variation.
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 2.1.7.2

Vote Tabulating The Technical Data Package accompanying the system shall 

specifically identify which of the following items can and cannot 

be supported by the voting system, as well as how the voting 

system can implement the items supported:

   - Closed primaries

   - Open primaries

   - Partisan offices

   - Non-partisan offices

   - Write-in voting

   - Primary presidential delegation nominations

   - Ballot rotation

   - Straight party voting

   - Cross-party endorsement

   - Split precincts

   - Vote for N of M

   - Recall issues, with options

   - Cumulative voting

   - Ranked order voting

   - Provisional or challenged ballots

Voting 

Variations

N Y F All N 1

7

8

9

10

13

1

7

2, 3, 4, 

35, 40

1

2

10

11

12

13

14

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

19

20

52

64

VVSG 1

 2.1.8

Ballot Counter For all voting systems, each piece of voting equipment that 

tabulates ballots shall provide a counter that:

N/A N/A N/A D, O N 17

47

52

54

VVSG 1

 2.1.8a

Ballot Counter                         a. Can be set to zero before any ballots are 

submitted for tally 

N Y FS D, O Y 21

49

54

56

58

59

60

22

66

71

73

75

76

77

17 18

VVSG 1

 2.1.8b

Ballot Counter                         b. Records the number of ballots cast during a 

particular test cycle or election 

N Y FS D, O Y 21

49

54

56

58

59

60

22

66

71

73

75

76

77

47
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40 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

A TDP review will ensure proper documentation.  

Functional testing will determine how well a 

voting system can implement each type of voting 

variations.

46, 45, 

44, 42, 

36

NA N/A See below for functional test details:

46, 45, 

44, 42, 

36

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would set the tabulator to a 

value other than zero. (Negative 

Testing)

1)  Review the documentation in the operations 

manual for setting the ballot counter 

    1.1  Perform the procedures to set the ballot 

counter to zero

    1.2  Verify that the procedure above can be 

performed before any ballots are submitted for 

ballot counting

    1.3  Verify that the procedure above can not be 

performed after ballot counting

46, 45, 

44, 42, 

36

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would incorrectly record the 

number of ballots 

cast.(Negative Testing)

1)  At the start of voting session, record ballot 

counter.  

    1.1  Keep count of the number of voters

    1.2  Periodically check ballot counter to see if 

it has incremented with each voter and has 

correct number.
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 2.1.8c

Ballot Counter                         c. Increases the count only by the input of a ballot N Y FS D, O Y 21

49

54

56

58

59

60

22

66

71

73

75

76

77

47

VVSG 1

 2.1.8d

Ballot Counter                         d. Prevents or disables the resetting of the counter 

by any person other than authorized persons at authorized points 

N Y FS D, O Y 21

49

54

56

58

59

60

VVSG 1

 2.1.8e

Ballot Counter e. Is visible to designated election officials N Y FS D, O Y 21

49

54

56

58

59

60

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



46, 45, 

44, 42, 

36

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would increase the count 

without the input of a 

ballot.(Negative Testing)

1)  At the start of voting session, record ballot 

counter.  

    1.1  Cast one ballot

    1.2  Verify that the ballot counter increments 

by one

    1.3  Cast nine more ballots

    1.4  Verify that the ballot counter increments 

by 9

    1.4  Create a ballot and reject it before casting

    1.5  Verify that the ballot counter remains at 

the count prior to rejecting the ballot

    1.6  Cast one more ballot

    1.7  Verify that the ballot counter increments 

by 1

46, 45, 

44, 42, 

36

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would allot the resetting of the 

counter.  (Negative Testing)

1)  Ensure that the ballot counter is not accessible 

to the voter. 

2)   Ensure security access/key is needed to reset 

counter

    2.1  Attempt to reset the counter using the 

security access/key

    2.2  Verify that the counter can be reset

    2.3  Attempt to reset the counter without using 

the security access/key

    2.4  Verify that the counter can not be reset

46, 45, 

44, 42, 

36

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would allow the ballot counter 

to be visible to unauthorized 

individuals.  (Negative Testing)

1)  Review the documentation in the operations 

manual to determine where the ballot counter is 

located on the machine

    1.1  Verify that the ballot counter on the voting 

machine is visible to the designated election 

officials
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 2.1.9

Telecommunicatio

ns

1.      For all voting systems that use telecommunications for the 

transmission of data during pre-voting, voting or post-voting 

activities, capabilities shall be provided that ensure data are 

transmitted with no alteration or unauthorized disclosure during 

transmission.  Such transmissions shall not violate the privacy, 

secrecy, and integrity demands of the Guidelines. Section 6 

describes telecommunications standards that apply to, at a 

minimum, the following types of data transmissions:

·        Voter Authentication: Coded information that confirms the 

identity of a voter for security purposes for a system that transmit 

votes individually over a public network

·        Ballot Definition: Information that describes to voting 

equipment the content and appearance of the ballots to be used in 

an election

·        Vote Transmission to Central Site: For voting systems that 

transmit votes individually over a public network, the 

transmission of a single vote to the county (or contractor) for 

consolidation with other county vote data

·        Vote Count: Information representing the 

tabulation of votes at any one of several levels: polling

 place, precinct, or central count

·        List of Voters: A listing of the individual voters 

who have cast ballots in a specific election

Telecommunic

ations is not 

supported by 

the state of 

NY.

Y Y FS All Y

N/A VVSG 1

 2.1.10

Data Retention United States Code Title 42, Sections 1974 through 1974e state 

that election administrators shall preserve for 22 months ―all 

records and paper that came into (their) possession relating to an 

application, registration, payment of poll tax, or other act requisite 

to voting.‖ This retention requirement applies to systems that will 

be used at anytime for voting of candidates for federal offices 

(e.g., Member of Congress, United States Senator, and/or 

Presidential Elector).

BMD 2.6.21 N/A N/A N/A N/A N/A

VVSG 1

 2.1.10a

Data Retention a.      Therefore, all voting systems shall provide for maintaining 

the integrity of voting and audit data during an election and for a 

period of at least 22 months thereafter.

N Y N All Y 62 47

52

54

56

65
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NA- Telecommunications are not 

allowed in NYSBOE, so this is a non-

issue.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would exploit the transmission 

of data, including alteration and 

disclosure.(Negative Testing)

1)  Review documentation to see if transmission 

is possible during pre-voting, voting or post-

voting activities.

    1.1  If transmission is possible, then determine 

during which activity the data is transmitted and 

confirm that the following information is 

received with no alteration or unauthorized 

disclosure during transmission:  

     Voter Authentication

     Ballot Definition

     Vote Transmission to Central Site

     Vote Count

     List of Voters

    1.2  Ensure that transmission does not violate 

privacy, secrecy, and integrity requirements.

NA N/A See below for functional test details:

NA N/A 1)  Review the system documentation for 

maintaining voting and audit data for a period of 

at least 22 months after an election

    1.1  Verify that the capability exists
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 2.1.10b

Data Retention b.      Because the purpose of this law is to assist the federal 

government in discharging its law enforcement responsibilities in 

connection with civil rights and elections crimes, its scope must 

be interpreted in keeping with that objective.  The appropriate 

state or local authority must preserve all records that may be 

relevant to the detection and prosecution of federal civil rights or 

election crimes for the 22-month federal retention period, if the 

records were generated in connection with an election that was 

held in whole or in part to select federal candidates. It is 

important to note that Section 1974 does not require that election 

officials generate any specific type or classification of election 

record. However, if a record is generated, Section 1974 comes 

into force and the appropriate authority must retain the records for 

22 months.

N Y N All Y 62 47

52

54

56

65

VVSG 1

 2.1.10c

Data Retention c.      For 22-month document retention, the general rule is that all 

printed copy records produced by the election database and ballot 

processing systems shall be so labeled and archived.

N Y N All Y 62 47

52

54

56

65

VVSG 1

 2.1.10d

Data Retention d.      Regardless of system type, all audit trail information spelled 

out in Subsection 5.5 shall be retained in its original format, 

whether that be real-time logs generated by the system, or manual 

logs maintained by election personnel. The election audit trail 

includes not only in-process logs of election-night and subsequent 

processing of absentee or provisional ballots, but also time logs of 

baseline ballot definition formats, and system readiness and 

testing results.

N Y N All Y 62 47

52

54

56

65

VVSG 1

 2.1.10e

Data Retention e.      In many voting systems, the source of election-specific data 

(and ballot formats) is a database or file. In precinct count voting 

systems, this data is used to program each machine, establish 

ballot layout, and generate tallying files. It is not necessary to 

retain this information on electronic media if there is an official, 

authenticated printed copy of all final database information.  

However, it is recommended that the state or local jurisdiction 

also retain electronic records of the aggregate data for each voting 

machine so that reconstruction of an election is possible without 

data re-entry. The same requirement and recommendation applies 

to vote results generated by each precinct count voting machine.\

N Y N All Y 62 65

N/A VVSG 1

 2.2.1.1

Ballot Preparation All systems shall provide the general capabilities for ballot 

preparation. All systems shall be capable of:

BMD 3.2.1.4

input and 

output testing 

N/A N/A N/A N/A N/A
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NA N/A 1)  Review the system documentation for 

maintaining voting and audit data for a period of 

at least 22 months after an election

    1.1  Verify that the capability exists

NA N/A 1)  Review the system documentation for 

maintaining voting and audit data for a period of 

at least 22 months after an election

    1.1  Verify that the capability exists

NA Test must ensure all logs are 

moved off system to archive.

1)  Review the system documentation for 

maintaining voting and audit data for a period of 

at least 22 months after an election

    1.1  Verify that the capability exists

NA N/A 1)  Review the system documentation for 

maintaining voting and audit data for a period of 

at least 22 months after an election

    1.1  Verify that the capability exists

NA N/A See below for functional test details:
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 2.2.1.1a

Ballot Preparation                         a. Enabling the automatic formatting of ballots in 

accordance with the requirements for offices, candidates, and 

measures qualified to be placed on the ballot for each political 

subdivision and election district 

BMD 3.2.1.4 N Y F All N 1

16

17

18

1

2

3

4

5

6

7

8

9

10

11

12

15

16

17

18

12

14

1

13

2

3

4

5

6

7

8

9

1

24

37

VVSG 1

 2.2.1.1b

Ballot Preparation                         b. Collecting and maintaining the following data BMD 3.2.1.4 N Y F All N 16

17

18

1

2

3

4

12

14

1

13
VVSG 1

 2.2.1.1bi

Ballot Preparation                            i. Offices and their associated labels and 

instructions 

BMD 3.2.1.4 N Y F All N 16

17

18

1

2

3

4

5

6

7

8

9

10

11

12

15

16

17

18

19

1

12

13

14

VVSG 1

 2.2.1.1bii

Ballot Preparation                           ii. Candidate names and their associated labels BMD 3.2.1.4 N Y F All N 16

17

18

1

2

3

4

5

6

7

8

9

10

11

12

15

16

17

18

19

12

13

14
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15 NA N/A 1)  Review the documentation for enabling the 

automatic formatting of ballots

    1.1  Begin the procedures for setting up an 

election

    1.2  After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.   This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

   1.3  Create a test ballot for visual formatting.

   1.4  Verify that the automatic formating is 

accurate

15 NA N/A Collect all data needed to create voting election 

for testing and make necessary changes when 

needed.

15 NA N/A 1)  Review the documentation for procedures of 

ballot preparation    

    1.1   After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.   This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

   1.2  Create a test ballot for visual formatting.

   1.3 Verify that Offices and their associated 

labels and instructions are formatted on the ballot

   1.4  Verify that the automatic formating is 

accurate

15 NA N/A 1)  Review the documentation for procedures of 

ballot preparation    

    1.1   After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.   This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

   1.2  Create a test ballot for visual formatting.

   1.3 Verify that Candidate names and their 

associated labels and instructions are formatted 

on the ballot

   1.4  Verify that the automatic formating is 

accurate
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 2.2.1.1biii

Ballot Preparation                          iii. Issues or measures and their associated text BMD 3.2.1.4 N Y F All N 16

17

18

1

2

3

4

5

6

7

8

9

10

11

12

15

16

17

18

19

VVSG 1

 2.2.1.1c

Ballot Preparation                         c. Supporting the maximum number of potentially 

active voting positions as indicated in the system documentation 

BMD 3.2.1.4 N Y F All N 16

17

18

1

2

3

4

5

6

7

8

9

10

11

12

15

16

17

18

19

12

14

1

13

2

3

4

5

6

7

8

9

1

24

37

30

44

VVSG 1

 2.2.1.1d

Ballot Preparation                         d. For a primary election, generating ballots that 

segregate the choices in partisan contests by party affiliation 

BMD 3.2.1.4 N Y F All N 16

17

18

1

2

3

4

5

6

7

8

9

10

11

12

15

16

17

18

19

12

14

1

13

2

3

4

5

6

7

8

9

1

24

37

18

19

2

21

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37
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15 NA N/A 1)  Review the documentation for procedures of 

ballot preparation    

    1.1   After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.   This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

   1.2  Create a test ballot for visual formatting.

   1.3 Verify that Issues or measures and their 

associated text are formatted on the ballot

   1.4  Verify that the automatic formating is 

accurate

15 NA N/A 1)  Review documentation for maximum number 

of potentially active voting positions.

    1.1  Record this maximum number for use 

when creating the election in the Election 

Management System.

    1.2  After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.  This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

  1.3  Create a test ballot for visual formatting.

  1.4 Verify that the maximum number of 

potentially active voting positions are formatted 

on the ballot

  1.5 Verify that the automatic formating is 

accurate

15 NA N/A 1)  Collect party affiliation and partisan contest 

data for creation of the election in the Election 

Management System.  

     1.1  After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.  This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

   1.2 Create a test ballot for visual formatting.

   1.3 Verify that for a primary election the 

choices in partisan contests are segregated by 

party affiliation and are formatted on the ballot

   1.4  Verify that the automatic formating is 

accurate
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 2.2.1.1e

Ballot Preparation                         e. Generating ballots that contain identifying codes 

or marks uniquely associated with each format 

NYS 

Regulation

6209.2.I

BMD 3.2.1.4

Y Y F All N 16

17

18

1

2

3

4

5

6

7

8

9

10

11

12

15

16

17

18

19

12

14

1

13

2

3

4

5

6

7

8

9

1

24

37

18

19

VVSG 1

 2.2.1.1f

Ballot Preparation                         f. Ensuring that vote response fields, selection 

buttons, or switches properly align with the specific candidate 

names and/or issues printed on the ballot display, ballot card or 

sheet, or separate ballot pages 

BMD 3.2.1.4 N Y F All N 16

17

18

23

24

25

28

31

37

38

39

40

41

42

43

44

45

46

1

2

3

4

5

6

7

8

9

10

11

12

15

16

17

18

19

24

12

14

1

13

2

3

4

5

6

7

8

9

1

24

37

18

24

37

N/A VVSG 1

 2.2.1.1

Ballot Preparation Paper-based voting systems shall also meet the following 

requirements applicable to the technology used:

input and 

output testing 

N/A N/A N/A N/A N/A
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15 NA N/A 1)  Review the documentation for procedures of 

generating ballots that contain identifying codes 

or marks uniquely associated with each format   

    1.1   After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.   This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

   1.2  Create a test ballot for visual formatting.

   1.3 Verify that the ballots generated with 

identifying codes or marks uniquely associated 

with each format are formatted on the ballot

   1.4  Verify that the automatic formating is 

accurate

    1.5  Create multiple ballots and determine that 

the identifying codes or marks are unique to that 

ballot

15 NA N/A 1)  Review the documentation for procedures of 

ballot preparation    

    1.1   After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.   This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

   1.2  Create a test ballot for visual formatting.

   1.3 Verify that the vote response fields and 

selection buttons or switches properly align with 

the specific candidate names and/or isuues 

printed on the ballot display, ballot card or sheet 

or separate ballot pages

   1.4  Verify that the automatic formating is 

accurate

NA N/A See below for functional test details:
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 2.2.1.1g

Ballot Preparation                         g. Enable voters to make selections by making a 

mark in areas designated for this purpose upon each ballot sheet 

NYS 

Regulation

6209.3C

Y Y F B N 1

2 

3

4

5

6

7

8

9

10

11

12

16

17

18

22

23

24

1

2

3

4

5

6

7

8

9

10

11

12

16

18

1

13

2

3

4

5

6

7

8

9

1

24

37

VVSG 1

 2.2.1.1h

Ballot Preparation                         h. For marksense systems, ensure that the timing 

marks align properly with the vote response fields 

N Y F B N 1

2 

3

4

5

6

7

8

9

10

11

12

16

17

18

22

23

24

1

2

3

4

5

6

7

8

9

10

11

12

16

18

1

13

2

3

4

5

6

7

8

9

1

24

37

VVSG 1

 2.2.1.2

Ballot Preparation Ballot formatting is the process by which election officials or their 

designees use election databases and voting system software to 

define the specific contests and related instructions contained on 

the ballot and present them in a layout permitted by state law.

All voting systems shall provide a capability for:

input and 

output testing 

N/A N/A N/A N/A N/A

VVSG 1

 2.2.1.2a

Ballot Preparation                         a. Creation of newly defined elections N Y F All N 1

2

3

4

5

6

1

2

3

4

5

6

1 1

10

2

3

4

5VVSG 1

 2.2.1.2b

Ballot Preparation                         b. Rapid and error-free definition of elections and 

their associated ballot layouts 

N Y F All N 1

2

3

4

5

6

7

8

9

10

11

1

2

3

4

5

6

7

8

9

10

11

1 1

10

2

3

4

5

6

7

8

9
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15 NA N/A 1)  Review the documentation for procedures of 

ballot preparation    

    1.1   After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.   This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

   1.2  Perform a paper ballot only test 

   1.3 Verify that there are areas for the voter to 

mark the selections either by filling an oval or 

having space to write in their votes for each 

contest

   1.4  Verify that the automatic formating is 

accurate

15 NA N/A 1)  Review the documentation for procedures of 

ballot preparation for marksense systems

    1.1   After completing the preparation of the 

ballots, enter all of the election requirements for 

offices, candidates, and measures in the Election 

Management System.   This information will 

enable the EMS to format the ballot in 

accordance with the election requirements.

   1.2  Create a test ballot for visual formatting

   1.3 Verify that the timing marks align properly 

with the vote response fields

   1.4  Verify that the automatic formating is 

accurate

NA Please see VVSG 2 1.7.1.2i See below for functional test details:

15, 16 NA N/A 1)  Using data collected during Ballot 

Preparation, enter all contests, candidate names 

(parties), issues, measurements, election type, 

and other election criteria into the Election 

Management System.

15, 16 NA N/A 1)  Review documentation of procedures for 

defining an election format

    1.1  Perform the procedures for defining an 

election format

    1.2  Print a test ballot

    1.3  Verfiy that that uniform allocation of 

space and fonts are used for each office, 

candidate, and contest such that the voter would 

not perveive a preferred voting position
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VVSG 1

 2.2.1.2c

Ballot Preparation                         c. Uniform allocation of space and fonts used for 

each office, candidate, and contest such that the voter perceives 

no active voting position to be preferred to any other 

N Y F All N 1

2

3

4

5

6

7

8

9

10

11

1

2

3

4

5

6

7

8

9

10

11

1 1

10

2

3

4

5

6

7

8

9

19

20

22

23

24

25

26

28

29

31

32

36
VVSG 1

 2.2.1.2d

Ballot Preparation                         d. Simultaneous display of the maximum number 

of choices for a single contest as indicated by the vendor in the 

system documentation 

N Y F All N 1

2

3

4

5

6

7

8

9

1

2

3

4

5

6

7

8

9

1 1

10

2

3

4

5

6

7

8VVSG 1

 2.2.1.2e

Ballot Preparation                         e. Retention of previously defined formats for an 

election 

N Y F All N 1

2

3

4

5

6

7

8

9

10

11

12

1

2

3

4

5

6

7

8

9

10

11

12

13

1 1

10

2

3

4

5

6

7

8

9

VVSG 1

 2.2.1.2f

Ballot Preparation                         f. Prevention of unauthorized modification of any 

ballot formats 

N Y FS All Y 1

2

3

4

5

6

7

8

9

10

11

12

1

2

3

4

5

6

7

8

9

10

11

12

13

1 1

10

2

3

4

5

6

7

8

9
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15, 16 NA N/A 1)  Review documentation of procedures for 

defining an election format

    1.1  Perform the procedures for defining an 

election format

    1.2  Print a test ballot

    1.3  Verfiy that that uniform allocation of 

space and fonts are used for each office, 

candidate, and contest such that the voter would 

not perveive a preferred voting position

15, 16 NA N/A 1)  Review documentation of procedures for 

defining an election format

    1.1  Perform the procedures for defining an 

election format

    1.2  Print a test ballot

    1.3  Verfiy that the maximum number of 

choices for a single contest are displayed 

simultaneously

15, 16 NA N/A 1)  Review documentation of procedures for 

defining an election format

    1.1  Perform the procedures for defining an 

election format

    1.2  Save the formats and log out of the 

Election Management System

    1.4  Log back in to the Election Management 

System

    1.5  Attempt to access the formats saved in 

step 1.5

    1.6  Verify that the saved formats can be 

accessed and are accurate

15, 16 NA-This is functionality that should 

be protected by proper log-on 

credentials, although that may be 

difficult to validate through code 

review as it may be a function of 

menu, button, or other component 

enablement or disablement.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

would allow the unauthorized 

modification of the ballot 

format..(Negative Testing)

1)  Log in to the Election Management System as 

an authorized user to modify a ballot format

    1.1  Attempt to access a previously saved 

ballot format

    1.2  Verify that access is granted and 

modifications can be made

2)  Log in to the Election Management System as 

user without modification abilities

    2.1  Attempt to access a previously saved 

ballot format

    2.2  Verify that access is not granted and 

modifications can not be made

    2.3  Verify that data can not be accessed 

through other users fo the system by file 

manipulation
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VVSG 1

 2.2.1.2g

Ballot Preparation                         g. Modification by authorized persons of a 

previously defined ballot format for use in a subsequent election 

N Y F All N 1

2

3

4

5

6

7

8

9

10

11

12

1

2

3

4

5

6

7

8

9

10

11

12

13

1 1

10

2

3

4

5

6

7

8

9

N/A VVSG 1

 2.2.1.3

Ballot Preparation Ballot production is the process of converting ballot formats to a 

media ready for use in the physical ballot production or electronic 

presentation. 

input and 

output testing 

N/A N/A N/A N/A N/A

VVSG 1

 2.2.1.3a

Ballot Preparation a.                     The voting system shall provide a means of 

printing or otherwise generating a ballot display that can be 

installed in all voting equipment for which it is intended. All 

voting systems shall provide the capabilities below.

N/A N/A N/A N/A N/A

VVSG 1

 2.2.1.3ai

Ballot Preparation                         i. The electronic display or printed document on 

which the user views the ballot is capable of rendering an image 

of the ballot in any of the languages required by the Voting Rights 

Act of 1965, as amended. 

N Y F All N 16

17

18

15

16

17

18

19

13

14

15

VVSG 1

 2.2.1.3aii

Ballot Preparation                         ii. The electronic display or printed document on 

which the user views the ballot does not show any advertising or 

commercial logos of any kind, whether public service, 

commercial, or political, unless specifically provided for in state 

law. Electronic displays shall not provide connection to such 

material through hyperlink. 

N Y F All N 16

17

18

15

16

17

18

19

13

14

15
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15, 16 NA N/A 1)  Log in to the Election Management System as 

an authorized user of a previously defined ballot 

format

    1.1  Attempt to access a previously saved 

ballot format

    1.2  Verify that access is granted and 

modifications can be made

2)  Log in to the Election Management System as 

a user without modification abilities

    2.1  Attempt to access a previously saved 

ballot format

    2.2  Verify that access is not granted and 

modifications can not be made

NA Please see VVSG 2 1.7.1.2i See below for functional test details:

NA N/A See below for functional test details:

18, 19 NA N/A 1)  Refer to VVSG Vol 1: 3.1.3 

2)  Review documentation and follow procedures 

for starting a voting session

3)  Display and print the ballot.  When the ballot 

displays, ensure that supported languages are 

options for displaying the election ballot. 

4)  Select a supported language and verify that it 

displays correctly on the ballot

5)  Attempt to vote a ballot in the supported 

language

6)  Verify that all messages to the voter display 

correctly in the supported language

7)  Attempt to review and reject the ballot in the 

supported language

8)  Attempt to review and cast the ballot in the 

supported language

9)  Repeat steps 2-9 for each supported language

18, 19 NA N/A 1)  Review documentation and follow procedures 

for starting a voting session

2)  Display and print the ballot.  When the ballot 

displays, verify that there are no advertising or 

commercial logos present

3)  If any advertising or commercial logos are 

present, obtain documentation of state law 

regarding allowable ballot content

4) Verify if text is allowed by state law

5)  Display electronic ballot

6)  Verify that no hyperlinks exist    
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VVSG 1

 2.2.1.3aiii

Ballot Preparation                         iii. The ballot conforms to vendor specifications 

for type of paper stock, weight, size, shape, size and location of 

mark field used to record votes, folding, bleed-through, and ink 

for printing if paper ballot documents or paper displays are part of 

the system. 

N Y F All N 16

17

18

15

16

17

18

19

13

14

15

VVSG 1

 2.2.1.3b

Ballot Preparation b.                    Vendor documentation for marksense systems shall 

include specifications for ballot materials to ensure that vote 

selections are read from only a single ballot at a time, without 

detection of marks from multiple ballots concurrently (e.g., 

reading of bleed-through from other ballots).

N Y F All N 16

17

18

15

16

17

18

19

7

8

N/A VVSG 1

 2.2.2

Election 

Programming

Election programming is the process by which election officials or 

their designees use election databases and vendor system software 

to logically define the voter choices associated with the contents 

of the ballots.  All systems shall provide for the:

BMD 3.2.1.4

input and 

output testing

N/A N/A N/A N/A N/A

VVSG 1

 2.2.2a

Election 

Programming

                        a. Logical definition of the ballot, including the 

definition of the number of allowable choices for each office and 

contest 

N Y F All N 1

20

1 1

2

3

VVSG 1

 2.2.2b

Election 

Programming

                        b. Logical definition of political and administrative 

subdivisions, where the list of candidates or contests varies 

between polling places 

N Y F All N 1

20

1 1

2

3
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18, 19 NA N/A 1)  Per the system documentation, ensure the 

ballot conforms to vendor specifications. 

2)  Receive an actual ballot from the vendor and 

determine if it meets vendor requirements.

18, 19 NA N/A 1)  Review vendor documentation for marksense 

systems and ensure that ballot material 

specifications is specified.

2)  Receive an actual ballot from the vendor and 

determine if it meets vendor requirements.

NA N/A See below for functional test details:

17 NA N/A 1)  Review documentation and follow procedures 

to define the voter choices associated with the 

contents of the ballots

2)  Using data collected in Ballot Preparation, 

attempt to enter definition of each office and 

contest with number of allowable choices.

3)  Print ballot

4)  Verify that the number of allowable choices 

for each office and contest is accurate

17 NA N/A 1)  Review documentation and follow procedures 

to define the voter choices associated with the 

contents of the ballots

2)  Using data collected in Ballot Preparation, 

attempt to enter definition of each political and 

administrative subdivisions, where the list of 

candidates or contests varies between polling 

places

3)  Print ballot

4)   Verify that the subdivisions display 

accurately
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VVSG 1

 2.2.2c

Election 

Programming

                        c. Exclusion of any contest on the ballot in which 

the voter is prohibited from casting a ballot because of place of 

residence, or other such administrative or geographical criteria 

N Y F All N 1

20

1 1

2

3

VVSG 1

 2.2.2d

Election 

Programming

                        d. Ability to select from a range of voting options 

to conform to the laws of the jurisdiction in which the system will 

be used 

N Y F All N 1

20

1 1

2

3

VVSG 1

 2.2.2e

Election 

Programming

                        e. Generation of all required master and distributed 

copies of the voting program, in conformance with the definition 

of the ballots for each voting device and polling place, and for 

each tabulating device 

N Y F All N 1

20

1 1

2

3

VVSG 1

 2.2.3a

Ballot & Program

Installation & 

Control

a.                    All systems shall provide a means of installing 

ballots and programs on each piece of polling place or central 

count equipment in accordance with the ballot requirements of the 

election and the requirements of the jurisdiction in which the 

equipment will be used. 

N Y F All N 14

VVSG 1

 2.2.3b

Ballot & Program

Installation & 

Control

b.                   All systems shall include the following at the time 

of ballot and program installation:

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



17 NA N/A 1)  Review documentation and follow procedures 

to define the voter choices associated with the 

contents of the ballots

    1.2  Using data collected in Ballot Preparation, 

attempt to exclude a defined contest from 

displaying on the ballot if specific voter type 

criteria is met

    1.3  Print ballot

    1.4  Verify that the contests display accurately 

for the specific voter type

2)  Create multiple precincts/split precincts 

containing different ballot layouts in the EMS 

system and print a ballot layout type report to 

ensure exclusion of a contest within a given 

precinct/split precint

    2.1  Start a test voting session

    2.2  Attempt to vote as a "non-excluded" voter

    2.3  When the ballot displays, verify that 

specific contests display on the ballot

3)  Run a test voting session as an "excluded" 

voter

    3.1  When the ballot displays, verify that the 

excluded contests do not display on the ballot

17 NA N/A 1)  Review documentation and follow procedures 

to define the voter choices associated with the 

contents of the ballots

2)  Using data collected in Ballot Preparation, 

attempt to enter voting options which are specific 

to the jurisdiction in which the system will be 

used

3)  Print ballot

4)  Verify that the voting option display correctly

17 NA N/A 1)  Review documentation and follow procedures 

for creating media with the defined election

2)   Attempt to load the election from the media 

onto any voting device (DRE,BMD and 

Scanners) as well as Central Count devices

3)  Start test voting to verify that the defined 

election displays and performs correctly

NA N/A 1)  Review documentation and follow procedures 

for installation procedures of a defined election 

onto the voting machines

2)  Transmit election data to media and install 

media onto voting machines

3)  Start test voting and ensure all election data 

was transferred correctly.
NA N/A See below for functional test details:
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VVSG 1

 2.2.3bi

Ballot & Program

Installation & 

Control

                        i. A detailed work plan or other documentation 

providing a schedule and steps for the software and ballot 

installation, which includes a table outlining the key dates, events 

and deliverables 

N Y N All N 18 1

21

9, 10 15

16

VVSG 1

 2.2.3bii

Ballot & Program

Installation & 

Control

                        ii. A capability for automatically verifying that the 

software has been properly selected and installed in the 

equipment or in programmable memory devices, and for 

indicating errors 

N Y N All N 18

20

1

21

15

16

VVSG 1

 2.2.3biii

Ballot & Program

Installation & 

Control

                        iii. A capability for automatically validating that 

software correctly matches the ballot formats that it is intended to 

process, for detecting errors, and for immediately notifying an 

election official of detected errors 

N Y N All N 18

20

1

21

9 15

16

N/A VVSG 1

 2.2.4

Readiness Testing Election personnel conduct voting equipment and voting system 

readiness tests prior to the start of an election to ensure that the 

voting system functions properly, to confirm that voting 

equipment has been properly integrated, and to obtain equipment 

status reports. All voting systems shall provide the capabilities to:

N/A N/A N/A N/A N/A

VVSG 1

 2.2.4a

Readiness Testing                         a. Verify that voting equipment and precinct count 

equipment is properly prepared for an election, and collect data 

that verifies equipment readiness

N Y F All N 19

21

20

22

16

17

17

18

VVSG 1

 2.2.4b

Readiness Testing                         b. Obtain status and data reports from each set of 

equipment 

N Y F All N 19

21

20

22

11, 12 16

17

11

17

18

VVSG 1

 2.2.4c

Readiness Testing                         c. Verify the correct installation and interface of all 

voting equipment 

N Y F All N 20

21

22

11, 12 16
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20 NA N/A 1) Locate and review documentation of a 

schedule of steps for software and ballot 

installation

2)  Verify that the documentation provides a 

detailed work plan 

20 NA N/A Builds are performed by the ITA and the same 

build will be installed on all devices by the ITA.

Generate a report from each device and validate 

it against the build version. 

20 NA N/A Builds are performed by the ITA and the same 

build will be installed on all devices by the ITA.

Generate a report from each device and validate 

it against the build version. 

NA N/A See below for functional test details:

21 NA N/A 1)  Review documentation and follow the 

procedures for Readiness Testing of voting and 

precinct count equipment

2)  Verify the data to confirm the equipment 

readiness

21 NA N/A 1)  Review documentation and follow the 

procedures for Readiness Testing of voting and 

precinct count equipment

2)  Verify the data to confirm the equipment 

readiness

3)  Print and store all output verifying equipment 

status of each set of equipment

NA N/A Check what equipment has been provided by the 

vendor against the vendor documentation. Turn 

on devices and validate software/firmware 

version(s) Also, use the vendor documentation to 

install election media.

NA
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VVSG 1

 2.2.4d

Readiness Testing                         d. Verify that hardware and software function 

correctly 

N Y F All N 20

21

22

16

VVSG 1

 2.2.4e

Readiness Testing                         e. Generate consolidated data reports at the polling 

place and higher jurisdictional levels hardware/software features

N Y F All Y 20

21

22

16

VVSG 1

 2.2.4f

Readiness Testing                         f. Segregate test data from actual voting data, 

either procedurally or by hardware/software features

N Y F All N 20

21

22

16

N/A VVSG 1

 2.2.4

Readiness Testing Resident test software, external devices, and special purpose test 

software connected to or installed in voting equipment to simulate 

operator and voter functions may be used for these tests provided 

that the following standards are met:

N/A N/A N/A N/A N/A

VVSG 1

 2.2.4g

Readiness Testing                         g. These elements shall be capable of being tested 

separately, and shall be proven to be reliable verification tools 

prior to their use 

N Y F All N 20

21

22

16

VVSG 1

 2.2.4h

Readiness Testing                         h. These elements shall be incapable of altering or 

introducing any residual effect on the intended operation of the 

voting device during any succeeding test and operational phase 

N Y FS All Y 20

21

22

16

N/A VVSG 1

 2.2.4

Readiness Testing Paper-based systems shall: N/A N/A N/A N/A N/A

VVSG 1

 2.2.4i

Readiness Testing                         i. Support conversion testing that uses all potential 

ballot positions as active positions 

N Y F B N 15
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NA N/A 1)  Run a quick end to end test by:

    1.1  Creating an election

    1.2  creating election media

    1.3  installing election media on voting devices

    1.4   run in test mode

    1.5  opening the polls

    1.6  voting

    1.7  closing the polls

    1.8  run polling place reports

    1.8  load results to central count devices 

    1.9  generate/run reports

2)  Verify that no error messages/reports are 

generated 

NA

NA N/A 1)  Review documentation and follow procedures 

for generating consolidated data reports 

   1.1 Generate reports for the polling place

    1.2  Verify the accuracy of the amount of 

reports and the report content

2)  Generate reports for the central count

    2.1  Verify the accuracy of the aomount of 

reports and the report content

NA

NA N/A 1)  Generate reports showing what was run 

during test mode

2)  Generate reports showing what was run 

during vote data

NA

NA N/A See below for functional test details:

NA N/A All elements will be tested manually without 

using any automated tools.

NA

Trusted build review, coupled with 

selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

change the operation of the 

voting machine.  (Negative 

Testing)

All elements will be tested manually without 

using any automated tools.

NA

NA N/A See below for functional test details:

NA N/A 1)  Review documentation of ballot testing 

capability and verify that the system supports 

conversion testing

    1.1  Verify that the paper-based system is 

capable of using  all potential ballot posistions as 

active positions

NA
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VVSG 1

 2.2.4j

Readiness Testing                         j. Support conversion testing of ballots with active 

position density for systems without pre-designated ballot 

positions 

N Y F B N 1

N/A VVSG 1

 2.2.5

Verification at the 

Polling Place

Election officials perform verification at the polling place to 

ensure that all voting systems and voting equipment function 

properly before and during an election.  All voting systems shall 

provide a formal record of the following, in any media, upon 

verification of the authenticity of the command source:

N/A N/A N/A N/A N/A

VVSG 1

 2.2.5a

Verification at the 

Polling Place

                        a. The election's identification data N Y F All N 16

18

VVSG 1

 2.2.5b

Verification at the 

Polling Place

                        b. The identification of all equipment units N Y F All N 16

18
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NA N/A 1)  Review documentation of ballot testing 

capability and verify that the system supports 

conversion testing

    1.1  Verify that the paper-based system is 

capable of testing ballots with active position 

density (for systems without pre-designated 

ballot positions)

NA

NA N/A See below for functional test details:

25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains the election's identification 

data at the polling place

    1.1  Prior to opening the polls, ensure 

election's identification data is correct

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3 During the election, recheck the media 

containing the election's identification data for 

accuracy

    1.4  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA

25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains the identification data of 

all of the system's equipment units at the polling 

place

    1.1  Prior to opening the polls, ensure the 

identification data of all of the system's 

equipment units is correct

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3  During the election, recheck the media 

containing the identification data of all of the 

system's equipment units for accuracy

   1.4  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA
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VVSG 1

 2.2.5c

Verification at the 

Polling Place

                        c. The identification of the polling place N Y F All N 16

18

VVSG 1

 2.2.5d

Verification at the 

Polling Place

                        d. The identification of all ballot formats N Y F All N 16

18
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25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains the identification data of 

the polling place 

    1.2  Prior to opening the polls, ensure the 

identification data of the polling place is correct

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3  During the election, recheck the media 

containing the identification data of the polling 

place for accuracy

    1.4  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA

25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains the identification data of 

all of the ballot formats at the polling place

    1.1  Prior to opening the polls, ensure the 

identification data of all of the ballot formats is 

correct

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3  During the election, recheck the media 

containing the identification data of all of the 

ballot formats for accuracy

   1.4  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA
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VVSG 1

 2.2.5e

Verification at the 

Polling Place

                        e. The contents of each active candidate register by 

office and of each active measure register at all storage locations 

(showing that they contain only zeros) 

N Y F All N 16

18

VVSG 1

 2.2.5f

Verification at the 

Polling Place

                        f. A list of all ballot fields that can be used to 

invoke special voting options 

N Y F All N 16

18
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25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains the contents of each active 

candidate register by office and of each active 

measure register at all storage locations at the 

polling place

    1.1  Prior to opening the polls, run a zero 

report from each voting device to verify that they 

contain only zeroes

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3  During the election, recheck the media 

containing the contents of each active candidate 

register by office and of each active measure 

register at all storage locations

    1.4  Verify that the data is accurate

    1.5  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA

25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains a list of all ballot fields that 

can be used to invoke special voting options at 

the polling place

    1.2  Prior to opening the polls, ensure the list 

of ballot fields used to invoke special voting 

options is accurate

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3  During the election, recheck the media 

containing the list of ballot fields used to invoke 

special voting options

   1.4  Verify that the data is accurate

   1.5  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA
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VVSG 1

 2.2.5g

Verification at the 

Polling Place

                        g. Other information needed to confirm the 

readiness of the equipment, and to accommodate administrative 

reporting requirements

N Y F All N 16

18

VVSG 1

 2.2.5h

Verification at the 

Polling Place

                        h. To prepare voting devices to accept voted 

ballots, all voting systems shall provide the capability to test each 

device prior to opening to verify that each is operating correctly. 

At a minimum, the tests shall include:

N Y F All N 16

18

VVSG 1

 2.2.5hi

Verification at the 

Polling Place

                        I. Confirmation that there are no hardware or 

software failures 

N Y FS All Y 16

18
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25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains all other information 

needed to confirm the readiness of the equipment 

and to accomodate administrative reporting 

requirements at the polling place

    1.1  Prior to opening the polls, ensure that all 

other information needed to confirm the 

readiness of the equipment and to accomodate 

administrative reporting requirements is accurate

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3  During the election, recheck the media 

containing all other information needed to 

confirm the readiness of the equipment and to 

accomodate administrative reporting 

requirements is accurate

   1.4  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA

25, 31 NA N/A Startup voting machine and run a quick end to 

end test by installing election media on voting 

deceives, run in test mode, opening the polls, 

voting, closing the polls, run polling place 

reports.  Use vendor documentation to run all 

reports necessary to ensure system readiness.

NA

25, 31 NA- Cannot be determined through 

static source code review.

N/A 1)  Startup voting machine and run a quick end to 

end test by:

    1.1  installing election media on voting 

deceives

    1.2  run in test mode

    1.3 opening the polls

    1.4 voting

    1.5 closing the polls

    1.6 run polling place reports

    1.7  Use vendor documentation to run all 

reports necessary to ensure system readiness

    1.8  Verify that no hardware or software error 

messages are generated  

NA
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VVSG 1

 2.2.5hii

Verification at the 

Polling Place

                        ii. Confirmation that the device is ready to be 

activated for accepting votes 

N N F All N 16

18

VVSG 1

 2.2.5i

Verification at the 

Polling Place

i.                      If a precinct count system includes equipment for 

the consolidation of polling place data at one or more central 

counting locations, it shall have means to verify the correct 

extraction of voting data from transportable memory devices, or to 

verify the transmission of secure data over secure communication 

links.

N Y FS All Y 16

18

N/A VVSG 1

 2.2.6

Verification at the 

Central Location

Election officials perform verification at the central location to 

ensure that vote counting and vote consolidation equipment and 

software function properly before and after an election. Upon 

verification of the authenticity of the command source, any 

system used in a central count environment shall provide a printed 

record of the following:

N/A N/A N/A N/A N/A

VVSG 1

 2.2.6a

Verification at the 

Central Location

                        a. The election's identification data N Y F D, O N 20

21
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25, 31 NA N/A 1)  Review documentation of procedures to 

confirm if a device is ready to be activated for 

accepting votes

    1.1  Verify the correct status exists prior to 

activating the device

2)  Create a hardware error

    2.1  Attempt to obtain a "ready" status prior to 

activating the device

    2.2  Verify that the status displays an error and  

does not allow for activating the device

    2.3  Create a software error

    2.4  Attempt to obtain a "ready" status prior to 

activating the device

    2.5  Verify that the status displays an error and 

does not allow for activating the device

NA

25, 31 NA - Checksums or hashing 

algorithms may be employed, but this 

is not a static test to be verifed in 

source code, but rather a dynamic test 

with polling data entered during 

testing.

Security source code review not 

applicable

transmit of data can be verified 

through secure communication 

channels 

Multiple central counting will be tested with one 

election data base and multiple polling places. 

NA

NA N/A See below for functional test details:

25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains the election's identification 

data at the central location

    1.1  Prior to opening the polls, ensure 

election's identification data is correct

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3 After the election, recheck the media 

containing the election's identification data for 

accuracy

    1.4  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA
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VVSG 1

 2.2.6b

Verification at the 

Central Location

                        b. The contents of each active candidate register by 

office and of each active measure register at all storage locations 

(showing that they contain all zeros) 

N Y F D, O N 20

21

18

VVSG 1

 2.2.6c

Verification at the 

Central Location

                        c. Other information needed to ensure the 

readiness of the equipment and to accommodate administrative 

reporting requirements

N Y F D, O N 20

21

N/A VVSG 1

 2.3.1

Opening the Polls The capabilities required for opening the polls are specific to 

individual voting system technologies. At a minimum, the 

systems shall provide the functional capabilities indicated below.

N/A N/A N/A N/A N/A

N/A VVSG 1

 2.3.1.1

Opening the Polls To allow voting devices to be activated for voting, all precinct 

count systems shall provide:

N/A N/A N/A N/A N/A
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25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains the contents of each active 

candidate register by office and of each active 

measure register at all storage locations at the 

central location

    1.1  Prior to opening the polls, run a zero 

report from each voting device to verify that they 

contain only zeroes

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3  After the election, recheck the media 

containing the contents of each active candidate 

register by office and of each active measure 

register at all storage locations at the central 

location

    1.4  Verify that the data is accurate

    1.5  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA

25, 31 NA N/A 1)  Review the system documentation and follow 

the procedures to determine the location of the 

media which contains all other information 

needed to confirm the readiness of the equipment 

and to accomodate administrative reporting 

requirements at the central location

    1.1  Prior to opening the polls, ensure that all 

other information needed to confirm the 

readiness of the equipment and to accomodate 

administrative reporting requirements is accurate

    1.2  Obtain a formal record of the 

identification data (dependent on the media the 

system uses)

    1.3 After the election, recheck the media 

containing all other information needed to 

confirm the readiness of the equipment and to 

accomodate administrative reporting 

requirements is accurate

   1.4  Verify the authenticity of the command 

source and obtain a formal record of the 

identification data (dependent on the media the 

system uses)

NA

NA N/A See below for functional test details: NA

NA N/A See below for functional test details: NA
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VVSG 1

 2.3.1.1a

Opening the Polls                         a. An internal test or diagnostic capability to verify 

that all of the polling place tests specified in Subsection 2.2.5 

have been successfully completed 

N Y FS D, O Y 20 21 10 16
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22, 23, 

24, 27, 

30

NA- This is a "case and time" specific 

issue that cannot be determined 

through static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes election or ballot 

information.  (Negative Testing)

1)  Review documentation and perform 

procedures for running an internal 

test/diagnostics to verify that the system has 

passed all readiness testing

    1.1 Verify that each device can be activated for 

voting

2)  Disable the ability to determine the election 

identification data

    2.1  Run the internal test/diagnostics

    2.2  Verify that each device can not be 

activated for voting

3)  Repeat diable ability steps 2, 2.1 and 2.2 for 

the following:

    3.1  the identification data of the systems 

equipment units

    3.2  the identification data of the polling place

    3.3  the identification data of the ballot formats

    3.4  the contents of each active candidate 

register by office and of each active measure 

register at all storage locations at the polling 

place

    3.5  all ballot fields that can be used to invoke 

special voting options at the polling place

    3.6 all other information needed to confirm the 

readiness of the equipment and to accomodate 

administrative reporting requirements at the 

central location

NA
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VVSG 1

 2.3.1.1b

Opening the Polls                         b. Automatic disabling of any device that has not 

been tested until it has been tested 

N Y FS D, O Y 20 21 10 16

N/A VVSG 1

 2.3.1.2

Opening the Polls To facilitate opening the polls, all paper-based systems shall 

include:

BMD 2.5.1.1 N/A N/A N/A N/A N/A

VVSG 1

 2.3.1.2a

Opening the Polls                         a. A means of verifying that ballot marking devices 

are properly prepared and ready to use 

N Y FS B Y 20 21 15 16

VVSG 1

 2.3.1.2b

Opening the Polls                         b. A voting booth or similar facility, in which the 

voter may mark the ballot in privacy 

N Y N B Y 20 21 10 15 16

VVSG 1

 2.3.1.2c

Opening the Polls                         c. Secure receptacles for holding voted ballots N Y N B Y 10 16

N/A VVSG 1

 2.3.1.2

Opening the Polls In addition to the above requirements, all paper-based precinct 

count equipment shall include a means of:

N/A N/A N/A N/A N/A
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22, 23, 

24, 27, 

30

NA- This cannot be determined 

through static source code review.

N/A 1)  Review documentation and perform 

procedures for running an internal 

test/diagnostics to verify that the system has 

passed all readiness testing

    1.1 Verify that the devices can be activated for 

voting

2)  Disable the ability to determine the election 

identification data on one device

    2.1  Run the internal test/diagnostics

    2.2  Verify that the device becomes disabled 

automatically

3)  Repeat the diable ability steps 2, 2.1 and 2.2 

on randomly selected devices for the following:

    3.1  the identification data of the systems 

equipment units

    3.2  the identification data of the polling place

    3.3  the identification data of the ballot formats

    3.4  the contents of each active candidate 

register by office and of each active measure 

register at all storage locations at the polling 

place

    3.5  all ballot fields that can be used to invoke 

special voting options at the polling place

    3.6 all other information needed to confirm the 

readiness of the equipment and to accomodate 

administrative reporting requirements at the 

central location

NA

NA N/A See below for functional test details:

23, 24 NA- This cannot be determined 

through static source code review.

N/A 1)  Startup voting machine and run a quick end to 

end test by:

    1.1  installing election media on voting devices

    1.2   run in test mode

    1.3  opening the polls

    1.4  voting

    1.5  closing the polls

    1.6  run polling place reports

    1.7  Use vendor documentation to run all 

reports necessary to ensure system readiness

    1.8 Verify that no error messages are received

NA

23, 24 NA N/A 1)  Refer to VVSG Vol 1: 3.1.7.1

2)  Compare vendor documentation to the 

equipment provided

NA

23, 24 NA N/A 1)  Refer to VVSG Vol 1: 4.1.4.2.d

2)  Compare vendor documentation to the 

equipment provided

NA

NA N/A See below for functional test details:
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VVSG 1

 2.3.1.2d

Opening the Polls                         d. Activating the ballot counting device N Y F O N 16

VVSG 1

 2.3.1.2e

Opening the Polls                         e. Verifying that the device has been correctly 

activated and is functioning properly 

N Y FS O Y 16

VVSG 1

 2.3.1.2f

Opening the Polls                         f. Identifying device failure and corrective action 

needed 

N Y FS O Y 16

N/A VVSG 1

 2.3.1.3

Opening the Polls To facilitate opening the polls, all DRE systems shall include: N/A N/A N/A N/A N/A

VVSG 1

 2.3.1.3a

Opening the Polls                         a. A security seal, a password, or a data code 

recognition capability to prevent the inadvertent or unauthorized 

actuation of the poll-opening function 

N N FS D Y 21
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24 NA N/A 1) Review documentation and perform 

procedures for activating the paer-based ballot 

counting device

2) Print zero totals report

3) Verify that the count starts at zero

NA

24 NA- This cannot be determined 

through static source code review.

N/A 1) Review documentation and perform 

procedures for activating the paper-based ballot 

counting device

2) Print zero totals report

3) Verify that the count starts at zero

4)  Verify that the appropriate status is displayed 

5) Verify that no error messages are generated

6) Use vendor documentation to run all reports 

necessary to ensure system readiness.

NA

24 NA- This cannot be determined 

through static source code review.

N/A 1) Review documentation and perform 

procedures for activating the paper-based ballot 

counting device

2) Print zero totals report

3) Verify that the count starts at zero

4)  Verify that the appropriate status is displayed 

5) Verify that no error messages are generated

6)  If error messages display and/or the device 

fails, locate the documented procedures for 

corrective action in the documented operations 

manual

NA

NA N/A See below for functional test details:

24 NA- This cannot be determined 

through static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

exposes data to manipulate the 

opening of the polls  (Negative 

Testing)

1)  Review documentation and perform the 

procedures to open the polls for a DRE system

    1.1  Verify that the system requires operator 

entry of a form of security prior to the actuation 

of the poll-opening function

    1.2  Log out of the system

2)  Log in to the system and attempt to access the 

poll-opening function without using the required 

security measures

    2.1  Verify that access is not possible

3)  Attempt to access the poll-opening function 

without logging in to the system or using the 

required security measure

    3.1  Verify that access is not possible

NA
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VVSG 1

 2.3.1.3b

Opening the Polls                         b. A means of enforcing the execution of steps in 

the proper sequence if more than one step is required 

N N F D N 10

VVSG 1

 2.3.1.3c

Opening the Polls                         c. A means of verifying the system has been 

activated correctly 

N N FS D Y 10 15 16

VVSG 1

 2.3.1.3d

Opening the Polls                         d. A means of identifying system failure and any 

corrective action needed 

N N N D N 10

N/A VVSG 1

 2.3.2

Activating the 

Ballot 

(DRE Systems)

To activate the ballot, all DRE systems shall: N/A N/A N/A N/A N/A

VVSG 1

 2.3.2a

Activating the 

Ballot 

(DRE Systems)

                        a. Enable election officials to control the content of 

the ballot presented to the voter, whether presented in printed 

form or electronic display, such that each voter is permitted to 

record votes only in contests in which that voter is authorized to 

vote 

N N F D N 15
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24 NA N/A 1)  Review documentation and perform the 

procedures to open the polls for a DRE system

    1.1  Verify that the system requires operator 

entry of a form of security prior to the actuation 

of the poll-opening function

    1.2  Attempt to perform the procedures in the 

wrong order

    1.3  Verify that access to the poll-opening 

function is not possible

   

NA

24 NA- This cannot be determined 

through static source code review.

N/A 1)  Review documentation and perform the 

procedures to open the polls for a DRE system

    1.1  Verify that the system requires operator 

entry of a form of security prior to the actuation 

of the poll-opening function

    1.2  Run an audit log to verify that the system 

has been activated correctly

   

NA

24 NA N/A 1)  Review documentation and perform the 

procedures to open the polls for a DRE system

    1.1  Verify that the system requires operator 

entry of a form of security prior to the actuation 

of the poll-opening function

    1.2  Run an audit log to verify that the system 

has been activated correctly

    1.3  Verify that no error messages are 

generated

    1.5  Verify that the system is in the correct 

status 

    1.6  If error messages display and/or the device 

fails, locate the documented procedures for 

corrective action in the documented operations 

manual

   

NA

NA N/A See below for functional test details:

24 NA N/A 1)  Review documentation and perform operating 

procedures for election officials to control which 

ballot is presented to a particular voter

    1.1  Verify that the election official selects the 

appropriate ballot type for the appropriate voter

    1.2  Verify that the ballot can be cast

NA
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VVSG 1

 2.3.2b

Activating the 

Ballot 

(DRE Systems)

                        b. Allow each eligible voter to cast a ballot N N F D N 10 15

VVSG 1

 2.3.2c

Activating the 

Ballot 

(DRE Systems)

                        c. Prevent a voter from voting on a ballot to which 

he or she is not entitled 

N N FS D Y 10 15

VVSG 1

 2.3.2d

Activating the 

Ballot 

(DRE Systems)

                        d. Prevent a voter from casting more than one 

ballot in the same election 

N N FS D Y 10 15

VVSG 1

 2.3.2e

Activating the 

Ballot 

(DRE Systems)

                        e. Activate the casting of a ballot in a general 

election 

N N F D N 10 15

VVSG 1

 2.3.2f

Activating the 

Ballot 

(DRE Systems)

                        f. Enable the selection of the ballot that is 

appropriate to the party affiliation declared by the voter in a 

primary election 

N N F D N 10 2

15
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24 NA N/A 1)  Review documentation and perform operating 

procedures for election officials to control which 

ballot is presented to a particular voter

    1.1  Verify that the election official can 

properly identify an eligible voter

    1.2  Verify that the election official selects the 

appropriate ballot type for the appropriate voter

    1.3  Verify that the ballot can be cast

NA

24 Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

allows voters to cast ballots to 

which they are not entitled.  

(Negative Testing)

1)  Review documentation and perform operating 

procedures for election officials to control which 

ballot is presented to a particular voter

    1.1  Verify that the election official can 

properly identify an eligible voter

    1.2  Verify that the election official selects the 

appropriate ballot type for the appropriate voter

    1.3  Verify that the DRE prompts the election 

official to verify the ballot selection before 

proceeding

NA

24 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

allows the voter to cast more 

than one vote.  (Negative 

Testing)

1)  Open polls for voting

    1.1  Have a voter make vote selections and cast 

the ballot

    1.2 Attempt to cast the same ballot again

    1.3  Verify that the ballot is rejected

NA

24 NA N/A 1)  Open polls for voting

    1.1  Select a general election

    1.2  Have a voter make vote selections and cast 

the ballot

    1.3  Verify that the ballot is accepted

NA

24 NA N/A 1)  Open polls for voting

    1.1  Have the voter declare their party 

affiliation

    1.2  Verify that the appropriate ballot is 

provided by the election official

    1.3  Verify that the DRE prompts the election 

official to verify the ballot selection before 

proceeding

    1.4  Have the voter make vote selections and 

cast the ballot

    1.5  Verify that the ballot is accepted

NA
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VVSG 1

 2.3.2g

Activating the 

Ballot 

(DRE Systems)

                        g. Activate all portions of the ballot upon which 

the voter is entitled to vote 

N N F D N 10 15

VVSG 1

 2.3.2h

Activating the 

Ballot 

(DRE Systems)

                        h. Disable all portions of the ballot upon which the 

voter is not entitled to vote 

N N FS D Y 10 15

N/A VVSG 1

 2.3.3

Casting a Ballot Some required capabilities for casting a ballot are common to all 

systems. Others are specific to individual voting technologies or 

intended use. Systems must provide additional functional 

capabilities that enable accessibility to disabled voters as defined 

in Subsection 3.2.

BMD 3.6.1.1 N/A N/A N/A N/A N/A

N/A VVSG 1

 2.3.3.1

Casting a Ballot To facilitate casting a ballot, all systems shall: N/A N/A N/A N/A N/A

VVSG 1

 2.3.3.1a

Casting a Ballot                         a. Provide text that is at least 3 millimeters high 

and provide the capability to adjust or magnify the text to an 

apparent size of 6.3 millimeters 

N N F All N 4

20

22

23

20 20

21

22

23VVSG 1

 2.3.3.1b

Casting a Ballot                         b. Protect the secrecy of the vote such that the 

system cannot reveal any information about how a particular voter 

voted, except as otherwise required by individual state law 

N N F All N 4

20

22

23

24

20

29

40

20

21

22

23

24
VVSG 1

 2.3.3.1c

Casting a Ballot                         c. Record the selection and non-selection of 

individual vote choices for each contest and ballot measure 

BMDs will not 

record vote 

totals

N N F All N 4

20

22

23

24

25

26

27

28

29

20

27

29

40

20

21

22

23

24

25

26

27

28

29

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



24 NA N/A 1)  Open polls for voting

    1.1  Have the voter declare their party 

affiliation

    1.2  Verify that the appropriate ballot is 

provided by the election official

    1.3  Verify that the DRE prompts the election 

official to verify the ballot selection before 

proceeding

    1.4  Have the voter make vote selections for all 

portions of the ballot upon which the voter is 

entitled to vote

    1.5  Cast the ballot

    1.6  Verify that the ballot is accepted

NA

24 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

allows the voter to see portions 

of the ballot to which they are 

not entitled.  (Negative Testing)

1)  Open polls for voting

    1.1  Have the voter declare their party 

affiliation

    1.2  Verify that the appropriate ballot is 

provided by the election official

    1.3  Verify that the DRE prompts the election 

official to verify the ballot selection before 

proceeding

    1.4  Have the voter attempt to make vote 

selections in portions of the ballot for which the 

voter is not entitled to vote

    1.5  Verify that the selections can not be made

NA

NA N/A See below for functional test details:

NA N/A See below for functional test details:

24, 36, 

40

NA N/A 1)  Refer to VVSG Vol 1:  3.1.5.d

24, 36, 

40

NA N/A 1)  Refer to VVSG Vol 1:  3.c,  5.5.2, 7.6.1.a, 

7.9.5.b

24, 36, 

40

NA N/A 1)  Open polls for voting

    1.1  Vote a test session and cast the ballot

    1.2  Verify that the ballot is accepted

    1.3  Review the cast ballot and verify that each 

vote choice for each contest and ballot measure 

are accurate

    1.4  Generate reports

    1.5  Verify that the reports are accurate
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VVSG 1

 2.3.3.1d

Casting a Ballot                         d. Record the voter‘s selection of candidates 

whose names do not appear on the ballot, if permitted under state 

law, and record as many write-in votes as the number of 

candidates the voter is allowed to select 

NYS 

Regulation

6209.2.9

BMDs will not 

record vote 

totals

Y N F All N 4

20

22

23

24

25

26

27

28

29

30

31

32

33

4

45

20

19

21

22

28

35

37

47

52

54

20

21

22

23

24

25

26

27

28

29

30

31

32

33VVSG 1

 2.3.3.1e

Casting a Ballot                         e. In the event of a failure of the main power 

supply external to the voting system, provide the capability for 

any voter who is voting at the time to complete casting a ballot, 

allow for the successful shutdown of the voting system without 

loss or degradation of the voting and audit data, and allow voters 

to resume voting once the voting system has reverted to back-up 

power 

NYS 

Regulation

6209.2.5

Y N FS All Y 4

20

22

23

24

25

26

27

28

19 20

27

20

21

22

23

24

25

26

27

28VVSG 1

 2.3.3.1f

Casting a Ballot                         f. Provide the capability for voters to continue 

casting ballots in the event of a failure of a telecommunications 

connection within the polling place or between the polling place 

and any other location 

N/A N/A N/A All N/A 4

20

22

23

24

25

26

20

27

20

21

22

23

24

25

26N/A VVSG 1

 2.3.3.2

Casting a Ballot All paper-based systems shall: N/A N/A N/A N/A N/A

VVSG 1

 2.3.3.2a

Casting a Ballot                         a. Allow the voter to easily identify the voting field 

that is associated with each candidate or ballot measure response 

N Y N B Y 22

23

24

25

45 19

28

20

21

22

23
VVSG 1

 2.3.3.2b

Casting a Ballot                         b. Allow the voter to mark the ballot to register a 

vote 

N Y N B N 22

23

24

25

26

29

40

20

21

22

23

24
VVSG 1

 2.3.3.2c

Casting a Ballot                         c. Allow either the voter or the appropriate election 

official to place the voted ballot into the ballot counting device 

(for precinct count systems) or into a secure receptacle (for central 

count systems) 

N Y N B Y 22

23

24

25

26

27

28

29

30

31

32

33

35

29

40

20

21

22

23

24

25

26

27

28

29

30

31

32VVSG 1

 2.3.3.2d

Casting a Ballot                         d. Protect the secrecy of the vote throughout the 

process 

Marking a 

ballot for BMD

N Y FS B Y 22

23

24

25

26

27

28

29

47

52

54

20

21

22

23

24

25

26
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24, 36, 

40

NA N/A 1)  Open polls for voting

    1.1  Vote a test session that includes write-in 

entries

    1.2  Select as many write-in votes as the 

number of candidates the voter is allowed to 

select (will equal the vote-for #)

    1.3  Cast the ballot

    1.4  Verify that the ballot is accepted

    1.5  Review the cast ballot and verify that each 

vote choice for each contest and ballot measure 

are accurate

    1.6  Generate reports

    1.5  Verify that the reports are accurate

24, 36, 

40

NA- This cannot be fully validated 

through source code review.

N/A Document review of procedures coupled with 

functional testing is the definitive validation of 

this requirement, along with hardware review. 

24, 36, 

40

NA N/A N/A - NY does not allow telecommunications 

during voting, therefore this requirement does not 

apply.  Functional testing will determine if any 

voting system has telecommunication abilities in 

later requirements.

NA N/A See below for functional test details:

NA N/A 1)  Refer to VVSG Vol 1:  3.b

NA N/A 1)  Open polls for voting

    1.1  Attempt to make vote selections

    1.2  Cast the ballot

    1.3  Verify that the ballot is accepted

NA N/A 1)  Open polls for voting for a precinct count 

system

    1.1  Attempt to make vote selections

    1.2  Verify that the voted ballot can be placed 

into the ballot counting device

    1.3  Verify that the ballot is accepted

2)  Open the polls for voting for a central count 

system

    2.1 Attempt to make vote selections

    2.2  Verify that the voted ballot can be placed 

into the ballot counting device

    2.3  Verify that the ballot is accepted

NA- This cannot be fully validated 

through source code review, as it is 

dependent upon procedures, hardware 

and security processes beyond what is 

available in the source code.

 Security source code review 

not applicable 

- secure channels and data 

transmittal not applicable to 

review of source code. 

1)  Refer to VVSG Vol 1:  3.1.7, 3.1.7.1, 

3.1.7.1.a, 3.1.7.1.b, 3.1.7.1.c
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N/A VVSG 1

 2.3.3.2

Casting a Ballot In addition to the above requirements, all paper-based precinct 

count systems shall:

BMD 4.4.1

BMD 4.4.2

N/A N/A N/A N/A N/A

VVSG 1

 2.3.3.2e

Casting a Ballot                         e. Provide feedback to the voter that identifies 

specific contests for which he or she has made no selection or 

fewer than the allowable number of selections (e.g., undervotes) 

NYS 

Regulation

6209.2.8

N N F B N 22

23

24

25

26

27

28

29

24 26

29

38

40

20

21

22

23

24

25

26

27
VVSG 1

 2.3.3.2f

Casting a Ballot                         f. Notify the voter if he or she has made more than 

the allowable number of selections for any contest (e.g., 

overvotes) 

NYS 

Regulation

6209.2.8

N N F B N 22

23

24

25

26

27

28

29

24 28

30

36

20

21

22

23

24

25

26

27VVSG 1

 2.3.3.2g

Casting a Ballot                         g. Notify the voter before the ballot is cast and 

counted of the effect of making more than the allowable number 

of selections for a contest  

NYS 

Regulation

6209.2.8

Y N F B N 22

23

24

25

26

27

28

29

30

31

32

33

35

36

20

30

47

52

54

20

21

22

23

24

25

26

27

28

29

30

31

32

33
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NA N/A See below for functional test details:

NA N/A 1)  Open polls for voting

    1.1  Vote a test ballot and make fewer than the 

allowable selections for a specific contest

    1.2 Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains undervotes

NA N/A 1)  Open polls for voting

    1.1  Vote a test ballot and make more than the 

allowable selections for a specific contest

    1.2 Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains overvotes

NA N/A 1)  Open polls for voting

    1.1  Vote a test ballot and make more than the 

allowable selections for a specific contest

    1.2 Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains overvotes

    1.3  Attempt to cast the ballot

    1.4  Verify that a message generates to the 

voter (visually or orally) prior to the ballot being 

cast that instructs the voter on the effect of 

making more than the allowable number of 

selections for a contest
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VVSG 1

 2.3.3.2h

Casting a Ballot                         h. Provide the voter opportunity to correct the 

ballot for either an undervote or overvote before the ballot is cast 

and counted 

BMD 4.4.3 Y N F B Y 22

23

24

25

26

27

28

29

30

31

32

33

35

36

37

39

41

43

24 24

30

39

40

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

N/A VVSG 1

 2.3.3.3

Casting a Ballot In addition to the above common requirements, DRE systems 

shall:

NYS 

Regulation

6209.2.8

N/A N/A N/A N/A N/A

VVSG 1

 2.3.3.3a

Casting a Ballot                         a. Prohibit the voter from accessing or viewing any 

information on the display screen that has not been authorized by 

election officials and preprogrammed  into the voting system (i.e., 

no potential for display of external information or linking to other 

information sources) 

N N F D Y 22

23

24

25

26

27

28

23 19

20

31

20

21

22

23

24

25

26VVSG 1

 2.3.3.3b

Casting a Ballot                         b. Enable the voter to easily identify the selection 

button or switch, or the active area of the ballot display, that is 

associated with each candidate or ballot measure response 

N N F D N 22

23

24

25

26

23

45

19

20

31

20

21

22

23

24VVSG 1

 2.3.3.3c

Casting a Ballot                         c. Allow the voter to select his or her preferences 

on the ballot in any legal number and combination 

N N F D N 22

23

24

25

26

27

28

29

30

31

32

33

35

23 20

31

20

21

22

23

24

25

26

27

28

29

30

31

32
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NA N/A 1)  Open polls for voting

    1.1  Vote a test ballot and make fewer than the 

allowable selections for a specific contest

    1.2 Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains undervotes 

    1.3  Attempt to cast the ballot

    1.4  Verify that a message generates to the 

voter (visually or orally) prior to the ballot being 

cast that instructs the voter on the effect of 

making fewer than the allowable number of 

selections for a contest

    1.5  Attempt to correct the ballot

    1.6  Cast the ballot

    1.7  Verify that the cast ballot is accurate 

2)  Open polls for voting

    2.1  Vote a test ballot and make more than the 

allowable selections for a specific contest

    2.2 Verify that a message is generated to the 

voter (visually or orally) that the specific contest 

contains overvotes

    2.3 Attempt to cast the ballot

    2.4  Verify that a message generates to the 

voter (visually or orally) prior to the ballot being 

cast that instructs the voter on the effect of 

making more than the allowable number of 

selections for a contest

    2.5  Attempt to correct the ballot

    2.6  Cast the ballot

    2.7  Verify that the cast ballot is accurate

NA N/A See below for functional test details:

24, 40 NA N/A 1)  Refer to VVSG Vol 1:  2.2.1.3.a.ii

24, 40 NA N/A 1)  Refer to VVSG Vol 1:  3.b

24, 40 NA N/A 1)  Open the polls for voting

    1.1  Have the voter make vote selections and 

note the order in which the votes are selected

    1.2  Cast the ballot

    1.3  Verify that the ballot is accepted

2)  Have the voter make the same vote selections 

in a different order (skip around the ballot and 

make selections in a random order)

    2.1  Cast the ballot

    2.2  Verify that the ballot is accepted
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VVSG 1

 2.3.3.3d

Casting a Ballot                         d. Indicate that a selection has been made or 

canceled 

N N F D N 22

23

24

25

26

27

28

29

30

31

23 20

33

20

21

22

23

24

25

26

27

28

29VVSG 1

 2.3.3.3e

Casting a Ballot                         e. Indicate to the voter when no selection, or an 

insufficient number of selections, has been made for a contest 

(e.g., undervotes) 

N N F D N 23

24

25

26

27

28

29

30

31

32

33

35

23

24

20

26

33

38

43

20

21

22

23

24

25

26

27

28

29

30

31VVSG 1

 2.3.3.3f

Casting a Ballot                         f. Notify the voter if he or she has made more than 

the allowable number of selections for any contest (e.g., 

overvotes) 

N N F D N 23

24

25

28

31

37

39

41

23

24

34 20

28

33

36

20

21

22

23

24

25

26

27VVSG 1

 2.3.3.3g

Casting a Ballot                         g. Notify the voter before the ballot is cast and 

counted of the effect of making more than the allowable number 

of selections for a contest 

N N F D N 23 32

34

20

33

20

21

22

23

24

25

26

27

28

29

30

31

32

33
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24, 40 NA N/A 1)  Open the polls for voting

    1.1  Have the voter make selections on the 

ballot

    1.2  Verify that the vote selections can either 

be heard or seen

     1.3  Have the voter deselect various selections 

on the ballot

    1.4  Verify that the vote deselections can either 

be heard or seen

24, 40 NA N/A 1)  Open polls for voting

    1.1  Vote a test ballot and make fewer than the 

allowable selections for a specific contest

    1.2 Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains undervotes

    1.3  Vote a blank ballot

    1.4  Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains undervotes

24, 40 NA N/A 1)  Open polls for voting

    1.1  Vote a test ballot and make more than the 

allowable selections for a specific contest

    1.2  Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains overvotes

24, 40 NA N/A 1)  Open polls for voting

    1.1  Vote a test ballot and make more than the 

allowable selections for a specific contest

    1.2 Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains overvotes

    1.3  Attempt to cast the ballot

    1.4  Verify that a message generates to the 

voter  (visually or orally) prior to the ballot being 

cast that instructs the voter on the effect of 

making more than the allowable number of 

selections for a contest
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VVSG 1

 2.3.3.3h

Casting a Ballot                         h. Provide the voter opportunity to correct the 

ballot for either an undervote or overvote before the ballot is cast 

and counted 

N N F D N 23

24

25

26

27

28

29

30

31

32

33

35

37

39

41

43

23

24

20

24

33

39

40

43

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51VVSG 1

 2.3.3.3i

Casting a Ballot                         i. Notify the voter when the selection of candidates 

and measures is completed 

N N F D N 23 25 20

32

20

21

22

23

24

25

26
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24, 40 NA N/A 1)  Open polls for voting

    1.1  Vote a test ballot and make fewer than the 

allowable selections for a specific contest

    1.2 Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains undervotes 

    1.3  Attempt to cast the ballot

    1.4  Verify that a message displays to the voter 

(visually or orally) prior to the ballot being cast 

that instructs the voter on the effect of making 

fewer than the allowable number of selections for 

a contest

    1.5  Attempt to correct the ballot

    1.6  Cast the ballot

    1.7  Verify that the cast ballot is accurate 

2)  Open polls for voting

    2.1  Vote a test ballot and make more than the 

allowable selections for a specific contest

    2.2 Verify that a message generates to the 

voter (visually or orally) that the specific contest 

contains overvotes

    2.3 Attempt to cast the ballot

    2.4  Verify that a message generates to the 

voter (visually or orally) prior to the ballot being 

cast that instructs the voter on the effect of 

making more than the allowable number of 

selections for a contest

    2.5  Attempt to correct the ballot

    2.6  Cast the ballot

    2.7  Verify that the cast ballot is accurate

24, 40 NA N/A 1)  Open the polls for voting

    1.1  Vote a test ballot all the way through to 

the last selection available

    1.2  Verify that a message generates (visually 

or orally) that all of the selections have been 

made
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VVSG 1

 2.3.3.3j

Casting a Ballot                         j. Allow the voter, before the ballot is cast, to 

review his or her choices and, if the voter desires, to delete or 

change his or her choices before the ballot is cast 

N N F D N 23 20

32

44

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51VVSG 1

 2.3.3.3k

Casting a Ballot                         k. For electronic image displays, prompt the voter 

to confirm the voter's choices before casting his or her ballot, 

signifying to the voter that casting the ballot is irrevocable and 

directing the voter to confirm the voter‘s intention to cast the 

ballot 

N N F D N 23 20

32

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38
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24, 40 NA N/A 1)  Open the polls for voting

    1.1  Vote a test ballot all the way through to 

the last selection available

    1.2  Verify that a message generates (visually 

or orally) that all of the selections have been 

made

    1.3  Verify that the voter is prompted (visually 

or orally) with a review screen

    1.4  Have the voter review the selections, 

making no changes

    1.5  Cast the ballot and verify that the ballot is 

accepted

    1.6 Verify that the cast ballot is accurate

2)  Vote a test ballot all the way through to the 

last selection available

    2.1  Verify that a message generates (visually 

or orally) that all of the selections have been 

made

    2.2  Verify that the voter is prompted (visually 

or orally) with a review screen

    2.3  Have the voter review the selections, 

making at least one change to the selections

    2.4  Cast the ballot and verify that the ballot is 

accepted

    2.5 Verify that the cast ballot is accurate

3)  Vote a test ballot all the way through to the 

last selection available

    3.1  Verify that a message generates (visually 

or orally) that all of the selections have been 

made

    3.2  Verify that the voter is prompted (visually 

or orally) with a review screen24, 40 NA N/A 1)  Open the polls for voting with an electronic 

image display

    1.1  Vote a test ballot 

    1.2  Verify that a message generates to the 

voter (visually or orally) that vote choices are 

complete

    1.3  Verify that the voter is prompted 

(visually or orally) with a review screen prior 

to casting the ballot

    1.4  Review the ballot and accept

    1.5  Verify that a message generates to the 

voter (visually or orally) prior to the ballot 

being cast that instructs the voter that casting 

a ballot is irrevocable

    1.6  Attempt to revise the ballot

    1.7  Verify that revisions can be made

    1.8  Cast the ballot

    1.9  Verify that the cast ballot is accurate 
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VVSG 1

 2.3.3.3l

Casting a Ballot                         l. Notify the voter after the vote has been stored 

successfully that the ballot has been cast 

N N F D N 23 20

32

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42VVSG 1

 2.3.3.3m

Casting a Ballot      m. Notify the voter that the ballot has not been cast 

successfully if it is not stored successfully, including storage of 

the ballot image, and provide clear instruction as to the steps the 

voter should take to cast his or her ballot should this event occur  

N N FS D Y 23 1

32

45

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45VVSG 1

 2.3.3.3n

Casting a Ballot                         n. Provide sufficient computational performance to 

provide responses back to each voter entry in no more than three 

seconds 

N N F D N 23 1

20

20

21

22

23

24

25

26
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24, 40 NA N/A 1)  Open the polls for voting with an electronic 

image display

    1.1  Vote a test ballot 

    1.2  Verify that a message generates to the 

voter (visually or orally) that vote choices are 

complete

    1.3  Verify that the voter is prompted (visually 

or orally) with a review screen prior to casting 

the ballot

    1.4  Review the ballot and accept

    1.5  Verify that a message generates to the 

voter (visually or orally) prior to the ballot being 

cast that instructs the voter that casting a ballot is 

irrevocable

    1.6  Attempt to revise the ballot

    1.7  Verify that revisions can be made

    1.8  Cast the ballot

    1.9  Verify that a message generates to the 

voter (visually or orally) that the ballot has been 

cast

    1.10  Verify that the cast ballot is accurate 

24, 40  This may be accomplished through 

execution traces using automated test 

tools, and augmented by visual source 

code review, with discrepancies 

indicated.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes election or ballot 

information.  (Negative Testing)

1)  Open the polls for voting with an electronic 

image display

    1.1  Vote a test ballot 

    1.2  Verify that a message generates to the 

voter (visually or orally) that vote choices are 

complete

    1.3  Verify that the voter is prompted (visually 

or orally) with a review screen prior to casting 

the ballot

    1.4  Review the ballot and accept

    1.5  Verify that a message generates to the 

voter (visually or orally) prior to the ballot being 

cast that instructs the voter that casting a ballot is 

irrevocable

    1.6  Attempt to revise the ballot

    1.7  Verify that revisions can be made

    1.8  Create a paper jam error

    1.9  Cast the ballot

    1.10  Verify that a message generates to the 

voter (visually or orally) that the ballot has not 

been cast

    1.11  Verify that instuctions are generated to 

the voter (visually or orally) as to how to remedy 

the problem

24, 40 NA- N/A 1)  Open the polls for voting  

    1.1  Begin a voting session

    1.2  Start a stop watch when a selection key is 

pressed

    1.3  Verify that a system response is received 

in three seconds or less
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VVSG 1

 2.3.3.3o

Casting a Ballot                         o. Ensure that the votes stored accurately represent 

the actual votes cast 

N N FS D Y 49

54

56

59

23

66

71

73

76

20

32

45

47

52

54

20

21

22

23

24

25

26

27

28
VVSG 1

 2.3.3.3p

Casting a Ballot                         p. Prevent modification of the voter‘s vote after the 

ballot is cast 

N N FS D Y 23 35

40

44

45

46

20

34

38

20

21

22

23

24

25

26

27

28

29
VVSG 1

 2.3.3.3q

Casting a Ballot                         q. Provide a capability to retrieve ballot images in 

a form readable by humans [in accordance with the requirements 

of Subsections 2.1.2 (f) and 2.1.4 (k) and (l)] 

N N FS D Y 23 20

34

42

20

21

22

23

24

25

26

27

28VVSG 1

 2.3.3.3r

Casting a Ballot                         r. Increment the proper ballot position registers or 

counters 

N N F D N 23 20

34

42

20

21

22
VVSG 1

 2.3.3.3s

Casting a Ballot                         s. Protect the secrecy of the vote throughout the 

voting process  

N N FS D Y 23

35

49

56

23

24

66

73

20

23

41

47

52

54

20

21

22

23

24

25

26
VVSG 1

 2.3.3.3t

Casting a Ballot                         t. Prohibit access to voted ballots until after the 

close of polls  

N N FS D Y 23 34 20

21

20

21

22

23

24

25

26VVSG 1

 2.3.3.3u

Casting a Ballot                         u. Provide the ability for election officials to 

submit test ballots for use in verifying the end-to-end integrity of 

the voting system 

N N F D N 23 20

22

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35
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46, 45, 

24, 40

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes the accuracy of the 

represented vote.  (Negative 

Testing)

1)  Open the polls for voting  

    1.1  Begin a voting session

    1.2  Cast a predetermined amount of ballots

    1.3  Close the polls

    1.4  Print reports

    1.5  Verify that the stored ballots match the 

cast votes results in the reports

Hardware 

review will 

augment 

functional 

testing.

24, 40 NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes election or ballot 

information.  (Negative Testing)

1)  Open the polls for voting  

    1.1  Begin a voting session

    1.2  Cast a ballot

    1.3  Verify that a message generates (visually 

or orally) that the vote has been cast successfully

    1.4  Attempt to modify the ballot

    1.5  Verify that the ballot cannot be accessed 

or modified

Hardware 

review will 

augment 

functional 

testing.

24, 40 NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

alters the readable format of the 

ballot.  (Negative Testing) 

1)  Refer to VVSG Vol 1: 2.1.2.f, 2.1.4.k, 2.1.4.l Hardware 

review will 

augment 

functional 

testing.

24, 40 NA N/A 1)  Refer to VVSG Vol 1: 2.1.2.c

42, 24, 

40

NA- This cannot be fully validated 

through source code review, as it is 

dependent upon procedures, hardware 

and security processes beyond what is 

available in the source code.

N/A 1)  Refer to VVSG Vol 1: 3.1.7.1

24, 40 NA- This cannot be fully validated 

through source code review, as it is 

dependent upon procedures, hardware 

and security processes beyond what is 

available in the source code.

N/A 1)  Attempt to run closed poll reports prior to 

closing the polls

2)  Attempt to access ballot box as a voter.

24, 40 NA N/A 1)  Run a quick end to end test by:

    1.1  Creating an election

    1.2  creating election media

    1.3  installing election media on voting devices

    1.4   run in test mode

    1.5  opening the polls

    1.6  voting

    1.7  closing the polls

    1.8  run polling place reports

    1.8  load results to central count devices 

    1.9  generate/run reports

2)  Verify that no error messages/reports are 

generated 

    2.1  Verify that results are accurate
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VVSG 1

 2.3.3.3v

Casting a Ballot                         v. Isolate test ballots such that they are accounted 

for accurately in vote counts and are not reflected in official vote 

counts for specific candidates or measures 

N N F D N 23 20

26

20

21

22

23

24

25

26

27

28

29

30

31VVSG 1

 2.4

Post-Voting 

Capabilities

All voting systems shall provide capabilities to accumulate and 

report results for the jurisdiction and to generate audit trails. In 

addition, precinct count voting systems must provide a means to 

close the polls including generating appropriate reports. If the 

system provides the capability to broadcast results, additional 

standards apply.

N N F All N

N/A VVSG 1

 2.4.1

Closing the Polls These requirements for closing the polls and locking voting 

systems against future voting are specific to precinct count 

systems. The voting system shall provide the means for:

N/A N/A N/A N/A N/A

VVSG 1

 2.4.1a

Closing the Polls                         a. Preventing the further casting of ballots once the 

polls have closed 

N N FS D, O Y 48 65 46

VVSG 1

 2.4.1b

Closing the Polls                         b. Providing an internal test that verifies that the 

prescribed closing procedure has been followed, and that the 

device status is normal  

N N F D, O N 48 65 46

VVSG 1

 2.4.1c

Closing the Polls                         c. Incorporating a visible indication of system 

status  

N N F D, O N 48 65 46

VVSG 1

 2.4.1d

Closing the Polls                         d. Producing a diagnostic test record that verifies 

the sequence of events, and indicates that the extraction of voting 

data has been activated 

N N F D, O Y 48 65 46

VVSG 1

 2.4.1e

Closing the Polls                         e. Precluding the unauthorized reopening of the 

polls once the poll closing has been completed for that election 

N N FS D, O Y 48 65 46

VVSG 1

 2.4.2

Consolidating 

Vote Data

All systems shall provide a means to consolidate vote data from 

all polling places, and optionally from other sources such as 

absentee ballots, provisional ballots, and voted ballots requiring 

human review (e.g., write-in votes).

N N FS D, O Y 49

52

54

56

59

60

66

69

71

73

76

77

47

49

52

54

54

56

60

61

62
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24, 40 NA N/A 1)  Generate reports showing what was run 

during test mode 

2)  Generate reports showing what was run 

during an election

Once test voting is complete and election testing 

is complete with closing the polls, ensure that test 

vote counts are not reflected in the official vote 

counts.  

Print reports after closing polls and ensure the 

vote counts only reflect official votes.

NA N/A 1)  After closing of the polls, generate reports and 

audit trails and ensure all votes are accumulated 

appropriately for each report and the audit is 

accurate.

2)  Per the system documentation, ensure 

precinct count voting systems provide a means to 

close the polls which include generating 

appropriate reports.  If the system provides 

broadcast capabilities ensure broadcast results 

are accurate by verifying with reports

NA N/A See below for functional test details:

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

N/A 1)  Log in as authorized user and close the polls

2)    Ensure that no other votes can be cast after 

closing the polls

3)  Attempt to login/use voter access media to 

vote.

Hardware 

review will 

augment 

functional 

testing.

NA N/A 1)  Per the system documentation, closing 

procedure will be followed and ensure that the 

device status is normal.

NA N/A 1)  After closing of the polls, ensure a visible 

indication of system status is displayed.

NA N/A 1) After closing of the polls, generate a 

diagnostic test report (audit) and ensure the 

sequence of events and indicates extraction of 

voting data.

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

N/A 1)  As an un-authorized user ensure that the user 

cannot reopen the poll or does not have the 

option to re-open the poll

46, 38, 

40

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

N/A 1)  Per the system documentation, ensure that the 

system consolidates all vote data from all polling 

places

2)  Ensure that absentee ballots, provisional 

ballots, and ballots with write-in votes are 

included in the consolidation of votes
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VVSG 1

 2.4.3

Producing Reports All systems shall be able to create reports summarizing the vote 

data on multiple levels.  All systems shall provide capabilities to:

N/A N/A N/A N/A N/A

VVSG 1

 2.4.3a

Producing Reports                         a. Support geographic reporting, which requires 

the reporting of all results for each contest at the precinct level 

and additional jurisdictional levels 

N Y FS All Y 49

54

55

56

58

59

60

66

71

73

75

76

77

35

40

41

43

44

45

46

47

52

54

52

56

57

59

60

61

62

VVSG 1

 2.4.3b

Producing Reports                         b. Produce a printed report of the number of 

ballots counted by each tabulator 

N Y FS All Y 49

54

55

56

58

59

60

35

40

43

44

45

46

52

56

57

59

60

61

62

VVSG 1

 2.4.3c

Producing Reports                         c. Produce a printed report for each tabulator of the 

results of each contest that includes the votes cast for each 

selection, the count of undervotes, and the count of overvotes 

N Y FS All Y 49

54

55

56

58

59

60

66

71

73

75

76

47

49

52

54

52

56

57

59

60

61

62

VVSG 1

 2.4.3d

Producing Reports                         d. Produce a consolidated printed report of the 

results for each contest of all votes cast (including the count of 

ballots from other sources supported by the system as specified by 

the vendor) that includes the votes cast for each selection, the 

count of undervotes, and the count of overvotes 

N Y FS All Y 49

54

55

56

58

59

60

66

71

73

75

76

77

35

40

43

46

47

49

52

54

52

56

57

59

60

61

62

VVSG 1

 2.4.3e

Producing Reports                         e. Be capable of producing a consolidated printed 

report of the combination of overvotes for any contest that is 

selected by an authorized official (e.g., the number of overvotes in 

a given contest combining candidate A and candidate B, 

combining candidate A and candidate C, etc.) 

N Y FS All Y 49

54

55

56

58

59

60

73

75

76

35

40

43

44

45

46

47

52

54

52

56

57

59

60

61

62

VVSG 1

 2.4.3f

Producing Reports                         f. Produce all system audit information required in 

Subsection 5.4 in the form of printed reports, or in electronic 

memory for printing centrally  

N Y FS All Y 49

56

66

73

35

40

43

46

47

52

54

52

56

57

59

60

61

62
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NA N/A See below for functional test details:

46, 45, 

44, 42, 

36, 40, 

41

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes precinct or 

jurisdictional levels.  (Negative 

Testing)

1)  Per the system documentation, generate 

reports and ensure the reports are summarized 

per precinct for each contest.

2)  Generate reports and ensure the reports are 

summarized for additional jurisdictional levels 

for each contest.

46, 45, 

44, 42, 

36, 40, 

41

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes the printed tabulation 

of  vote (Negative Testing)

1)  Per the system documentation, generate a 

report for each tabulator and ensure it 

summarizes the number of ballots per device.

46, 45, 

44, 42, 

36, 40, 

41

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes printed report for over 

votes and under votes.  

(Negative Testing)

1)  Per the system documentation, generate report 

for each tabulator and ensure it includes results 

for each contest as well as the count of 

undervotes and the count of overvotes.

46, 45, 

44, 42, 

36, 40, 

41

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes the printed report for 

all votes cast.  (Negative 

Testing)

1)  Per the system documentation, generate a 

report that consolidates the results for each 

contest that includes the ballots from other 

sources for example - absentee, provisional

2)  Ensure the report includes the count of 

undervotes and the count of overvotes.

46, 45, 

44, 42, 

36, 40, 

41

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes precinct or 

jurisdictional levels.  (Negative 

Testing)

1)  Per the system documentation, generate a 

report that consolidates the combination of 

overvotes for any contest

2)  Ensure all combinations of overvotes are 

included.

46, 45, 

44, 42, 

36, 40, 

41

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes any printed output for 

defined sections.  (Negative 

Testing)

1)  Per the system documentation, produce all 

audit information and ensure it is in the form of 

printed reports or stored in electronic memory for 

printing at a central location.

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 2.4.3g

Producing Reports                         g. Prevent data from being altered or destroyed by 

report generation, or by the transmission of results over 

telecommunications lines

N Y FS All Y 35 51 52

56

57

59

60

61

62

N/A VVSG 1

 2.4.3

Producing Reports In addition, all precinct count voting systems shall: N/A N/A N/A N/A N/A

VVSG 1

 2.4.3h

Producing Reports                         h. Prevent the printing of reports and the 

unauthorized extraction of data prior to the official close of the 

polls 

N Y FS D, O Y 52

56

57

59

60

61

62

VVSG 1

 2.4.3i

Producing Reports                         i. Provide a means to extract information from a 

transportable programmable memory device or data storage 

medium for vote consolidation 

N Y F D, O N 55 72 51 52

56

57

59

60VVSG 1

 2.4.3j

Producing Reports                         j. Consolidate the data contained in each unit into 

a single report for the polling place when more than one voting 

machine or precinct tabulator is used 

N Y F D, O N 55 72 41 51 52

56

57

59

60

61

62VVSG 1

 2.4.3k

Producing Reports k. Prevent data in transportable memory from being altered or 

destroyed by report generation, or by the transmission of official 

results over telecommunications lines

N Y FS D, O Y 41 51 52

56

57

59

60

61

62

N/A VVSG 1

 2.4.4

Broadcasting 

Results

Some voting systems offer the capability to make unofficial 

results available to external organizations such as the news media, 

political party officials, and others.  Although this capability is not 

required, systems that make unofficial results available shall:

N/A N/A N/A N/A N/A

VVSG 1

 2.4.4a

Broadcasting 

Results

                        a. Provide only aggregated results, and not data 

from individual ballots 

N Y F D, O Y
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46, 45, 

44, 42, 

36, 40, 

41

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

destroys or alters report 

generation .  (Negative Testing)

1)  Per the system documentation, generate a 

report and ensure the data is not modified or 

deleted as a result

2)  Generate a 2nd report to ensure the data is 

exactly the same as 1st report generated

3)  Transmit data over telecommunication lines 

and ensure the data is not modified or deleted

4)  Transmit data a 2nd time and verify the data 

is the same as the 1st transmission.

Hardware 

review will 

augment 

functional 

testing.

NA N/A See below for functional test details:

46, 36, 

40, 41

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

prints unauthorized reports 

prior to the polls close.  

(Negative Testing)

1)  Before the official closing of the polls, 

attempt to run reports and attempt to extract data 

to a memory device

2)  Log into voting machine as an authorized user 

and ensure that reporting options and data 

extraction options are not available while the 

polls are still open.

Hardware 

review will 

augment 

functional 

testing.

46, 36, 

40, 41

NA N/A 1)  Per system documentation, extract data 

information from the transportable memory 

device or data storage medium to polling place 

for vote consolidation.

46, 36, 

40, 41

NA N/A 1)  After polls are closed, consolidate all data 

from voting machines to a single report

2)  Vote using multiple machines and tabulate 

results with multiple ballot counters.

46, 36, 

40, 41

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

N/A 1)  After polls are closed, transfer data to a 

transportable memory device

2)  Generate reports from memory device and 

ensure the data has not been modified or deleted

3)  Generate a 2nd report and verify the data is 

the same as the 1st report

4)  Using the memory device, transmit data over 

telecommunication lines and ensure the data has 

not been modified or deleted

5)  Transmit data a 2nd time and verify the data 

transmitted is the same as the 1st transmission to 

ensure the data was not altered or deleted.

Hardware 

review will 

augment 

functional 

testing.

NA N/A See below for functional test details:

NA N/A 1)  Per system documentation, if unofficial 

results are available to external organizations 

ensure that only aggregated results are provided, 

and not data from individual ballots

2)   Print unofficial results and ensure that only 

aggregated results are provided.
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VVSG 1

 2.4.4b

Broadcasting 

Results

                        b. Provide no access path from unofficial 

electronic reports or files to the storage devices for official data 

N Y F D, O Y

VVSG 1

 2.4.4c

Broadcasting 

Results

                        c. Clearly indicate on each report or file that the 

results it contains are unofficial 

N Y F D, O Y

VVSG 1

 2.5

Maintenance,

Transportation, 

and Storage

All systems shall be designed and manufactured to facilitate 

preventive and corrective maintenance, conforming to the 

hardware standards described in Subsection 4.1. All vote casting 

and tally equipment designated for storage between elections 

shall:

NYS 

Regulation

6209.6F7

BMD 2.6.17

BMD 3.3.6

Y Y N D, O Y

VVSG 1

 2.5a

Maintenance,

Transportation, 

and Storage

                        a. Function without degradation in capabilities 

after transit to and from the place of use, as demonstrated by 

meeting the performance standards described in Subsection 4.1 

N Y N D, O Y

VVSG 1

 2.5b

Maintenance,

Transportation, 

and Storage

                        b. Function without degradation in capabilities 

after storage between elections, as demonstrated by meeting the 

performance standards described in Subsection 4.1 

N Y N D, O Y

VVSG 1

 3

Usability and

Accessibility

Requirements

The importance of usability and accessibility in the design of 

voting systems has become increasingly apparent. It is not 

sufficient that the internal operation of these systems be correct; 

in addition, voters and poll workers must be able to use them 

effectively.  Three broad principles motivate this section:

N/A N/A N/A N/A N/A
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NA N/A 1)  If unofficial results are reported ensure that 

this data has no access path to the storage devices 

for official data

2)  Check storage devices for the official data

3)  Run unofficial results

4)  Check storage devices for the official data and 

ensure that no additional unofficial data was 

stored

NA N/A 1)  Print or view unofficial results reports and 

ensure each report or file clearly states that the 

results are unofficial.

NA N/A See below for functional test details:

NA N/A Performance standards will be verified during 

Hardware testing.

NA N/A Performance standards will be verified during 

Hardware testing.

NA N/A See below for functional test details:
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VVSG 1

 3a

Usability and

Accessibility

Requirements

a. All eligible voters shall have access to the voting process 

without discrimination. 

The voting process shall be accessible to individuals with 

disabilities. The voting process includes access to the polling 

place, instructions on how to vote, initiating the voting session, 

making ballot selections, review of the ballot, final submission of 

the ballot, and getting help when needed.

N N N All N

VVSG 1

 3b

Usability and

Accessibility

Requirements

b. Each cast ballot shall accurately capture the selections made by 

the voter. 

The ballot shall be presented to the voter in a manner that is clear 

and usable.  Voters should encounter no difficulty or confusion 

regarding the process for recording their selections.

N N N All N

VVSG 1

 3c

Usability and

Accessibility

Requirements

c. The voting process shall preserve the secrecy of the ballot. 

The voting process shall preclude anyone else from determining 

the content of a voter's ballot, without the voter's cooperation. If 

such a determination is made against the wishes of the voter, then 

his or her privacy has been violated. 

N N FS All Y 24
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NA N/A During voting process ensure the following for 

disabled individuals:

1.  Ensure access capabilities

     1.1  Review documentation of access  

capabilities

     1.2 Verify that disabled voters can access the 

polling place.

2.  Ensure instructions on how to vote are 

available

     2.1  Locate the instruction how to vote

     2.2  Perform document steps and determine if 

instruction available and correct.

3.  Ensure capabilities for initiating the voting 

session

     3.1  Review documentation of initiate the 

voting session

     3.2  Verify that the voting system can be start 

and ready for use 

4.  Ensure ability to make ballot selections

5.  Ensure ability to review ballot before marking

5.1  Verify that the marking ballot is clearly mark 

and easy to read.

6.  Ensure ability to submit the final ballot.

6.1  Verify that there is ballot box 

7.  Ensure help is available when needed via 

documentation processes

NA N/A 1.  During voting session, select each device 

available (audio, keypad, paddles/sip-n-puff)

1.1  Ensure that selections made are presented 

clearly to the voter and the devices are usable.  

1.2  Ensure no difficulty or confusion using the 

equipment during the process for recording their 

selections.

1.3  Refer to VVSG Volume 1 Section 4.1.3.1.a 

for verifying accuracy of votes cast.

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

discloses the secrecy of the 

ballot.  (Negative Testing)

1.  During voting session, ensure that all 

information selected by the voter can not be 

determined by anyone else.

     1.1  Verify that the during voting session, the 

voting machine is isolated.

2.  Have a voter cast ballot

     2.1   Ensure that privacy equipment precludes 

anyone else from determining the content of the 

voter's ballot.

Hardware 

review will 

augment 

functional 

testing.
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N/A VVSG 1

 3.1

VVSG 1

 3.1

The voting process shall provide a high level of usability for 

voters.  Accordingly, voters shall be able to negotiate the process 

effectively, efficiently, and comfortably.  The mandatory voting 

system standards mandated in HAVA Section 301 relate to the 

interaction between the voter and the voting system:

BMD 2.2.1 

BMD 2.5.1.2

Y N N All N 24

N/A VVSG 1

 3.1a

Usability

Requirements

a. Requirements.--Each voting system used in an election for 

federal office shall meet the following requirements: 

N/A N/A N/A N/A N/A

N/A VVSG 1

 3.1a1

Usability

Requirements

1. In general.-- N/A N/A N/A N/A N/A

N/A VVSG 1

 3.1a1A

Usability

Requirements

A. Except as provided in subparagraph (B), the voting system 

(including any lever voting system, optical scanning voting 

system, or direct recording electronic system) shall--

N/A N/A N/A N/A N/A

VVSG 1

 3.1a1Ai

Usability

Requirements

i. Permit the voter to verify (in a private and independent manner) 

the votes selected by the voter on the ballot before the ballot is 

cast and counted;

N N FS D, O Y 25 20

VVSG 1

 3.1a1Aii

Usability

Requirements

ii. Provide the voter with the opportunity (in a private and 

independent manner) to change the ballot or correct any error 

before the ballot is cast and counted (including the opportunity to 

correct the error through the issuance of a replacement ballot if 

the voter was otherwise unable to change the ballot or correct any 

error); and 

N N FS D, O Y 25 20

VVSG 1

 3.1a1Aiii

Usability

Requirements

                        iii. If the voter selects votes for more than one 

candidate for a single office— 

BMD 4.4.3 N/A N/A N/A N/A N/A

VVSG 1

 3.1a1AI

Usability

Requirements

                        I. Notify the voter that the voter has selected more 

than one candidate for a single office on the ballot; 

N N F All Y 22

23

24 25 20
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NA N/A 1.  During voting session, select each device 

available (audio, keypad, paddles/sip-n-puff) and 

ensure that the selection process was effective, 

efficient and comfortable. 

       1.1  Provide the document of how device 

(audio, keypad, paddles/sip-n-puff) works.

       1.2  Verify that each device is working 

effectively per voting session.

NA N/A See below for functional test details:

NA N/A See below for functional test details:

NA N/A See below for functional test details:

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Security source code review not 

applicable

1.  Attempt to make ballot selection

     1.1 Verify that choices can be made without 

assistance.  

     1.2  Verify that choices are confidential

     1.3  Verify that ballot can be review before 

cast and counted.

     1.4  After voter has made selection and the 

voter has reviewed the selections, cancel prior to 

the ballot being cast and then verify the vote was 

not recorded.

NA

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Security source code review not 

applicable

1.  Attempt to make ballot selection

     1.1 Verify that choices can be made without 

assistance.  

     1.2  Verify that choices are confidential

     1.3  Verify that ballot can be changed before 

cast and counted.

     1.4  Verify that can obtain a replacement 

ballot if necessary.

     1.5 After voter has made changes or corrected 

errors cancel prior to the ballot being cast and 

then verify the vote was not recorded.

Hardware 

review will 

augment 

functional 

testing.

NA N/A See below for functional test details:

NA Security source code review not 

applicable

1.  During voting session, have the voter select 

more than one candidate for a single office 

(overvote).

     1.1  Verify that error message is indicated 

(displayed or audio message) to the voter that 

they have selected too many candidates. 
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VVSG 1

 3.1a1AII

Usability

Requirements

II. Notify the voter before the ballot is cast and counted of the 

effect of casting multiple votes for the office; and 

N N F All Y 22

23

24 25 20 20

23

25

26

30

31

32

35

37

41VVSG 1

 3.1a1AIII

Usability

Requirements

                        III. Provide the voter with the opportunity to 

correct the ballot before the ballot is cast and counted. 

N N F All Y 24 25 20

39

20

23

25

26

30

31

32

35VVSG 1

 3.1a1B

Usability

Requirements

                        B. A state or jurisdiction that uses a paper ballot 

voting system, a punch card voting system, or a central count 

voting system (including mail-in absentee ballots and mail-in 

ballots), may meet the requirements of subparagraph (A)(iii) by— 

N N F All Y 25

VVSG 1

 3.1a1Bi

Usability

Requirements

                        i. Establishing a voter education program specific 

to that voting system that notifies each voter of the effect of 

casting multiple votes for an office; and 

BMD 3.3.7 Y N F All Y 25 20

VVSG 1

 3.1a1Bii

Usability

Requirements

                        ii. Providing the voter with instructions on how to 

correct the ballot before it is cast and counted (including 

instructions on how to correct the error through the issuance of a 

replacement ballot if the voter was otherwise unable to change the 

ballot or correct any error). 

N N F All Y 14 20

VVSG 1

 3.1a1C

Usability

Requirements

                        C. The voting system shall ensure that any 

notification required under this paragraph preserves the privacy of 

the voter and the confidentiality of the ballot. 

N N F All Y 14 20
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NA Security source code review not 

applicable

1.  During voting session, have the voter select 

more than one candidate for a single office 

(overvote).

      1.1   Ensure message is indicated (displayed 

or audio message) before casting the ballot that 

the voter  has selected too many candidates and 

what the effects are.

      1.2   Ensure vote was not cast prior to the 

error message being displayed.  

NA Security source code review not 

applicable

1.  During voting session, have the voter select 

more than one candidate for a single office 

(overvote).

      1.1  Verify that voter is able to correct the 

overvote before casting ballot

      1.2  Ensure vote was not cast prior to the 

error message being displayed.  

`

NA Security source code review not 

applicable

See below for functional test details:

NA Security source code review not 

applicable

1.  Review documentation for instructions to 

voter on how the voter will be notified

     1.1  Verify that instruction exist

     1.2  Attempt to over vote a ballot

     1.3   Verify that error message indicated 

(displayed or audio message)

NA Security source code review not 

applicable

1. Review documentation for instructions to voter 

on how the voter will correct the ballot before it 

is cast and counted.   

     1.1 Verify that instruction exist

     1.2  Attempt to over vote a ballot

     1.3   Verify that error message indicated 

(displayed or audio message)

     1.4  Verify that correction can be made

2.  Ensure that instructions on using a 

replacement ballot if the voter was unable to 

change the ballot or correct any error.

     2.1  Verify that ballot can be changed before 

cast and counted.

     2.2  Verify that instructions exist and can 

obtain a replacement ballot if necessary.

NA Security source code review not 

applicable

Review documentation to ensure that all 

notification to the voter preserves the privacy of 

the voter and the confidentiality of the ballot.
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VVSG 1

 3.1.1a

Usability 

Testing

a.   The vendor shall conduct summative usability tests on the 

voting system using individuals representative of the general 

population. 

Voting system 

developers are 

required to 

conduct 

realistic 

usability tests 

on the final 

product. For 

the present, 

vendors can 

define their 

own testing 

protocols. 

Future 

revisions to the 

Guidelines will 

include 

requirements 

for usability 

testing that will 

provide 

specific 

performance 

benchmarks.

N N N All Y 14

VVSG 1

 3.1.1b

Usability 

Testing

b.  The vendor shall document the testing performed and report 

the test results using the Common Industry Format.  This 

documentation shall be included in the Technical Data Package 

submitted to the EAC for national certification.

N N N All N 14

N/A VVSG 1

 3.1.2

Functional

Capabilities

The voting process shall provide certain functional capabilities to 

support voter usability.

NYS 

Regulation

6209.2.8

N/A N/A N/A N/A N/A
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NA Security source code review not 

applicable

1.  Review documentation for any summative 

usability tests using individuals representative of 

the general population

     1.1  Verify that the document exist

     1.2  Identify summative usability tests

     1.3   Verify that vendor conduct the 

summative usability tests on the voting system 

using individuals representative of the general 

population.

NA Security source code review not 

applicable

1.  Review vendor documentation of testing 

performed and report the test results.

     1.1  Verify that the document exist

     1.2  Identify the testing performed and report 

the test results

      1.3   Verify that vendor document the testing 

performed and report the test results using the 

Common Industry Format.

2.  Verify that testing performed and report the 

test results document shall be include in the 

Technical Data Package.

      2.1  Perform TDP review about this 

document

3.  Verify that once voting session is complete, 

the polls are closed and reports are validated, a 

summary of findings will be submitted for 

certification.

NA N/A See below for functional test details:
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VVSG 1

 3.1.2a

Functional

Capabilities

                        a. The voting system shall provide feedback to the 

voter that identifies specific contests or ballot issues for which he 

or she has made no selection or fewer than the allowable number 

of selections (e.g., undervotes) 

N N F All Y 24

VVSG 1

 3.1.2b

Functional

Capabilities

                        b. The voting system shall notify the voter if he or 

she has made more than the allowable number of selections for 

any contest (e.g., overvotes) 

N N F All Y 24 28 20

VVSG 1

 3.1.2c

Functional

Capabilities

                        c. The voting system shall notify the voter before 

the ballot is cast and counted of the effect of making more than 

the allowable number of selections for a contest  

N N F All Y 24 24

28

32

20

VVSG 1

 3.1.2d

Functional

Capabilities

                        d. The voting system shall provide the voter the 

opportunity to correct the ballot for either an undervote or 

overvote before the ballot is cast and counted 

N N F All Y 24 18

25

27

31
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NA NA 1.  Voter will undervote a contest (not select 

enough candidates).  

       1.1  Verify that the voter is provided a 

message indicating the undervote (displayed 

message or audio message)

2.  Voter will undervote a contest (select no 

candidate).

       2.1  Verify that the voter is provided a 

message indicating the undervote (displayed or 

audio message)

NA NA 1.  Voter will overvote a contest (select too many 

candidates for a contest.).  

      1.1 Verify that the voter is provided a 

message indicating the overvote.

NA NA 1.  Voter will overvote a contest (select too many 

candidates for a contest.).  

       1.1 Verify that the voter is provided a 

message (displayed message or audio message)

       1.2  Verify that voter can review or following 

audio instruction before ballot cast and counted.

       1.3  Verify that the ballot of the effects of 

making more than the allowable number of 

selections for a contest.

       1.4  Ensure vote was not cast prior to the 

notification being displayed.  

NA NA 1.  Voter will undervote a contest.

      1.1  Verify that the voter is provided a 

message 

      1.2   Verify that the voter is able to correct 

the ballot for the undervote before casting the 

ballot.

2.  Voter will overvote a contest.

      2.1  Verify that the voter is provided a 

message 

      2.2  Verify that the voter is able to correct the 

ballot for the overvote before casting the ballot.

3.  Ensure the voter is able to correct the ballot 

for the overvote before casting the ballot.  

      3.1  Refer to the following requirements for 

verification - VVSG Vol 1: 3.1a1AII, 3.1a1AIII
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VVSG 1

 3.1.2e

Functional

Capabilities

                        e. The voting system shall allow the voter, at his or 

her choice, to submit an undervoted ballot without correction 

N N F All Y 23 

34

24 27

31

20

23

41

20

27

34

40

50

VVSG 1

 3.1.2f

Functional

Capabilities

                        f. DRE voting machines shall allow the voter to 

change a vote within a contest before advancing to the next 

contest. 

N N F D Y 24 27

28

31

VVSG 1

 3.1.2g

Functional

Capabilities

     g. DRE voting machines should provide navigation controls 

that allow the voter to advance to the next contest or go back to 

the previous contest before completing a vote on the contest 

currently being presented (whether visually or orally).

NYSBOE - 

"should" = 

"shall"

N N F D Y 24 24

29

32

33

VVSG 1

 3.1.3

Alternative

Languages

The voting equipment shall be capable of presenting the ballot, 

ballot selections, review screens and instructions in any language 

required by state or federal law.  

HAVA Section 

301 (a)(4) 

states that the 

voting system 

shall provide 

alternative 

language 

accessibility 

pursuant to the 

requirements 

of section 203 

of the Voting 

Rights Act of 

1965 (42 

U.S.C. 1973aa-

1a).  Ideally 

every voter 

Y N F All Y 27

VVSG 1

 3.1.4

Cognitive

Issues

The voting process shall be designed to minimize cognitive 

difficulties for the voter.

N N F All N 30
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NA NA 1.  Voter will undervote a contest and cast the 

ballot.

     1.1  Verify that the voter is provided a 

message (displayed message or audio message)

     1.2  Verify that even though error indicated 

(displayed message or audio message), voter was 

able to cast ballot with the undervote without 

having to correct the ballot.

     1.3   Ensure vote was not cast prior to the 

notification being displayed.  

NA NA 1.  Voter will make a selection in a contest.  

     1.1  Verify that the DRE displayed the contest 

that voter selected.

2.  Attempt to make another selection in a 

contest.

     2.1  Verify that voter is able to change their 

selection.

     2.2  Verify that the new selection displayed 

     2.3  Ensure vote was not cast prior to the 

change to the selection

NA NA 1.  Voter will not make a selection in a contest.  

1.1  Verify that the voter is able to  advance to 

the next contest.

2.  Voter will complete selections in a contest.

2.1  Verify that voter is able to go back to 

previous contest.

2.2  Verify that voter can make a selection 

(whether visually or orally).

NA Please see NYS Regulation

6209.2.2

1.  Verify that voting equipment capable of 

presenting the ballot in any language

     1.1  Verify that voting equipment can present 

(visually or orally) in English, Spanish, 

Mandarin, Cantonese, and Korean.

2.  Verify that voting equipment shall be capable 

of selection ballot in any language.

     2.1  Verify that voter can select ballot in 

(visually or orally) in English, Spanish, 

Mandarin, Cantonese, and Korean.

3.  Verify that voting equipment shall be capable 

of review screens and instructions in any 

language.

     3.1  Verify that voter can review (visually or 

orally) in English, Spanish, Mandarin, 

Cantonese, and Korean.

NA NA During voting session, ensure the process 

minimizes cognitive difficulties.  Note any 

possible cognitive difficulties during testing.
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VVSG 1

 3.1.4a

Cognitive

Issues

     a. Consistent with election law, the voting system should 

support a process that does not introduce any bias for or against 

any of the selections to be made by the voter.  In both visual and 

oral formats, contest choices shall be presented in an equivalent 

manner.

NYSBOE - 

"should" = 

"shall"

N N F All N 18

23

25

VVSG 1

 3.1.4b

Cognitive

Issues

b. The voting machine or related materials shall provide clear 

instructions and assistance to allow voters to successfully execute 

and cast their ballots independently.

N N F All N 1

15

16

18

27

29

32

VVSG 1

 3.1.4bi

Cognitive

Issues

i. Voting machines or related materials shall provide a means for 

the voter to get help at any time during the voting session.

N N F All N

VVSG 1

 3.1.4bii

Cognitive

Issues

ii. The voting machine shall provide instructions for all its valid 

operations.

N N FS All Y 16

29

32

VVSG 1

 3.1.4c

Cognitive

Issues

                        c. The voting system shall provide the capability to 

design a ballot for maximum clarity and comprehension. 

N N F All N 16

29

VVSG 1

 3.1.4ci

Cognitive

Issues

     i. The voting equipment should not visually present a single 

contest spread over two pages or two columns. 

NYSBOE - 

"should" = 

"shall"

N N F All N 29
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NA NA 1.  During voting session, ensure that the 

presentation of the election does not allow bias 

for any of the selections made to be made by the 

voter.  

2.  Ensure the display and audio presentation  

(any language) of the contest choices are 

presented in an equivalent manner.

     2.1  Verify that font size is the same

     2.2  Verify that the voice volume and speed 

are the same

NA NA 1.  During voting session, ensure that all voter 

instructions are clear and provide adequate 

assistance to allow voters to successfully execute 

and cast their ballots independently.

     1.1  Verify that voters should not routine need 

to ask for human assistance.

     1.2  Force different voting paths and ensure 

that all instructional messages are clear.

NA NA 1.  During voting session, ensure that voter has a 

way to get assistance at any time during the 

voting session.

     1.1  Attempt to get help from election official

     1.2  Attempt to get online help if available

     1.3  Attempt to trigger an alert (visually or 

orally). 

Selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that can 

suppress or alter warnings or 

alerts .  (Negative Testing)

1.  Review operating procedure documentation

2.  During voting session

     2.1  Verify that voting machine contain 

vissual instructions for the voters for operating 

procedure.

     2.2  Verify that voting machine contain aural 

instructions for the voters for operating 

procedure.

NA

NA NA 1.  During voting session

     1.1  Verify that the voting system can designs 

ballot for maximum clarity and comprehension.

     1.2  Verify that no any difficulties or 

confusion during testing.

NA NA 1.  Create election with many candidates for a 

contest.

1.1  Verify that all candidates presented (visually 

or orally) on the voting equipment.

1.2    Verify that the contest is presented (visually 

or orally) on one page and does not spread over 

two pages or two columns.
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VVSG 1

 3.1.4cii

Cognitive

Issues

ii. The ballot shall clearly indicate the maximum number of 

candidates for which one can vote within a single contest.

N N F All N 15

VVSG 1

 3.1.4ciii

Cognitive

Issues

iii. There shall be a consistent relationship between the name of a 

candidate and the mechanism used to vote for that candidate.

N N F All N 15

27

VVSG 1

 3.1.4d

Cognitive

Issues

     d. Warnings and alerts issued by the voting system should 

clearly state the nature of the problem and the set of responses 

available to the voter.  The warning should clearly state whether 

the voter has performed or attempted an invalid operation or 

whether the voting equipment itself has malfunctioned in some 

way.

NYSBOE - 

"should" = 

"shall"

N N FS All Y 27

VVSG 1

 3.1.4e

Cognitive

Issues

     e. The use of color by the voting system should agree with 

common conventions: (a) green, blue or white is used for general 

information or as a normal status indicator;(b) amber or yellow is 

used to indicate warnings or a marginal status; (c) red is used to 

indicate error conditions or a problem requiring immediate 

attention.

NYSBOE - 

"should" = 

"shall"

N N F All N 27

VVSG 1

 3.1.5

Perceptual

Issues

The voting process shall be designed to minimize perceptual 

difficulties for the voter.

N N F All N 27
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NA NA 1.  During voting session, have voters stop on 

contest that has 1 or many candidates to vote for. 

     1.1  Attempt to vote a candidate

     1.2  Attempt to vote until the message 

indicated (visually or orally).

     1.1  Verify that the ballot clearly indicates the 

maximum number of candidates (visually or 

orally) the voter can vote for.

NA NA 1.  During voting session, ensure that there shall 

be a consistent relationship between the name of 

candidate and the mechanism.

     1.1  Attempt to select a candidate 

     1.2  Verify that the response field where voter 

indicate their candidate name and the mechanism 

should line up. (marking next to candidate, 

highlight candidate, etc.)

Source code review will be performed 

to augment the functional testing.  

This will be achieved by doing 

selective sampling of warnings and 

alerts.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that can 

suppress or alter warnings or 

alerts .  (Negative Testing)

1.  Review documentation for warning and alerts 

issue

     1.1  Verify that document exist

     1.2  Attempt to cause warning and alerts to a 

vote machine

     1.3  Verify that the warning and alerts are 

indicated (visually or orally).

2.  If error cause by the voter

     2.1  Attempt to resolve by following the 

instructions (visually or orally).

     2.2  Verify that warning and alert can be 

resolved.

3.  Voting machine error

     3.1  Attempt to cause paper jam

     3.2  Verify the correct warning and alert 

generated (visually or orally).

NA

NA NA 1.  Review user manual for voting system about 

the definition of color

     1.1  Verify that document exist

2.  During voting session, ensure normal status 

displayed correctly.

     2.1  Verify that the color is green, blue or 

white.

3.  During voting session, cause voting machine 

to generate warning message or a marginal status.

     3.1  Verify that amber or yellow indicated

4.  During voting session, cause voting machine  

to generate error message.

     4.1  Verify that the color red is indicated

NA NA 1.  During voting session, ensure the process 

minimizes perceptual difficulties.

2.  Note any possible perceptual difficulties 

during testing.
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VVSG 1

 3.1.5a

Perceptual

Issues

                        a. No voting machine display screen shall flicker 

with a frequency between 2 Hz and 55 Hz.

N N F All N 18

VVSG 1

 3.1.5b

Perceptual

Issues

     b . Any aspect of the voting machine that is adjustable by the 

voter or poll worker, including font size, color, contrast, and audio 

volume, shall automatically reset to a standard default value upon 

completion of that voter's session.

N N F All Y 16
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NA NA 1.  Review the user manual for voting machine 

display screen

1.1  Verify that the document exist

1.2  Verify that there is a set up display screen  

for voting machine.

2.  During voting session, ensure the display 

screen does not flicker with a frequency between 

2 Hz and 55 Hz.

1.1  Verify that if the voting machine set between 

2 Hz and  55 Hz, the display screen shall not 

flick. 

1.2   Verify that if the voting machine set to out 

side of 2 Hz and 55 Hz, the display screen shall 

flick.

NA NA 1.  Review the user manual for voting machine 

that is adjustable the font size, color, contrast, 

and audio volume.

     1.1  Verify that the document exist

2.  During voting session, have the voter change 

the font size

     2.1  Verify that font size displayed as voter 

selected.

     2.2  Verify that after voter cast the ballot, the 

font size returned to the standard default.

     2.3  Verify that when the next voter 

approaches, the font size have returned to the 

standard default.

3.  During voting session, have the voter change 

the color.

     3.1  Verify that color displayed as voter 

selected.

     3.2  Verify that after voter cast the ballot, the 

color returned to the standard default.

     3.3  Verify that when the next voter 

approaches, the color have returned to the 

standard default.

4.  During voting session, have the voter change 

the contrast

     4.1  Verify that the contrast displayed as voter 

selected.

     4.2  Verify that after voter cast the ballot, the 

contrast returned to the standard default.

     4.3  Verify that when the next voter 

approaches, the contrast have returned to the 

standard default.

5.  During voting session, have the voter change 
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VVSG 1

 3.1.5c

Perceptual

Issues

     c. If any aspect of a voting machine is adjustable by the voter 

or poll worker, there shall be a mechanism to reset all such 

aspects to their default values. 

N N F All N 16

VVSG 1

 3.1.5d

Perceptual

Issues

     d. All electronic voting machines shall provide a minimum 

font size of 3.0 mm (measured as the height of a capital letter) for 

all text. 

N N F All N 20

VVSG 1

 3.1.5e

Perceptual

Issues

     e. All voting machines using paper ballots should make 

provisions for voters with poor reading vision. 

NYSBOE - 

"should" = 

"shall"

N N F All N 19

VVSG 1

 3.1.5f

Perceptual

Issues

                        f. The default color coding shall maximize correct 

perception by voters with color blindness.

N N F All N 15
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NA NA 1.  Review the user manual for voting machine 

that is adjustable.

     1.1  Verify that the document exist

2.  Verify that if the voting machine is adjustable

     2.1   Attempt to adjust the voting machine.

     2.2  Verify that the voting machine adjusted 

as voter has selected.

3.  Verify that voting machine shall reset back to 

default value.

     3.1  Attempt to cast the ballot

     3.2  Verify that after voting is complete, the 

machine is rest to default values.

NA NA 1.  During voting sessions, ensure the font size 

can not set lower than 3.0 mm. (Negative testing)

     1.1  Attempt to change the font size lower 

than 3.0 mm

     1.2   Verify that voter can not changed the 

font size lower than 3.0 mm.

2.  During voting sessions, ensure the font size is 

at lease 3.0 mm.

    2.1  Attempt to change the font size to 3.0 mm

    2.2   Verify that voter can changed the font 

size to than 3.0 mm.

    2.3  Verify that the font size is 3.0 mm.

3.  During voting sessions, ensure the font size 

can set higher than 3.0 mm.

     3.1  Attempt to change the font size higher 

than 3.0 mm

     3.2   Verify that voter can changed the font 

size higher than 3.0 mm.

     3.3  Verify that the font size displayed as voter 

selected.

NA NA 1.  Review documentation for provision for 

voters with poor reading vision.  

     1.1  Verify that document exist

2.  Verify if the voting machine uses paper 

ballots

     2.1  Ensure that provisions are made for voters 

with poor reading vision.

NA NA 1.  Review documentation for color coding.

     1.1  Verify that document exist

2.  During voting session

     2.1  Attempt to changed the color code (Red-

green color blindness is most common form) 

     2.2  Ensure that the default color coding has 

maximized the correct perception by voters with 

color blindness.
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VVSG 1

 3.1.5g

Perceptual

Issues

                        g. Color coding shall not be used as the sole means 

of conveying information, indicating an action, prompting a 

response, or distinguishing a visual element.

N N F All N 16

VVSG 1

 3.1.5h

Perceptual

Issues

     h. All text intended for the voter should be presented in a sans 

serif font.

NYSBOE - 

"should" = 

"shall"

N N F All N 17

VVSG 1

 3.1.5i

Perceptual

Issues

                        i. The minimum figure-to-ground ambient contrast 

ratio for all text and informational graphics (including icons) 

intended for the voter shall be 3:1.

N N F All N 18

VVSG 1

 3.1.6

Interaction

Issues

The voting process shall be designed to minimize interaction 

difficulties for the voter.

N N F All N 17

VVSG 1

 3.1.6a

Interaction

Issues

                        a. Voting machines with electronic image displays 

shall not require page scrolling by the voter.

N N F All N 16

VVSG 1

 3.1.6b

Interaction

Issues

                        b. The voting machine shall provide unambiguous 

feedback regarding the voter‘s selection, such as displaying a 

checkmark beside the selected option or conspicuously changing 

its appearance. 

N N F All N 17

VVSG 1

 3.1.6c

Interaction

Issues

                        c. If the voting machine requires a response by a 

voter within a specific period of time, it shall issue an alert at least 

20 seconds before this time period has expired and provide a 

means by which the voter may receive additional time. 

N N FS All Y 15
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NA NA During voting session, create different voting 

paths to ensure that all warning/alerts/errors are 

presented and there are other distinguishing 

elements besides color to indicate attention from 

the voter.

NA NA 1.  During voting session

     1.1  Attempt to write-in a candidate name

     1.2  Verify that the text is present to the voter 

is in sans serif font.

     1.3  Verify that all the text presented to the 

voter is in a sans serif font.

NA NA 1. During voting session, ensure the minimum 

figure-to-ground ambient contrast ratio is 3:1.  

2.  Voter will select High Contrast and vote using 

the High Contrast.

NA NA 1.  During voting session, ensure the voting 

process is designed to minimize interaction 

difficulties.

2.  Note any interaction difficulties during 

testing. 

NA NA 1.  During voting session

     1.1 Select a contest that has multiple 

candidates

     1.2   ensure that contest do not require page 

scrolling by the voter.

2.  Go to the end of ballot

     2.1  Attempt to mark ballot 

     2.2  Verify that page scrolling is not required 

to go to the end of the ballot.

NA NA 1.  During voting session

     1.1  Attempt to select a candidate.

     1.2  Verify that there is an unambiguous 

feedback indicating the voter's selection.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1.  During voting session

1.1 Force the timeout error message to display by 

not making a selection within the required time.

1.2  Verify that an alert is provided (visually or 

orally).

1.3  Verity that there is at least 20 seconds for the 

voter to respond to the alert (visually or orally).

2.  Response to timeout error message by 

pressing the appropriate key within 20 seconds.

2.1  Verify that the voter can continue vote the 

ballot.

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 3.1.6d

Interaction

Issues

                        d. Input mechanisms shall be designed to 

minimize accidental activation. 

N N FS All Y 27

VVSG 1

 3.1.6di

Interaction

Issues

                        i. On touch screens, the sensitive touch areas shall 

have a minimum height of 0.5 inches and minimum width of 0.7 

inches. The vertical distance between the centers of adjacent areas 

shall be at least 0.6 inches, and the horizontal distance at least 0.8 

inches. 

N N FS All Y 31

VVSG 1

 3.1.6dii

Interaction

Issues

ii. No key or control on a voting machine shall have a repetitive 

effect as a result of being held in its active position.

N N FS All Y 26

VVSG 1

 3.1.7

Privacy The voting process shall preclude anyone else from determining 

the content of a voter's ballot, without the voter's cooperation. 

BMD 2.5.2 Y N FS All Y 15

17

26

30

VVSG 1

 3.1.7

Privacy 3.1.7.1 Privacy at the Polls N N N All Y 17

26

30
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NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

NA 1.  During voting session, ensure the input 

mechanisms - touch screen, keypad, foot paddles, 

etc. are not designed to have accidental 

activation.

2.  Note any accidental activation during testing. 

3.  Accidental activation will be simulated.

Hardware 

testing will be 

performed by 

using a pressure 

sensor to 

validate 

pressure 

required for 

intentional 

activation.

NA-Touch screens' targets' physical 

representations are dependent on 

hardware, and display resolution 

settings.  This should be a functional 

requirement.

NA 1.  During voting session, have the voter touch 

different areas in the selection boxes.

     1.1  Ensure that the sensitive touch areas have 

a minimum height of 0.5 inches and minimum 

width of 0.7 inches.

     1.2  Ensure that the vertical distance between 

the centers of adjacent areas shall be at least 0.6 

inches

     1.3  Ensure that the horizontal distance at 

least 0.8 inches.

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

NA 1.  During voting session, have the voter hold 

finger down on touch screen.

     1.1  Ensure that no repetitive effect happens 

as a result of being held in its active position.

2.   During voting session, have the voter hold 

finger down on keypad.

     2.1  Ensure that no repetitive effect happens 

as a result of being held in its active position.

Hardware 

review will 

augment 

functional 

testing.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1.  During voting session, ensure the voting 

process does not allow anyone else from 

determining the content of a voter's ballot.

2.  Note any privacy issues that occur during 

testing

3.  Please see  row 313 for more details

Hardware 

review will 

augment 

functional 

testing.

NA NA During voting sessions, ensure that all privacy is 

protected during the voting session.
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VVSG 1

 3.1.7.1

Privacy When deployed according to the installation instructions provided 

by the vendor, the voting station shall prevent others from 

observing the contents of a voter‘s ballot.

NYS 

Regulation

6209.2.C.1

NYS 

Regulation

6209.2.D.1

NYS 

Regulation

6209.2.D.2

BMD 2.5.1

Y N N All Y 31

VVSG 1

 3.1.7.1a

Privacy                         a. The ballot and any input controls shall be visible 

only to the voter during the voting session and ballot submission. 

N N N All Y 17

25

31

34

37

47

VVSG 1

 3.1.7.1b

Privacy                         b. The audio interface shall be audible only to the 

voter. 

N N N All Y 31

VVSG 1

 3.1.7.1c

Privacy                         c. As mandated by HAVA 301 (a)(1)(C), the 

voting system shall notify the voter of an attempted overvote in a 

way that preserves the privacy of the voter and the confidentiality 

of the ballot.

N N FS All Y 17

31

VVSG 1

 3.1.7.2

Privacy Voter anonymity shall be maintained for alternative format ballot 

presentation.

BMD 2.5.1.3 Y N FS All Y 34 63
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NA NA 1.  Per system documentation, ensure that the 

voting station prevents others from observing the 

contents of a voter's ballot.

2.  During voting session, have another voter 

walk around voting machine to ensure that he/she 

can not determine the contents of the voter's 

ballot.

3.  Ensure that no voting selections are left over 

after casting ballot for next voter to see.

NA NA 1.  During voting session, have another voter 

walk around voting machine to ensure that all 

input controls are not visible to him/her.

2.  Verify that the voting machine has privacy 

curtain or similar obstruction as to shield the 

voting machine.

NA NA 1.  During voting session, have the voter use 

audio at full volume for voting ballot.

1.1  Have another voter walk around voting 

machine to ensure that the audio is only audible 

to the voter.

1.2  Verify that head phone is used (Not speaker)

1.3  Verify that speaker is not allowed in the 

polling place.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1.  During voting session, have the voter attempt 

an overvote.

     1.1  Ensure that notification to the voter about 

the overvote is presented (visually or orally)

     1.2  Verify that the error message can only be 

view by voter.

     1.3  Verify that voter can resolved the error 

message by him/her self.

     1.4  Verify that the audio can hear through 

headphone and can be resolved by him/her self.

Hardware 

review will 

augment 

functional 

testing.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1.  During voting session, have the voter select an 

alternative language.

2.  Ensure the audit or reports does not identify 

what ballot format was used during voting.

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 3.1.7.2a

Privacy                         a. No information shall be kept within an 

electronic cast vote record that identifies any alternative language 

feature(s) used by a voter. 

N N FS D Y 26 63

VVSG 1

 3.1.7.2b

Privacy                         b. No information shall be kept within an 

electronic cast vote record that identifies any accessibility 

feature(s) used by a voter. 

N N FS D Y 37, 47 63

N/A VVSG 1

 3.2

Accessibility

Requirements

The voting process shall be accessible to voters with disabilities.  

As a minimum, every polling place shall have at least one voting 

station equipped for individuals with disabilities, as provided in 

HAVA 301 (a)(3)(B). A machine so equipped is referred to herein 

as an accessible voting station.  Requirements HAVA Section 301 

(a) (3) reads, in part:

ACCESSIBILITY FOR INDIVIDUALS WITH DISABILITIES.--

The voting system shall—

NYS 

Regulation

6209.2.B.1

NYS 

Regulation

6209.2.B.2

BMD 3.6.1.1

N/A N/A N/A N/A N/A

VVSG 1

 3.2a

Accessibility

Requirements

                        (A) be accessible for individuals with disabilities, 

including nonvisual accessibility for the blind and visually 

impaired, in a manner that provides the same opportunity for 

access and participation (including privacy and independence) as 

for other voters; 

N N FS All Y

VVSG 1

 3.2b

Accessibility

Requirements

                        (B) satisfy the requirement of subparagraph (A) 

through the use of at least one direct recording electronic voting 

system or other voting system equipped for individuals with 

disabilities at each polling place 

NYS 

Regulation

6209.2.B.2

Y N FS All Y 1

14

15

16

17

19
N/A VVSG 1

 3.2.1

General The voting process shall incorporate the following features that 

are applicable to all types of disabilities:

N/A N/A N/A N/A N/A
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Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.  

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes information related to 

alternative languages features.  

(Negative Testing)

1.  For a voting system that records an electronic 

vote record.

     1.1  Attempt to cast a valid ballot by using 

alternative language ballot.

     1.2  Verify that the record does not identify 

which language the voter used.

Hardware 

review will 

augment 

functional 

testing.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

identifies any accessibility 

issues with any voter.  

(Negative Testing)

1.  For a voting system that records an electronic 

vote record

     1.1  Attempt to cast a valid ballot by using 

accessibility feature(s) ballot (Headphone, ATI, 

Foot paddle, and sip-n-puff).

     1.2  Ensure that the record does not identify 

which accessibility feature the voter used.

     1.3  Repeat step 1.1 for all accessibility 

features.

Hardware 

review will 

augment 

functional 

testing.

NA N/A See below for functional test details:

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, ensure that voters with 

disabilities have the same opportunity for access 

and participation as for other voters.

Hardware 

review will 

augment 

functional 

testing.

NA-The existence at a polling place of 

a particular type of machine cannot be 

validated through source code review.

NA 1.  Review of system documentation of the 

polling place setup

2.  Ensure there is at least one DRE or BMD 

voting system equipped for individuals with 

disabilities.

Hardware 

review will 

augment 

functional 

testing.

NA N/A See below for functional test details:
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VVSG 1

 3.2.1a

General                         a. When the provision of accessibility involves an 

alternative format for ballot presentation, then all information 

presented to voters including instructions, warnings, error and 

other messages, and ballot choices shall be presented in that 

alternative format. 

N N FS All Y 14

VVSG 1

 3.2.1b

General                         b. The support provided to voters with disabilities 

shall be intrinsic to the accessible voting station. It shall not be 

necessary for the accessible voting station to be connected to any 

personal assistive device of the voter in order for the voter to 

operate it correctly. 

N N N All N 15

VVSG 1

 3.2.1c

General                         c. When the primary means of voter identification 

or authentication uses biometric measures that require a voter to 

possess particular biological characteristics, the voting process 

shall provide a secondary means that does not depend on those 

characteristics.

N N FS All Y 20

28

VVSG 1

 3.2.2

Vision The voting process shall be accessible to voters with visual 

disabilities.

N N F All N 26

30

VVSG 1

 3.2.2.1

Vision The accessible voting station shall be accessible to voters with 

partial vision.

N/A N/A N/A N/A N/A

VVSG 1

 3.2.2.1a

Vision                         a. The vendor shall conduct summative usability 

tests on the voting system using partially sighted individuals. The 

vendor shall document the testing performed and report the test 

results using the Common Industry Format.  This documentation 

shall be included in the Technical Data Package submitted to the 

EAC for national certification.

N N N All N 16

17

19

20

21

22

23

24

29

33
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Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, ensure that when using an 

alternative format (audio) for ballot presentation, 

that all information (instructions, warnings, error 

and other messages) and ballot choices are 

presented in that alternative format.

Hardware 

review will 

augment 

functional 

testing.

NA NA During voting session, ensure that when using 

the accessible voting station, it is not necessary 

for the accessible voting station to be connected 

to any personal assistive device of the voter in 

order for the voter to operate it correctly.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

For voting systems with primary means of voter 

identification by using biometric measures, 

ensure there is a secondary means that does not 

depend on those characteristics.

Hardware 

review will 

augment 

functional 

testing.

NA NA 1.  During voting session, ensure that the voting 

process in accessible to voters with visual 

disabilities.

     1.1  Verify that the voting system provide 

audio and larger font.

NA NA See below for functional test details:

NA NA 1.  Review the vendor documentation for testing 

performed and report the test results.

     1.1  Verify that document exist

     1.2  Perform TDP review

2.  Ensure vendor includes summative usability 

tests using partially sighted individuals which 

includes test results and the type of testing 

performed.
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VVSG 1

 3.2.2.1b

Vision                         b. The accessible voting station with an electronic 

image display shall be capable of showing all information in at 

least two font sizes, (a) 3.0-4.0 mm and (b) 6.3-9.0 mm, under 

control of the voter.

N N N All N 16

19

20

24

VVSG 1

 3.2.2.1c

Vision                         c. An accessible voting station with a monochrome-

only electronic image display shall be capable of showing all 

information in high contrast either by default or under the control 

of the voter or poll worker. High contrast is a figure-to-ground 

ambient contrast ratio for text and informational graphics of at 

least 6:1. 

N N N All N 19

VVSG 1

 3.2.2.1d

Vision                         d. An accessible voting station with a color 

electronic image display shall allow the voter to adjust the color 

or the figure-to-ground ambient contrast ratio. 

N N N All N 19

VVSG 1

 3.2.2.1e

Vision                         e. Buttons and controls on accessible voting 

stations shall be distinguishable by both shape and color.

N N N All N 24

VVSG 1

 3.2.2.1f

Vision                         f. An accessible voting station using an electronic 

image display shall provide synchronized audio output to convey 

the same information as that which is displayed on the screen.

BMD 2.2.4 Y N F All Y 16

19

VVSG 1

 3.2.2.2

Vision The accessible voting station shall be accessible to voters who are 

blind. 

BMD 2.2.4 Y N F All Y 16

VVSG 1

 3.2.2.2a

Vision a. The vendor shall conduct summative usability tests on the 

voting system using individuals who are blind. The vendor shall 

document the testing performed and report the test results using 

the Common Industry Format.  This documentation shall be 

included in the Technical Data Package submitted to the EAC for 

national certification.

N N N All N 20

VVSG 1

 3.2.2.2b

Vision b. The accessible voting station shall provide an audio-tactile 

interface (ATI) that supports the full functionality of the visual 

ballot interface, as specified in Subsection 2.3.3

BMD 2.2.4 Y N F All Y 21

VVSG 1

 3.2.2.2bi

Vision i. The ATI of the accessible voting station shall provide the same 

capabilities to vote and cast a ballot as are provided by other 

voting machines or by the visual interface of the standard voting 

machine.

BMD 2.2.4 Y N F All Y 20
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NA NA 1.  During voting session, the voter will change 

the font size. 

     1.1  Ensure that the display is capable of 

showing all information in at least two font sizes, 

3.0-4.0 mm and 6.3-9.0 mm.  

     1.2  Ensure that the voter has control of the 

font size.

NA NA 1.  During voting session, the voter will change 

the electronic image display to high contrast (if 

high contrast is not the default).

     1.1  Ensure the high contrast is a figure-to-

ground ambient contrast ratio for text and 

informational graphics of at least 6:1.

NA NA 1.  If the voting machine has a color electronic 

image display

     1.1  Attempt to adjust the image displayed to 

maximum

     1.2  Attempt to adjust the image displayed to 

minimum.

     1.3  Ensure the color or the figure-to -ground 

ambient contrast ratio can be changed.

NA NA Per system documentation, ensure that all buttons 

and controls on accessible voting stations are 

distinguishable by both shape and color.

NA NA 1.  Per system documentation, ensure that all 

accessible voting stations using an electronic 

image display also provides audio output.  

2.  Ensure that all same information will be 

presented in audio that is displayed on the screen

NA NA Per system documentation, ensure that an 

accessible voting station is available to voters 

who are blind.

NA NA 1.  Review the vendor documentation for 

summative usability tests on the voting system. 

1.1  Verify that the document exist.

1.2  Perform TDP review

2.  Ensure it includes summative usability tests 

using  individuals who are blind which includes 

test results and the type of testing performed.

NA NA During voting session, the voter will choose 

audio and keyboard/paddle/sip-n-puff.  Ensure 

that the voter has full functionality of the visual 

ballot interface.

NA NA During voting session, the voter will choose 

audio and keyboard/paddle/sip-n-puff.  Ensure 

that the voter has the same capabilities to vote 

and cast a ballot as are provided by the visual 

interface.
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VVSG 1

 3.2.2.2bii

Vision ii. The ATI shall allow the voter to have any information provided 

by the voting system repeated.

N N F All Y 20

23

29

33

VVSG 1

 3.2.2.2biii

Vision iii. The ATI shall allow the voter to pause and resume the audio 

presentation.

N N F All Y 23

VVSG 1

 3.2.2.2biv

Vision iv. The ATI shall allow the voter to skip to the next contest or 

return to previous contests.

N N F All Y 23

VVSG 1

 3.2.2.2bv

Vision v. The ATI shall allow the voter to skip over the reading of a 

referendum so as to be able to vote on it immediately.

N N F All Y 23

VVSG 1

 3.2.2.2c

Vision c. All voting stations that provide audio presentation of the ballot 

shall conform to the following requirements: 

BMD 2.2.4, 

2.4.1.1

N/A N/A N/A N/A N/A

VVSG 1

 3.2.2.2ci

Vision i. The ATI shall provide its audio signal through an industry 

standard connector for private listening using a 3.5mm stereo 

headphone jack to allow voters to use their own audio assistive 

devices.

N N N All N 23

VVSG 1

 3.2.2.2cii

Vision ii. When a voting machine utilizes a telephone style handset or 

headphone to provide audio information, it shall provide a 

wireless T-Coil coupling for assistive hearing devices so as to 

provide access to that information for voters with partial hearing. 

That coupling shall achieve at least a category T4 rating as 

defined by American National Standard for Methods of 

Measurement of Compatibility between Wireless 

Communications Devices and Hearing Aids, ANSI C63.19.

N N N All N 20

VVSG 1

 3.2.2.2ciii

Vision iii. No voting equipment shall cause electromagnetic interference 

with assistive hearing devices that would substantially degrade 

the performance of those devices. The voting equipment, 

considered as a wireless device, shall achieve at least a category 

T4 rating as defined by American National Standard for Methods 

of Measurement of Compatibility between Wireless 

Communications Devices and Hearing Aids, ANSI C63.19.

N N N All Y 20

VVSG 1

 3.2.2.2civ

Vision iv. A sanitized headphone or handset shall be made available to 

each voter.

N N N All N

VVSG 1

 3.2.2.2cv

Vision v. The voting machine shall set the initial volume for each voter 

between 40 and 50 dB SPL.

BMD 2.2.4 N N N All N 20

VVSG 1

 3.2.2.2cvi

Vision vi. The voting machine shall provide a volume control with an 

adjustable volume from a minimum of 20dB SPL up to a 

maximum of 100 dB SPL, in increments no greater than 10 dB.

BMD 2.2.4, 

2.4.1.1

N N N All N 20
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NA NA Per system documentation, during voting session 

using ATI, ensure the voter has the opportunity 

to have any information repeated.

NA NA Per system documentation, during voting session 

using ATI, ensure the voter has the opportunity 

pause and resume the audio presentation.

NA NA Per system documentation, during voting session 

using ATI, ensure the voter has the opportunity 

skip to the next contest or return to previous 

contests.

NA NA Per system documentation, during voting session 

using ATI, ensure the voter has the opportunity 

skip over reading of a referendum.

NA NA See below for functional test details:

NA NA Per system documentation, during voting session 

using ATI, ensure the voter has the opportunity 

to use their own audio assistive devices.

NA NA In support of hardware testing, ensure the voting 

machine utilizes a telephone style handset or 

headphone to provide audio information.  Ensure 

it achieves the minimum rating standard.

NA NA In support of hardware testing, ensure that 

anytime during testing that the voting equipment 

does not create electromagnetic interference with 

assistive hearing devices, if there are any 

occurrences during testing note the issues.

NA NA Per system documentation, ensure that a 

sanitized headphone or handset is made available 

to each voter.

NA NA During voting session using audio presentation, 

ensure the initial volume is set between 40 and 

50 dB SPL.

NA NA During voting session using audio presentation, 

ensure the voting machine provides a volume 

control with an adjustable volume from a 

minimum of 20 dB SPL up to a maximum of 100 

dB SPL, in increments to greater than 10 dB.
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VVSG 1

 3.2.2.2cvii

Vision vii. The audio system shall be able to reproduce frequencies over 

the audible speech range of 315 Hz to 10 KHz.

N N N All N 21

22

VVSG 1

 3.2.2.2cviii

Vision      viii. The audio presentation of verbal information should be 

readily comprehensible by voters who have normal hearing and 

are proficient in the language. This includes such characteristics 

as proper enunciation, normal intonation, appropriate rate of 

speech, and low background noise.  Candidate names should be 

pronounced as the candidate intends.

NYS 

Regulation 

6209.2.2

BMD 2.2.4

NYSBOE - 

"should" = 

"shall"

Y N N All N 21

22

VVSG 1

 3.2.2.2cix

Vision      ix.  The audio system shall allow voters to control the rate of 

speech. The range of speeds supported should be at least 75% to 

200% of the nominal rate.

NYSBOE - 

"should" = 

"shall"

N N N All N 22

VVSG 1

 3.2.2.2d

Vision d. If the normal procedure is to have voters initialize the 

activation of the ballot, the accessible voting station shall provide 

features that enable voters who are blind to perform this 

activation.

N N N All N 22

VVSG 1

 3.2.2.2e

Vision e. If the normal procedure is for voters to submit their own 

ballots, then the accessible voting station shall provide features 

that enable voters who are blind to perform this submission.

N N N All N 21
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NA NA 1 During voting session using audio presentation 

1.1 Ensure the audio system will be able to 

reproduce frequencies over the audible speech 

range of 315 Hz to 10 KHz

1.2 Sample the audio through out a voting 

session.

1.3 Verify the frequencies conform the the range 

315 Hz to 10KHz

NA NA 1 During voting session using audio presentation, 

ensure that the verbal information is 

comprehensible by voters who have normal 

hearing and are proficient in the language.  

1.2 Ensure that there is proper enunciation, 

normal intonation, appropriate rate of speech and 

low background noise.

1.3 Also, ensure that candidate names are 

pronounced as the candidate intends.

NA NA 1 During voting session using audio presentation, 

ensure the audio system will allow the voter to 

control the rate of speech.  

1.1 Ensure the range of speeds supported should 

be at least 75% to 200% of the nominal rate.

1.2  Use the devices controls to increase the 

tempo of speech to its fastest.  

1.2.1 Determine it is 200% of nominal rate.

1.3 Use the controls to slow the tempo of speech 

to its slowest

1.31 Determine it is at least 75% of tormal rate

1.4 Use the controls to return the tempo to a 

comfortable rate to complete the voting session.

NA NA 1 Determine the method for activating the ballot 

using the system documentation

2 Blindfold a voter and have them activate the 

ballot using the documented procedure

NA NA 1 Have a blindfolded voter execute a voting 

session and cast the ballot

1.1 Observe the blindfolded voter retrieve the 

marked ballot form the device

1.2 Observe the blindfolded voter place the 

marked ballot into the security envelope and 

deposit it into a ballot box

2 Assess the ease at which the  blindfolded voter 

was able to perform the tasks
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VVSG 1

 3.2.2.2f

Vision f. All mechanically operated controls or keys on an accessible 

voting station shall be tactilely discernible without activating 

those controls or keys. 

N N N All N 21

VVSG 1

 3.2.2.2g

Vision g. On an accessible voting station, the status of all locking or 

toggle controls or keys (such as the "shift" key) shall be visually 

discernible, and discernible either through touch or sound. 

N N N All N 21

VVSG 1

 3.2.3

Dexterity The voting process shall be accessible to voters who lack fine 

motor control or use of their hands.

N/A N/A N/A N/A N/A

VVSG 1

 3.2.3a

Dexterity a. The vendor shall conduct summative usability tests on the 

voting system using individuals lacking fine motor control. The 

vendor shall document the testing performed and report the test 

results using the Common Industry Format.  This documentation 

shall be included in the Technical Data Package submitted to the 

EAC for national certification.

N N N All N 17
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NA NA 1 Observe a blindfolded voter perform an entire 

voting session

1.1 Verify the voter is able to locate all keys 

necessary to complete the session without 

unintentionally activating the key's function.

1.2 During this voting session have the 

blindfolded voter adjust volume and tempo, enter 

a write-in, change a selection, change the write-

in, repeat instructions and use any navagation 

controls provided on the device.

2 Assess the success at which the voter was able 

to perform each operaton

NA NA 1 From the voting system's documentation 

determine which keys or controls perform a 

toggle function.

2 Observe a blindfolded voter executing a voting 

session.

2.1 Have the voter locate key or control that 

performs a toggle function

2.2 verify the voter did not inadvertantly activate 

the key

2.3 Verify the voter is able to deliberately 

activate the key

3 Assess the success experienced by the voter 

while performing these operations

3.1 Note any difficulties experienced by the voter 

while performing these operations.

NA NA See below for functional test details:

NA NA 1 Review the vendor documentation and ensure it 

includes summative usability tests using  

individuals who are lacking fine motor control 

which includes test results and the type of testing 

performed.

2 While performing voting sessions determine if 

a voter without fine motor skills will be able to 

complete voting without difficulty

3 Perform a voting session using the assistive 

device
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VVSG 1

 3.2.3b

Dexterity b. All keys and controls on the accessible voting station shall be 

operable with one hand and shall not require tight grasping, 

pinching, or twisting of the wrist.  The force required to activate 

controls and keys shall be no greater 5 lbs. (22.2 N). 

BMD 2.2.3 N N N All N 26

VVSG 1

 3.2.3c

Dexterity c. The accessible voting station controls shall not require direct 

bodily contact or for the body to be part of any electrical circuit.

N N N All N 26

VVSG 1

 3.2.3d

Dexterity d. The accessible voting station shall provide a mechanism to 

enable non-manual input that is functionally equivalent to tactile 

input.

N N N All N 26

VVSG 1

 3.2.3e

Dexterity e. If the normal procedure is for voters to submit their own 

ballots, then the accessible voting station shall provide features 

that enable voters who lack fine motor control or the use of their 

hands to perform this submission.

N N N All N 22

VVSG 1

 3.2.4

Mobility The voting process shall be accessible to voters who use mobility 

aids, including wheelchairs.

N/A N/A N/A N/A N/A
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NA NA 1 Determine which of the voting system's devices 

have controls or keys are activated by hand

2. Determine which of these keys or controls are 

activated by pinch pressure, twisting, or or 

grasping

2.1 Operate each of these keys and controls 

noting the effort required to cause activation.

2.2 Operate each of these keys and controls with 

a force measuring tool, verify the force necessary 

to  activate such controls and keys is no greater 

than 5 lbs.  

3 Determine which of the voting system devices 

have keys or controls activated by pushing them

3.1 Operate each of these keys by pushing them, 

noting the effort required to cause activation

3.2 Operate each of these keys with a force 

measuring tool, verify the force necessary to  

activate such controls and keys is no greater than 

5 lbs.

4 Operate each of the keys or controls with one 

hand

4.1 For each key or control operated above, 

determine the control can be successfully 

activated without the need for tight grasping, 

twisting of the wrist or pinching.  Make this 

assessment for all keys or controls even if the 

force to activate them was less than 5 lbs. 

NA NA During voting session, ensure the voting station 

controls shall not require direct bodily contact or 

for the body to be part of any electrical circuit.

NA NA 1 Review the voting system's documentation for 

supported assistive technology devices

2 Verify these assistive technology devices are 

supplied with the voting system

3 Perform voting sessions utilizing each of these 

assistive devices

3.1 Note any difficulties experienced by voters 

using these devices.

NA NA 1 Perform voting sessions by voters with 

simulated manual dexterity deficiency

1.1 Note the difficulties the voter experiences 

using the assistive device available

1.2 Have the voter retrieve the marked ballot and 

insert it into a privacy envelope, note the 

difficulties the voter experiences

2 Determine if the voter was submit their own 

ballots.

NA NA See below for functional test details:
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VVSG 1

 3.2.4a

Mobility                         a. The accessible voting station shall provide a 

clear floor space of 30 inches (760 mm) minimum by 48 inches 

(1220 mm) minimum for a stationary mobility aid.  The clear 

floor space shall be level with no slope exceeding 1:48 and 

positioned for a forward approach or a parallel approach. 

N N N All N 31

VVSG 1

 3.2.4b

Mobility                         b. All controls, keys, audio jacks and any other 

part of the accessible voting station necessary for the voter to 

operate the voting machine shall be within reach as specified 

under the following sub-requirements: 

N N N All N 14

VVSG 1

 3.2.4bi

Mobility                             i. If the accessible voting station has a forward 

approach with no forward reach obstruction then the high reach 

shall be 48 inches maximum and the low reach shall be 15 inches 

minimum. See Figure 1.

N N N All N 14

VVSG 1

 3.2.4bii

Mobility                             ii. If the accessible voting station has a forward 

approach with a forward reach obstruction, the following 

requirements apply (See Figure 2):

- The forward obstruction shall be no greater than 25 inches in 

depth, its top no higher than 34 inches and its bottom surface no 

lower than 27 inches. 

- If the obstruction is no more than 20 inches in depth, then the 

maximum high reach shall be 48 inches, otherwise it shall be 44 

inches. 

N N N All N 14

VVSG 1

 3.2.4biii

Mobility                             iii. Space under the obstruction between the 

finish floor or ground and 9 inches (230 mm) above the finish 

floor or ground shall be considered toe clearance and shall comply 

with the following provisions:

-  Toe clearance shall extend 25 inches (635 mm) maximum 

under the obstruction

-  The minimum toe clearance under the obstruction shall be 

either 17 inches (430 mm) or the depth required to reach over the 

obstruction to operate the accessible voting station, whichever is 

greater

-  Toe clearance shall be 30 inches (760 mm) wide minimum

N N N All N 14
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NA NA 1 Measure the floor space available to a voter 

using the voting device

1.1 Verify the measurements are at least 30 

inches by 48 inches.   

1.2 Roll a seated voter or a voter in a wheelchair 

into the available space and note any difficulties 

experienced

2 Do not set the device on a floor that has a slope 

greater than 1:48

3 From the vendor's documentation determine if 

the voting system is intended for forward 

appraoch or parallel approach

3.1 For voting sessions using stationarly mobility 

devices, only use the vendor specified approach

NA NA 1 Review the voting system's documentation for 

the locations of all controls, keys, audio jacks and 

any other voter assessible feature

2 Verify each of these features is accessible as 

detailed below

NA NA 1 Measure the reach to the highest feature

1.1 For a forward approach with no reach 

obstruction, the feature can not exceed 48 inches 

from the floor

2 measure the reach to the lowest feature

2.1 For a forward approach with no reach 

obstruction the feature can not be lower than 15 

inches from the floor

NA NA 1 Measure the reach to the highest feature and 

the depth of the obstruction

1.1 For a forward approach with a forward reach 

obstruction, the obstruction can not be more than 

25 inches in depth, have its top no more than 34 

inches high and its bottom no lower than 27 

inches 

2 If the obstruction is less than 20 inches in 

depth, the maximum reach must be 48 inches or 

less

2.1 If the obstruction is greater than 20 inches 

and less than 25 inches the maximum reach must 

be 44 inches or less.

NA NA 1 If a forward obstruction exists on the device

1.1 Measure toe clearance as the distance from 

the finished floor and 9 inches above the finished 

floor

1.1.1 Toe clearande must extend 25 inches under 

the the obstruction

1.1.2 The minimum toe clearance under the 

obstruction must be 17 inches or the same depth 

required to reach over the obstruction.

1.1.3 Toe clearance must be at least 30 inches 

wide
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VVSG 1

 3.2.4biv

Mobility iv. Space under the obstruction between 9 inches (230 mm) and 

27 inches (685 mm) above the finish floor or ground shall be 

considered knee clearance and shall comply with the following 

provisions:

-  Knee clearance shall extend 25 inches (635 mm) maximum 

under the obstruction at 9 inches (230 mm) above the finish floor 

or ground. 

-  The minimum knee clearance at 9 inches (230 mm) above the 

finish floor or ground shall be either 11 inches (280 mm) or 6 

inches less than the toe clearance, whichever is greater.

-Between 9 inches (230 mm) and 27 inches (685 mm) above the 

finish floor or ground, the knee clearance shall be permitted to 

reduce at a rate of 1 inch (25 mm) in depth for each 6 inches (150 

mm) in height. 

-  Knee clearance shall be 30 inches (760 mm) wide minimum.

N N N All N 14

VVSG 1

 3.2.4bv

Mobility v. If the accessible voting station has a parallel approach with no 

side reach obstruction then the maximum high reach shall be 48 

inches and the minimum low reach shall be 15 inches.  See Figure 

3.

N N N All N 14

VVSG 1

 3.2.4bvi

Mobility vi. If the accessible voting station has a parallel approach with a 

side reach obstruction, the following sub-requirements apply.  See 

Figure 4. 

-   The side obstruction shall be no greater than 24 inches in depth 

and its top no higher than 34 inches. 

-   If the obstruction is no more than 10 inches in depth, then the 

maximum high reach shall be 48 inches, otherwise it shall be 46 

inches. 

N N N All N 14

VVSG 1

 3.2.4c

Mobility c. All labels, displays, controls, keys, audio jacks, and any other 

part of the accessible voting station necessary for the voter to 

operate the voting machine shall be easily legible and visible to a 

voter in a wheelchair with normal eyesight (no worse than 20/40, 

corrected) who is in an appropriate position and orientation with 

respect to the accessible voting station

N N N All N 14

VVSG 1

 3.2.5

Hearing The voting process shall be accessible to voters with hearing 

disabilities. 

N/A N/A N/A N/A N/A

VVSG 1

 3.2.5a

Hearing a. The accessible voting station shall incorporate the features 

listed under requirement 3.2.2.2 (c) for voting equipment that 

provides audio presentation of the ballot to provide accessibility 

to voters with hearing disabilities.

N N N All N 14
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NA NA 1 Knee clearance is the space between 9 inches 

above the floor and 27 inches above the floor

1.1 Verify knee clearance depth conforms to 

those specified by the requirements

NA NA Per system documentation, ensure that a parallel  

accessible voting station that has no side reach 

obstruction, the high reach shall be 48 inches 

maximum and the low reach shall be 15 inches 

minimum.

NA NA 1 If the voting system supports parallel approach 

and a side obstruction

1.1 Measure the obstruction and verify the depth 

and height conform to those specified in the 

requirements

1.2 Measure the highest reach and verify the 

measurement conforms to those specified inthe 

requirements based on the measured depth

NA NA 1 Locate all of the labels, controls, keys, audio 

jacks and any other voter accessible features on 

the voting device

2 Sit in a chair or wheelchair, at the appropriate 

position and orientation as supported by the 

device (parallel or forward approach)

2.1 Verify each label or display is visible and 

legible to the seated voter.

NA NA See below for functional test details:

NA NA During voting session, ensure the voting system 

provides audio presentation of the ballot in the 

appropriate language.  

See section VVSG 1 3.2.2.2.c for test details on 

this requirement.
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VVSG 1

 3.2.5b

Hearing b. If voting equipment provides sound cues as a method to alert 

the voter, the tone shall be accompanied by a visual cue, unless 

the station is in audio-only mode.

N N N All N 34

VVSG 1

 3.2.6

Speech The voting process shall be accessible to voters with speech 

disabilities.

N N N All N 34

VVSG 1

 3.2.6a

Speech a. No voting equipment shall require voter speech for its 

operation.

N N N All N 34

VVSG 1

 3.2.7

English

Proficiency

For voters who lack proficiency in reading English, or whose 

primary language is unwritten, the voting equipment shall provide 

spoken instructions and ballots in the preferred language of the 

voter, consistent with state and federal law.  The requirements of 

3.2.2.2 (c) shall apply to this mode of interaction.

N N N All N 22
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NA NA 1 Review the system documentation and identify 

the alerts that provide a sound cue

2 During a normal voting session, cause the alerts 

identified above

2.1 Verify the sound cue is presented

2.2 Verify a visual cue accompanies the sound 

cue

3 During a voting session where audio only 

presentation was selected, cause the alerts 

identifies above

3.1 Verify the sound cue is presented

3.2 Verify an accompaning visual cue is not 

presented

NA NA 1 Review system documentation, ensure that the 

voting process does not require a voter to speak

NA NA 1 Complete a voting session without speaking, 

endure the voter is able to vote sucessfully

2 complete a voting session while speaking, 

ensure the voter is able to vote successfully

NA NA 1 Review the voting systesm documentation to 

verify it supports the required subset of 

languages

2 Construct a ballot to include all required 

languages

3 Perform voting operations

3.1 Vote each test case using each of the required 

languages

3.1.1 Verify all instructions (display, audio and 

printed) are presented correctly in each respective 

language as selected by the voter and conform to 

all requirements of the 2005 VVSG.

3.1.2 Verify all warning messages (display, audio 

and printed) are presented correctly in each 

respective language as selected by the voter and 

conform to  all requirements of the 2005 VVSG.

3.1.3 Verify the voter is able to successfully 

complete each test case in each required language
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VVSG 1

 3.2.8

Cognitive

Issues

The voting process should be accessible to voters with cognitive 

disabilities.

NYSBOE - 

"should" = 

"shall"

N N N All N 22

N/A VVSG 1

4

Hardware Requirements N/A N/A N/A N/A N/A
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NA NA 1 Construct the ballot using the simplest 

language and sentence structure possible

2 While voting the test cases

2.1 Verify all warnings are easily understood

2.2 Verify the process of voting (choosing 

candidates and responding to ballot proposals) is 

clear, consistent across all contests and proposals, 

and intuitive.

2.3 Verify the instructions for changing the 

voters selections are presented in a manner that is 

clear, consistent across all contests and proposals, 

and intuitive.

2.4 Verify the instructions and processes for 

casting a ballot are presented in a manner that is 

easily understood and simple to perform

2.5 Verify the ballot review presents the voters 

selections in a clear consistent manner

2.5.1 Verify the instructions and procedure to 

change a selection during the review are simple 

and allow the voter to make any changes the 

voter desires

2.6 For printed ballots, verify the ballot is 

presented to the voter such that the voteer 

understands the ballot must be taken

2.7 For electronically cast ballots, ensure the 

voting device clearly indicates the vote has been 

cast and the voting session is finished.

NA NA See below for functional test details:
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N/A VVSG 1

 4.1.1

Accuracy 

Requirements

Voting system accuracy addresses the accuracy of data for each of 

the individual ballot positions that could be selected by a voter, 

including the positions that are not selected. For a voting system, 

accuracy is defined as the ability of the system to capture, record, 

store, consolidate and report the specific selections and absence of 

selections, made by the voter for each ballot position without 

error. Required accuracy is defined in terms of an error rate that 

for testing purposes represents the maximum number of errors 

allowed while processing a specified volume of data. This rate is 

set at a sufficiently stringent level that the likelihood of voting 

system errors affecting the outcome of an election is exceptionally 

remote even in the closest of elections.  The error rate is defined 

using a convention that recognizes differences in how vote data is 

processed by different types of voting systems. Paper-based and 

DRE systems have different processing steps. Some differences 

also exist between precinct count and central count systems. 

Therefore, the acceptable error rate applies separately and 

distinctly

 to each of the following functions:

For each processing function indicated below, the voting system

 shall achieve a target error rate of no more than one in 

10,000,000 

ballot positions, with a maximum acceptable error rate in the test 

process of one in 500,000 ballot positions.

N/A N/A N/A N/A N/A

N/A VVSG 1

 4.1.1a

Accuracy 

Requirements

                        a. For all paper-based voting systems: N/A N/A N/A N/A N/A

VVSG 1

 4.1.1ai

Accuracy 

Requirements

                        i. Scanning ballot positions on paper ballots to 

detect selections for individual candidates and contests 

N Y N D, O N

VVSG 1

 4.1.1aii

Accuracy 

Requirements

                        ii. Conversion of selections detected on paper 

ballots into digital data 

N Y N D, O N

N/A VVSG 1

 4.1.1b

Accuracy 

Requirements

                        b. For all DRE voting systems: N/A N/A N/A N/A N/A

VVSG 1

 4.1.1bi

Accuracy 

Requirements

                        i. Recording the voter selections of candidates and 

contests into voting data storage 

N Y N D N

VVSG 1

 4.1.1bii

Accuracy 

Requirements

                        ii. Recording voter selections of candidates and 

contests into ballot image storage independently from voting data 

storage 

N Y N D N

N/A VVSG 1

 4.1.1c

Accuracy 

Requirements

                        c. For precinct-count voting systems (paper-based 

and DRE):   

N/A N/A N/A N/A N/A
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NA NA See below for functional test details:

NA NA See below for functional test details:

26, 28, 

29, 33, 

34, 36

NA NA During voting session, ensure that ballot 

positions on paper ballots that are scanned detect 

correct selections for individual candidates and 

contests by verifying report tallies.

26, 28, 

29, 33, 

34, 36

NA NA During voting session, ensure that selections 

detected on paper ballots are converted into 

digital data.

 NA NA See below for functional test details:

26, 28, 

29, 33, 

34, 36

NA NA During accuracy testing (1.5 million ballot 

positions) ensure that voter selections are 

recorded into voting data storage.

26, 28, 

29, 33, 

34, 36

NA NA During accuracy testing (1.5 million ballot 

positions) ensure that voter selections of 

candidates and contest are recorded into ballot 

image storage independently from voting data 

storage.

 NA NA See below for functional test details:
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VVSG 1

 4.1.1ci

Accuracy 

Requirements

                        i.  Consolidation of vote selection data from 

multiple precinct-based voting machines to generate jurisdiction-

wide vote counts, including storage and reporting of the 

consolidated vote data 

N Y N D, O N

N/A VVSG 1

 4.1.1d

Accuracy 

Requirements

                        d. For central-count voting systems (paper-based 

and DRE):   

N/A N/A N/A N/A N/A

VVSG 1

 4.1.1di

Accuracy 

Requirements

                        i. Consolidation of vote selection data from 

multiple counting devices to generate jurisdiction-wide vote 

counts, including storage and reporting of the consolidated vote 

data 

N Y N All N

VVSG 1

 4.1.2a

Environmental 

Requirements

a.  All voting systems shall be designed to withstand the 

environmental conditions contained in the appropriate test 

procedures of the Guidelines. These procedures will be applied to 

all devices for casting, scanning and counting ballots, except 

those that constitute COTS devices that have not been modified in 

any manner to support their use as part of a voting system and 

that have a documented record of performance under conditions 

defined in the Guidelines. 

NYS 

Regulation

6209.2.E

BMD 2.6.17

Y Y N All N

VVSG 1

 4.1.2b

Environmental 

Requirements

b.  The Technical Data Package supplied by the vendor shall 

include a statement of all requirements and restrictions regarding 

environmental protection, electrical service, recommended 

auxiliary power, telecommunications service, and any other 

facility or resource required for the proper installation and 

operation of the system.

N Y N All N

VVSG 1

 4.1.2.1

Environmental 

Requirements

4.1.2.1 Shelter Requirements 

All precinct count systems shall be designed for storage and 

operation in any enclosed facility ordinarily used as a warehouse 

or polling place, with prominent instructions as to any special 

storage requirements.

BMD 2.6.17 Y Y N All N

VVSG 1

 4.1.2.2

Environmental 

Requirements

4.1.2.2 Space Requirements 

There is no restriction on space allowed for the installation of 

voting systems, except that the arrangement of these systems shall 

not impede performance of their duties by polling place officials, 

the orderly flow of voters through the polling place or the ability 

for the voter to vote in private.

N Y N All N

VVSG 1

 4.1.2.3

Environmental 

Requirements

4.1.2.3 Furnishings and Fixtures 

Any furnishings or fixtures provided as a part of voting systems, 

and any components provided by the vendor that are not a part of 

the voting system but that are used to support its storage, 

transportation or operation, shall comply with the safety design of 

Subsection 4.3.8

N Y N All N

VVSG 1

 4.1.2.4

Environmental 

Requirements

4.1.2.4 Electrical Supply 

Components of voting systems that require an electrical supply 

shall meet the following standards:

Vote scanning 

and counting 

N/A N/A N/A N/A N/A
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26, 28, 

29, 33, 

34, 36

NA NA Transfer all precinct data to central count.  Run 

reports and verify data.  Consolidate all vote data 

from all precincts.  Ensure the final tally of the 

consolidated votes is verified to the expected 

results of the election.

 NA NA See below for functional test details:

26, 28, 

29, 33, 

34, 36

NA NA Transfer all precinct data to central count.  Run 

reports and verify data.  Consolidate all vote data 

from all precincts from multiple counting 

devices.  Ensure the final tally of the consolidated 

votes is verified to the expected results of the 

election.

NA NA This is a Hardware test outside of functional 

testing.

NA NA Review TDP documentation to ensure there are 

statements of all requirements and restrictions 

regarding environmental protection, etc.

NA NA This requirement is for polling places and its 

design to store voting systems.

NA NA This requirement is for polling places and its 

design to arrange voting systems at a polling 

place.

NA NA This is a Hardware test outside of functional 

testing.

NA NA See below for functional test details:
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VVSG 1

 4.1.2.4a

Environmental 

Requirements

                        a. Precinct count voting systems shall operate with 

the electrical supply ordinarily found in polling places (Nominal 

120 Vac/60Hz/1 phase) 

N Y N All N

VVSG 1

 4.1.2.4b

Environmental 

Requirements

                        b. Central count voting systems shall operate with 

the electrical supply ordinarily found in central tabulation 

facilities or computer room facilities (Nominal 120 Vac/60Hz/1, 

nominal 208 Vac/60Hz/3 or nominal 240 Vac/60Hz/2) 

N Y N All N

VVSG 1

 4.1.2.4c

Environmental 

Requirements

                        c. All voting machines shall also be capable of 

operating for a period of at least 2 hours on backup power, such 

that no voting data is lost or corrupted nor normal operations 

interrupted. When backup power is exhausted the voting machine 

shall retain the contents of all memories intact 

NYS 

Regulation

6209.2.5

Y Y N All N

N/A VVSG 1

 4.1.2.5

Environmental 

Requirements

4.1.2.5 Electrical Power Disturbance 

Vote scanning and counting equipment for paper-based voting 

systems, and all DRE voting equipment, shall be able to 

withstand, without disruption of normal operation or loss of data:

Vote scanning 

and counting = 

vote marking

N/A N/A N/A N/A N/A

VVSG 1

 4.1.2.5a

Environmental 

Requirements

                        a. Voltage dip of 30% of nominal @10 ms; N Y N D, O N

VVSG 1

 4.1.2.5b

Environmental 

Requirements

                        b. Voltage dip of 60% of nominal @100 ms & 1 

sec 

N Y N D, O N

VVSG 1

 4.1.2.5c

Environmental 

Requirements

                        c. Voltage dip of >95% interrupt @5 sec N Y N D, O N

VVSG 1

 4.1.2.5d

Environmental 

Requirements

                        d. Surges of +15% line variations of nominal line 

voltage 

N Y N D, O N

VVSG 1

 4.1.2.5e

Environmental 

Requirements

                        e. Electric power increases of 7.5% and reductions 

of 12.5% of nominal specified power supply for a period of up to 

four hours at each power level 

N Y N D, O N

N/A VVSG 1

 4.1.2.6

Environmental 

Requirements

4.1.2.6 Electrical Fast Transient 

Vote scanning and counting equipment for paper-based systems, 

and all DRE equipment, shall be able to withstand, without 

disruption of normal operation or loss of data, electrical fast 

transients of:

Vote scanning 

and counting = 

vote marking

N/A N/A N/A N/A N/A

VVSG 1

 4.1.2.6a

Environmental 

Requirements

                        a. + 2 kV and - 2 kV on External Power lines (both 

AC and DC) 

N Y N D, O N

VVSG 1

 4.1.2.6b

Environmental 

Requirements

                        b. + 1 kV and - 1 kV on Input/output lines(signal, 

data, and control lines) longer than 3 meters 

N Y N D, O N

VVSG 1

 4.1.2.6c

Environmental 

Requirements

                        c. Repetition Rate for all transient pulses will be 

100 kHz

N Y N D, O N

N/A VVSG 1

 4.1.2.7

Environmental 

Requirements

4.1.2.7 Lightning Surge 

Vote scanning and counting equipment for paper-based systems, 

and all DRE equipment, shall be able to withstand, without 

disruption of normal operation or loss of data, surges of:

Vote scanning 

and counting = 

vote marking

N/A N/A N/A N/A N/A

VVSG 1

 4.1.2.7a

Environmental 

Requirements

                        a. +2 kV AC line to line N Y N D, O N

VVSG 1

 4.1.2.7b

Environmental 

Requirements

                        b. +2 kV AC line to earth N Y N D, O N
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NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA During voting session disconnect the power 

supply.  For 2 hours continue voting process and 

ensure no voting data is lost or corrupted.  Apply 

this test to all voting machines in the system - 

scanners, ballot counters, etc.

NA NA See below for functional test details:

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA See below for functional test details:

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA See below for functional test details:

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.
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VVSG 1

 4.1.2.7c

Environmental 

Requirements

                        c. + or – 0.5 kV DC line to line >10m N Y N D, O N

VVSG 1

 4.1.2.7d

Environmental 

Requirements

                        d. + or – 0.5 kV DC line to earth >10m N Y N D, O N

VVSG 1

 4.1.2.7e

Environmental 

Requirements

                        e. +1 kV I/O sig/control >30m N Y N D, O N

VVSG 1

 4.1.2.8

Environmental 

Requirements

4.1.2.8 Electrostatic Disruption 

Vote scanning and counting equipment for paper-based systems, 

and all DRE equipment, shall be able to withstand ±15 kV air 

discharge and ±8 kV contact discharge without damage or loss of 

data. The equipment may reset or have momentary interruption so 

long as normal operation is resumed without human intervention 

or loss of data. Loss of data means votes that have been completed 

and confirmed to the voter.

N Y N D, O N

VVSG 1

 4.1.2.9

Environmental 

Requirements

4.1.2.9 Electromagnetic Emissions 

Vote scanning and counting equipment for paper-based systems, 

and all DRE equipment, shall comply with the Rules and 

Regulations of the Federal Communications Commission, Part 15; 

Class B requirements for both radiated and conducted emissions.

N Y N D, O N

VVSG 1

 4.1.2.10

Environmental 

Requirements

4.1.2.10 Electromagnetic Susceptibility 

Vote scanning and counting equipment for paper-based systems, 

and all DRE equipment, shall be able to withstand an 

electromagnetic field of 10 V/m modulated by a 1 kHz 80% AM 

modulation over the frequency range of 80 MHz to 1000 MHz, 

without disruption of normal operation or loss of data.

N Y N D, O N

VVSG 1

 4.1.2.11

Environmental 

Requirements

4.1.2.11 Conducted RF Immunity 

Vote scanning and counting equipment for paper-based systems, 

and all DRE equipment, shall be able to withstand, without 

disruption of normal operation or loss of data, conducted RF 

energy of:

Vote scanning 

and counting 

N/A N/A N/A N/A N/A

VVSG 1

 4.1.2.11a

Environmental 

Requirements

                        a. 10V rms over the frequency range 150 KHz to 

80 MHz with an 80% amplitude modulation with a 1 KHz sine 

wave AC & DC power 

N Y N D, O N

VVSG 1

 4.1.2.11b

Environmental 

Requirements

                        b. 10V sig/control >3 m over the frequency range 

150 KHz to 80 MHz with an 80% amplitude modulation with a 1 

KHz sine wave  

N Y N D, O N

VVSG 1

 4.1.2.12

Environmental 

Requirements

4.1.2.12 Magnetic Fields Immunity 

Vote scanning and counting equipment for paper-based systems, 

and all DRE equipment, shall be able to withstand, without 

disruption of normal operation or loss of data, AC magnetic fields 

of 30 A/m at 60 Hz.

N Y N D, O N

VVSG 1

 4.1.2.13

Environmental 

Requirements

4.1.2.13 Environmental Control - Operating Environment 

Equipment used for election management activities or vote 

counting (including both precinct and central count systems) shall 

be capable of operation in temperatures ranging from 50 to 95 

degrees Fahrenheit.

N Y N D, O N

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA See below for functional test details:

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.
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VVSG 1

 4.1.2.14

Environmental 

Requirements

4.1.2.14 Environmental Control - Transit and Storage 

Equipment used for vote casting or for counting votes in a 

precinct count system, shall meet these specific minimum 

performance standards that simulate exposure to physical shock 

and vibration associated with handling and transportation by 

surface and air common carriers, and to temperature conditions 

associated with delivery and storage in an uncontrolled warehouse 

environment:

Vote scanning 

and counting 

N/A N/A N/A N/A N/A

VVSG 1

 4.1.2.14a

Environmental 

Requirements

                        a. High and low storage temperatures ranging from 

-4 to +140 degrees Fahrenheit, equivalent to MIL-STD-810D, 

Methods 501.2 and 502.2, Procedure I-Storage 

BMD 2.6.17

BMD 2.6.21

Y Y N All N

VVSG 1

 4.1.2.14b

Environmental 

Requirements

                        b. Bench handling equivalent to the procedure of 

MIL-STD-810D, Method 516.3, Procedure VI 

N Y N All N

VVSG 1

 4.1.2.14c

Environmental 

Requirements

                        c. Vibration equivalent to the procedure of MIL-

STD-810D, Method 514.3, Category 1- Basic Transportation, 

Common Carrier 

N Y N All N

VVSG 1

 4.1.2.14d

Environmental 

Requirements

                        d. Uncontrolled humidity equivalent to the 

procedure of MIL-STD-810D, Method 507.2, Procedure I-Natural 

Hot-Humid 

BMD 2.6.17 Y Y N All N

VVSG 1

 4.1.2.15

Environmental 

Requirements

4.1.2.15 Data Network Requirements 

Voting systems may use a local or remote data network. If such a 

network is used, then all components of the network shall comply 

with the telecommunications requirements described in Section 6 

and the Security requirements described in Section 7.

N/A N/A N/A All N/A

N/A VVSG 1

 4.1.3

EMS 

Requirements

4.1.3 Election Management System Requirements 

The Election Management System (EMS) requirements address 

electronic hardware and software used to conduct the pre-voting 

functions defined in Section 2 with regard to ballot preparation, 

election programming, ballot and program installation, readiness 

testing, verification at the polling place, and verification at the 

central location.

N/A N/A N/A N/A N/A

VVSG 1

 4.1.3.1

EMS 

Requirements

4.1.3.1 Recording Requirements 

Voting systems shall accurately record all election management 

data entered by the user, including election officials or their 

designees. 

For recording accuracy, all systems shall:

N/A N/A N/A N/A N/A
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NA NA See below for functional test details:

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Functional testing will determine if no 

telecommunications exist for any of the voting 

machines.

NA N/A See below for functional test details:

NA N/A See below for functional test details:
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VVSG 1

 4.1.3.1a

EMS 

Requirements

                        a. Record every entry made by the user Audit logs N Y FS All Y

VVSG 1

 4.1.3.1b

EMS 

Requirements

                        b. Add permissible voter selections correctly to the 

memory components of the device 

N Y FS D Y

VVSG 1

 4.1.3.1c

EMS 

Requirements

                        c. Verify the correctness of detection of the user 

selections and the addition of the selections correctly to memory 

N Y FS D Y

VVSG 1

 4.1.3.1d

EMS 

Requirements

                        d. Add various forms of data entered directly by 

the election official or designee, such as text, line art, logos, and 

images 

N Y N All N
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Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes recorded entries made 

by the user.  (Negative Testing)

During accuracy testing (1.5 million ballot 

positions) ensure that every entry made is 

recorded.  Run reports.  Verify report totals.

Hardware 

review will 

augment 

functional 

testing.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During accuracy testing (1.5 million ballot 

positions) ensure that permissible voter 

selections are correctly added to the memory 

component of the device.  Run reports.  Verify 

report totals.

Hardware 

review will 

augment 

functional 

testing.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During accuracy testing (1.5 million ballot 

positions) ensure that detection of correctness of 

the user selections are made and the selections 

are correctly added to memory.  Run reports.  

Verify report totals

Hardware 

review will 

augment 

functional 

testing.

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During accuracy testing (1.5 million ballot 

positions) ensure that various forms of data is 

entered directly.  Run reports.  Verify report 

totals.
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VVSG 1

 4.1.3.1e

EMS 

Requirements

                        e. Verify the correctness of detection of data 

entered directly by the user and the addition of the selections 

correctly to memory 

N Y FS D Y

VVSG 1

 4.1.3.1f

EMS 

Requirements

                        f. Preserve the integrity of election management 

data stored in memory against corruption by stray electromagnetic 

emissions, and internally generated spurious electrical signals 

N Y FS All Y

VVSG 1

 4.1.3.1g

EMS 

Requirements

                        g. Log corrected data errors by the voting system N Y FS All Y
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Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During accuracy testing (1.5 million ballot 

positions) ensure that data entered by the user is 

correctly detected and added to memory.  Run 

reports.  Verify Report totals

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During accuracy testing (1.5 million ballot 

positions) ensure that data stored in memory is 

preserved against corruption.

Hardware 

review will 

augment 

functional 

testing.

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During accuracy testing (1.5 million ballot 

positions) ensure that data errors are logged 

correctly.  Run audit report.  Verify audit report.

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 4.1.3.2

EMS 

Requirements

4.1.3.2 Memory Stability 

Memory devices used to retain election management data shall 

have demonstrated error-free data retention for a period of 22 

months. 

N Y N All Y

N/A VVSG 1

 4.1.4

Vote Recording  

Requirements

4.1.4 Vote Recording Requirements 

The vote recording requirements address the enclosure, 

equipment, and supplies used by voters to vote.

vote recording N/A N/A N/A N/A N/A

VVSG 1

 4.1.4.1

Vote Recording  

Requirements

4.1.4.1 Common Requirements 

All voting systems shall provide voting booths or enclosures for 

poll site use. Such booths or enclosures may be integral to the 

voting system or supplied as components of the voting system, 

and shall:

N N N All N

VVSG 1

 4.1.4.1a

Vote Recording  

Requirements

                        a. Be integral to, or make provision for, the 

installation of the voting machine 

N N N All N

VVSG 1

 4.1.4.1b

Vote Recording  

Requirements

                        b. Ensure by its structure stability against 

movement or overturning during entry, occupancy, and exit by the 

voter 

N N N All N

VVSG 1

 4.1.4.1c

Vote Recording  

Requirements

                        c. Provide privacy for the voter, and be designed in 

such a way as to prevent observation of the ballot by any person 

other than the voter 

N N N All N

VVSG 1

 4.1.4.1d

Vote Recording  

Requirements

                        d. Be capable of meeting the accessibility 

requirements of Subsection 3.2 

N N N All N 60

VVSG 1

 4.1.4.2

Vote Recording  

Requirements

4.1.4.2 Paper-based Recording Requirements 

The paper-based recording requirements govern:

- Ballot cards or sheets, and pages or assemblies of pages 

containing ballot field identification data 

- Ballot marking devices

- Frames or fixtures to hold the ballot while it is being marked

- Compartments or booths where voters record selections

- Secure containers for the collection of voted ballots

- Secure containers for the collection of voted ballots

N N N B Y

VVSG 1

 4.1.4.2a

Vote Recording  

Requirements

Paper ballots used by paper-based voting systems shall meet the 

following standards: 

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review the system documentation for 

maintaining voting and audit data for a period of 

at least 22 months.

NA N/A See below for functional test details:

NA NA Per system documentation, ensure that voting 

systems have enclosures for poll site use.

NA NA Review system documentation for installation 

instructions.

NA NA This is a Hardware test outside of functional 

testing.

NA NA Per system documentation, ensure that the voting 

station prevents others from observing the 

contents of a voter's ballot.

During voting session, have another voter walk 

around voting machine to ensure that he/she can 

not determine the contents of the voter's ballot.

Ensure that no voting selections are left over after 

casting ballot for next voter to see.

NA NA See Subsection 3.2 for Functional Comments.

NA NA During accuracy testing (1.5 million ballot 

positions) verify:

    Ballot cards or sheets

    Ballot marking devices

    Frames or fixtures to hold the ballot

    Compartments or booths

    Secure containers for the collection of ballots

NA NA See below for functional test details:
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VVSG 1

 4.1.4.2ai

Vote Recording  

Requirements

                       i. Marks that identify the unique ballot format shall 

be outside the area in which votes are recorded, so as to minimize 

the likelihood that these marks will be mistaken for vote 

responses and the likelihood that recorded votes will obliterate 

these marks 

N N N B N

VVSG 1

 4.1.4.2aii

Vote Recording  

Requirements

                       ii. If printed alignment marks are used to locate the 

vote response fields on the ballot, these marks shall be outside the 

area in which votes are recorded, so as to minimize the likelihood 

that these marks will be mistaken for vote responses and the 

likelihood that recorded votes will obliterate these marks

N N N B N

VVSG 1

 4.1.4.2aiii

Vote Recording  

Requirements

                       iii. The Technical Data Package shall specify the 

required paper stock, size, shape, opacity, color, watermarks, field 

layout, orientation, size and style of printing, size and location of 

mark fields used for vote response fields and to identify unique 

ballot formats, placement of alignment marks, ink for printing, 

and folding and bleed-through limitations for preparation of 

ballots that are compatible with the system

N N N B N

VVSG 1

 4.1.4.2b

Vote Recording  

Requirements

                        b. The Technical Data Package shall specify 

marking devices, which, if used to make the prescribed form of 

mark, produce readable marked ballots such that the system meets 

the performance requirements for accuracy in Subsection 4.1.1.  

Marking devices can be either manual (such as pens or pencils) or 

electronic. These specifications shall identify: 

N N N B N

VVSG 1

 4.1.4.2bi

Vote Recording  

Requirements

                        i. Specific characteristics of marking devices that 

affect readability of marked ballots 

N N N B N

VVSG 1

 4.1.4.2bii

Vote Recording  

Requirements

                        ii. Performance capabilities with regard to each 

characteristic

N N N B N

VVSG 1

 4.1.4.2biii

Vote Recording  

Requirements

                        iii. For marking devices manufactured by multiple 

external sources, a listing of sources and model numbers that are 

compatible with the system

N N Y B N

VVSG 1

 4.1.4.2c

Vote Recording  

Requirements

                        c. A frame or fixture for printed ballot cards is 

optional. However, if such a device is provided, it shall: 

N/A N/A N/A N/A N/A

VVSG 1

 4.1.4.2ci

Vote Recording  

Requirements

                        i. Be of any size and shape consistent with its 

intended use 

N N N All N

VVSG 1

 4.1.4.2cii

Vote Recording  

Requirements

ii. Position the card properly N N N All N

VVSG 1

 4.1.4.2ciii

Vote Recording  

Requirements

iii. Hold the ballot card securely in its proper location and 

orientation for voting

N N N All N

VVSG 1

 4.1.4.2civ

Vote Recording  

Requirements

                        iv. Comply with the requirements for design and 

construction contained in Subsection 4.3 

N N N All N
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NA NA During accuracy testing (1.5 million ballot 

positions) verify that any marks that identify the 

ballot format is outside the voting area.  Ensure 

only correct vote responses are recorded.

    

NA NA During accuracy testing (1.5 million ballot 

positions) verify that any marks that identify the 

ballot format is outside the voting area.  Ensure 

only correct vote responses are recorded.  Run 

reports.  Verify reports.

    

NA NA Per the system documentation, ensure the ballot 

conforms to vendor specifications.  Receive an 

actual ballot from the vendor and determine if it 

meets vendor requirements.

NA NA During accuracy testing (1.5  million ballot 

positions) per the system documentation, ensure 

marking devices are specified to produce 

readable marked ballots such the system meets 

the performance requirements.

NA NA Per the system documentation, verify specific 

characteristics of marking devices that may affect 

readability of marked ballots.

NA NA During accuracy testing (1.5 million ballot 

positions) verify performance capabilities.

NA- This can be determined through 

functional testing-documentation 

review rather than in PCA source code 

review.

NA Per the system documentation, verify list of 

sources and model numbers for marking devices 

that are compatible with the voting system.

NA NA See below for functional test details:

NA NA Per the system documentation,  if frame or fixture 

is used ensure size and shape consistent with its 

intended use

NA NA During accuracy testing (1.5 million ballot 

positions) ensure frame or fixture positions the 

card properly.

NA NA During accuracy testing (1.5 million ballot 

positions) ensure frame or fixture holds the ballot 

card securely in its proper location.

NA NA This is a Hardware test outside of functional 

testing.
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VVSG 1

 4.1.4.2d

Vote Recording  

Requirements

                        d. Ballot boxes and ballot transfer boxes, which 

serve as secure containers for the storage and transportation of 

voted ballots, shall: 

N/A N/A N/A N/A N/A

VVSG 1

 4.1.4.2di

Vote Recording  

Requirements

                        i. Be of any size, shape, and weight commensurate 

with their intended use 

N N N All N

VVSG 1

 4.1.4.2dii

Vote Recording  

Requirements

                       ii. Incorporate locks or seals, the specifications of 

which are described in the system documentation

N N N All Y

VVSG 1

 4.1.4.2diii

Vote Recording  

Requirements

                       iii. Provide specific points where ballots are 

inserted, with all other points on the box constructed in a manner 

that prevents ballot insertion

N N N All N

VVSG 1

 4.1.4.2div

Vote Recording  

Requirements

                       iv. For precinct count systems, contain separate 

compartments for the segregation of unread ballots, ballots 

containing write-in votes or any irregularities that may require 

special handling or processing. In lieu of compartments, the 

conversion processing may mark such ballots with an identifying 

spot or stripe to facilitate manual segregation.

N N N All N 47

52

54

VVSG 1

 4.1.4.3

Vote Recording  

Requirements

4.1.4.3 DRE System Recording Requirements 

The DRE system recording requirements address the detection 

and recording of votes, including the logic and data processing 

functions required to determine the validity of voter selections, to 

accept and record valid selections, and to reject invalid selections. 

The requirements also address the physical environment in which 

ballots are cast.

N N N D N

VVSG 1

 4.1.4.3a

Vote Recording  

Requirements

                        a. DRE systems shall include an audible or visible 

activity indicator providing the status of each voting device. This 

indicator shall: 

N/A N/A N/A N/A N/A

VVSG 1

 4.1.4.3ai

Vote Recording  

Requirements

                        i. Indicate whether the device has been activated 

for voting 

N N N D N

VVSG 1

 4.1.4.3aii

Vote Recording  

Requirements

                        ii. Indicate whether the device is in use N N N D N

VVSG 1

 4.1.4.3b

Vote Recording  

Requirements

                        b. To ensure vote recording accuracy and integrity 

while protecting the anonymity of the voter, all DRE systems 

shall: 

N/A N/A N/A N/A N/A

VVSG 1

 4.1.4.3bi

Vote Recording  

Requirements

                        i. Contain all mechanical, electromechanical, and 

electronic components; software; and controls required to detect 

and record the activation of selections made by the voter in the 

process of voting and casting a ballot 

casting = 

marking

N N F D Y
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NA NA See below for functional test details:

NA NA Functional testing will ensure the ballot boxes 

and ballot transfer boxes are of the correct size, 

shape, and weight according to its intended use.  

Ensure that it is effective.

NA NA Review system documentation to determine the 

specifications for the locks and seals for the 

ballot boxes and the ballot transfer boxes.  

Ensure that the boxes can not be circumvented.

NA NA Functional testing will ensure the ballot box 

insertion point is the only point where ballots can 

be inserted into the box.  Ensure that the box 

does not allow insertion of any ballots from any 

other points.

NA NA During voting session, vote a write-in selection.  

Verify that ballot is segregated or is marked with 

an identifying spot to facilitate manual 

segregation.

NA NA During voting session, vote over-votes, under-

votes, and write-in.  Run audit.  Verify invalid 

selections are rejected (over-vote).  Run reports 

to verify report totals with accepted voter 

selections.

NA NA See below for functional test details:

NA NA Per system documentation, official will turn on 

DRE system and will verify an indicator is 

provided indicating the device has been activated 

for voting.

NA NA Per system documentation, voter will log into 

DRE system  and will verify an indicator is 

provided indicating the device is in use.

NA NA See below for functional test details:

NA NA Vote a ballot.  Print report.  Ensure that all 

selections of the voter were recorded.
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VVSG 1

 4.1.4.3bii

Vote Recording  

Requirements

                        ii. Incorporate redundant memories to detect and 

allow correction of errors caused by the failure of any of the 

individual memories  

N N FS D Y

VVSG 1

 4.1.4.3biii

Vote Recording  

Requirements

                       iii. Provide at least two processes that record the 

voter‘s selections that:

- To the extent possible, are isolated from each other

-  Designate one process and associated storage location as the 

main vote detection, interpretation, processing and reporting path

N N FS D Y

VVSG 1

 4.1.4.3iv

Vote Recording  

Requirements

                        iv. Use a different process to store ballot images, 

for which the method of recording may include any appropriate 

encoding or data compression procedure consistent with the 

regeneration of an unequivocal record of the ballot as cast by the 

voter 

N N FS D Y

VVSG 1

 4.1.4.3v

Vote Recording  

Requirements

                        v. Provide a capability to retrieve ballot images in 

a form readable by humans  

N N FS D Y

VVSG 1

 4.1.4.3vi

Vote Recording  

Requirements

                        vi. Ensure that all processing and storage protects 

the anonymity of the voter 

N N FS D Y

VVSG 1

 4.1.4.3c

Vote Recording  

Requirements

                        c. DRE systems shall meet the following 

requirements for recording accurately each vote and ballot cast: 

N/A N/A N/A N/A N/A

VVSG 1

 4.1.4.3ci

Vote Recording  

Requirements

                        i. Detect every selection made by the voter N N FS D Y 20

52

VVSG 1

 4.1.4.3cii

Vote Recording  

Requirements

                        ii. Correctly add permissible selections to the 

memory components of the device

N N FS D Y 20

52
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NA- This is a dynamic test that 

depends on firmware functionality 

under failure mode, and as such is not 

suited to static source code review.

NA Review system documentation to incorporate 

redundant memory.  During voting a ballot, force 

one memory to fail (pull it out) and verify that 

additional memory recorded selections.

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA Review system documentation to set up at least 

two different methods of recording ballots.  Vote 

a ballot.  Verify that selection information was 

stored on both recording methods. 

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA Review system documentation to determine if 

there is a recording method that would cause 

compression or encoding of the data.  Set up 

election to use this type of recording method.  

Vote a ballot.  Verify that compressed data can be 

regenerated.

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA Review system documentation to determine if 

there is a capability to retrieve ballot images in a 

form readable by humans.  Setup election to 

retrieve ballot images in a readable form.

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

disrupts the processing storage 

and exposes the anonymity of 

the user..  (Negative Testing)

During voting session, ensure that all  processing 

and storage protects the anonymity of the voter.  

Verify that data can not identify individual voter 

selections.

Hardware 

review will 

augment 

functional 

testing.

NA N/A See below for functional test details:

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Fortify SCA will identify 

vulnerabilities in the source 

code.  Some of these 

vulnerabilities can be 

exploitable in a manner that 

changes detected selections 

made by the user..  (Negative 

Testing)

During accuracy testing (1.5  million ballot 

positions) ensure that every selection by the voter 

is detected.  Run reports.  Verify report totals.

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test and may be 

too general to accomplish through 

code review.

NA During voting session, ensure the selections were 

retained by the memory components of the voting 

system.

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 4.1.4.3ciii

Vote Recording  

Requirements

                        iii. Verify the correctness of the detection of the 

voter selections and the addition of the selections to memory

N N FS D Y 20

52

VVSG 1

 4.1.4.3civ

Vote Recording  

Requirements

                        iv. Achieve an error rate not to exceed the 

requirement indicated in Subsection 4.1.1(accuracy)

N N N D Y 20

52

VVSG 1

 4.1.4.3cv

Vote Recording  

Requirements

                        v. Preserve the integrity of voting data and ballot 

images (for DRE machines) stored in memory for the official vote 

count and audit trail purposes against corruption by stray 

electromagnetic emissions, and internally generated spurious 

electrical signals 

N N FS D Y 20

52

VVSG 1

 4.1.4.3cvi

Vote Recording  

Requirements

                       vi. Maintain a log of corrected data N N FS D Y 20

52

VVSG 1

 4.1.4.3d

Vote Recording  

Requirements

d.  Recording reliability refers to the ability of the DRE system to 

record votes accurately at its maximum rated processing volume 

for a specified period of time. The DRE system shall record votes 

reliably in accordance with the requirements of Subsection 4.3.3.

N N N D Y

N/A VVSG 1

 4.1.5.1

Paper-based 

Conversion 

Requirements

4.1.5.1 Ballot Handling 

Ballot handling consists of a ballot card‘s acceptance, movement 

through the read station, and transfer into a collection station or 

receptacle.

NYS 

Regulation

6209.2.8

N/A N/A N/A N/A N/A

VVSG 1

 4.1.5.1a

Paper-based 

Conversion 

Requirements

                        a. The capacity to convert the marks on individual 

ballots into signals is uniquely important to central count systems. 

The capacity for a central count system shall be documented by 

the vendor. This documentation shall include the capacity for 

individual components that impact the overall capacity 

N Y N All Y

VVSG 1

 4.1.5.1b

Paper-based 

Conversion 

Requirements

                        b. When ballots are unreadable or some condition 

is detected requiring that the cards be segregated from normally 

processed ballots for human review (e.g. write-ins), all central 

count paper-based systems shall do one of the following: 

N Y N All Y 47

52

53

54

VVSG 1

 4.1.5.1bi

Paper-based 

Conversion 

Requirements

                        i. Outstack the ballot N Y FS All Y 50

57

67

74

53 58
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NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA During accuracy testing (1.5  million ballot 

positions) ensure that all voter selections are 

correct and added to memory.  Run reports.  

Verify report totals.

Hardware 

review will 

augment 

functional 

testing.

NA NA During accuracy testing (1.5  million ballot 

positions) ensure that the accuracy testing 

achieved an error rate not to exceed 

requirements.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review, and may be more related to 

hardware than software..

NA In support of hardware testing, ensure the voting 

data and ballot images stored in memory are not 

corrupted by stray electromagnetic emissions, 

and any other electrical signals.  During test note 

any corrupt memory as a result of any electrical 

intrusion to the voting system.

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA Run audit log.  Verify audit log. Hardware 

review will 

augment 

functional 

testing.

NA NA During voting session, record loss of one or more 

functions and degradation of performance.  

Verify that these occurrences meet the Mean 

Time Between Failure requirement in Subsection 

4.3.3.

NA N/A See below for functional test details:

NA NA Review system documentation for central count 

system capacities.

43 NA NA See below for functional test details:

43 NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA Create ballot with unreadable markings and 

ensure the central count system out stacks the 

ballot.

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 4.1.5.1bii

Paper-based 

Conversion 

Requirements

                       ii. Stop the ballot reader and display a message 

prompting the election official or designee to remove the ballot

N Y FS All Y 50

57

67

74

53 58

VVSG 1

 4.1.5.1biii

Paper-based 

Conversion 

Requirements

                        iii. Mark the ballot with an identifying mark to 

facilitate its later identification 

N Y FS All Y 50

57

67

74

36

42

53 58

VVSG 1

 4.1.5.1c

Paper-based 

Conversion 

Requirements

                        c. Additionally, the system shall provide a 

capability that can be activated by an authorized election official 

to identify ballots containing overvotes, blank ballots, and ballots 

containing undervotes in a designated contest.  If enabled, these 

capabilities shall perform one of the above actions in response to 

the indicated condition. 

N Y FS All Y 49

50

54

56

58

59

60

66

67

71

73

74

76

77

36

42

47

52

53

54

56

58

59

60

61

62

VVSG 1

 4.1.5.1d

Paper-based 

Conversion 

Requirements

                        d. When ballots are unreadable or when some 

condition is detected requiring that the cards be segregated from 

normally processed ballots for human review (e.g. write-in votes) 

all precinct count systems shall: 

N Y FS All Y 49

54

56

58

59

60

36

42

47

52

54

56

59

60

61

62
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43 Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Create ballot with unreadable markings and 

ensure the central count system stops the ballot 

reader and displays a message to remove the 

ballot.

Hardware 

review will 

augment 

functional 

testing.

43 Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Create a write-in condition and ensure the central 

count system marks the ballot with an identifying 

mark.

Hardware 

review will 

augment 

functional 

testing.

46, 45, 

44, 43, 

42

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Per system documentation, if the system has the 

capability to identify ballots containing 

overvotes, blank ballots, and undervotes, then:

   create an overvote ballot

   create an undervote ballot

   process a blank ballot

Ensure the central count system either out stacks 

the ballot, stops the ballot reader, or marks the 

ballot with an identifying mark.

Hardware 

review will 

augment 

functional 

testing.

46, 45, 

44, 42

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

See below for functional test details: Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 4.1.5.1di

Paper-based 

Conversion 

Requirements

                        i.  In response to an unreadable or blank ballot, 

return the ballot and provide a message prompting the voter to 

examine the ballot 

N Y FS All Y 23

24

25

28

31

34

24 35

36

40

42

43

44

45

46

20

47

52

54

VVSG 1

 4.1.5.1dii

Paper-based 

Conversion 

Requirements

                        ii. In response to a ballot with a write-in vote, 

segregate the ballot or mark the ballot with an identifying mark to 

facilitate its later identification

NYS 

Regulation

6209.2.9

Y Y FS All Y 35

40

VVSG 1

 4.1.5.1diii

Paper-based 

Conversion 

Requirements

                        iii. In response to a ballot with an overvote the 

system shall:

-  Provide a capability to identify an overvoted ballot 

- Return the ballot 

- Provide an indication prompting the voter to examine the ballot 

- Allow the voter to correct the ballot 

- Provide a means for an authorized election official to deactivate 

this capability entirely and by contest 

N Y FS All Y 23

24

25

28

31

24 20

47

52

54
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46, 45, 

44

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Process a blank ballot or unreadable ballot.  

Ensure the ballot is returned with a message 

prompting the voter to examine the ballot.

Hardware 

review will 

augment 

functional 

testing.

46, 45, 

44

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Process a ballot with a write-in.  Ensure the ballot 

is segregated or marked with an identifying mark 

to facilitate its later identification

Hardware 

review will 

augment 

functional 

testing.

46, 45, 

44

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Process a ballot with an overvote.  Ensure the 

system identifies the overvoted ballot.  The ballot 

is returned to the voter, allow the voter to correct 

the ballot, or have authorized election official 

deactivate this capability entirely and by contest.

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 4.1.5.1div

Paper-based 

Conversion 

Requirements

                        iv. In response to a ballot with an undervote, the 

system shall: 

- Provide a capability to identify an overvoted ballot

- Return the ballot

- Provide an indication prompting the voter to examine the ballot 

- Allow the voter to correct the ballot 

- Allow the voter to submit the ballot with the undervote 

- Provide a means for an authorized election official to deactivate 

this capability

N Y FS All Y

VVSG 1

 4.1.5.1e

Paper-based 

Conversion 

Requirements

                        e. Ballot readers shall prevent multiple feed or 

detect and provide an alarm indicating multiple feed. Multiple 

feed occurs when a ballot reader attempts to read more than one 

ballot at a time. 

N Y FS All Y

VVSG 1

 4.1.5.1ei

Paper-based 

Conversion 

Requirements

                        i. If multiple feed is detected, the card reader shall 

halt in a manner that permits the operator to remove the unread 

cards causing the error, and reinsert them in the card input hopper 

N Y FS All Y

VVSG 1

 4.1.5.1eii

Paper-based 

Conversion 

Requirements

                       ii. The frequency of multiple feeds with ballots 

intended for use with the system shall not exceed l in 10,000

N Y FS All Y

N/A VVSG 1

 4.1.5.2

Paper-based 

Conversion 

Requirements

4.1.5.2 Ballot Reading Accuracy 

This paper-based system requirement governs the conversion of 

the physical ballot into electronic data. Reading accuracy for 

ballot conversion refers to the ability to:

Insert of ballot 

verification

N/A N/A N/A N/A N/A

VVSG 1

 4.1.5.2a

Paper-based 

Conversion 

Requirements

                        a. Recognize vote punches or marks, or the 

absence thereof, for each possible selection on the ballot 

N Y N O Y

VVSG 1

 4.1.5.2b

Paper-based 

Conversion 

Requirements

                        b. Discriminate between valid punches or marks 

and extraneous perforations, smudges, and folds 

N Y FS O Y

VVSG 1

 4.1.5.2c

Paper-based 

Conversion 

Requirements

                        c. Convert the vote punches or marks, or the 

absence thereof, for each possible selection on the ballot into 

digital signals 

N Y F O Y

N/A VVSG 1

 4.1.5.2

Paper-based 

Conversion 

Requirements

To ensure accuracy, paper-based systems shall: N/A N/A N/A N/A N/A

VVSG 1

 4.1.5.2d

Paper-based 

Conversion 

Requirements

                        d. Detect punches or marks that conform to vendor 

specifications with an error rate not exceeding the requirement 

indicated in Subsection 4.1.1 

N Y FS O Y
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46, 45, 

44

Selective source code review may be 

performed as required to augment the 

functional testing.  The degree of 

source code review will vary 

depending on the language, and the 

framework used. The number of 

possible paths makes this time-

prohibitive to validate entirely through 

source code review without functional 

testing. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Process a ballot with an undervote.  Verify that 

system indentifies the undervote and that the 

voter is given the chance to correct the ballot.  

Process a ballot with an undervote.  Verify that 

the system allows the undervote ballot to be cast.

Process a ballot with an undervote.  Verify that 

an authorized election official can deactivate the 

undervote capability.

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA During voting session, load multiple ballots into 

the ballot reader at once.  Verify an alarm to 

indicate multiple feed.

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA During voting session, load multiple ballots into 

the ballot reader at once.  Verify that the card 

reader stops in a manner that the unread cards 

can be removed.  Reinsert the unread cards.

Hardware 

review will 

augment 

functional 

testing.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA During accuracy testing (1.5 million ballot 

positions) and verify frequency of multiple feeds.

Hardware 

review will 

augment 

functional 

testing.

NA NA See below for functional test details:

NA NA During accuracy testing (1.5 million ballot 

positions) and all ballot punches or marks are 

recognized correctly.  Print reports.  Verify 

reports.

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA During voting session, create a ballot with 

extraneous perforations, smudges, or folds.  

Ensure the ballot is handled correctly per system 

documentation.

Hardware 

review will 

augment 

functional 

testing.

NA NA During accuracy testing (1.5 million ballot 

positions) verify all ballot punches or marks are 

converted into digital signals.  Print reports.  

Verify reports.

NA NA See below for functional test details:

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA During accuracy testing (1.5 million ballot 

positions), verify all punches or marks conform 

to vendor specifications.  Record error rate.  

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

 4.1.5.2e

Paper-based 

Conversion 

Requirements

                        e. Ignore, and not record, extraneous perforations, 

smudges, and folds 

N Y FS O Y

VVSG 1

 4.1.5.2f

Paper-based 

Conversion 

Requirements

                        f. Reject ballots that meet all vendor specifications 

at a rate not to exceed 2 percent 

N Y N O Y

VVSG 1

 4.1.6.1

Tabulation 

Processing 

Requirements

4.1.6.1 Paper-based System Processing Requirements

The paper-based processing requirements address all mechanical 

devices, electromechanical devices, electronic devices, and 

software required to perform the logical and numerical functions 

of interpreting the electronic image of the voted ballot, and 

assigning votes to the proper memory registers.

N/A N/A N/A N/A N/A

VVSG 1

 4.1.6.1a

Tabulation 

Processing 

Requirements

                        a. Processing accuracy refers to the ability of the 

system to receive electronic signals produced by punches for 

punch card systems and vote marks and timing information for 

marksense systems; perform logical and numerical operations 

upon these data; and reproduce the contents of memory when 

required, without error. Specific requirements are detailed below: 

N/A N/A N/A N/A N/A

VVSG 1

 4.1.6.1ai

Tabulation 

Processing 

Requirements

                        i. Processing accuracy shall be measured by vote 

selection error rate, the ratio of uncorrected vote selection errors 

to the total number of ballot positions that could be recorded 

across all ballots when the system is operated at its nominal or 

design rate of processing 

N Y N All Y

VVSG 1

 4.1.6.1aii

Tabulation 

Processing 

Requirements

                        ii. The vote selection error rate shall include data 

that denotes ballot style or precinct as well as data denoting a vote 

in a specific contest or ballot proposition

N Y N All Y

VVSG 1

 4.1.6.1aiii

Tabulation 

Processing 

Requirements

                       iii. The vote selection error rate shall include all 

errors from any source

N Y N All Y

VVSG 1

 4.1.6.1aiv

Tabulation 

Processing 

Requirements

                        iv. The vote selection error rate shall not exceed 

the requirement indicated in Subsection 4.1.1 

N Y N All Y

VVSG 1

 4.1.6.1b

Tabulation 

Processing 

Requirements

                        b. Paper-based system memory devices, used to 

retain control programs and data, shall have demonstrated error-

free data retention for a period of 22 months, under the 

environmental conditions for operation and non-operation (i.e., 

storage). 

NYS 

Regulation

6209.2.F.19

BMD 2.6.21

Y Y N All Y

VVSG 1

 4.1.6.2a

Tabulation 

Processing 

Requirements

                        a. DRE voting systems shall meet the following 

requirements for processing speed: 

N/A N/A N/A N/A N/A

VVSG 1

 4.1.6.2ai

Tabulation 

Processing 

Requirements

                        i. Operate at a speed sufficient to respond to any 

operator and voter input without perceptible delay (no more than 

three seconds) 

N N N D Y
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NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA During accuracy testing (1.5 million ballot 

positions), verify that ballots with extraneous 

perforation, smudges, or folds are not recorded.

Hardware 

review will 

augment 

functional 

testing.

NA NA During accuracy testing (1.5 million ballot 

positions), verify rejection rate of ballots that 

meet all vendor specifications.   Record error 

rate.  

NA NA See below for functional test details:

NA NA See below for functional test details:

NA NA During accuracy testing (1.5 million ballot 

positions), record number of ballots processed 

and number of errors.   Record error rate.  

NA NA During accuracy testing (1.5 million ballot 

positions), record number of ballots processed 

and number of errors.   Print audit and verify data 

recorded for the ballot that had errors.   Record 

error rate.  

NA NA During accuracy testing (1.5 million ballot 

positions), verify that all errors are included in 

error rate.  Print audit.  Record error rate.  

NA NA During accuracy testing (1.5 million ballot 

positions), error rate does not exceed requirement 

indicated in Subsection 4.1.1.  Record error rate.

NA NA Review the system documentation for 

maintaining voting and audit data for a period of 

at least 22 months.

NA NA See below for functional test details:

NA NA Time response between each voter selection(s).
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VVSG 1

 4.1.6.2aii

Tabulation 

Processing 

Requirements

                        ii. If the consolidation of polling place data is done 

locally, perform this consolidation in a time not to exceed five 

minutes for each device in the polling place 

N N N D Y

VVSG 1

 4.1.6.2b

Tabulation 

Processing 

Requirements

                        b. Processing accuracy is defined as the ability of 

the system to process voting data stored in DRE voting devices or 

in removable memory modules installed in such devices. 

Processing includes all operations to consolidate voting data after 

the polls have been closed. DRE voting systems shall: 

N N N D Y

VVSG 1

 4.1.6.2bi

Tabulation 

Processing 

Requirements

                        i. Produce reports that are completely consistent, 

with no discrepancy among reports of voting device data 

produced at any level 

N N FS D Y

VVSG 1

 4.1.6.2bii

Tabulation 

Processing 

Requirements

                        ii. Produce consolidated reports containing 

absentee, provisional or other voting data that are similarly error-

free. Any discrepancy, regardless of source, is resolvable to a 

procedural error, to the failure of a non-memory device or to an 

external cause 

N N N D Y 47

52

54

VVSG 1

 4.1.6.2c

Tabulation 

Processing 

Requirements

                        c. DRE system memory devices used to retain 

control programs and data shall have demonstrated error-free data 

retention for a period of 22 months. Error-free retention may be 

achieved by the use of redundant memory elements, provided that 

the capability for conflict resolution or correction among elements 

is included. 

N N N D Y

VVSG 1

 4.1.7.1

Reporting 

Requirements

4.1.7.1 Removable Storage Media 

In voting systems that use storage media that can be removed 

from the system and transported to another location for readout 

and report generation, these media shall use devices with 

demonstrated error-free retention for a period of 22 months under 

the environmental conditions for operation and non-operation 

contained in Subsection 4.1.2.  Examples of removable storage 

media include:  programmable read-only memory (PROM), 

random access memory (RAM) with battery backup, magnetic 

media or optical media.

BMD 2.7.15 Y N N D Y

N/A VVSG 1

 4.1.7.2

Reporting 

Requirements

4.1.7.2 Printers 

All printers used to produce reports of the vote count shall be 

capable of producing:

N/A N/A N/A N/A N/A

VVSG 1

 4.1.7.2a

Reporting 

Requirements

                        a. Alphanumeric headers N Y N All Y

VVSG 1

 4.1.7.2b

Reporting 

Requirements

                        b. Election, office and issue labels N Y N All Y

VVSG 1

 4.1.7.2c

Reporting 

Requirements

                        c. Alphanumeric entries generated as part of the 

audit record 

N Y N All Y

N/A VVSG 1

 4.1.8.1

Vote Data 

Management 

Requirements

4.1.8.1 Data File Management 

All voting systems shall provide the capability to:

N/A N/A N/A N/A N/A

VVSG 1

 4.1.8.1a

Vote Data 

Management 

Requirements

                        a. Integrate voting data files with ballot definition 

files 

N Y N All N
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NA NA Time consolidation of polling place data.

NA NA See below for functional test details:

NA- This is a dynamic test, rather than 

a static test suitable to source code 

review.

NA Run reports after voting session and verify 

results.

Hardware 

review will 

augment 

functional 

testing.

NA NA Run reports after voting session and verify 

results.

NA NA Review the system documentation for 

maintaining voting and audit data for a period of 

at least 22 months.

NA NA Review the system documentation for 

maintaining voting and audit data for a period of 

at least 22 months.

NA NA See below for functional test details:

NA NA Print reports and verify alphanumeric headers.

NA NA Print reports and verify election, office and issue 

labels

NA NA Print audit records and verify alphanumeric 

entries.

NA NA See below for functional test details:

NA NA Ensure the Election Management System 

integrates the voting data files with ballot 

definition files.
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VVSG 1

 4.1.8.1b

Vote Data 

Management 

Requirements

                        b. Verify file compatibility N Y F All N

VVSG 1

 4.1.8.1c

Vote Data 

Management 

Requirements

                        c. Edit and update files as required N Y N All N

VVSG 1

 4.1.8.2

Vote Data 

Management 

Requirements

4.1.8.2 Data Report Generation 

All voting systems shall include report generators for producing 

output reports at the device, polling place, and summary level, 

with provisions for administrative and judicial subdivisions as 

required by the using jurisdiction.

N Y N All Y

VVSG 1

 4.2.1

Size 4.2.1 Size 

There is no numerical limitation on the size of any voting 

equipment, but the size of each voting machine should be 

compatible with its intended use and the location at which the 

equipment is to be used.

NYSBOE - 

"should" = 

"shall"

N Y N All N

VVSG 1

 4.2.2

Weight 4.2.2 Weight 

There is no numerical limitation on the weight of any voting 

equipment, but the weight of each voting machine should be 

compatible with its intended use and the location at which the 

equipment is to be used.

NYSBOE - 

"should" = 

"shall"

N Y N All N

VVSG 1

 4.2.3

Transport and 

Storage of Precinct 

Systems

4.2.3 Transport and Storage of Precinct Systems 

All precinct voting systems shall:

N/A N/A N/A N/A N/A

VVSG 1

 4.2.3a

Transport and 

Storage of Precinct 

Systems

                        a. Provide a means to safely and easily handle, 

transport, and install voting equipment, such as wheels or a 

handle or handles 

N Y N All N

VVSG 1

 4.2.3b

Transport and 

Storage of Precinct 

Systems

                        b. Be capable of using, or be provided with, a 

protective enclosure rendering the equipment capable of 

withstanding: 

N Y N All Y

VVSG 1

 4.2.3bi

Transport and 

Storage of Precinct 

Systems

                        i. Impact, shock and vibration loads associated 

with surface and air transportation 

N Y N All N

VVSG 1

 4.2.3bii

Transport and 

Storage of Precinct 

Systems

                        ii. Stacking loads associated with storage N Y N All N

VVSG 1

 4.3.1

Materials, 

Processes and 

Parts

4.3.1 Materials, Processes, and Parts 

Precinct count systems shall be designed in accordance with best 

commercial practice for microcomputers, process controllers, and 

their peripheral components. Central count voting systems and 

equipment used in a central tabulating environment shall be 

designed in accordance with best commercial and industrial 

practice.

All voting systems shall:

N Y N All N

VVSG 1

 4.3.1a

Materials, 

Processes and 

Parts

                        a. Be designed and constructed so that the 

frequency of equipment malfunctions and maintenance 

requirements are reduced to the lowest level consistent with cost 

constraints 

N Y N All N

VVSG 1

 4.3.1b

Materials, 

Processes and 

Parts

                        b. Include, as part of the accompanying Technical 

Data Package, an approved parts list 

N Y N All N

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA NA Ensure the Election Management System files are 

compatible.  

NA NA Ensure the Election Management System allows 

the user to edit and update files when required.

NA NA Print reports at all levels and verify results.

NA NA Functional testing will ensure the all voting 

equipment size is compatible of its intended use.

NA NA Functional testing will ensure the all voting 

equipment weight is compatible of its intended 

use.

NA NA See below for functional test details:

NA NA Functional testing will ensure that all voting 

systems has wheels or handles to easily transport.

NA NA See below for test details:

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA See below for functional test details:

NA NA Functional test will determine during the voting 

process if the count systems for a voting system 

is designed in accordance with best commercial 

and industrial practice.  Note any deficiences 

during testing.

NA NA Review TDP documentation to ensure that it 

includes an approved parts list.
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VVSG 1

 4.3.1c

Materials, 

Processes and 

Parts

                        c. Exclude parts or components not included in the 

approved parts list

N Y N All N

VVSG 1

 4.3.2

Durability 4.3.2 Durability 

All voting systems shall be designed to withstand normal use 

without deterioration and without excessive maintenance cost for 

a period of ten years.

N Y N All N

N/A VVSG 1

 4.3.3

Reliability 4.3.3 Reliability 

The reliability of voting system devices shall be measured as 

Mean Time Between Failure (MTBF) for the system submitted for 

testing. MBTF is defined as the value of the ratio of operating 

time to the number of failures which have occurred in the 

specified time interval. A typical system operations scenario 

consists of approximately 45 hours of equipment operation, 

consisting of 30 hours of equipment set-up and readiness testing 

and 15 hours of elections operations. For the purpose of 

demonstrating compliance with this requirement, a failure is 

defined as any event which results in either the:

- Loss of one or more functions 

-Degradation of performance such that the device is unable to 

perform its intended function for longer than 10 seconds 

N/A N/A N/A N/A N/A

VVSG 1

 4.3.3a

Reliability a.         The MTBF demonstrated during certification testing shall 

be at least 163 hours.

N Y N All N

VVSG 1

 4.3.4

Maintainability 4.3.4 Maintainability 

Maintainability shall be determined based on the presence of 

specific physical attributes that aid system maintenance activities, 

and the ease with which system maintenance tasks can be 

performed by the test lab. Although a more quantitative basis for 

assessing maintainability, such as the Mean Time to Repair the 

system is desirable, the certification of a system is conducted 

before it is approved for sale and thus before a broader base of 

maintenance experience can be obtained.

N Y N All N

N/A VVSG 1

 4.3.4.1

Maintainability 4.3.4.1 Physical Attributes 

The following physical attributes will be examined to assess 

reliability:

N/A N/A N/A N/A N/A

VVSG 1

 4.3.4.1a

Maintainability                         a.  Presence of labels and the identification of test 

points 

N Y N All N

VVSG 1

 4.3.4.1b

Maintainability                         b.  Provision of built-in test and diagnostic 

circuitry or physical indicators of condition 

NYS 

Regulation

6209.2.6

Y Y N All N
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NA NA Review TDP documentation to ensure that it 

includes an approved parts list.

NA NA Functional test will conduct a stress and volume 

test on all voting systems to determine durability.

NA NA See below for functional test details:

NA NA Functional testing will determine the MTBF for 

each system under test and ensure it meets the 

minimum requirement.

NA NA Functional testing will determine during any 

system maintenance activities performed by the 

lab if the system has specific physical attributes 

that aid system maintenance.  All issues will be 

noted.

NA NA See below for functional test details:

NA NA Functional testing will determine the presence of 

labels and the identification of test points.  

Determine if the test points can be circumvented 

for all voting machines.

NA NA Functional testing will determine the presence of 

built-in test and diagnostic circuitry or physical 

indicators. Determine if the built-in test and 

diagnostic circuitry or physical indicators can be 

circumvented for all voting machines.
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VVSG 1

 4.3.4.1c

Maintainability                         c.  Presence of labels and alarms related to failures N Y N All N

VVSG 1

 4.3.4.1d

Maintainability                         d.  Presence of features that allow non-technicians 

to perform routine maintenance tasks (such as update of the 

system database) 

N Y N All N

N/A VVSG 1

 4.3.4.2

Maintainability 4.3.4.2 Additional Attributes 

The following additional attributes will be considered to assess 

system maintainability:

N/A N/A N/A N/A N/A

VVSG 1

 4.3.4.2a

Maintainability                         a. Ease of detecting that equipment has failed by a 

non-technician 

N Y N All N

VVSG 1

 4.3.4.2b

Maintainability                         b. Ease of diagnosing problems by a trained 

technician 

N Y N All N

VVSG 1

 4.3.4.2c

Maintainability                         c. Low false alarm rates (i.e., indications of 

problems that do not exist) 

N Y N All N

VVSG 1

 4.3.4.2d

Maintainability                         d. Ease of access to components for replacement N Y N All N

VVSG 1

 4.3.4.2e

Maintainability                         e. Ease with which adjustment and alignment can 

be performed 

N Y N All N

VVSG 1

 4.3.4.2f

Maintainability                         f. Ease with which database updates can be 

performed by a non-technician 

N Y N All N

VVSG 1

 4.3.4.2g

Maintainability                         g. Adjust, align, tune or service components N Y N All N

N/A VVSG 1

 4.3.5

Availability 4.3.5 Availability 

The availability of a voting system is defined as the probability 

that the equipment (and supporting software) needed to perform 

designated voting functions will respond to operational 

commands and accomplish the function. The voting system shall 

meet the availability standard for each of the following voting 

functions:

N/A N/A N/A N/A N/A

VVSG 1

 4.3.5a

Availability                         a. For all paper-based systems: N Y N B N

VVSG 1

 4.3.5ai

Availability                         i. Recording voter selections (such as by ballot 

marking or punch)

N Y N B Y
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NA NA Functional testing will determine the presence of 

labels and alarms related to failures. Determine if 

the labels and alarms related to failures can be 

circumvented for all voting machines.

NA NA Functional testing will determine the presence of 

features that allow non-technicians to perform 

routine maintenance tasks.  Testing will include 

EMS, voting machines, and ballot countesrs.

NA NA See below for functional test details:

NA NA Functional testing will determine the ease of 

detecting failures by a non-technician for all 

voting machines.

NA NA In the event a voting machine requires a trained 

technician to fix ensure the machine provides 

ease of diagnosing problems.

NA NA Functional testing will identify any low false 

alarm rates that may occur during testing.

NA NA In the event a voting machine requires any 

components to be replaced ensure the machine 

provides ease of access to replace components.

NA NA Functional testing will determine the ease of 

which adjustment and alignment can be 

performed during testing readiness or during any 

other time the voting machines need adjusting.

NA NA Functional testing will determine the ease of 

updating databases during election setup in the 

EMS.

NA NA Functional testing will determine the ease of 

which adjusting, aligning, tuning or servicing 

components of a voting machine, if applicable.

NA NA See below for functional test details:

NA NA See below for functional test details:

NA NA Functional testing will determine the availability 

of each voting system of recording voter 

selections.
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VVSG 1

 4.3.5aii

Availability                         ii. Scanning the punches or marks on paper ballots 

and converting them into digital data 

N Y N O Y

VVSG 1

 4.3.5b

Availability                         b. For all DRE systems, recording and storing 

voter ballot selections 

N Y N D Y

VVSG 1

 4.3.5c

Availability                         c. For precinct count systems (paper-based and 

DRE), consolidation of vote selection data from multiple precinct 

based systems to generate jurisdiction-wide vote counts, including 

storage and reporting of the consolidated vote data 

N Y N D, O Y

VVSG 1

 4.3.5d

Availability                         d. For central-count systems (paper-based and 

DRE), consolidation of vote selection data from multiple counting 

devices to generate jurisdiction-wide vote counts, including 

storage and reporting of the consolidated vote data 

N Y N D, O Y

VVSG 1

 4.3.5.1

Availability The voting system shall achieve at least 99 percent availability 

during normal operation for the functions indicated above. This 

standard encompasses for each function the combination of all 

devices and components that support the function, including their 

MTTR and MTBF attributes.

N Y N All Y

VVSG 1

 4.3.5.2

Availability Vendors shall specify the typical system configuration that is to 

be used to assess availability, and any assumptions made with 

regard to any parameters that impact the MTTR. These factors 

shall include at a minimum:

N Y N All Y

VVSG 1

 4.3.5e

Availability                         e. Recommended number and locations of spare 

devices or components to be kept on hand for repair purposes 

during periods of system operation 

N Y N All Y

VVSG 1

 4.3.5f

Availability                         f. Recommended number and locations of 

qualified maintenance personnel who need to be available to 

support repair calls during system operation 

N Y N All Y

VVSG 1

 4.3.5g

Availability                        g. Organizational affiliation (i.e., jurisdiction, 

vendor) of qualified maintenance personnel

N Y N All Y

N/A VVSG 1

 4.3.6

Product Marking 4.3.6 Product Marking 

All voting systems shall:

N/A N/A N/A N/A N/A
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NA NA Functional testing will determine the availability 

of each voting system scanning punches or marks 

on paper ballots and converting them into digital 

data.

NA NA Functional testing will determine for a DRE 

system the availability for the system to record 

and store voter ballot selections.

NA NA Functional testing will determine the availability 

of each voting system to consolidate vote 

selection data from multiple precinct based 

systems to generate jurisdiction-wide vote 

counts.  This will include storage and reporting of 

the consolidated vote data.  The validation will be 

determined during the ballot counting and audit 

process.

NA NA Functional testing will determine the availability 

of each voting system to consolidate vote 

selection data from central-count systems to 

generate jurisdiction-wide vote counts.  This will 

include storage and reporting of the consolidated 

vote data.  The validation will be determined 

during the ballot counting and audit process.

NA NA Functional testing will determine the availability 

of each voting system to achieve at least 99 

percent availability during normal operation for 

each function and the combination of all devices 

and components that support the function, 

including their MTTR and MTBF attributes.

NA NA This is a Hardware test outside of functional 

testing.

1)  Review documentation of the system 

configuration that is to be used to assess 

availability

2)  Review parameters that impact the MTTR

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA See below for functional test details:
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 4.3.6a

Product Marking                         a. Identify all devices by means of a permanently 

affixed nameplate or label containing the name of the 

manufacturer or vendor, the name of the device, its part or model 

number, its revision letter, its serial number, and if applicable, its 

power requirements 

N Y N All N

VVSG 1

 4.3.6b

Product Marking                         b. Display on each device a separate data plate 

containing a schedule for and list of operations required to service 

or to perform preventive maintenance 

N Y N All N

VVSG 1

 4.3.6c

Product Marking                         c. Display advisory caution and warning 

instructions to ensure safe operation of the equipment and to 

avoid exposure to hazardous electrical voltages and moving parts 

at all locations where operation or exposure may occur 

N Y N All N

N/A VVSG 1

 4.3.7

Workmanship 4.3.7 Workmanship 

To help ensure proper workmanship, all manufacturers of voting 

systems shall:

N/A N/A N/A N/A N/A

VVSG 1

 4.3.7a

Workmanship                         a. Adopt and adhere to practices and procedures to 

ensure that their products are free from damage or defect that 

could make them unsatisfactory for their intended purpose 

N Y N All N

VVSG 1

 4.3.7b

Workmanship                         b. Ensure that components provided by external 

suppliers are free from damage or defect that could make them 

unsatisfactory for their intended purpose 

N Y N All N

N/A VVSG 1

 4.3.8

Safety 4.3.8 Safety 

All voting systems shall meet the following requirements for 

safety:

N/A N/A N/A N/A N/A

VVSG 1

 4.3.8a

Safety                         a. All voting systems and their components shall 

be designed to eliminate hazards to personnel or to the equipment 

itself 

N Y N All N

VVSG 1

 4.3.8b

Safety                         b. Defects in design and construction that can 

result in personal injury or equipment damage must be detected 

and corrected before voting systems and components are placed 

into service 

N Y N All N

VVSG 1

 4.3.8c

Safety                         c. Equipment design for personnel safety shall be 

equal to or better than the appropriate requirements of the 

Occupational Safety and Health Act, Code of Federal Regulations, 

Title 29, Part 1910 

N Y N All N

N/A VVSG 1

 5

Software 

Requirements

Software Requirements N/A N/A N/A N/A N/A
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NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA See below for functional test details:

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA See below for functional test details:

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA This is a Hardware test outside of functional 

testing.

NA NA See below for functional test details:
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VVSG 1

5.1.1a

Software Sources Compliance with the software requirements is assessed by several 

formal tests, including

code examination. Unmodified software is not subject to code 

examination; however, source

code provided by third parties and embedded in software modules 

for compilation or

interpretation shall be provided in human readable form to the 

accredited test lab. The

accredited test lab may inspect source code units to determine 

testing requirements or to

verify that the code is unmodified and that the default 

configuration options have not been

changed.

N Y FS All Y

VVSG 1

5.1.1b

Software Sources Configuration of software, both operating systems and 

applications, is critical to proper

system functioning. Correct test design and sufficient test 

execution must account for the

intended and proper configuration of all system components. 

Therefore, the vendors shall

submit a record of all user selections made during software 

installation as part of the

Technical Data Package. 

N Y FS All Y

VVSG 1

5.1.1c

Software Sources The vendor shall also submit a record of all configuration changes

made to the software following its installation. 

N Y FS All Y

VVSG 1

5.1.1d

Software Sources The accredited test lab shall confirm the propriety and correctness 

of these user selections and configuration changes.

N Y FS All Y
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Comparisons of third party software to 

original source where available will be 

conducted to verify that code is 

unmodified, and discrepancies will be 

reported if code modifications are 

detected.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses through 

scanning. Testing for security 

source code will occur in 

conjunction with other testing 

on trusted build and 

manufactured supplied 

software. Verification of such 

software will occur with  secure 

hashing such with hashing 

algorithms such as SHA.

Functional testing will reference the COTS 

standard document posted on the NYSBOE 

website to review vendor documentation for any 

and all source code that could potentially have 

been modified by the vendor prior to its use in 

constructing computer programs that run on the 

voting machine.

Hardware 

review will 

augment 

functional 

testing.

NA-This describes an aspect of the 

TDP, not something that can be 

verified in code review.

NA Revew Vendor TDP to determine it provides 

detailed text and illustrations of all user 

selections during software insallation for each 

component.

Hardware 

review will 

augment 

functional 

testing.

NA-This describes an aspect of the 

TDP, not something that can be 

verified in code review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review Vendor TDP to determine it provides 

a record of all configuration changes made to the 

software following its installation

2)  Perform regression testing to verify that the 

configuration changes do not affect the voting 

system

Hardware 

review will 

augment 

functional 

testing.

The trusted build process, with 

selective source code review may be 

performed as required to augment the 

functional testing and security source 

code review.  The degree of source 

code review will vary depending on 

the language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses through 

scanning. Secure code 

evaluations will occur on 

specific user functions as well 

as program specific 

configurations.

Regression testing will be performed to 

determine user functionality changes do not 

affect the voting system.

Hardware 

review will 

augment 

functional 

testing.
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VVSG 1

5.1.2

Management of 

Software and 

Hardware

The requirements of this section apply to all software used in any 

manner to support any voting-related activities, regardless of the 

ownership of the software or the ownership and location of the 

hardware on which the software is installed or operates. These 

requirements

apply to:

• Software that operates on voting devices and vote counting 

devices installed at polling places under the control of the voting 

jurisdiction

• Software that operates on ballot printers, vote counting devices, 

and other hardware typically installed at central or precinct 

locations (including contractor facilities)

• Election management software

However, some requirements apply only in specific situations 

indicated in this section. In addition to the requirements of this 

section, all software used in any manner to support any voting-

related activities shall meet the requirements for security 

described in Section 7.

N Y FS All Y

VVSG 1

5.2

Software Design and Coding Standards N/A N/A N/A N/A N/A

VVSG 1

 5.2.1

Selection of 

Programming 

Languages

5.2.1 Selection of Programming Languages  

Software associated with the logical and numerical operations of 

vote data shall use a high-level programming language, such as: 

Pascal, Visual Basic, Java, C and C++. The requirement for the 

use of high-level language for logical operations does not preclude 

the use of assembly language for hardware-related segments, such 

as device controllers and handler programs. Also, operating 

system software may be designed in assembly language.

N Y FS All Y

VVSG 1

 5.2.2

Software Integrity Self-modifying, dynamically loaded or interpreted code is 

prohibited, except under the security provisions outlined in 

Subsection 7.4. This prohibition is to ensure that the software 

tested and approved during the certification process remains 

unchanged and retains its integrity. External modification of code 

during execution shall be prohibited. Where the development 

environment (programming language and development tools) 

includes the following features, the software shall provide 

controls to prevent accidental or deliberate attempts to replace 

executable code:

N Y FS All Y
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NA-This section only describes the 

following sections of the VVSG.  

There is nothing here to review or test.

Fortify SCA will identify 

vulnerabilities in the source 

code. 

Supplement programs will also 

be evaluated with Fortify SCA. 

Additional testing will be 

performed on any discovered 

vulnerabilities with manual 

source code review. 

N/A Hardware 

review will 

augment 

functional 

testing.

NA N/A See below for functional test details:

NA-This is not specific or testable 

beyond verification of what language 

is used, although there is no 

restriction.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation of the logical and 

numerical operations of vote data requirements

    1.1  Verify that the software selected is a high-

level programming language

2)  Review documentation of the hardware 

related segments requirements

    2.1  Verify that the software selected is either 

an assembly language or a high-level 

programming language

3)  Review documentation of the operating 

system software requirements

    3.1  Verify that the software selected is an 

assembly language

NA

A full source code review will be 

performed which may reveal instances 

of interpreted or dynamically loaded 

code segments.  If interpreted or 

dynamically loaded code segments are 

discovered they will be reported as 

such.

Prohibited code will be 

identified in source code 

review.  Code such as Java and 

.Net will be evaluated for 

vulnerabilities with Fortify 

SCA.  In addition, manual 

source code review  will be 

performed on identified 

weaknesses to verify that 

through either accidental or 

deliberate means executables 

could not be activated through 

security source code scanning.

N/A NA
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 5.2.2a

Software Integrity                         a. Unbounded arrays or strings (includes buffers 

used to move data) 

N Y FS All Y

VVSG 1

 5.2.2b

Software Integrity                         b. Pointer variables N Y FS All Y

VVSG 1

 5.2.2c

Software Integrity                         c. Dynamic memory allocation and management N Y FS All Y

VVSG 1

 5.2.3

Software 

Modularity and 

Programming

Voting system application software, including commercial off-the-

shelf (COTS) software, shall be designed in a modular fashion.

However, COTS software is not required to be inspected for 

compliance with this requirement.  For the purpose of this 

requirement1, ―modules‖ may be compiled or interpreted 

independently. Modules may also be nested. The modularity rules 

described here apply to the component sub-modules of a library.  

The principle to be followed is that the module contains all the 

elements to compile or interpret successfully and has limited 

access to data in other modules. The design concept is simple 

replacement with another module whose interfaces match the 

original module.  A module is designed in accordance with the 

rules below.

N Y FS All Y
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A full source code review will be 

performed which may reveal instances 

of array or buffer variables being 

accessed without appropriate offset 

range validation.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Security concerns such as 

buffers and unbound arrays will 

be examined using Fortify SCA. 

Manual source code review  

will be performed on identified 

issues discovered in security 

source code scanning.

N/A NA

A full source code review will be 

performed which may reveal instances 

of pointer variables with addresses 

into executable code  being 

dereferenced and assigned to. 

 Fortify SCA does not 

necessarily find or examine  

pointer variables, however,  

security issues related  to 

pointer variables will be 

examined through scanning and 

manually if discovered.

N/A NA

A full source code review will be 

performed which may reveal instances 

of dynamically allocated  memory 

being accessed without appropriate 

memory range validation.

Many vulnerabilities identified 

with Fortify SCA include 

dynamic memory allocation and 

management problems which 

create issues with buffer 

overflows and memory 

boundary issues. Manual source 

code review will be preformed 

of the identified weaknesses 

discovered in security source 

code scanning. and be verified 

as existing in static code during 

analysis.

N/A NA

A full source code review will be 

performed to verify that modules meet 

the size limitations as specified in the 

VVSG, are limited in content to the 

performance of a single task, and 

exhibit a high degree of cohesion.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA
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 5.2.3a

Software 

Modularity and 

Programming

                        a. Each module shall have a specific function that 

can be tested and verified independently of the remainder of the 

code.  In practice, some additional modules (such as library 

modules) may be needed to compile the module under test, but 

the modular construction allows the supporting modules to be 

replaced by special test versions that support test objectives. 

N Y FS All Y

VVSG 1

 5.2.3b

Software 

Modularity and 

Programming

                        b. Each module shall be uniquely and 

mnemonically named, using names that differ by more than a 

single character. In addition to the unique name, the modules 

shall include a set of header comments identifying the module‘s 

purpose, design, conditions, and version history, followed by the 

operational code.  Headers are optional for modules of fewer than 

ten executable lines where the subject module is embedded in a 

larger module that has a header containing the header 

information.  Library modules shall also have a header comment 

describing the purpose of the library and version information. 

N Y FS All N

VVSG 1

 5.2.3c

Software 

Modularity and 

Programming

     c.  All required resources, such as data accessed by the 

module, should either be contained within the module or 

explicitly identified as input or output to the module.  Within the 

constraints of the programming language, such resources shall be 

placed at the lowest level where shared access is needed.  If that 

shared access level is across multiple modules, the definitions 

should be defined in a single file (called header files in some 

languages, such as C) where any changes can be applied once and 

the change automatically applies to all modules upon compilation 

or activation.   

NYSBOE - 

"should" = 

"shall"

N Y FS All Y

VVSG 1

 5.2.3d

Software 

Modularity and 

Programming

     d.  A module is small enough to be easy to follow and 

understand.   Program logic visible on a single page is easy to 

follow and correct. Volume II,  Section 5 provides testing 

guidelines for the accredited test lab to identify large modules 

subject to review under this requirement. 

NYSBOE - 

"should" = 

"shall"

N Y FS All N
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A full source code review will be 

performed to verify that modules are 

limited in content to the performance 

of a single task.

Fortify SCA will identify 

vulnerabilities in the source 

code. Scanning would include 

any modules in the source code. 

Manual source code review will 

be performed on identified 

weaknesses discovered in 

security source code scanning.

N/A NA

A full source code review will be 

performed to verify that module names 

are not duplicated within their scopes, 

that module names are generally 

descriptive of the modules' tasks, and 

that modules contain explanatory 

header comments as required.  

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

A full source code review will be 

performed to verify that modules 

exhibit a high level of cohesion, and 

that all parameters and externally 

declared variables that are accessed 

are described in accompanying header 

comments.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

A full source code review will be 

performed to verify that modules 

conform to the size limit distributions 

as described in Volume 2 of the 

VVSG.

Module functions will be 

validated that the requirement 

exists depending on language 

and function.  Fortify SCA will 

identify vulnerabilities in the 

source code. Manual source 

code review will be performed 

on identified vulnerabilities 

discovered in security source 

code scanning.

N/A NA
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 5.2.3e

Software 

Modularity and 

Programming

                        e. Each module shall have a single entry point, and 

a single exit point, for normal process flow.  For library modules 

or languages such as the object-oriented languages, the entry 

point is to the individual contained module or method invoked.  

The single exit point is the point where control is returned.  At 

that point, the data that is expected as output must be 

appropriately set.  The exception for the exit point is where a 

problem is so severe that execution cannot be resumed.  In this 

case, the design must explicitly protect all recorded votes and 

audit log information and must implement formal exception 

handlers provided by the language.

N Y FS All Y

VVSG 1

 5.2.3f

Software 

Modularity and 

Programming

                        f. Process flow within the modules shall be 

restricted to combinations of the control structures defined in 

Volume II, Section 5.  These structures support the modular 

concept, especially the single entry and exit rule above.  They 

apply to any language feature where program control passes from 

one activity to the next, such as control scripts, object methods or 

sets of executable statements, even though the language itself is 

not procedural.

N Y FS All Y

VVSG 1

 5.2.4

Control Constructs 5.2.4 Control Constructs 

Voting system software shall use the control constructs identified 

in Volume II, Section 5:

N Y FS All Y

VVSG 1

 5.2.4a

Control Constructs                         a. Acceptable constructs are Sequence, If-Then-

Else, Do-While, Do-Until, Case, and the General Loop (including 

the special case for loop). 

N Y FS All Y

VVSG 1

 5.2.4ai

Control Constructs                         i. If the programming language used does not 

provide these control constructs, the vendor shall provide 

comparable control structure logic. The constructs shall be used 

consistently throughout the code. No other constructs shall be 

used to control program logic and execution. 

N Y FS All Y
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A full source code review will be 

performed to verify that modules do 

not contain unconditional jump 

statements that branch to labels within 

other modules, and that labels found in 

any modules are not the target of any 

unconditional jump statements within

Fortify SCA will identify 

vulnerabilities in the source 

code. vulnerabilities for this 

control would specifically focus 

on negative testing with this 

control. Manual source code 

review will be performed on 

identified vulnerabilities 

discovered in security source 

code scanning.

N/A NA

A full source code review will be 

performed to verify that modules 

contain only the allowable control 

constructs of sequentially executed 

code, conditionally executed code, top-

tested loops (including 'for' loops), 

bottom-tested loops, and switch/case 

blo

 Fortify will not necessarily be 

able to verify that the modular 

structures are identified and 

properly used. However, Fortify 

SCA will be used to  identify 

vulnerabilities in the source 

code. Additionally, manual 

source code review will be 

performed on identified 

weaknesses discovered in 

security source code scanning.

N/A NA

(This requirement is a restatement of 

Vol. 1, Sec. 5.2.3.f).

 Manual source code review  

will be performed on control 

construct to identified 

weaknesses discovered in 

security source code.  

Additionally, Fortify SCA will 

be used to identify 

vulnerabilities in the any of the 

applicable code using control 

constructs.

N/A NA

(This requirement is a restatement of 

Vol. 1, Sec. 5.2.3.f).

Fortify SCA will be used to 

identify vulnerabilities in the 

source code.  If any 

vulnerabilities exists manual 

source code review will verify 

that acceptable  constructs do 

exists. 

N/A NA

A full source code review will be 

performed to verify that modules 

contain only the allowable control 

constructs, and that if those control 

constructs are not native to the 

programming language used they are 

explicitly coded in the system being 

examined.

Fortify SCA will be used to 

identify vulnerabilities in the 

source code.  In addition, 

manual source code review  will 

be performed on identified 

weaknesses and verify that 

manufactures documented 

construct only are used in 

applicable source code. 

N/A NA
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VVSG 1

 5.2.4aii

Control Constructs                        ii. While some programming languages do not 

create programs as linear processes, stepping from an initial 

condition through changes to a conclusion, the program 

components nonetheless contain procedures (such as ―methods‖ 

in object-oriented languages). Even in these programming 

languages, the procedures must execute through these control 

constructs or their equivalents, as defined and provided by the 

vendor.

N Y FS All Y

VVSG 1

 5.2.4aiii

Control Constructs                       iii. Operator intervention or logic that evaluates 

received or stored data shall not redirect program control within a 

program routine. Program control may be redirected within a 

routine by calling subroutines, procedures, and functions, and by 

interrupt service routines and exception handlers (due to 

abnormal error conditions). Do-While (False) constructs and 

intentional exceptions (used as GoTos) are prohibited.

N Y FS All Y

N/A VVSG 1

 5.2.5

Naming 

Conventions

5.2.5 Naming Conventions 

Voting system software shall use the naming conventions below.

N/A N/A N/A N/A N/A

VVSG 1

 5.2.5a

Naming 

Conventions

                        a. Object, function, procedure, and variable names 

shall be chosen to enhance the readability and intelligibility of the 

program. Insofar as possible, names shall be selected so that their 

parts of speech represent their use, such as nouns to represent 

objects and verbs to represent functions. 

N Y FS All Y

VVSG 1

 5.2.5b

Naming 

Conventions

                        b. Names used in code and in documentation shall 

be consistent. 

N Y FS All Y
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A full source code review will be 

performed to verify that modules are 

implemented as discrete code blocks, 

and that they 

contain only the allowable control 

constructs.

Fortify SCA will be used to 

identify vulnerabilities in the 

source code.  Manual source 

code review  will be performed 

on control constructs or their 

equivalents, as defined and 

provided by the vendor. Any 

identified weaknesses 

discovered in security source 

code scanning will also be 

examined manually.

N/A NA

A full source code review will be 

performed to verify that modules 

execute only the allowable control 

constructs, and that redirection is 

accomplished only by 

function/procedure calls, interrupt 

service routines, and exception 

handlers.

Fortify SCA will be used to 

identify vulnerabilities in the 

source code.  However, manual 

source code review will be 

performed on identified 

weaknesses discovered with 

secure source code scanning. 

Vulnerabilities discovered  that 

affect or change conditional 

code statements such as GoTo's 

will be manually reviewed in 

the secure source code 

(Negative Testing)

N/A NA

NA N/A See below for functional test details:

A full source code review will be 

performed to verify that executable 

modules/functions/procedures, 

variables and defined or declared 

objects are named in such a way that 

enhances the understanding of the 

rolls that they fill.

Naming conventions cannot be  

evaluated with security source 

code tools, however, through 

manual source code review  

object, function, procedure, and 

variable names will be 

evaluated to provided 

guidelines.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning. 

N/A NA

A full source code review will be 

performed to verify that defined and/or 

declared objects, variables, and 

procedures are referred to in relevant 

comments by their correct names.

Naming used in code and 

documentation will be 

evaluated for consistency as per 

the listed guidelines.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning. 

N/A NA
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VVSG 1

 5.2.5c

Naming 

Conventions

     c.  Names shall be unique within an application. Names shall 

differ by more than a single character. All single-character names 

are forbidden except those for variables used as loop indexes. In 

large systems where subsystems tend to be developed 

independently, duplicate names may be used where the scope of 

the name is unique within the application. Names should always 

be unique where modules are shared. 

NYSBOE - 

"should" = 

"shall"

N Y FS All Y

VVSG 1

 5.2.5d

Naming 

Conventions

                        d. Language keywords shall not be used as names 

of objects, functions, procedures, variables or in any manner not 

consistent with the design of the language.  

N Y FS All Y

VVSG 1

 5.2.6

Coding 

Conventions

5.2.6 Coding Conventions 

Voting system software shall adhere to basic coding conventions. 

The coding conventions used shall meet one of the following 

conditions:

N Y FS All Y

VVSG 1

 5.2.6a

Coding 

Conventions

                        a. The vendors shall identify the published, 

reviewed, and industry-accepted coding conventions used and the 

accredited test lab shall test for compliance 

N Y FS All Y

VVSG 1

 5.2.6b

Coding 

Conventions

                        b. The accredited test lab shall evaluate the code 

using the coding convention requirements specified in Volume II, 

Section 5.

N Y FS All Y

N/A VVSG 1

 5.2.7

Comment 

Conventions

5.2.7 Comment Conventions 

Voting system software shall use the following comment 

conventions:

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



A full source code review will be 

performed to verify that module and 

variable names are not duplicated 

within their scopes, and that module 

and variable names are generally 

descriptive of the modules' or 

variables' tasks or purposes.

 Fortify SCA will not be able to 

discover or identify if  names 

within the application are 

unique. However, 

 Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

N/A NA

A full source code review will be 

performed to verify that module and 

variable names do not duplicate key or 

reserved words of the employed 

programming language.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Fortify SCA will not 

identify language key words for 

objects, functions, procedures, 

or variables.  Additional tools 

may be used to identify specific 

language key words and may be 

augmented by manual secure 

source code review. 

Additionally, manual source 

code review  will be performed 

on identified weaknesses 

discovered in security source 

code scanning.

N/A NA

N/A - (this item is text descriptive of 

the subsequent requirements)

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

N/A NA

Vendor provided published, reviewed, 

and industry-accepted coding 

conventions will be applied during the 

code review process.

Coding conventions will be 

evaluated using current security 

methodology models and best 

practices where applicable. In 

addition, manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

N/A NA

A full source code review will be 

performed to the specifications of  

Vol. 2, Sec. 5 in the event of a vendor 

not providing a published, reviewed, 

and industry-accepted alternate set of 

coding conventions.

Manual source code review  

will be performed on identified 

weaknesses discovered in 

security source code scanning 

(Fortify SCA).

N/A NA

N/A - (this item is text descriptive of 

the subsequent requirements)

N/A See below for functional test details:
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VVSG 1

 5.2.7a

Comment 

Conventions

     a.  All modules shall contain headers. For small modules of 10 

lines or less, the header may be limited to identification of unit 

and revision information. Other header information should be 

included in the small unit headers if not clear from the actual lines 

of code. Header comments shall provide the following 

information: 

NYSBOE - 

"should" = 

"shall"

N Y FS All Y

VVSG 1

 5.2.7ai

Comment 

Conventions

                        i. The purpose of the unit and how it works N Y FS All Y

VVSG 1

 5.2.7aii

Comment 

Conventions

                       ii. Other units called and the calling sequence N Y FS All Y

VVSG 1

 5.2.7aiii

Comment 

Conventions

                       iii. A description of input parameters and outputs N Y FS All Y
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A full source code review will be 

performed to verify that all modules 

have accompanying header comments.  

Modules greater than 10 lines in 

length will be required to have more 

extensive comments than smaller 

modules.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

N/A NA

A full source code review will be 

performed to verify that modules 

greater than 10 lines in length include 

in their header comments a descriptive 

statement of purpose.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

A full source code review will be 

performed to verify that modules 

greater than 10 lines in length include 

a listing of external dependencies.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

A full source code review will be 

performed to verify that modules 

greater than 10 lines in length include 

in their header comments descriptions 

of input parameters and returned 

values.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA
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VVSG 1

 5.2.7aiv

Comment 

Conventions

                        iv. File references by name and method of access 

(i.e., read, write, modify or append) 

N Y FS All Y

VVSG 1

 5.2.7av

Comment 

Conventions

                        v. Global variables used N Y FS All Y

VVSG 1

 5.2.7avi

Comment 

Conventions

                        vi. Date of creation and a revision record N Y FS All Y

VVSG 1

 5.2.7b

Comment 

Conventions

                        b. Descriptive comments shall be provided to 

identify objects and data types. All variables shall have comments 

at the point of declaration clearly explaining their use. Where 

multiple variables that share the same meaning are required, the 

variables may share the same comment 

N Y FS All Y
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A full source code review will be 

performed to verify that modules 

greater than 10 lines in length include 

in their header comments descriptions 

of any file accesses made.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

A full source code review will be 

performed to verify that modules 

greater than 10 lines in length include 

in their header comments a list of any 

global variables used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

A full source code review will be 

performed to verify that included in 

header comments are revision records 

for all modules.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

A full source code review will be 

performed to verify that all object and 

variable declarations have 

accompanying descriptive comments.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA
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VVSG 1

 5.2.7c

Comment 

Conventions

                        c. In-line comments shall be provided to facilitate 

interpretation of functional operations, tests, and branching

N Y FS All Y

VVSG 1

 5.2.7d

Comment 

Conventions

                        d. Assembly code shall contain descriptive and 

informative comments such that its executable lines can be clearly 

understood 

N Y FS All Y

VVSG 1

 5.2.7e

Comment 

Conventions

                        e. All comments shall be formatted in a uniform 

manner that makes it easy to distinguish them from executable 

code

N Y FS All Y

N/A VVSG 1

 5.3

Data and 

Document 

Retention

5.3 Data and Document Retention 

All systems shall:

N/A N/A N/A N/A N/A
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A full source code review will be 

performed to verify that modules have 

in-line comments sufficient to 

facilitate an understanding of the logic 

contained.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

A full source code review will be 

performed to verify that any assembly 

code has in-line comments sufficient 

to facilitate an understanding of the 

logic contained.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

A full source code review will be 

performed to verify that comments are 

sufficiently delimited or formatted to 

make them readily distinguishable 

from executable lines of code.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A NA

NA N/A See below for functional test details:
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VVSG 1

 5.3a

Data and 

Document 

Retention

                        a. Maintain the integrity of voting and audit data 

during an election, and for at least 22 months thereafter, a time 

sufficient to resolve most contested elections and support other 

activities related to the reconstruction and investigation of a 

contested election 

BMD 2.6.21 N Y N All Y 62 79 56 65

20

VVSG 1

 5.3b

Data and 

Document 

Retention

                        b. Protect against the failure of any data input or 

storage device at a location controlled by the jurisdiction or its 

contractors, and against any attempt at improper data entry or 

retrieval  

N Y N All Y 48 56 65

20

VVSG 1

 5.4

Audit Record Data 5.4 Audit Record Data 

Audit trails are essential to ensure the integrity of a voting system. 

Operational requirements for audit trails are described in 

Subsection 2.5.1.1. Audit record data are generated by these 

procedures. The audit record data in the following subsections are 

essential to the complete recording of election operations and 

reporting of the vote tally. This list of audit records may not 

reflect the design constructs of some systems. Therefore, vendors 

shall supplement it with information relevant to the operation of 

their specific systems.

N Y N All Y 1 1

VVSG 1

 5.4.1

Pre-election Audit 

Records

5.4.1 Pre-election Audit Records 

During election definition and ballot preparation, the system shall 

audit the preparation of the baseline ballot formats and 

modifications to them, a description of these modifications, and 

corresponding dates.

The log shall include:

N Y N All Y 1 1
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Refer to VVSG Vol 1: 2.1.10

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Refer to VVSG Vol 1: 2.1.10

NA N/A (see below) Run Audit records for each machine and ensure 

the audit records the complete recording of 

election operations and reporting of the vote tally.

17 NA N/A (see below) Create election definition and ballot preparation.  

Ensure that audit log list the preparation, 

modifications, description of modification and 

corresponding dates.
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VVSG 1

 5.4.1a

Pre-election Audit 

Records

                        a. The allowable number of selections a contest N Y N All Y 15 14 11

VVSG 1

 5.4.1b

Pre-election Audit 

Records

                        b. The combinations of voting patterns permitted 

or required by the jurisdiction 

N Y N All Y 15 14 11

VVSG 1

 5.4.1c

Pre-election Audit 

Records

                        c. The inclusion or exclusion of contests as the 

result of multiple districting within the polling place 

N Y N All Y 15 14 6 11

47

52

54
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17 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Create election definition with a 1 to many 

contest.  Print audit.  Verify that allowable 

number of selections for a contest is indicated.

17 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Create election definition with different voting 

patterns combinations.   Print audit.  Verify that 

the combinations are indicated in the audit.

17 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Create election definition with different contests 

for multiple districting within the polling place.  

Print audit.  Verify that the inclusion or exclusion 

of contests are indicated in the audit.
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VVSG 1

 5.4.1d

Pre-election Audit 

Records

                        d. Any other characteristics that may be peculiar to 

the jurisdiction, the election or the polling place location 

N Y N All Y 15 14 6 11

VVSG 1

 5.4.1e

Pre-election Audit 

Records

                        e. Manual data maintained by election personnel N Y N All Y 15 14 6 11

VVSG 1

 5.4.1f

Pre-election Audit 

Records

                        f. Samples of all final ballot formats N Y N All Y 15 14 6 11
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17 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Create election definition with other unique 

characteristics.  Print audit.  Verify that all 

unique characteristics and present in the audit.

17 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review the documentation to ensure the process 

in how manual data is maintained by election 

personnel.

17 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Create election definition.  Print audit.  Verify 

that samples of all final ballot format is in the 

audit log.
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VVSG 1

 5.4.1g

Pre-election Audit 

Records

                        g. Ballot preparation edit listings N Y N All Y 15 14 6 11

N/A VVSG 1

 5.4.2

System Readiness 

Audit Records

5.4.2 System Readiness Audit Records 

The following minimum requirements apply to system readiness 

audit records:

N/A N/A N/A N/A N/A 6

VVSG 1

 5.4.2a

System Readiness 

Audit Records

                        a. Prior to the start of ballot counting, a system 

process shall verify hardware and software status and generate a 

readiness audit record. This record shall include the identification 

of the software release, the identification of the election to be 

processed, and the results of software and hardware diagnostic 

tests 

N Y FS All Y 21 6 15

VVSG 1

 5.4.2b

System Readiness 

Audit Records

                        b. In the case of systems used at the polling place, 

the record shall include polling place identification 

N Y FS All Y 21 15
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17 NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Create election definition and ballot preparation.  

Make changes to ballot preparation.  Run audit.  

Verify that all edit listing of the ballot preparation 

is in the audit log.

NA N/A See below for functional test details:

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA does not identify or 

record process information, 

however, Fortify SCA will be 

used to analyze source code 

vulnerabilities that may affect 

the reporting and diagnostic 

information of the system. 

(Negative Testing) 

Manual source code review  

will be performed on identified 

weaknesses discovered in 

security source code scanning.

Start voting machine.  Verify software release, 

election and software and hardware diagnostic 

tests.

NA

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code. Fortify SCA does not 

identify or record process 

information, however, Fortify 

SCA maybe used to analyze 

code for vulnerabilities that may 

affect the accurate record of 

polling place identification. 

(Negative Testing) 

Additionally, manual source 

code review will be performed 

on identified weaknesses 

discovered in security source 

code scanning.

Start voting machine.  Verify polling place 

identification if applicable.

NA
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VVSG 1

 5.4.2c

System Readiness 

Audit Records

                        c. The ballot interpretation logic shall test and 

record the correct installation of ballot formats on voting devices 

N Y FS All Y 21 15

VVSG 1

 5.4.2d

System Readiness 

Audit Records

                        d. The software shall check and record the status of 

all data paths and memory locations to be used in vote recording 

to protect against contamination of voting data 

N Y FS All Y 21 15

VVSG 1

 5.4.2e

System Readiness 

Audit Records

                        e. Upon the conclusion of the tests, the software 

shall provide evidence in the audit record that the test data have 

been expunged 

N Y FS All Y 21 15

VVSG 1

 5.4.2f

System Readiness 

Audit Records

                        f. If required and provided, the ballot reader and 

arithmetic-logic unit shall be evaluated for accuracy, and the 

system shall record the results. It shall allow the processing or 

simulated processing of sufficient test ballots to provide a 

statistical estimate of processing accuracy 

N Y FS All Y 21 15
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Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

  Fortify SCA will not be able 

identify a correct installation of 

interruptive logic, however, 

Fortify SCA may identify 

vulnerabilities in the source 

code that could affect ballot 

images. If images are changed 

or disrupted, manual source 

code review  will be performed 

on identified weaknesses 

discovered in security source 

code scanning.

Start voting machine.  Load election software to 

voting machine.  Run test vote.  Verify ballot 

formats were installed correctly on the voting 

machine.

NA

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code. Vulnerabilities such as 

buffer overflows are identified 

by Fortify SCA and will be used 

in verifying that memory 

locations do not create security 

risks/concerns.  Manual source 

code review  will be performed 

on identified weaknesses 

discovered in security source 

code scanning.

Supplementing the Source Code review, testing 

will execute multiple combinations for vote 

recording to ensure the protection of 

contamination of voting data.

NA

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language.

Fortify SCA will identify 

vulnerabilities in the source 

code. Fortify SCA will not 

identify if data has been 

expunged , however, if 

vulnerabilities are found a 

manual secure source code 

review will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

Run audit record for each machine, ensure the 

test data has been deleted.

NA

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code. If any vulnerabilities are 

discovered  that affect the 

accuracy of arithmetic-logic 

functions a manual source code 

review will be performed.

During accuracy testing the voting system will be 

tested with simulated processing of sufficient test 

ballots to ensure a statistical estimate of 

processing accuracy.

NA
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VVSG 1

 5.4.2g

System Readiness 

Audit Records

                        g. For systems that use a public network, provide a 

report of test ballots that includes: 

Y N/A N/A All N/A 21 15

VVSG 1

 5.4.2gi

System Readiness 

Audit Records

                        i. Number of ballots sent Y N/A N/A All N/A 21 15

VVSG 1

 5.4.2gii

System Readiness 

Audit Records

                       ii. When each ballot was sent Y N/A N/A All N/A 21 15
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Refer to VVSG Vol 1: 2.2.5.g

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Refer to VVSG Vol 1: 2.2.5.g

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Refer to VVSG Vol 1: 2.2.5.g
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VVSG 1

 5.4.2giii

System Readiness 

Audit Records

                       iii. Machine from which each ballot was sent Y N/A N/A All N/A 21 15

VVSG 1

 5.4.2giv

System Readiness 

Audit Records

                       iv. Specific votes or selections contained in the 

ballot

Y N/A N/A All N/A 21 15

VVSG 1

 5.4.3

In-process Audit 

Records

5.4.3 In-process Audit Records 

In-process audit records document system operations during 

diagnostic routines and the casting and tallying of ballots. At a 

minimum, the in-process audit records shall contain:

N Y N All Y 21

51

61

18

53

63

VVSG 1

 5.4.3a

In-process Audit 

Records

                        a. Machine generated error and exception 

messages to demonstrate successful recovery. Examples include, 

but are not necessarily limited to: 

N Y FS All Y 21

51

61

68

78

48

55

18

53

63

VVSG 1

 5.4.3ai

In-process Audit 

Records

                        i. The source and disposition of system interrupts 

resulting in entry into exception handling routines 

N Y FS All Y 21

51

61

68

78

37, 47 18

53

63
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Refer to VVSG Vol 1: 2.2.5.g

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Refer to VVSG Vol 1: 2.2.5.g

NA N/A See below for functional test details:

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, framework, and the amount 

of machine generated error and 

exception messages which will be 

visible "under the hood".

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, if possible, create machine 

errors to verify successful recovery.

NA

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

During voting session, if possible,  create an error 

that results in an exception  handling interrupts.  
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VVSG 1

 5.4.3aii

In-process Audit 

Records

                       ii. All messages generated by exception handlers N Y FS All Y 21

51

61

68

78

18

53

63

VVSG 1

 5.4.3aiii

In-process Audit 

Records

                      iii. The identification code and number of 

occurrences for each hardware and software error or failure

N Y FS All Y 21

51

61

68

78

18

53

63

VVSG 1

 5.4.3aiv

In-process Audit 

Records

                        iv. Notification of system login or access errors, 

file access errors, and physical violations of security as they 

occur, and a summary record of these events after processing 

N Y FS All Y 21

51

61

68

78

18

53

63

VVSG 1

 5.4.3av

In-process Audit 

Records

                        v. Other exception events such as power failures, 

failure of critical hardware components, data transmission errors 

or other types of operating anomalies 

N Y FS All Y 21

51

61

68

78

18

53

63

VVSG 1

 5.4.3b

In-process Audit 

Records

                        b. Critical system status messages other than 

informational messages displayed by the system during the course 

of normal operations. These items include, but are not limited to: 

N/A N/A N/A N/A N/A

VVSG 1

 5.4.3bi

In-process Audit 

Records

                        i. Diagnostic and status messages upon startup N Y FS All Y 68

78

18

53

63

VVSG 1

 5.4.3bii

In-process Audit 

Records

                       ii. The ―zero totals‖ check conducted before 

opening the polling place or counting a precinct centrally

N Y FS All Y 21 22

68

78

17 18
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Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

During voting session, if possible,  create an error 

that results in an exception  handling interrupts.   

Print audit records.  Verify messages in audit

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

During voting session, try to cause hardware and 

software errors and/or failures.  Print audit 

records.  Verify that an identification code and 

number of occurrences are recorded in the audit 

log.

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

During voting session, try to cause security 

violations.  Print audit records.  Verify that all 

security access errors are recorded in the audit 

log.

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

During voting session, try to cause operating 

failures (power, transmission).  Print audit 

records.  Verify that all machine operating 

failures are recorded in the audit log.

NA N/A See below for functional test details:

47 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, frameworks, and amount of 

diagnostic messages employed "under 

the hood" of the frameworks in 

question.

Fortify will not necessarily 

check for the existence of status 

messages. However, Fortify 

SCA will be used identify 

vulnerabilities in the source 

code.  In addition, manual 

source code review will be 

performed on identified 

weaknesses discovered in 

security source code scanning.

Start voting machine.  Print audit report to verify 

diagnostic and status messages

47 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, frameworks, and amount of 

diagnostic information available 

"under the hood" of the frameworks in 

question.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

Print "zero totals" report.  Check audit report.
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VVSG 1

 5.4.3biii

In-process Audit 

Records

                      iii. For paper-based systems, the initiation or 

termination of card reader and communications equipment 

operation

N Y FS All Y 68

78

18

53

63

VVSG 1

 5.4.3biv

In-process Audit 

Records

                        iv. For DRE machines at controlled voting 

locations, the event (and time, if available) of activating and 

casting each ballot (i.e., each voter's transaction as an event). This 

data can be compared with the public counter for reconciliation 

purposes 

N Y FS All Y 68

78

18

53

63

VVSG 1

 5.4.3c

In-process Audit 

Records

                        c. Non-critical status messages that are generated 

by the machine's data quality monitor or by software and 

hardware condition monitors  

N Y FS All Y 68

78

48

55

18

53

63

VVSG 1

 5.4.3d

In-process Audit 

Records

                        d. System generated log of all normal process 

activity and system events that require operator intervention, so 

that each operator access can be monitored and access sequence 

can be constructed 

N Y FS All Y 68

78

48

55

18

53

63

VVSG 1

 5.4.4

Vote Tally Data 5.4.4 Vote Tally Data 

Voting systems shall meet these reporting requirements by 

providing software capable of obtaining data concerning various 

aspects of vote counting and producing printed reports.  At a 

minimum, vote tally data shall include:

NYS 

Regulation

6209.2.4

NYS 

Regulation

6209.2.8

N/A N/A N/A N/A N/A

VVSG 1

 5.4.4a

Vote Tally Data                         a. Number of ballots cast, using each ballot 

configuration, by tabulator, by precinct, and by political 

subdivision 

NYS 

Regulation

6209.2.10

BMDs audit 

logs will have 

to state the 

number of 

ballots marked.

Y Y FS D, O Y 49

52

54

56

58

59

60

66

73

75

47

49

52

54
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47 NA Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

Start card reader and communications equipment.  

Check audit report for initiation or termination.

47 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, frameworks, and amount of 

diagnostic information available 

"under the hood" of the frameworks in 

question.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

During voting session, periodically run audit 

report to verify data recorded for each ballot 

casts.  Compare this data with public counter to 

verify correct number of ballots read.

47 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, frameworks, and amount of 

diagnostic information available 

"under the hood" of the frameworks in 

question.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

During testing mode, try to create a non-critical 

status.  Print audit records and verify the non-

critical message was recorded.

47 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, frameworks, and amount of 

diagnostic information available 

"under the hood" of the frameworks in 

question.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

During voting session, create an event that would 

cause operation intervention (timeout).  Run 

audit report.  Verify that the operator access is 

monitored and access sequence can be 

constructed.

NA N/A See below for functional test details:

38, 40 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

After voting session, print tally reports.  Verify 

that the number of ballots cast are reported for 

each ballot configuration, tabulator, by precinct 

and by political subdivision

NA
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VVSG 1

 5.4.4b

Vote Tally Data                         b. Candidate and measure vote totals for each 

contest, by tabulator 

NYS 

Regulation

6209.2.10

Y Y FS D, O Y 49

52

54

56

58

59

60

66

73

75

38 47

49

52

54

VVSG 1

 5.4.4c

Vote Tally Data                         c. The number of ballots read within each precinct 

and for additional jurisdictional levels, by configuration, 

including separate totals for each party in primary elections 

NYS 

Regulation

6209.2.10

Y Y FS D, O Y 49

52

54

56

58

59

60

66

73

75

47

49

52

54

VVSG 1

 5.4.4d

Vote Tally Data                         d. Separate accumulation of overvotes and 

undervotes for each contest, by tabulator, precinct and for 

additional jurisdictional levels (no overvotes would be indicated 

for DRE voting devices) 

NYS 

Regulation

6209.2.10

Y Y FS D, O Y 49

52

54

56

58

59

60

66

71

73

75

76

77

47

49

52

54

56

59

60

61

62

VVSG 1

 5.4.4e

Vote Tally Data                         e. For paper-based systems only, the total number 

of ballots both able to be processed and unable to be processed; 

and if there are multiple card ballots, the total number of cards 

read 

NYS 

Regulation

6209.2.10

Y Y FS D, O Y 49

52

54

56

58

59

60

66

71

73

75

76

77

47

49

52

54

56

59

60

61

62

VVSG 1

 5.4.4.1

Vote Tally Data For systems that produce an electronic file containing vote tally 

data, the contents of the file shall include the same minimum data 

cited above for printed vote tally reports. 

N Y FS D, O Y 49 74 35

38

43

44

45

46

N/A VVSG 1

 5.5

Vote Secrecy on 

DRE Systems

5.5 Vote Secrecy on DRE Systems 

All DRE systems shall ensure vote secrecy by:

N/A N/A N/A N/A N/A

VVSG 1

 5.5a

Vote Secrecy on 

DRE Systems

                        a. Immediately after the voter chooses to cast his 

or her ballot, record the voter‘s selections in the memory to be 

used for vote counting and audit data (including ballot images), 

and erase the selections from the display, memory, and all other 

storage, including all forms of temporary storage 

N N FS D Y 23

37

20

21

22

23

24

25

26

27

28

29

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



38, 40 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

After voting session, print tally reports.  Verify 

that the candidate and measure vote totals are 

present for each contest.

NA

38, 40 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

After voting session, print tally reports.  Verify 

number of ballots read for each precinct, 

including separate totals for each party.

NA

46, 45, 

44, 42, 

38, 40

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

After voting session, print tally reports.  Verify 

totals of overvotes and undervotes for each 

contest.

NA

46, 45, 

44, 42, 

38, 40

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

After voting session using paper ballots, print 

tally reports.  Verify number of ballots processed, 

number of ballots unable to be processed, and 

total number of cards read.

NA

38, 40 Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, frameworks, and amount of 

diagnostic information available 

"under the hood" of the frameworks in 

question.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

After voting session, for systems that produce 

electronic vote tally data, verify all above 

specified for printed vote tally reports.

NA N/A See below for functional test details:

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, frameworks, and amount of 

diagnostic information available 

"under the hood" of the frameworks in 

question.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

During voting session, have voter cast their 

ballot.  Verify that all selections, after recorded 

into memory, were erased from the display and 

all other storage.  Print reports to verify tallies.
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 5.5b

Vote Secrecy on 

DRE Systems

                        b. Immediately after the voter chooses to cancel his 

or her ballot, erase the selections from the display and all other 

storage, including buffers and other temporary storage 
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VVSG 1

 6.2

Design, 

Construction, and 

maintenance 

Requirements

6.2 Design, Construction, and Maintenance Requirements 

Design, construction, and maintenance requirements for 

telecommunications represent the operational capability of both 

system hardware and software. These capabilities shall be 

considered basic to all data transmissions.

See NYS Law 

that forbids 

networks.
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Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, frameworks, and amount of 

diagnostic information available 

"under the hood" of the frameworks in 

question.

Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in  security source 

code scanning.

During voting session, have voter cancel their 

ballot.  Verify that all selections were erased from 

the display and all other storage.  Print reports to 

verify tallies.

NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1)  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

   

3)  If networks are allowed verify that the 

requirements address the operational capability 

of the system hardware and software
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 6.2.1

Accuracy 6.2.1 Accuracy 

The telecommunications components of all voting systems shall 

meet the accuracy requirements of Subsection 4.1.1.

Y Y FS All Y 14
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NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1 Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that the 

telecommunications components meet the 

accuracy requirements of Subsection 4.1.1

    3.1  Refer to VVSG Vol 1: 4.1.1.a.i, 4.1.1.a.ii, 

4.1.1.b.i, 4.1.1.b.ii, 4.1.1.c.i, 4.1.1.d.i
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 6.2.2

Durability 6.2.2 Durability 

The telecommunications components of all voting systems shall 

meet the durability requirements of Subsection 4.3.2.
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NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that the 

telecommunications components meet the 

durability requirements of Subsection 4.3.2

  3.1  Refer to VVSG Vol 1: 4.3.2
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 6.2.3

Reliability 6.2.3 Reliability 

The telecommunications components of all voting systems shall 

meet the reliability requirements of Subsection 4.3.3.

Y Y FS All Y
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NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that the 

telecommunications components meet the 

reliability requirements of Subsection 4.3.3

   3.1  Refer to VVSG Vol 1: 4.3.3, 4.3.3.a
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 6.2.4

Maintainability 6.2.4 Maintainability 

The telecommunications components of all voting systems shall 

meet the maintainability requirements of Subsection 4.3.4.
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NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that the 

maintainability components meet the reliability 

requirements of Subsection 4.3.4

   3.1  Refer to VVSG Vol 1: 4.3.4
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 6.2.5

Availability 6.2.5 Availability 

The telecommunications components of all voting systems shall 

meet the availability requirements of Subsection 4.3.5. 

Y Y FS All Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1 Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that the 

maintainability components meet the availability 

requirements of Subsection 4.3.5

   3.1  Refer to VVSG Vol 1: 4.3.5
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 6.2.6

Integrity 6.2.6 Integrity 

For WANs using public telecommunications, boundary definition 

and implementation shall meet the requirements below.

Y Y FS All Y
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NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that WANs 

using public telecommunications meet the 

boundary definition and implementation 

requirements
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 6.2.6a

Integrity                         a. Outside service providers and subscribers of 

such providers shall not be given direct access or control of any 

resource inside the boundary.  
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NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that WANs 

using public telecommunications meet the 

boundary definition and implementation 

requirements

    3.1  Verify that outside service providers and 

subscribers do not have direct access or control 

of any resource inside the boundary
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 6.2.1b

Integrity                         b. Voting system administrators shall not require 

any type of control of resources outside this boundary. Typically, 

an end point of a telecommunications circuit will be a subscriber 

termination on a Digital Service Unit/Customer Service Unit 

although the specific technology configuration may vary. 

Regardless of the technology used, the boundary point must 

ensure that everything on the voting system side is locally 

configured and controlled by the election jurisdiction while 

everything on the public network side is controlled by an outside 

service provider.  
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NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that WANs 

using public telecommunications meet the 

boundary definition and implementation 

requirements

    3.1  Verify that voting system administrators 

shall not require any type of control of resources 

outside this boundary
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 6.2.6c

Integrity                         c. The system shall be designed and configured 

such that it is not vulnerable to a single point of failure in the 

connection to the public network which could cause total loss of 

voting capabilities at any polling place.
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NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that WANs 

using public telecommunications meet the 

boundary definition and implementation 

requirements

    3.1  Verify that the system design and 

configuration is not vulnerable to a single point 

of failure
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 6.2.7

Integrity 6.2.7 Confirmation 

Confirmation occurs when the system notifies the user of the 

successful or unsuccessful completion of the data transmission, 

where successful completion is defined as accurate receipt of the 

transmitted data. 

To provide confirmation, the telecommunications components of 

a voting system shall notify the user of the successful or 

unsuccessful completion of the data transmission.  In the event of 

unsuccessful transmission the user shall be notified of the action 

to be taken.

Y Y FS All Y
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 7

Security 

Requirements

7 Security Requirements NYS 

Regulation

6209.6E

N/A N/A N/A N/A Y
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NA- NYSBOE forbids networks Fortify SCA will identify 

vulnerabilities in the source 

code.  Manual source code 

review  will be performed on 

identified weaknesses 

discovered in security source 

code scanning.

1)  Review documentation to locate the 

requirements of design, construction and 

maintenance for telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that WANs 

using public telecommunications meet the 

boundary definition and implementation 

requirements

    3.1  Verify that confirmation is successful

    3.2  If the confirmation is not successful, verify 

that the user is notified of the action to be takenNA N/A See below for functional test details:
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 7.2.1

General Access 

Control Policy

7.2.1 General Access Control Policy 

The vendor shall specify the general features and capabilities of 

the access control policy recommended to provide effective voting 

system security.

N Y FS All Y

VVSG 1

 7.2.1

General Access 

Control Policy

Although the jurisdiction in which the voting system is operated 

is responsible for determining the access policies for each 

election, the vendor shall provide a description of recommended 

policies for:

N/A N/A N/A N/A Y

VVSG 1

 7.2.1a

General Access 

Control Policy

                        a. Software access controls N Y FS All Y
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Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation to see if it 

complies with VVSG Vol 1, Section 7.2.1.

Determine if documentation specifies the general 

features and capabilities of the access control 

policy to ensure effective voting system security.

Functional testing will ensure each access control 

feature exists and functions as per the vendor's 

documentation.

NYSTEC: The policy will specify access control 

features.  The stated features should be verified 

to exist and function as per the policy within 

functional testing and as part of the source code 

review.  The vendor policy will be used as input 

to the development of test cases.  Vendor stated 

capabilities will then be verified in functional and 

source code review.  So while not directly a 

testable item (beyond the TDP review 

component) the evaluator will provide input into 

functional and source code test cases based on 

the review of the TDP for this requirement. 

NA N/A See below for functional test details:

NA- This is a hardware security issue Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

recommended security policies for software 

access controls have been entered. 

Attempt to follow security policies regarding 

software access controls.

Attempt to circumvent security policies regarding 

software access controls. (Negative testing)
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 7.2.1b

General Access 

Control Policy

                        b. Hardware access controls N Y FS All Y

VVSG 1

 7.2.1c

General Access 

Control Policy

                        c. Communications N Y FS All Y

VVSG 1

 7.2.1d

General Access 

Control Policy

                        d. Effective password management N Y FS All Y
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NA- This is a hardware security issue Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

recommended security policies for hardware 

access controls. 

Attempt to follow security policies regarding 

hardware access controls.

Attempt to circumvent security policies regarding 

hardware access controls. (Negative testing)

NA- NYSBOE forbids networks Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

recommended security policies for 

communications (Note: not 

Telecommunications). 

Attempt to follow security policies regarding 

communications.

Attempt to circumvent security policies regarding 

communications. (Negative testing)

Determine if a network capability exists for any 

of the voting machines and if it could be 

activated for use.

NYSTEC: Test case should determine if a 

network capability exists and if it could be 

activated and used.

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

recommended security policies for effective 

password management. 

Attempt to follow security policies regarding 

effective password management. Testing should 

include creating and using a valid password.

NYSTEC: Password policy features should be 

tested.

Attempt to circumvent security policies regarding 

effect password management. Testing should 

include attempting to create and use invalid 

password, number of attempts for invalid 

password, and any other password policy features 

that may be tested. (Negative testing)
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 7.2.1e

General Access 

Control Policy

                        e. Protection abilities of a particular operating 

system 

N Y FS All Y

VVSG 1

 7.2.1f

General Access 

Control Policy

                        f. General characteristics of supervisory access 

privileges 

N Y FS All Y

VVSG 1

 7.2.1g

General Access 

Control Policy

                        g. Segregation of duties N Y FS All Y
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Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

recommended security policies for protection 

abilities of a particular operating system.

Attempt to follow security policies regarding 

protection abilities.

Attempt to circumvent security policies regarding 

protection abilities of the OS or the voting 

system.  Determine how protection abilities of 

the OS impacts the voting system and attempt to 

circumvent. (Negative testing)

NYSTEC: Determine how protection abilities of 

the OS impact the voting system and conduct 

negative testing as necessary.

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

recommended security policies for general 

characteristics of supervisory access privileges.

Attempt to follow security policies regarding 

general characteristics of supervisory access 

privileges.

Attempt to circumvent security policies regarding 

general characteristics of supervisory access 

privileges. (Negative testing)

NA-Section 7.2.1 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

recommended security policies for segregation of 

duties.

Attempt to follow security policies regarding 

segregation of duties.

Attempt to circumvent security policies regarding 

segregation of duties. (Negative testing)
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VVSG 1

 7.2.1h

General Access 

Control Policy

                        h. Any additional relevant characteristics N Y FS All Y

N/A VVSG 1

 7.2.1.1

General Access 

Control Policy

7.2.1.1 Individual Access Privileges 

Voting system vendors shall:

N/A N/A N/A N/A N/A

VVSG 1

 7.2.1.1a

General Access 

Control Policy

                        a. Identify each person to whom access is granted, 

and the specific functions and data to which each person holds 

authorized access 

N Y FS All Y
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NA-Section 7.2.1 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

recommended security policies for any additional 

relevant characteristics.

Attempt to follow security policies regarding any 

additional relevant characteristics.

Attempt to circumvent security policies regarding 

any additional relevant characteristics. (Negative 

testing)

NA NA See below for functional test details:

Automated and manual  source code 

review will be performed in an attempt 

to determine that access by roles is 

enforced.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine 

who is granted what access.

Determine if authorized access is granted to job 

title or to function to be performed.

During setup of election, create authorized users 

and grant specific functions and access per the 

system documentation.

Ensure based on election setup that users access 

only those areas they are explicitly assigned.  

Attempt to access areas that the user is not 

supposed to access on any of the voting 

machines.  Test for all possible roles.

NYSTEC: Perform negative testing against 

authentication as below.

Attempt to access voting system using a sign-on 

with invalid criteria. (Negative testing)

NYSTEC: Also perform negative testing against 

authorizations by attempting to operate outisde of 

the designated role.  Attempt to access features 

beyond the documented role.  This would make 

an insiders job much easier.
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VVSG 1

 7.2.1.1b

General Access 

Control Policy

                        b. Specify whether an individual‘s authorization is 

limited to a specific time, time interval or phase of the voting or 

counting operations 

N Y FS All Y

VVSG 1

 7.2.1.1c

General Access 

Control Policy

                        c. Permit the voter to cast a ballot expeditiously, 

but preclude voter access to all aspects of the vote counting 

processes 

N Y FS All Y

VVSG 1

 7.2.1.2

General Access 

Control Policy

7.2.1.2 Access Control Measures 

Vendors shall provide a detailed description of all system access 

control measures designed to permit authorized access to the 

system and prevent unauthorized access. Examples of such 

measures include:

N Y FS All Y
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Automated and manual  source code 

review will be performed in an attempt 

to determine that access limited to 

specific time, time intervals, or phases 

of the voting or counting operations. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

an individual's authorization is limited.

Identify the criteria used to limit an individual's 

authorization.

During setup of election, create authorized users 

and if possible create authorized user that are 

limited to specific time or phase of the voting.  

During voting session, ensure an individual's 

authorization expires if set up to do so.

During voting session, ensure that only 

authorized users have access to the time or phase 

of the voting that was designated during setup.

Create an authorized user using invalid criteria. 

Verify if user has proper authorization and/or it is 

limited. (Negative testing)

Source code review will augment 

security source code review and 

functional testing to satisfy this 

requirement.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine 

what parts of the voting system voters should 

NOT have access to.

During voting session, have voter quickly cast a 

ballot. After the vote is cast, determine if voter 

have access to any part of the system that they 

should not have access to.

During voting session, have voter try to access 

any part of the system they  should not have 

access to. (Negative testing)

NA-This is only a section header.  It is 

not a testable.

N/A (see below) Review system documentation and determine if 

detail descriptions of all system access control 

measures have been identified. Specifics to verify 

exist follow.

Setup authorized users.  During operation of 

system, ensure that only authorized users can 

access the system.

Do not setup a specific user and attempt to access 

voting system with that user, verifying that an 

unauthorized access is prevented. (Negative 

testing)
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VVSG 1

 7.2.1.2a

General Access 

Control Policy

                        a. Use of data and user authorization N Y FS All Y

VVSG 1

 7.2.1.2b

General Access 

Control Policy

                        b. Program unit ownership and other regional 

boundaries 

N Y FS All Y

VVSG 1

 7.2.1.2c

General Access 

Control Policy

                        c. One-end or two-end port protection devices N Y FS All Y
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NA-Section 7.2.1.2 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

detail descriptions of data and user authorization 

has been identified.

Setup authorized users for access to data and user 

authorization.  

During operation of system, ensure that 

authorized user can access the data they are 

allowed to.

During operation of system, ensure that non-

authorized users cannot access the data they are 

not authorized to. (Negative testing)

NA-Section 7.2.1.2 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Find detailed description of access controls for 

program unit ownership and other regional 

boundaries.  

Evaluate the effectiveness of these access 

controls and ensure they are working as intended.    

Negative testing will be performed to try to 

bypass these access controls.

NA-Section 7.2.1.2 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Find detailed description of access controls for 

one-end and two-end port protection devices.  

Evaluate the effectiveness of these access 

controls and ensure they are working as intended.    

Negative testing will be performed to try to 

bypass these access controls.  This testing will be 

complimented with hardware testing.

Hardware 

review for the 

effectiveness of 

the port 

protection 

devices will 

augment 

functional 

testing.
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VVSG 1

 7.2.1.2d

General Access 

Control Policy

                        d. Security kernels N Y FS All Y

VVSG 1

 7.2.1.2e

General Access 

Control Policy

                        e. Computer-generated password keys N Y FS All Y

VVSG 1

 7.2.1.2f

General Access 

Control Policy

                        f. Special protocols N Y FS All Y
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NA-Section 7.2.1.2 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Find detailed description of access controls for 

security kernels.  

Evaluate the effectiveness of these access 

controls and ensure they are working as intended.    

Negative testing will be performed to try to 

bypass these access controls.  

NA-Section 7.2.1.2 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Find detailed description of access controls for 

computer-generated password keys.  

Evaluate the effectiveness of these access 

controls and ensure they are working as intended.    

Negative testing will be performed to try to 

bypass these access controls.  

NA-Section 7.2.1.2 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Find detailed description of access controls for 

special protocols.  

Evaluate the effectiveness of these access 

controls and ensure they are working as intended.    

Negative testing will be performed to try to 

bypass these access controls.  
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VVSG 1

 7.2.1.2g

General Access 

Control Policy

                        g. Message encryption N Y FS All Y

VVSG 1

 7.2.1.2h

General Access 

Control Policy

                        h. Controlled access security N Y FS All Y

VVSG 1

 7.2.1.2

General Access 

Control Policy

Vendors also shall define and provide a detailed description of the 

methods used to prevent unauthorized access to the access control 

capabilities of the system itself.

N Y FS All Y
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NA-Section 7.2.1.2 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Find detailed description of access controls for 

message encryption.  

Evaluate the effectiveness of these access 

controls and ensure they are working as intended.    

Negative testing will be performed to try to 

bypass these access controls.  

NA-Section 7.2.1.2 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Find detailed description of access controls for 

controlled access security.  

Evaluate the effectiveness of these access 

controls and ensure they are working as intended.    

Negative testing will be performed to try to 

bypass these access controls.  

NA-Section 7.2.1.2 is related only to a 

description of documentation 

requirements placed on the system 

vendors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine 

methods used to prevent unauthorized access to 

the system.

Verify documentation exists detailing methods 

used to prevent unauthorized access.

Verify authorized access methods work as 

described.

Verify that unauthorized access, as defined by the 

documentation, cannot access control capabilities 

of the system. (Negative testing)
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VVSG 1

 7.3

Physical Security 

Measures

7.3 Physical Security Measures 

A voting system‘s sensitivity to disruption or corruption of data 

depends, in part, on the physical location of equipment and data 

media, and on the establishment of secure telecommunications 

among various locations. Most often, the disruption of voting and 

vote counting results from a physical violation of one or more 

areas of the system thought to be protected.  Therefore, security 

procedures shall address physical threats and the corresponding 

means to defeat them.

N Y N All Y

N/A VVSG 1

 7.3.1

Polling Place 

Security

7.3.1 Polling Place Security N/A N/A N/A N/A N/A

VVSG 1

 7.3.1

Polling Place 

Security

For polling place operations, vendors shall develop and provide 

detailed documentation of measures to enable poll workers to 

physically protect and perform orderly shutdown of voting 

equipment to counteract vandalism, civil disobedience, and 

similar occurrences. 

N N N All Y
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NA N/A 1)  Review documentation to locate the 

requirements of physical security measures for 

telecommunications

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Attempt to transmit data into the system 

using a lap top computer for access

    2.2  Verify that transmission is not possible

    2.3  Attempt to transmit data out of the system 

by using a lap top computer for access

    2.4  Verify that transmission is not possible

    2.5  Verify that there are no links to external 

sources

3)  If networks are allowed, verify that the voting 

system's sensitivity to disruption or corruption of 

data meets the requirements of the physical 

security measures for telecommunications

    3.1  Refer to VVSG Vol 1: 7.3.1, 7.3.2

NA N/A See below for functional test details:

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation to determine how 

poll workers physically protect the voting 

equipment and how to perform an orderly 

shutdown of the voting equipment.

During testing of voting machine, follow system 

documentation to do an orderly shutdown, and 

manually go through instructions to physically 

protect the voting machine.

During testing of voting machine, do not follow 

documentation steps for a shutdown and attempt 

to do so using invalid steps. (Negative testing)
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VVSG 1

 7.3.1

Polling Place 

Security

The measures shall allow the immediate detection of tampering 

with vote casting devices and precinct ballot counters. They also 

shall control physical access to a telecommunications link if such 

a link is used

vote casting = 

marking   

N/A 

telecommunica

tions

N N N All Y

VVSG 1

 7.3.2

Central Count 

Location Security

7.3.2 Central Count Location Security 

Vendors shall develop and document in detail the measures to be 

taken in a central counting environment.  These measures shall 

include physical and procedural controls related to the handling of 

ballot boxes, preparing of ballots for counting, counting 

operations and reporting data.

N/A Y N All Y

N/A VVSG 1

 7.4

Software Security 7.4 Software Security 

Voting systems shall meet specific security requirements for the 

installation of software and for protection against malicious 

software.

N/A N/A N/A N/A N/A

N/A VVSG 1

 7.4.1

Software and 

firmware 

Installation

7.4.1 Software and Firmware Installation 

The system shall meet the following requirements for installation 

of software, including hardware with embedded firmware.

NYS 

Regulation

6209.6F1

Y N/A N/A N/A Y

VVSG 1

 7.4.1a

Software and 

firmware 

Installation

                        a. If software is resident in the system as firmware, 

the vendor shall require and state in the system documentation 

that every device is to be retested to validate each ROM prior to 

the start of elections operations. 

N Y N All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation to determine how 

poll workers can detect tampering with voting 

machines.

Verify that there are no telecommunication 

features for the voting system. (NY rqmnt.)

During voting session, have voter cast a ballot 

without errors or trying to tamper with machine. 

Verify machine has not been tampered with.

During voting session, have a voter attempt to 

reset the ballot counter or otherwise tamper with 

the machine. Verify immediate detection by 

means that is defined in system documentation 

(message, audit record, etc.). (Negative testing)

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

measures are addressed for a central counting 

environment. 

In a post-voting environment, follow doc 

instructions to ensure that ballot boxes are 

handled correctly, the ballots are prepared 

correctly for counting, and that the counting 

operations and reports are correctly processed.  

In a post-voting environment, try deviating from 

the system documentation and record results. 

(Negative testing)

NA N/A See below for functional test details:

NA N/A See below for functional test details:

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

election software is also resident as firmware.

If resident as firmware, verify documentation 

states to retest every device to validate each 

ROM prior to start of election operations.
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VVSG 1

 7.4.1b

Software and 

firmware 

Installation

                        b. To prevent alteration of executable code, no 

software shall be permanently installed or resident in the voting 

system unless the system documentation states that the 

jurisdiction must provide a secure physical and procedural 

environment for the storage, handling, preparation, and 

transportation of the system hardware. 

N Y N All Y

VVSG 1

 7.4.1c

Software and 

firmware 

Installation

                        c. The voting system bootstrap, monitor, and 

device-controller software may be resident permanently as 

firmware, provided that this firmware has been shown to be 

inaccessible to activation or control by any means other than by 

the authorized initiation and execution of the vote counting 

program, and its associated exception handlers. 

N Y FS All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine 

whether or not software is permanently installed 

or resident on the voting machine.

If permanently installed, review the system 

documentation to determine if it contains the 

required information for storage, handling, 

preparation and transportation of a voting 

machine.

Review all system components for the presence 

of the software and ensure the code can not be 

altered by any means.

NYSTEC: ITA should also inspect all machine 

components for the presence of software and not 

just trust the vendor documentation.

To the extent that the firmware is not 

COTS, automated and manual  source 

code review will be performed in an 

attemptto verify that the firmware is 

inaccessible to activation by any other 

than the authorized execution of the 

voting system software. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine 

what software components are resident 

permanently as firmware. 

Ensure that during each phase (EMS, pre-voting, 

voting, post-voting, balot counting, etc.) that the 

firmware of the voting system can not be 

accessed by activation or control by any means 

other than authorized access.  Attempt to access 

the firmware during each phase to circumvent the 

system.

NYSTEC: Do we mean software not hardware 

above?  This test should be done in all phases of 

the voting system to ensure that there are no 

options to control the firmware.  There should be 

an inspection of all interfaces within the system 

to ensure that none can control the firmware.  

Tester should try and find undocumented features 

that would violate this requirement.  Verify that 

there are no know exploits on the particular 

machine.
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VVSG 1

 7.4.1d

Software and 

firmware 

Installation

                        d. The election-specific programming may be 

installed and resident as firmware, provided that such firmware is 

installed on a component (such as a computer chip) other than the 

component on which the operating system resides. 

N Y FS All Y

VVSG 1

 7.4.1e

Software and 

firmware 

Installation

                        e. After initiation of election day testing, no source 

code or compilers or assemblers shall be resident or accessible. 

N Y N All Y

VVSG 1

 7.4.2a

Protection Against 

Malicious Software

7.4.2 Protection Against Malicious Software  

a.  Voting systems shall deploy protection against the many forms 

of threats to which they may be exposed such as file and macro 

viruses, worms, Trojan horses, and logic bombs. 

See Attack 

Tree

NYS 

Regulation

6209.2.G

Y Y FS All Y
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The trusted build process as a subset 

of the source code review for the 

validation, will augment functional 

testing to satisfy this requirement.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine if 

election-specific contest is also resident as 

firmware.

If identified as firmware, verify how it is loaded 

onto voting machine - i.e., installed on a 

component such as a computer chip.

Before election, insert correctly updated chip into 

voting machine to verify election-specific contest 

shows along with specified firmware.

Remove an election module after firmware has 

been loaded on the voting machine.  Restart the 

voting machine.  Ensure that the election specific 

programming does not exist on the voting 

machine. Attempt to load election specific 

programming outside the convential method. 

(Negative testing)  NYSTEC: This seems more 

like a test for input integrity.  A better test might 

be to remove an election module, restart the 

machine and ensure that the election specific 

programming is gone.  Another test would be to 

determine if other means may be used to input 

election specific programming.

Hardware 

review will 

augment 

functional 

testing for this 

requirement

NA- This describes the physical 

deployment of the software, which 

cannot be inspected within the source 

code.

During election day testing this is not 

applicable.  The hash codes produced 

through the trusted build process can 

be used to verify the composition of 

the firmware, and as such will 

augment functional testing to satisfy 

this requirement.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Pre-voting steps: review files on system and 

ensure that all compilers, source code or 

assemblers have been removed before opening 

the election poll.  Run a hash check to ensure that 

only approved modules are present.

NYSTEC: Run the hash check to ensure that only 

approved modules are present.

Post-voting steps: review files on system and 

ensure that all compilers, source code or 

assemblers are still not there and were not 

inserted as part of the voting steps.  Run a hash 

check to ensure that only approved modules are 

present. (Negative testing)

Hardware 

review will 

augment 

functional 

testing for this 

requirement

The trusted build process as a subset 

of the source code review for the 

validation, will augment security 

source code review and functional 

testing to satisfy this requirement.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Infect each voting machine with a threat of any 

kind and determine if the voting system software 

can identify and prevent such a threat.  Ensure 

the software protection can identify and alert 

when a threat is attempted on any of the voting 

machines.
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VVSG 1

 7.4.2b

Protection Against 

Malicious Software

Vendors shall develop and document the procedures to be 

followed to ensure that such protection is maintained in a current 

status.

N Y N All Y

VVSG 1

 7.4.4a

Software 

Distribution

7.4.4 Software Distribution 

a. The vendor shall document all software including voting system 

software, third party software (such as operating systems and 

drivers) to be installed on the certified voting system, and 

installation programs.   

N Y N All Y

VVSG 1

 7.4.4ai

Software 

Distribution

                        i. The documentation shall have a unique identifier 

(such as a serial number or part number) for the following set of 

information: documentation, software vendor name, product 

name, version, the certification application number of the voting 

system, file names and paths or other location information (such 

as storage addresses) of the software. 

N Y N All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation and determine 

procedures exist on how to protect the system.  

Identify in the system documentation that HIDS 

or HIPS software exists and how it it 

implemented on the voting system.

Check the documented protection mechanism to 

ensure it is configured and maintained in a 

current status.

NYSTEC:  TDP review should seek out the use 

of HIDS or HIPS software.  This software should 

be verified as present and functional.  This is not 

a test of how to respond to an incident, but rather 

how to maintain protection against. 

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review documentation of all software program.

Look at files and programs installed on the voting 

system and verify that all software present is 

documented as software needed for the voting 

system.

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Look at files and programs installed on the voting 

system.  Verify that all software present has the 

unique identifier that is documented by vendor.
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VVSG 1

 7.4.4aiity

Software 

Distribution

                        ii. The documentation shall designate all software 

files as static, semi-static or dynamic.

N Y N All Y

VVSG 1

 7.4.4b

Software 

Distribution

                        b. The EAC accredited testing lab shall witness the 

final build of the executable version of the certified voting system 

software performed by the vendor.  

N Y N All Y

VVSG 1

 7.4.4bi

Software 

Distribution

                        i. The testing lab shall create a complete record of 

the build that includes: a unique identifier (such as a serial 

number) for the complete record; a list of unique identifiers of 

unalterable storage media associated with the record; the time, 

date, location, names and signatures of all people present; the 

source code and resulting executable file names; the version of 

voting system software; the certification application number of 

the voting system; the name and versions of all (including third 

party) libraries; and the name, version, and configuration files of 

the development environment used for the build.  

N Y N All Y

VVSG 1

 7.4.4bii

Software 

Distribution

                       ii. The record of the source code and executable 

files shall be made on unalterable storage media. Each piece of 

media shall have a unique identifier.

N Y N All Y

VVSG 1

 7.4.4biii

Software 

Distribution

                      iii. The testing lab shall retain this record until 

notified by the EAC that it can be archived.

N Y N All Y

VVSG 1

 7.4.4c

Software 

Distribution

                     c. After EAC certification has been granted, the 

testing lab shall create a subset of the complete record of the build 

that includes a unique identifier (such as a serial number) of the 

subset, the unique identifier of the complete record, a list of 

unique identifiers of unalterable storage media associated with the 

subset, the vendor and product name, the version of voting system 

software, the certification number of the voting system, and all the 

files that resulted from the build and binary images of all 

installation programs.

N Y N All Y

VVSG 1

 7.4.4ciii

Software 

Distribution

                      iii. The record of the software shall be made on 

unalterable storage media.  Each piece of media shall have a 

unique identifier.

N Y N All Y

VVSG 1

 7.4.4civ

Software 

Distribution

                      iv. The testing lab shall retain a copy, send a copy to 

the vendor, and send a copy to the NIST National Software 

Reference Library (NSRL)2 and/or to any repository designated 

by a State. 

N Y N All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review documentation for all software 

designation.

Verify software files on the voting system are of 

the type defined in the documentation.

NA N/A As part of the NYSBOE work, a trusted build 

shall happen instead of witnessing a final build.  

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

A complete record of the build will be created 

and will include the components listed in the 

requirement.

NA N/A A record of the source code and executable files 

will be made on unalterable media that has a 

unique identifier.

NA N/A The record will be retained until notified by the 

EAC.

NA N/A Subset of the complete record of the build will be 

created as required.

NA N/A The record of the software will be made on 

unalterable storage media and each piece of 

media shall have a unique identifier.

NA N/A A copy will be retained and copies will be sent to 

the appropriate parties as required.
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VVSG 1

 7.4.4cv

Software 

Distribution

                      v. The NSRL shall retain this software until notified 

by the EAC that it can be archived. 

N Y N All Y

VVSG 1

 7.4.4d

Software 

Distribution

                        d. The vendor shall provide the NSRL and any 

repository designated by a state with a copy of the software 

installation disk, which the vendor will distribute to purchasers-

including the executable binary images of all third party 

software. 

N Y N All Y

VVSG 1

 7.4.4di

Software 

Distribution

                        i. All voting system software, installation programs 

and third party software (such as operating systems and drivers) 

used to install or to be installed on voting system equipment shall 

be distributed using unalterable storage media. 

N Y N All Y

VVSG 1

 7.4.4dii

Software 

Distribution

                        ii. The vendor shall document that the process 

used to verify the software distributed on unalterable storage 

media is the certified software by using the reference information 

provided by the NSRL or other designated repository before 

installing the software. 

N Y N All Y

VVSG 1

 7.4.4e

Software 

Distribution

                        e. The voting system equipment shall be designed 

to allow the voting system administrator to verify that the 

software is the certified software by comparing it to reference 

information produced by the NSRL or other designated 

repository. 

N Y N All Y

VVSG 1

 7.4.4f

Software 

Distribution

                        f. The vendors and testing labs shall document to 

whom they provide voting system software. 

N Y N All Y

VVSG 1

 7.4.5

Software 

Reference 

Information

7.4.5 Software Reference Information 

The NSRL or other repository designated by a state election office 

shall generate reference information using the binary images of 

the (a) certified voting system software received on unalterable 

storage media from testing labs and (b) election- specific software 

received on unalterable storage media from jurisdictions.

N Y N All Y

VVSG 1

 7.4.5a

Software 

Reference 

Information

a. The NSRL or other designated repository shall generate 

reference information in at least one of the following forms:  (a) 

complete binary images, (b) cryptographic hash values or (c) 

digital signatures of the software. 

Choose a form N Y N All Y

VVSG 1

 7.4.5b

Software 

Reference 

Information

b. The NSRL or other designated repository shall create a record 

of the creation of reference information that includes: a unique 

identifier (such as a serial number) for the record; the file names 

of software and associated unique identifier(s)  of the unalterable 

storage media from which reference information is generated; the 

time, date and name of people who generated reference 

information; the type of reference information created; the 

certification number of the voting system; the voting system 

software version; the product name;  and the vendor name. 

N Y N All Y

VVSG 1

 7.4.5c

Software 

Reference 

Information

c. The NSRL or other designated repository shall retain the 

unalterable storage media used to generate the reference 

information until notified by the EAC that it can be archived.  

N Y N All Y

N/A VVSG 1

 7.4.5.1

Software 

Reference 

Information

7.4.5.1 Hashes and Digital Signatures N/A N/A N/A N/A N/A
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NA N/A N/A - this is a requirement for NSRL

NA N/A N/A - this is a requirement for the vendor

NA N/A N/A - this is a requirement for the vendor

NA N/A N/A - this is a requirement for the vendor

NA N/A As administrator, compare certified software to 

reference information produced by the NSRL or 

other designated repository.

NA N/A Document all parties who received voting system 

software from testing lab.

NA N/A N/A - this is a requirement for NSRL

NA Please see VVSG Volume 1, 

7.9.3.a.

N/A - this is a requirement for NSRL

NA N/A N/A - this is a requirement for NSRL

NA N/A N/A - this is a requirement for NSRL

NA N/A See below for functional test details:
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VVSG 1

 7.4.5.1a

Software 

Reference 

Information

                        a. The NSRL or other designated repository that 

generates hash value and/or digital signature reference 

information shall use FIPS-approved algorithms for hashing and 

signing. 

N Y N All Y

VVSG 1

 7.4.5.1ai

Software 

Reference 

Information

                        i. The NSRL or other designated repository that 

generates hash values, digital signatures reference information or 

cryptographic keys shall use a FIPS 140-2 level 1 or higher 

validated cryptographic module. 

N Y N All Y

VVSG 1

 7.4.5.1aii

Software 

Reference 

Information

                        ii. The NSRL or other designated repository that 

generates sets of hash values and digital signatures for reference 

information shall include a hash value or digital signature 

covering the set of reference information. 

N Y N All Y

VVSG 1

 7.4.5.1b

Software 

Reference 

Information

                        b. If the NSRL or other designated repository uses 

public key technology, the following requirements shall be met:  

N/A N/A N/A N/A N/A

VVSG 1

 7.4.5.1bi

Software 

Reference 

Information

                        i. Public and private key pairs used by the 

repository to generate digital signatures shall be 2048-bits or 

greater in length 

N Y N All Y
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NA Please see VVSG Volume 1, 

7.9.3.a.

1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1  Verify that FIPS-approved algorithms are 

used for hashing and signing

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1  Verify that FIPS 140-2 level 1 or higher 

validated cryptograpic module is used

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1 Verify that a hash value or digital signature 

covering the set of reference information is 

included

NA N/A See below for functional test details:

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1  Verify if public key technology is being 

used

2)  If public key technology is being used, verify:

    2.1  Public and private key pairs are 2048-bits 

or greater in length
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VVSG 1

 7.4.5.1bii

Software 

Reference 

Information

                        ii. The repository‘s private keys used to generate 

digital signature reference information shall be used for no more 

than three years 

N Y N All Y

VVSG 1

 7.4.5.1biii

Software 

Reference 

Information

                        iii. Public keys used to verify digital signature 

reference information shall be placed on unalterable storage 

media if not contained in a signed non-proprietary format for 

distribution.

N Y N All Y

VVSG 1

 7.4.5.1biv

Software 

Reference 

Information

                        iv. All copies of public key unalterable storage 

media made by the repository shall be labeled so that they are 

uniquely identifiable, including at a minimum: a unique identifier 

(such as a serial number) for the unalterable storage media; the 

time, date, location and name(s) of the repository owning the 

associated private keys; documentation about its creation; and an 

indication that the contents are public keys. 

N Y N All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1  Verify if public key technology is being 

used

2)  If public key technology is being used, verify:

    2.1  Private keys are not used for more than 

three years

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1  Verify if public key technology is being 

used

2)  If public key technology is being used, verify:

    2.1  Public key information is placed on 

unalterable storage media if not contained in a 

signed non-proprietary format for distribution

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1  Verify if public key technology is being 

used

2)  If public key technology is being used, verify:

    2.1  Copies of public key unalterable storage 

media are labeled and uniquely identifiable 

including:

-time

-date

-location (of repository owning keys)

-name (of repository owning keys)

-documentation regarding creation of key

-indication that contents are public keys
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VVSG 1

 7.4.5.1bv

Software 

Reference 

Information

                        v. The NSRL or other designated repository shall 

document to whom they provide unalterable storage media 

containing their public keys used to verify digital signature 

reference information including at a minimum: the uniquely 

identified public keys, the time and date provided, the name of the 

organization, and the name and contact information (phone, 

address, email address) of the recipient.

N Y N All Y

VVSG 1

 7.4.5.1bvi

Software 

Reference 

Information

                        vi. When a private key used to generate digital 

signature reference information becomes compromised, the NSRL 

or other designated repository shall provide notification to 

recipients of the associated public key that the private key has 

been compromised and the date on which it was compromised. 

N Y N All Y

VVSG 1

 7.4.5.1c

Software 

Reference 

Information

                        c. The NSRL or other designated repository shall 

make both the reference information available on unalterable 

storage media and its associated documentation that is labeled by 

the repository that created it uniquely identifiable by including at 

a minimum: a unique identifier (such as a serial number) for the 

storage media; the time, date, location and name of the creating 

repository; and an indication that the contents are reference 

information.  

N Y N All Y

N/A VVSG 1

 7.4.6

Software Setup 

Validation

7.4.6 Software Setup Validation N N/A N/A N/A Y
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NA N/A 1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1  Verify if public key technology is being 

used

2)  If public key technology is being used, verify:

    2.1  Documentation is provided regarding:

-the uniquely identified public keys

-time provided

-date provided

-name of the organization

-name and contact infromation (phone, 

address,email address) of the recipient

NA N/A 1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1  Verify if public key technology is being 

used

2)  If public key technology is being used, verify:

    2.1  NSRL or other designated repository 

provides notification to receipients of the 

associated public key if the private key is 

compromised

NA N/A 1)  Review NSRL or other designated repository 

documentation for generating hash value and/or 

digital signature reference information

    1.1  Verify if public key technology is being 

used

2)  If public key technology is being used, verify:

    2.1  Reference information and its associated 

documentation are made available on unalterable 

storage media and is uniquely identified by:

-a unique identifier (such as a serial number)

for the storage media

-time of creation

-date of creation

-location (of the creating repository)

-name (of the creating repository)

-indication that the contents are reference 

information

NA N/A See below for functional test details:
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VVSG 1

 7.4.6a

Software Setup 

Validation

                        a. Setup validation methods shall verify that no 

unauthorized software is present on the voting equipment. 

External hash 

check.

Y Y FS All Y

VVSG 1

 7.4.6b

Software Setup 

Validation

                        b. The vendor shall have a process to verify that 

the correct software is loaded, that there is no unauthorized 

software, and that voting system software on voting equipment 

has not been modified, using the reference information from the 

NSRL or from a State designated repository. 

Y Y FS All Y

VVSG 1

 7.4.6bi

Software Setup 

Validation

     i.  The process used to verify software should be possible to 

perform without using software installed on the voting system.  

NYSBOE - 

"should" = 

"shall"

Y Y FS All Y
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NA-This describes the physical 

deployment of the software, which 

cannot be inspected within the source 

code.

The hash codes produced through the 

trusted build process and by the NSRL 

repository can be used to verify the 

composition of the firmware, and as 

such will augment functional testing to 

satisfy this requirement.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Setup method ensure that unauthorized software 

does not get installed on the voting equipment.  

Perform a hash on each voting machine after 

using each method and attempting to circumvent 

it and determine if the method uses COTS 

entirely or vendor provided software.

NYSTEC:  Determine how the vendor satisfied 

this requirement, vendor or COTS provided 

software.  In each case use the method and 

attempt to circumvent it.  Must determine if the 

method uses COTS entirely or vendor provided 

software.  In either case a source code review 

may be needed as this is a critical piece of 

security code and method.  Significant testing 

must be done for all 7.4.6 requirements as 

NYSBOE is mitigating a lot of risk with this 

process.

NA

NA- This describes the physical 

deployment of the software, which 

cannot be inspected within the source 

code. The involvement of the NSRL 

does not occur

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Verify the vendor process exists and is accurate.  

Perform a hash on each voting machine and 

determine that the correct software is loaded.  

Ensure that there is no unauthorized software and 

the voting system software has not been modified 

- this can be verified using Hash.

NYSTEC: See 7.4.6a comment and incorporate 

use of SysTest calculated hash values.  Verify 

that vendor process detects unauthorized 

software as well as software that does not match 

hash.

NA

Reference: See 7.4.6a. 

Automated and manual  source code 

review will be performed in an attempt 

to determine that there is a process 

present to use the reference 

information from the NSRL to  verify 

that the correct software is loaded and 

there is no unauthorized software 

present on the voting equipment. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Verify the vendor process exists and can be 

performed without using software installed on the 

system.  Perform a hash on each voting machine 

and determine that the correct software is loaded.  

Ensure that there is no unauthorized software and 

the voting system software has not been modified 

- this can be verified using Hash. Use any other 

vendor specified method for determining the 

software on a voting machine without using 

installed software.

NYSTEC: See 7.4.6a 

NA
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VVSG 1

 7.4.6bii

Software Setup 

Validation

                       ii. The vendor shall document the process used to 

verify software on voting equipment.

Y Y N All Y

VVSG 1

 7.4.6biii

Software Setup 

Validation

                      iii. The process shall not modify the voting system 

software on the voting system during the verification process.

Y Y FS All Y

VVSG 1

 7.4.6c

Software Setup 

Validation

                        c. The vendor shall provide a method to 

comprehensively list all software files that are installed on voting 

systems.  

Y Y FS All Y

VVSG 1

 7.4.6d

Software Setup 

Validation

     d.  The verification process should be able to be performed 

using COTS software and hardware available from sources other 

than the voting system vendor. 

NYSBOE - 

"should" = 

"shall"

Y Y FS All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Verify the vendor process exists and is accurate.  

Perform a hash on each voting machine and 

determine that the correct software is loaded.  

Ensure that there is no unauthorized software and 

the voting system software has not been modified 

- this can be verified using Hash. Use any other 

vendor specified method for determining the 

software on a voting machine without using 

installed software.

NYSTEC:  Functional testing to validate 

documentation. Source code review in other 

sections should ensure the code actually works as 

is documented by the vendor.

NA

Automated and manual  source code 

review will be performed in an attempt 

to determine that a non-destructive 

process has been provided by the 

vendor to allow for comparison to the 

reference information from the NSRL.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Verify the vendor process exists and that it does 

not modify the voting system software on the 

voting system.

Automated and manual  source code 

review will be performed in an attempt 

to determine that a non-destructive 

method has been provided by the 

vendor to list all of the software files 

on the voting system.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Determine vendor's method to comprehensively 

list all software files.

Test method to ensure that it provides a list of 

software files.

Automated and manual  source code 

review will be performed in an attempt 

to determine the presence of an 

interface usable by COTS software to 

conduct verification process as 

described in section VVSG 1 7.4.6

Please see VVSG Volume 1, 

7.9.3.a.

Review documentation to determine if 

verification process can be performed using 

COTS software and hardware.

Perform verification process to ensure it can be 

performed as documented.
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VVSG 1

 7.4.6di

Software Setup 

Validation

                        i. If the process uses hashes or digital signatures, 

then the verification software shall use a FIPS 140-2 level 1 or 

higher validated cryptographic module. 

Y Y FS All Y

VVSG 1

 7.4.6dii

Software Setup 

Validation

ii. The verification process shall either (a) use reference 

information on unalterable storage media received from the 

repository or (b) verify the digital signature of the reference 

information on any other media.

N Y FS All Y

VVSG 1

 7.4.6e

Software Setup 

Validation

                        e. Voting system equipment shall provide a means 

to ensure that the system software can be verified through a 

trusted external interface, such as a read-only external interface, 

or by other means.  

N Y FS All Y

VVSG 1

 7.4.6ei

Software Setup 

Validation

                        i. The external interface shall be protected using 

tamper evident techniques 

N Y FS All Y
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This requirement is related to the 

inclusion of COTS, or at least third 

party, software, and as such should be 

verifiable through review of vendor 

submitted documentation. Automated 

and manual source code review will be 

performed in an attempt to determine 

undocumented uses of cryptography.

Please see VVSG Volume 1, 

7.9.3.a.

If the process uses hashes or digital signatures, 

review documentation to determine which 

cryptographic module is being used.

Verify the cryptographic module is FIPS 140-2 

approved utilizing the CMVP website.

See 7.9.3a requirement for steps to validate.

NYSTEC: See 7.9.3a, same test needed here.

If a) is true, we would not expect to 

find the use of digital signatures in the 

system.  If the system is found to use 

"writeable"  storage media, automated 

and manual  source code review will 

be performed in an attempt to 

determine the digital signature of the 

reference material is used. 

Please see VVSG Volume 1, 

7.9.3.a.

Check the verification process to determine if it 

uses reference information, digital signatures, or 

neither. 

This will be accomplished through the 

trusted build process as a subset of the 

source code review for the validation.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Determine the location of the external interface.  

See below for more detailed functional tests.

NA-This requirement is strictly 

hardware related.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Functional testing will compliment hardware 

testing.  This will be negative testing that will 

attempt to bypass the protection on the external 

interface.  Ensure the voting machine has 

evidence of tampering when accessing any of the 

external interface.  Run audit to determine if any 

of the external interface that was accessed is 

logged.

NYSTEC:  The protection will not stop access, 

but it should make it evident that the system was 

compromised.  The effectiveness of the tamper 

evident devices should be evaluated.  The device 

should be used and log entries verified.

Hardware 

review for the 

presence of 

tamper evident 

techniques in 

use will 

augment source 

code review 

and functional 

testing.
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VVSG 1

 7.4.6eii

Software Setup 

Validation

                       ii. The external interface shall have a physical 

indicator showing when the interface is enabled and disabled

N Y FS All Y

VVSG 1

 7.4.6eiii

Software Setup 

Validation

                       iii. The external interface shall be disabled during 

voting

N Y FS All Y

VVSG 1

 7.4.6eiv

Software Setup 

Validation

     iv.  The external interface shall provide a direct read-only 

access to the location of the voting system software without the 

use of installed software 

NYSBOE - 

"should" = 

"shall"

N Y FS All Y

VVSG 1

 7.4.6f

Software Setup 

Validation

                        f. Setup validation methods shall verify that 

registers and variables of the voting system equipment contain the 

proper static and initial values. 

N Y FS All Y
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NA- This is accomplished through 

functional testing rather than through 

static source code review

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Functional testing will compliment hardware 

testing.  When the external interface is disabled, 

view the indicator to see that it shows the 

interface is disabled.  When the external interface 

is enabled, view the indicator to see that it shows 

the interface is enabled.  

Hardware 

review for the 

presence of a 

physical 

indicator 

showing 

whether the 

interface is 

enabled or 

disabled will 

augment 

functional 

testing.

NA- This is accomplished through 

functional testing rather than through 

static source code review

Security source code review not 

applicable

Vote an election.  View the indicator to see that it 

shows the interface is disabled.

Negative testing - Try to gain unauthorized 

access to enable the interface during voting.

Negative testing #2 - Enable the interface and 

attempt to vote an election, ensure that the voting 

system does not allow voting while the interface 

is enabled.

NYSTEC:  With interface enabled, attempt to 

vote an election.

NA- This is accomplished through 

functional testing rather than through 

static source code review

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Enable the external interface.  Validate that it 

provides direct read-only access without the use 

of installed software.

Negative Testing - Enable the external interface.  

Try to gain unauthorized access to obtain write 

access via the external interface.  

Negative Testing #2 - Enter via authorized access 

and attempt to write to the interface and ensure 

the voting system does not allow any write access 

to the interface.

NYSTEC:  Obtain authorized access and attempt 

to write to the interface. 

The trusted build process and source 

code review will verify register 

settings and variables are 

appropriately set, and will augment 

functional testing.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

(see below for functional test details) NA
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VVSG 1

 7.4.6fi

Software Setup 

Validation

     i.  The vendor should provide a method to query the voting 

system to determine the values of all static and dynamic registers 

and variables including the values that jurisdictions are required 

to modify to conduct a specific election.  

NYSBOE - 

"should" = 

"shall"

N Y FS All Y

VVSG 1

 7.4.6fii

Software Setup 

Validation

                       ii. The vendor shall document the values of all 

static registers and variables, and the initial starting values of all 

dynamic registers and variables listed for voting system software, 

except for the values set to conduct a specific election. 

N Y FS All Y
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The trusted build process and source 

code review will verify that the 

method to query the voting system for 

determination of static and dynamic 

registers and variables is functional, 

and will augment functional testing.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Find the vendor method to query the voting 

system.

Using this method, query the voting system to 

determine the values of all static and dynamic 

registers and variables including the values that 

jurisdictions are required to modify to conduct a 

specific election.

Negative testing - verify that the method cannot 

be compromised to gain unauthorized access to 

the system

NA

Source code review will augment 

functional testing in the validation of 

this requirement.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review the vendor documentation of the values 

of static registers, static variables, and initial 

values of dynamic variables.

Vote an election to determine that documented 

values are consistent with actual values.

NA
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N/A VVSG 1

 7.5

Telecommunicatio

ns and Data 

Transmission

7.5 Telecommunications and Data Transmission 

There are four areas that must be addressed by 

telecommunications and data transmission security capabilities: 

access control, data integrity, detection and prevention of data 

interception, and protection against external threats. 

Y Y Y N/A Y

N/A VVSG 1

 7.5.1

Maintaining Data 

Integrity

7.5.1 Maintaining Data Integrity 

Voting systems that use telecommunications to communicate 

between system components and locations are subject to the same 

security requirements governing access to any other system 

hardware, software, and data function.

N/A N/A N/A N/A N/A

VVSG 1

 7.5.1a

Maintaining Data 

Integrity

     a.  Voting systems that use electrical or optical transmission of 

data shall ensure the receipt of valid vote records is verified at the 

receiving station. This should include standard transmission error 

detection and correction methods such as checksums or message 

digest hashes. Verification of correct transmission shall occur at 

the voting system application level and ensure that the correct 

data is recorded on all relevant components consolidated within 

the polling place prior to the voter completing casting of his or her 

ballot.

NYSBOE - 

"should" = 

"shall"

N/A N/A N/A All N/A
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Access control will be addressed in 

part through source code review. 

Source code review will augment 

functional testing to validate data 

integrity.   

Please see NYS Law 7-202.1t For all sections pertaining to 

Telecommunications and Data Transmission:

Per NYSBOE, telecommunications and data 

transmission will not be allowed/used on voting 

machines. 

Review documentation to determine if Data 

Transmission and/or Telecommunication section 

exists. Documentation should not have it listed as 

it cannot be used.

Vote a contest. At the conclusion of the contest, 

using the system as it has been properly 

configured, attempt to electronically 

communicate through a data network or wireless 

communication method. The system should not 

allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

NYSTEC: Reference test case for NYS Law 7-

NA

NA Please see NYS Law 7-202.1t NYSTEC: Reference test case for NYS Law 7-

202.1t.

NA Please see VVSG Volume 1, 

7.9.3.a.

This is a Security Source Code Validation 

Requirement
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VVSG 1

 7.5.1b

Maintaining Data 

Integrity

                        b. Voting systems that use telecommunications to 

communicate between system components and locations before 

the polling place is officially closed shall: 

NYS allows no 

network

N/A N/A N/A All N/A

VVSG 1

 7.5.1bi

Maintaining Data 

Integrity

                        i. Implement an encryption standard currently 

documented and validated for use by an agency of the U.S. 

government 

N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement
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VVSG 1

 7.5.1bii

Maintaining Data 

Integrity

                       ii. Provide a means to detect the presence of an 

intrusive process, such as an Intrusion Detection System

N/A N/A N/A All N/A

N/A VVSG 1

 7.5.2

Protection Against 

External Threats

7.5.2 Protection Against External Threats N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA N/A For all sections pertaining to 

Telecommunications and Data Transmission:

Per NYSBOE, telecommunications and data 

transmission will not be allowed/used on voting 

machines. 

Review documentation to determine if Data 

Transmission and/or Telecommunication section 

exists. Documentation should not have it listed as 

it cannot be used.

Vote a contest. At the conclusion of the contest, 

using the system as it has been properly 

configured, attempt to electronically 

communicate through a data network or wireless 

communication method. The system should not 

allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

NYSTEC: Reference test case for NYS Law 7-
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VVSG 1

 7.5.2a

Protection Against 

External Threats

                        a. Voting systems that use public 

telecommunications networks shall implement protections against 

external threats to which commercial products used in the system 

may be susceptible. 

N/A N/A N/A All N/A

VVSG 1

 7.5.2b

Protection Against 

External Threats

                        b. Voting systems that use public 

telecommunications networks shall provide system 

documentation that clearly identifies all COTS hardware and 

software products and communications services used in the 

development and/or operation of the voting system, including 

operating systems, communications routers, modem drivers and 

dial-up networking software.  

N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement
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VVSG 1

 7.5.2bi

Protection Against 

External Threats

                        i. Such documentation shall identify the name, 

vendor, and version used for each such component. 

N/A N/A N/A All N/A

VVSG 1

 7.5.2c

Protection Against 

External Threats

                        c. Voting systems that use public 

telecommunications networks shall use protective software at the 

receiving-end of all communications paths to: 

N/A N/A N/A All N/A

VVSG 1

 7.5.2ci

Protection Against 

External Threats

                        i. Detect the presence of a threat in a transmission N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement
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VVSG 1

 7.5.2cii

Protection Against 

External Threats

                       ii. Remove the threat from infected files/data N/A N/A N/A All N/A

VVSG 1

 7.5.2ciii

Protection Against 

External Threats

                       iii. Prevent against storage of the threat anywhere 

on the receiving device

N/A N/A N/A All N/A

VVSG 1

 7.5.2civ

Protection Against 

External Threats

                        iv. Provide the capability to confirm that no threats 

are stored in system memory and in connected storage media 

N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement
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VVSG 1

 7.5.2cv

Protection Against 

External Threats

                        v. Provide data to the system audit log indicating 

the detection of a threat and the processing performed 

N/A N/A N/A All N/A

VVSG 1

 7.5.2d

Protection Against 

External Threats

                        d. Vendors shall use multiple forms of protective 

software as needed to provide capabilities for the full range of 

products used by the voting system. 

N Y Y All Y
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA as this relates to the use of COTS 

for monitoring external threats

Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA
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VVSG 1

 7.5.3

Monitoring and 

Responding to 

External Threats

7.5.3 Monitoring and Responding to External Threats 

Voting systems that use public telecommunications networks may 

become vulnerable, by virtue of their system components, to 

external threats to the accuracy and integrity of vote recording, 

vote counting, and vote consolidation and reporting processes. 

Therefore, vendors of such systems shall document how they plan 

to monitor and respond to known threats to which their voting 

systems are vulnerable. This documentation shall provide a 

detailed description, including scheduling information, of the 

procedures the vendor will use to:

N/A N/A N/A All N/A

VVSG 1

 7.5.3a

Monitoring and 

Responding to 

External Threats

                        a. Monitor threats, such as through the review of 

assessments, advisories, and alerts for COTS components issued 

by the Computer Emergency Response Team (CERT), for which a 

current listing can be found at http://www.cert.org, the National 

Infrastructure Protection Center (NIPC), and the Federal 

Computer Incident Response Capability (FedCIRC), for which 

additional information can be found at www.uscert.gov

N/A N/A N/A All N/A
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NA Please see NYS Law 7-202.1t For all sections pertaining to 

Telecommunications and Data Transmission:

Per NYSBOE, telecommunications and data 

transmission will not be allowed/used on voting 

machines. 

Review documentation to determine if Data 

Transmission and/or Telecommunication section 

exists. Documentation should not have it listed as 

it cannot be used.

Vote a contest. At the conclusion of the contest, 

using the system as it has been properly 

configured, attempt to electronically 

communicate through a data network or wireless 

communication method. The system should not 

allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

NYSTEC: Reference test case for NYS Law 7-NA N/A This is a Security Source Code Validation 

Requirement
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VVSG 1

 7.5.3b

Monitoring and 

Responding to 

External Threats

                        b. Evaluate the threats and, if any, proposed 

responses

N/A N/A N/A All N/A

VVSG 1

 7.5.3c

Monitoring and 

Responding to 

External Threats

                        c. Develop responsive updates to the system and/or 

corrective procedures

N/A N/A N/A All N/A

VVSG 1

 7.5.3d

Monitoring and 

Responding to 

External Threats

                        d. Submit the proposed response to the test labs 

and appropriate states for approval, identifying the exact changes 

and whether or not they are temporary or permanent

N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement
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VVSG 1

 7.5.3e

Monitoring and 

Responding to 

External Threats

                        e. After implementation of the proposed response 

is approved by the state, assist clients, either directly or through 

detailed written procedures, how to update their systems and/or to 

implement the corrective procedures within the timeframe 

established by the state

N/A N/A N/A All N/A

VVSG 1

 7.5.3f

Monitoring and 

Responding to 

External Threats

                        f. Address threats emerging too late to correct the 

system by:

N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement
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 7.5.3fi

Monitoring and 

Responding to 

External Threats

                        i. Providing prompt, emergency notification to the 

accredited test labs and the affected states and user jurisdictions

N/A N/A N/A All N/A

VVSG 1

 7.5.3fii

Monitoring and 

Responding to 

External Threats

                       ii. Assisting client jurisdictions directly or advising 

them through detailed written procedures to disable the public 

telecommunications mode of the system 

N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement
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 7.5.3fiii

Monitoring and 

Responding to 

External Threats

                      iii. Modifying the system after the election to 

address the threat, submitting the modified system to an 

accredited test lab and the EAC or state certification authority for 

approval, and assisting client jurisdictions directly or advising 

them through detailed written procedures, to update their systems 

and/or to implement the corrective procedures after approval 

N/A N/A N/A All N/A

VVSG 1

 7.5.4

Shared Operating 

Environment

7.5.4 Shared Operating Environment 

Ballot recording and vote counting can be performed in either a 

dedicated or non-dedicated environment. If ballot recording and 

vote counting operations are performed in an environment that is 

shared with other data processing functions, both hardware and 

software features shall be present to protect the integrity of vote 

counting and of vote data.  

Systems that use a shared operating environment shall: 

N Y FS All Y
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

Automated and manual  source code 

review will be performed in an attempt 

to determine that there is no  access to 

the vote counting process and vote 

data beyond that which is appropriate 

for the operating system.

Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

See below for functional test details: An inspection 

of the hardware 

and 

configuration 

will augment 

functional 

testing to 

validate that if 

shared 

operating 

systems are 

used, integrity 

of vote 

counting and 

vote data are 

protected.
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 7.5.4a

Shared Operating 

Environment

                        a. Use security procedures and logging records to 

control access to system functions

N Y N All Y

VVSG 1

 7.5.4b

Shared Operating 

Environment

                        b. Partition or compartmentalize voting system 

functions from other concurrent functions at least logically, and 

preferably physically as well

N Y FS All Y
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

Attempt to circumvent the security procedures to 

system functions of the voting system.  

Attempt to access the logging records and 

manipulate the records.

Attempt to circumvent control access for each 

system function of the voting system.

NA- This requirement is related to the 

operating system.

Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

Ensure the ballot recording and ballot counting 

proceses are physically separate or at least 

logically separate.

Attempt to use multiple system functions 

simultaneously if it is not physically separate.
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VVSG 1

 7.5.4c

Shared Operating 

Environment

                        c. Control system access by means of passwords, 

and restrict account access to necessary functions only

N Y FS All Y

VVSG 1

 7.5.4d

Shared Operating 

Environment

                        d. Have capabilities in place to control the flow of 

information, precluding data leakage through shared system 

resources

N Y FS All Y

N/A VVSG 1

 7.5.5

Incomplete 

Election Returns

7.5.5 Incomplete Election Returns  

If the voting system provides access to incomplete election 

returns and interactive inquiries before the completion of the 

official count, the system shall: 

N/A N/A N/A N/A N/A
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Selective source code review may be 

used to augment functional testing to 

validate that code is in place to 

prevent unauthorized system access 

when possible.

Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

Review system documentation and determine 

who is granted what access.

Determine if authorized access is granted to job 

title or to function to be performed.

During setup of election, create authorized users 

and grant specific functions and access per the 

system documentation.

Ensure based on election setup that users access 

only those areas they are explicitly assigned.  

Attempt to access areas that the user is not 

supposed to access on any of the voting 

machines.  Test for all possible roles.

Attempt to access voting system using a sign-on 

with invalid criteria. (Negative testing)

Attempt to access the EMS via the OS via a 

backdoor method.

NA

Selective source code review may be 

used to augment functional testing to 

validate that code is in place to 

preclude data leakage through shared 

system resources when possible.

Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

Attempt to circumvent the control of the flow of 

information.  Attempt to create a data leak and 

ensure the voting system does not allow such a 

capability.

NA

Selective source code review will be 

performed to augment the functional 

testing.  The degree of source code 

review will vary depending on the 

language, and the framework used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

See below for functional test details:
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VVSG 1

 7.5.5a

Incomplete 

Election Returns

                        a. Be designed to provide external access to 

incomplete election returns (for equipment that operates in a 

central counting environment), only if that access for these 

purposes is authorized by the statutes and regulations of the using 

agency. This requirement applies as well to polling place 

equipment that contains a removable memory module or that may 

be removed in its entirety to a central place for the consolidation 

of polling place returns

N Y FS All Y

VVSG 1

 7.5.5b

Incomplete 

Election Returns

                        b. Design voting system software and its security 

environment such that data accessible to interactive queries 

resides in an external file or database created and maintained by 

the elections software under the restrictions applying to any other 

output report:

N Y FS All Y

VVSG 1

 7.5.5bi

Incomplete 

Election Returns

                        i. The output file or database has no provision for 

write access back to the system

N Y FS All Y
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Selective source code review may be 

used to augment functional testing to 

validate that code is in place to 

provide access to incomplete election 

returns where possible.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation to determine the 

process and design for incomplete election 

returns.

For incomplete election returns, ensure only 

authorized access is allowed for the central count 

machines.  Also, ensure the removable memory 

module can only be accessed by authorized 

personnel.

Attempt to access incomplete election returns as 

an unauthorized perssonnel and ensure the 

system does not allow access.  Also, attempt to 

access the removable memory module without 

authorized access and ensure the system does not 

allow access.

NA

Selective source code review may be 

used to augment functional testing to 

validate that code is in place to 

prevent write access from the output 

file or database back to the system. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

See below for functional test details: NA

Selective source code review may be 

used to augment functional testing to 

validate that code is in place to 

prevent write access from the output 

file or database back to the system. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review the system documentation for the process 

and design of the system software for data access 

to interactive queries.

In the EMS, ensure the system software has an 

external file or database with no provision for 

write access back to the system.

Attempt to access the external file without 

authorized access and modify the file.

Attempt to write to the EMS database and modify 

election information.

NA
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VVSG 1

 7.5.5bii

Incomplete 

Election Returns

                       ii. Persons whose only authorized access is to the 

file or database are denied write access, both to the file or 

database, and to the system 

N Y FS All Y

VVSG 1

 7.6

Use of Public 

Communications 

Networks

7.6 Use of Public Communications Networks 

Voting systems that transmit data over public telecommunications 

networks face security risks that are not present in other voting 

systems. This section describes standards applicable to voting 

systems that use public telecommunications networks. 

N/A N/A N/A N/A N/A

VVSG 1

 7.6.1

Data transmission 7.6.1 Data Transmission 

All systems that transmit data over public telecommunications 

networks shall: 

N/A N/A N/A All N/A
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? Need to discuss the interpretation of 

this requirement. See comments

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review the system documentation to determine 

what level of access is required for write access 

to the database or access to the external file.

As an authorized user ensure access to the 

external file or write access to the database on the 

EMS.

Attempt as an unauthorized user to access the 

external file or write to the database and ensure 

the system does not allow such access.  Attempt 

with all roles assigned in the EMS.

NA

NA- NYSBOE forbids networks Please see NYS Law 7-202.1t For all sections pertaining to 

Telecommunications and Data Transmission:

NYSTEC: Reference test case for NYS Law 7-

202.1t.

Per NYSBOE, telecommunications and data 

transmission will not be allowed/used on voting 

machines. 

Review documentation to determine if Data 

Transmission and/or Telecommunication section 

exists. Documentation should not have it listed as 

it cannot be used.

Vote a contest. At the conclusion of the contest, 

using the system as it has been properly 

configured, attempt to electronically 

communicate through a data network or wireless 

communication method. The system should not 

allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

NA

NA N/A (see below) See below for functional test details:
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VVSG 1

 7.6.1a

Data transmission                         a. Preserve the secrecy of voter ballot selections 

and prevent anyone from violating ballot privacy 

N/A N/A N/A All N/A

VVSG 1

 7.6.1b

Data transmission                         b. Employ digital signatures for all 

communications between the vote server and other devices that 

communicate with the server over the network

N/A N/A N/A All N/A

VVSG 1

 7.6.1c

Data transmission                         c. Require that at least two authorized election 

officials activate any critical operation regarding the processing of 

ballots transmitted over a public communications network, i.e. the 

passwords or cryptographic keys of at least two employees are 

required to perform processing of votes

N/A N/A N/A All N/A

VVSG 1

 7.6.2

Casting Individual 

Ballots

7.6.2 Casting Individual Ballots 

Systems designed for transmission of telecommunications over 

public networks shall meet security standards that address the 

security risks attendant with the casting of ballots from polling 

places controlled by election officials using voting devices 

configured and installed by election officials and/or their vendor 

or contractor, and using in-person authentication of individual 

voters.

N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Please see VVSG Volume 1, 

7.9.3.a.

This is a Security Source Code Validation 

Requirement

NA N/A (see below) N/A
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 7.6.2.1

Casting Individual 

Ballots

7.6.2.1 Documentation of Mandatory Security Activities 

Vendors of voting systems that cast individual ballots over a 

public telecommunications network shall provide detailed 

descriptions of: 

N/A N/A N/A All N/A

VVSG 1

 7.6.2.1a

Casting Individual 

Ballots

                        a. All activities mandatory to ensuring effective 

voting system security to be performed in setting up the system 

for operation, including testing of security before an election

N/A N/A N/A All N/A

VVSG 1

 7.6.2.1b

Casting Individual 

Ballots

                        b. All activities that should be prohibited during 

voting equipment setup and during the timeframe for voting 

operations, including both the hours when polls are open and 

when polls are closed

N/A N/A N/A All N/A

VVSG 1

 7.6.2.2

Casting Individual 

Ballots

7.6.2.2 Ability to Operate During Interruption of Service  

These systems shall provide the following capabilities to provide 

resistance to interruptions of telecommunications service that 

prevent voting devices at the polling place from communicating 

with external components via telecommunications: 

N/A N/A N/A All N/A
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NA N/A (see below) N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA N/A (see below) See below for functional test details:
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VVSG 1

 7.6.2.2a

Casting Individual 

Ballots

                        a. Detect the occurrence of a telecommunications 

interruption at the polling place and switch to an alternative mode 

of operation that is not dependent on the connection between 

polling place voting devices and external system components

N/A N/A N/A All N/A

VVSG 1

 7.6.2.2b

Casting Individual 

Ballots

                        b. Provide an alternate mode of operation that 

includes the functionality of a

conventional electronic voting system without losing any single 

vote

N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement
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VVSG 1

 7.6.2.2c

Casting Individual 

Ballots

                        c. Create and preserve an audit trail of every vote 

cast during the period of interrupted communication and system 

operation in conventional electronic voting system mode

N/A N/A N/A All N/A

VVSG 1

 7.6.2.2d

Casting Individual 

Ballots

                        d. Upon reestablishment of communications, 

transmit and process votes accumulated while operating in 

conventional electronic voting system mode with all security 

safeguards in effect

N/A N/A N/A All N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement
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VVSG 1

 7.6.2.2e

Casting Individual 

Ballots

                        e. Ensure that all safeguards related to voter 

identification and authentication are not affected by the 

procedures employed by the system to counteract potential 

interruptions of telecommunications capabilities

N/A N/A N/A All N/A

N/A VVSG 1

 7.7

7.7 Wireless Communications  

This section provides requirements for implementing and using 

wireless communications within a voting system. These 

requirements reduce, but do not eliminate, the risk of using 

wireless communications for voting systems.   

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

This is a Security Source Code Validation 

Requirement

NA Please see NYS Law 7-202.1t For all sections pertaining to 

Telecommunications and Data Transmission:

NYSTEC: Reference test case for NYS Law 7-

202.1t.

Per NYSBOE, telecommunications and data 

transmission will not be allowed/used on voting 

machines. 

Review documentation to determine if Data 

Transmission and/or Telecommunication section 

exists. Documentation should not have it listed as 

it cannot be used.

Vote a contest. At the conclusion of the contest, 

using the system as it has been properly 

configured, attempt to electronically 

communicate through a data network or wireless 

communication method. The system should not 

allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)
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N/A VVSG 1

 7.7.1

Controlling Usage 7.7.1 Controlling Usage N/A N/A N/A N/A N/A

VVSG 1

 7.7.1a

Controlling Usage                         a. If wireless communications are used in a voting 

system, then the vendor shall supply documentation describing 

how to use all aspects of wireless communications in a secure 

manner. This documentation shall include:

N/A N/A N/A N/A N/A
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NA. No subsections of this 

requirement are designated FS, so this 

also should not be FS

N/A (see below) For all sections pertaining to 

Telecommunications and Data Transmission:

Per NYSBOE, telecommunications and data 

transmission will not be allowed/used on voting 

machines. 

Review documentation to determine if Data 

Transmission and/or Telecommunication section 

exists. Documentation should not have it listed as 

it cannot be used.

Vote a contest. At the conclusion of the contest, 

using the system as it has been properly 

configured, attempt to electronically 

communicate through a data network or wireless 

communication method. The system should not 

allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

NA

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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VVSG 1

 7.7.1ai

Controlling Usage                         i. A complete description of the uses of wireless in 

the voting system including descriptions of the data elements and 

signals that are to be carried by the wireless mechanism

N/A N/A N/A N/A N/A

VVSG 1

 7.7.1aii

Controlling Usage                        ii. A complete description of the vulnerabilities 

associated with this proposed use of wireless, including 

vulnerabilities deriving from the insertion, deletion, modification, 

capture or suppression of wireless messages 

N/A N/A N/A N/A N/A

VVSG 1

 7.7.1aiii

Controlling Usage                        iii. A complete description of the techniques used 

to mitigate the risks associated with the described vulnerabilities 

including techniques used by the vendor to ensure that wireless 

cannot send or receive messages other than those situations 

specified in the documentation. Cryptographic techniques shall be 

carefully and fully described, including a description of 

cryptographic key generation, management, use, certification, and 

destruction 

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Please see VVSG Volume 1, 

7.9.3.a.

N/A
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VVSG 1

 7.7.1aiv

Controlling Usage                       iv. A rationale for the inclusion of wireless in the 

proposed voting system, based on a careful and complete 

description of the perceived advantages and disadvantages of 

using wireless for the documented uses compared to using non-

wireless approaches 

N/A N/A N/A N/A N/A

VVSG 1

 7.7.1b

Controlling Usage                         b. The details of all cryptographic protocols used 

for wireless communications, including the specific features and 

data, shall be documented.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.1c

Controlling Usage                         c. The wireless documentation shall be closely 

reviewed for accuracy, completeness, and correctness.

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Please see VVSG Volume 1, 

7.9.3.a.

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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VVSG 1

 7.7.1d

Controlling Usage                         d. There shall be no undocumented use of the 

wireless capability, nor any use of the wireless capability that is 

not entirely controlled by an election official. 

N/A N/A N/A N/A N/A

VVSG 1

 7.7.1e

Controlling Usage                         e. If a voting system includes wireless capabilities, 

then the voting system shall be able to accomplish the same 

function if wireless capabilities are not available due to an error or 

no service.

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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VVSG 1

 7.7.1ei

Controlling Usage                         i. The vendor shall provide documentation how to 

accomplish these functions when wireless is not available.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.1f

Controlling Usage                         f. The system shall be designed and configured so 

it is not vulnerable to a single point of failure using wireless 

communications that causes a total loss of any voting capabilities.

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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VVSG 1

 7.7.1g

Controlling Usage                         g. If a voting system includes wireless capabilities, 

then the system shall have the ability to turn on the wireless 

capability when it is to be used and to turn off the wireless 

capability when the wireless capability is not in use.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.1h

Controlling Usage                         h. If a voting system includes wireless capabilities, 

then the system shall not activate the wireless capabilities without 

confirmation from an elections official.

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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N/A VVSG 1

 7.7.2

Identifying Usage 7.7.2 Identifying Usage 

Since there are a wide variety of wireless technologies (both 

standard and proprietary) and differing physical properties of 

wireless signals, it is important to identify some of the 

characteristics of the wireless technologies used in the voting 

system. 

N/A N/A N/A N/A N/A

VVSG 1

 7.7.2a

Identifying Usage                         a. If a voting system provides wireless 

communications capabilities, then there shall be a method for 

determining the existence of the wireless communications 

capabilities.

N/A N/A N/A N/A N/A
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NA N/A (see below) For all sections pertaining to 

Telecommunications and Data Transmission:

Per NYSBOE, telecommunications and data 

transmission will not be allowed/used on voting 

machines. 

Review documentation to determine if Data 

Transmission and/or Telecommunication section 

exists. Documentation should not have it listed as 

it cannot be used.

Vote a contest. At the conclusion of the contest, 

using the system as it has been properly 

configured, attempt to electronically 

communicate through a data network or wireless 

communication method. The system should not 

allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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VVSG 1

 7.7.2b

Identifying Usage                         b. If a voting system provides wireless 

communications capabilities, then there shall be an indication that 

allows one to determine when the wireless communications (such 

as radio frequencies) capability is active.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.2c

Identifying Usage                         c. The indication shall be visual. N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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VVSG 1

 7.7.2d

Identifying Usage                         d. If a voting system provides wireless 

communications capabilities, then the type of wireless 

communications used (such as radio frequencies) shall be 

identified either via a label or via the voting system 

documentation.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.3

Protecting 

Transmitted Data

7.7.3 Protecting Transmitted Data N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA N/A (see below) For all sections pertaining to 

Telecommunications and Data Transmission:

Per NYSBOE, telecommunications and data 

transmission will not be allowed/used on voting 

machines. 

Review documentation to determine if Data 

Transmission and/or Telecommunication section 

exists. Documentation should not have it listed as 

it cannot be used.

Vote a contest. At the conclusion of the contest, 

using the system as it has been properly 

configured, attempt to electronically 

communicate through a data network or wireless 

communication method. The system should not 

allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)
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VVSG 1

 7.7.3a

Protecting 

Transmitted Data

                        a. All information transmitted via wireless 

communications shall be encrypted and authenticated--with the 

exception of wireless T-coil coupling--to protect against 

eavesdropping and data manipulation including modification, 

insertion, and deletion.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.3ai

Protecting 

Transmitted Data

                        i. The encryption shall be as defined in Federal 

Information Processing Standards (FIPS) 197, ―Advanced 

Encryption Standard (AES).‖

N/A N/A N/A N/A N/A

VVSG 1

 7.7.3aii

Protecting 

Transmitted Data

                        ii. The cryptographic modules used shall comply 

with FIPS 140-2, Security Requirements for Cryptographic 

Modules.

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Please see VVSG Volume 1, 

7.9.3.a.

N/A
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VVSG 1

 7.7.3b

Protecting 

Transmitted Data

                        b. The capability to transmit non-encrypted and 

non-authenticated information via wireless communications shall 

not exist.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.3c

Protecting 

Transmitted Data

                        c. If audible wireless communication is used, and 

the receiver of the wireless transmission is the human ear, then 

the information shall not be encrypted. 

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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VVSG 1

 7.7.4

Protecting the 

Wireless Path

7.7.4 Protecting the Wireless Path 

If wireless communications are used, then the following 

capabilities shall exist in order to mitigate the effects of a denial 

of service (DoS) attack: 

N/A N/A N/A N/A N/A

VVSG 1

 7.7.4a

Protecting the 

Wireless Path

                        a. The voting system shall be able to function 

properly throughout a DoS attack, since the DoS attack may 

continue throughout the voting period.

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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VVSG 1

 7.7.4b

Protecting the 

Wireless Path

                        b. The voting system shall function properly as if 

the wireless capability were never available for use.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.4c

Protecting the 

Wireless Path

                        c. Alternative procedures or capabilities shall exist 

to accomplish the same functions that the wireless 

communications capability would have done.

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A
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VVSG 1

 7.7.4d

Protecting the 

Wireless Path

                        d. If infrared is being used, the shielding shall be 

strong enough to prevent escape of the voting system signal, as 

well as strong enough to prevent infrared saturation jamming.

N/A N/A N/A N/A N/A

N/A VVSG 1

 7.7.5

Protecting the 

Voting System

7.7.5 Protecting the Voting System 

Physical security measures to prevent access to a voting system 

are not possible when using a wireless communications interface 

because there is no discrete physical communications path that 

can be secured. 

N/A N/A N/A N/A N/A
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NA Telecommunications is 

prohibited; however, security 

source code review will be 

performed on the entire code 

base.    

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review"" of the ""Master 

Technical Data Package Review 

Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement 

will be detected by Fortify SCA 

and reviewed manually."

N/A

NA N/A For all sections pertaining to 

Telecommunications and Data Transmission:

Per NYSBOE, telecommunications and data 

transmission will not be allowed/used on voting 

machines. 

Review documentation to determine if Data 

Transmission and/or Telecommunication section 

exists. Documentation should not have it listed as 

it cannot be used.

Vote a contest. At the conclusion of the contest, 

using the system as it has been properly 

configured, attempt to electronically 

communicate through a data network or wireless 

communication method. The system should not 

allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)
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 7.7.5a

Protecting the 

Voting System

                        a. The security requirements in Subsection 2.1.1 

shall be applicable to systems with wireless communications.

N/A N/A N/A N/A N/A
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Must ensure that communications are 

not available

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of functional security and apply 

them to wireless communication

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that the 

wireless communications security components 

meet the security requirements of Subsection  

2.1.1

   3.1  Refer to VVSG Vol 1:   2.1.1.a, 2.1.1.b, 

2.1.1.c, 2.1.1.d, 2.1.1.e, 2.1.1.f, 2.1.1.g, 
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VVSG 1

 7.7.5b

Protecting the 

Voting System

                        b. The accuracy requirements in Subsection 2.1.2 

shall be applicable to systems with wireless communications.

N/A N/A N/A N/A N/A
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Must ensure that communications are 

not available

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of functional accuracy and apply 

them to wireless communication

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that the 

wireless communications accuracy components 

meet the accuracy requirements of Subsection  

2.1.2

   3.1  Refer to VVSG Vol 1:    2.1.2.a, 2.1.2.b, 

2.1.2.c, 2.1.2.d, 2.1.2.e, 2.1.2.f
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VVSG 1

 7.7.5c

Protecting the 

Voting System

                        c. The use of wireless communications that may 

cause impact to the system accuracy through electromagnetic 

stresses is prohibited.

N/A N/A N/A N/A N/A
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Must ensure that communications are 

not available

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of functional accuracy and apply 

them to wireless communication

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that the 

wireless communications will not cause impact to 

the system accuracy through eletromagnetic 

stresses  
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 7.7.5d

Protecting the 

Voting System

                        d. The error recovery requirements in Subsection 

2.1.3 shall be applicable to systems with wireless 

communications.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.5e

Protecting the 

Voting System

                        e. All wireless communications actions shall be 

logged.

N/A N/A N/A N/A N/A

VVSG 1

 7.7.5ei

Protecting the 

Voting System

                        i. The log shall contain at least the following 

entries: times when the wireless is activated and deactivated, 

services accessed, identification of device to which data was 

transmitted to or received from, identification of authorized user, 

and successful and unsuccessful attempts to access wireless 

communications or service.

N/A N/A N/A N/A N/A
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Must ensure that communications are 

not available

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation to locate the 

requirements of functional error recovery and 

apply them to wireless communication

    1.1  Determine if networks are allowed

2)  If networks are not allowed:

    2.1  Review documentation to determine if  

Data Transmission and/or Telecommunication 

section exists. Documentation should not have it 

listed as it cannot be used. Vote a contest. At the 

conclusion of the contest, using the system as it 

has been properly configured, attempt to 

electronically communicate through a data 

network or wireless communication method. The 

system should not allow it.

Using telecommunication and data transmission 

documentation from vendor, go through all steps 

on activating hardware for communicating 

electronically. After voting a correctly voting a 

contest, attempt to electronically communicate 

from voting machine. The voting machine should 

ensure that no electrical or optical 

communications between system components 

and/or locations can be performed through data 

networks or via wireless communication 

methods. (Negative testing)

3)  If networks are allowed verify that the 

wireless communications error recovery 

components meet the accuracy requirements of 

Subsection  2.1.3

   3.1  Refer to VVSG Vol 1:   2.1.3.a, 2.1.3.b, 

2.1.3.c

Must ensure that communications are 

not available

Security source code review 

focuses on a large number of 

security vulnerabilities as 

N/A

Must ensure that communications are 

not available

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A
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VVSG 1

 7.7.5f

Protecting the 

Voting System

                       f. Device authentication shall occur before any 

access to, or services from, the voting system are granted through 

wireless communications. 

N/A N/A N/A N/A N/A

VVSG 1

 7.7.5fi

Protecting the 

Voting System

                       i. User authentication shall be at least level 2 as per 

NIST Special Publication 800-63 Version 1.0.1, Electronic 

Authentication Guideline. 

N/A N/A N/A N/A N/A

VVSG 1

7.8.1

The voter must be able to verify that both cast vote records are 

correct and match before leaving the polling place, e.g., verify his 

or her selections on the voting machine summary screen and also 

verify the second record on the unalterable storage media

See NYS 

Regulation 

6209.2.3

N/A N/A N/A N/A N/A

N/A VVSG 1

 7.9.1

Display and Print a 

Paper Record

7.9.1 Display and Print a Paper Record NYS 

Regulation

6209.2.3

N/A N/A N/A N/A N/A

VVSG 1

 7.9.1a

Display and Print a 

Paper Record

a. The voting system shall print and display a paper record of the 

voter ballot selections prior to the voter making his or her 

selections final by casting the ballot. 

NYS 

Regulation

6209.2.F.1

Y N FS All Y
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Must ensure that communications are 

not available

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A

Must ensure that communications are 

not available

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A

NA N/A See below for functional test details:

NA N/A See below for functional test details:

NA-This is a dynamic test because of 

the display portion of the requirement, 

and is not suited to static source code 

review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a contest. Verify ballot identifies selections 

made for voting.

Attempt to remove ballot/paper prior to normal 

DRE operation of marking ballot/paper. 

Determine if selections are still identified. 

(Negative testing)

NA
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VVSG 1

 7.9.1b

Display and Print a 

Paper Record

b. The paper record shall constitute a complete record of ballot 

selections that can be used to assess the accuracy of the voting 

machine‘s electronic record, to verify the election results, and, if 

required by state law, in full recounts. 

NYS 

Regulation

6209.2.F.1

NYS 

Regulation

6209.2.F.1a

NYS 

Regulation

6209.2.F.1c

Y N FS All Y 14

VVSG 1

 7.9.1c

Display and Print a 

Paper Record

c. The paper record shall contain all voter selection information 

stored in the electronic (ballot image) record. 

NYS 

Regulation

6209.2.F.1

NYS 

Regulation

6209.2.F.1b

Y N FS All Y 14

15

N/A VVSG 1

 7.9.2

Approve or Void 

the Paper Record

7.9.2 Approve or Void the Paper Record NYS 

Regulation

6209.2.F.1-8

N/A N/A N/A N/A N/A
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NA- This is a dynamic requirement 

rather than a static requirement suited 

to source code review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a contest. Verify ballot identifies selections 

made for voting.

Fold/crumple ballot/paper prior to putting in 

ballot box. Attempt to review ballot/paper to 

ensure selections are still legible to the naked 

eye. (Negative testing)

NA

Selective source code review may be 

used to augment functional testing to 

validate that code exists which 

compares the paper and electronic 

record where possible, and allow 

completion of voting.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review vendor documentation to see how a vote 

is cast electronically. Vote a contest. Take 

ballot/paper (VVPAT) and verify it matches 

electronic record.

Fold/crumple ballot/paper prior to scanning it. 

Determine if vote(s) are still electronically 

recorded. (Negative testing)

NA

NA N/A See below for functional test details:
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VVSG 1

 7.9.2a

Approve or Void 

the Paper Record

a. The voting equipment shall allow the voter to approve or void 

the paper record. 

- The voter can verify that the ballot selections displayed on the 

DRE summary screen and those printed on the paper record are 

the same.  If they are, and the voter is satisfied with these 

selections, the voter can proceed to cast his or her ballot, thereby 

approving the paper record. 

-   If the selections match, but the voter wishes to change one or 

more selections, the paper record must be voided so a new paper 

record can be created to compare to the new summary screen 

displayed after the voter changes his or her ballot selections. 

-  In the event the selections do not match between the summary 

screen and the paper record, the voter shall immediately request 

assistance from a poll worker. A non-match could indicate a 

potential voting machine or printer malfunction. 

NYS 

Regulation

6209.2.F.4a

BMD 2.7.20

Y N FS All Y

VVSG 1

 7.9.2b

Approve or Void 

the Paper Record

                        b. The voting equipment shall, in the presence of 

the voter, mark the paper record as being approved by the voter if 

the ballot selections are accepted; or voided or if the voter decides 

to change one or more selections. 

N N FS All Y 14

15

35

36

38

VVSG 1

 7.9.2c

Approve or Void 

the Paper Record

                        c. If the records do not match, the voting 

equipment shall mark and preserve the paper record and shall 

provide a means to preserve the corresponding electronic record 

so the source of error or malfunction can be analyzed.  

N N FS All Y 14

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



Selective source code review may be 

used to augment functional testing to 

validate that code exists which 

compares the paper and electronic 

record where possible, and allow 

completion of voting.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Make selections for all contests in an election. 

Review VVPAT. Voter is able to review 

selections on display and paper record to verify 

the selections match both on-screen and on-

paper.  Voter can then cast ballot.

Determine if able to fold/crumple VVPAT and re-

insert into voting machine to cast ballot. 

(Negative testing)

Review documentation to determine how if the 

VVPAT and screen image match, but changes are 

desired, the paper record must first be voided.

If the VVPAT and screen image match, 

determine if manually changing the paper record 

and re-inserting into the DRE can change the 

vote. (Negative testing)

Determine if VVPAT and screen image do not 

match, instructions exist alerting voter to contact 

a poll worker. Print audit to verify error.

NA

NA- This is a dynamic requirement 

rather than a static requirement suited 

to source code review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote an election. Verify voter is able to review 

selections on display and paper record to verify 

the selections match.  

Determine if voter can approve ballot or have the 

ballot voided to make changes.

Attempt to remove paper/ballot prior to 

selections being made to see if an error condition 

occurs. (Negative testing)

NA

Selective source code review may be 

used to augment functional testing to 

validate that code exists which 

compares the paper and electronic 

record where possible.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Attempt to remove paper/ballot prior to 

selections being made to see if an error condition 

occurs. If able to remove paper/ballot prior to 

submitting ballot, determine if electronic record 

and paper records are still in sync. (Negative 

testing)

Determine if documentation in regards to poll 

workers know what to do should this happen: If 

selections do not match on VVPAT and on-

screen, the ballot is marked and preserved so the 

source of the error or malfunction can be 

analyzed.

NA

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 1

 7.9.2d

Approve or Void 

the Paper Record

                        d. The voting machine shall not record the 

electronic record until the paper record has been approved by the 

voter.

N N FS All Y 33

37

VVSG 1

 7.9.2e

Approve or Void 

the Paper Record

                        e. Vendor documentation shall include procedures 

to enable the election official to return a voting machine to correct 

operation after a voter has used it incompletely or incorrectly.  

This procedure shall not cause discrepancies between the tallies 

of the electronic and paper records.

NYS 

Regulation

6209.2.F.8

Y N N All Y 14
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Selective source code review may be 

used to augment functional testing to 

validate that code exists which does 

not allow the recording of electronic 

record until approval action by the 

voter is initiated.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a contest  Verify if voter is able to review 

selections on display and paper record to 

determine if the selections match.  Cast ballot.

Vote a contest. Review ballot/paper to on-screen 

display. If matching, attempt to circumvent 

casting ballot process by either not re-inserting 

paper/ballot, or manually removing paper/ballot 

once re-inserted and cast function started. 

(Negative testing)

NA

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review documentation to determine if 

instructions exist to direct election official in 

returning a voting machine to correct operation.

Perform operation per documented instructions to 

return voting machine to correct operation.

Attempt to circumvent instructions on returning 

voting machine to correct operation (perform 

steps out of sequence, select different options, 

etc.). (Negative testing)
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 7.9.3a

Electronic and 

Paper record 

Structure

7.9.3 Electronic and Paper Record Structure 

                        a. All cryptographic software in the voting system 

shall be approved by the U.S. Government‘s Cryptographic 

Module Validation Program, as applicable. 

NYS 

Regulation

6209.2.F.10a

Y N FS All Y 47

VVSG 1

 7.9.3b

Electronic and 

Paper record 

Structure

                        b. The electronic ballot image and paper records 

shall include information about the election.

N Y FS All Y X
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Selective source code review may be 

used to augment functional testing to 

validate that cryptographic software is 

employed in the program.

Security source code review 

will be performed in support of 

the detailed steps outlined in 

"Functional Comments"  

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1. Determine where the voting system (machine 

and EMS components) uses cryptography

1.1 Review documentation to determine use of 

cryptography

1.2 Perform source code review to verify use of 

documented cryptography

1.3 Review results from PCA and FCA to 

identify any inconsistencies with the documented 

cryptography

1.4 For documented cryptography on removable 

media, verify the use of cryptography on the 

removable media

2. Verify that all cryptographic software 

identified in step 1 is FIPS 140-2 approved.

2.1 Verify the cryptographic software identified 

in step 1 is FIPS 140-2 by utilizing the CMVP 

website

2.2 Ensure that cryptographic modules are in fact 

only FIPS 140-2 approved modules

2.2.1 Utilize hash codes on the source modules or 

binary modules to verify

2.2.2 Identify any use of cryptography that is not 

FIPS 140-2 approved

2.3 Verify that all cryptographic modules are 

implemented properly

2.3.1 Reference FIPS 140-2 certification and 

ensure that all provisions of the associated 

security policy have been implemented properly 

by the system vendor.

3. Check to ensure that cryptography is enabled 

by viewing data that has been encrypted. 

NA

NA- This is a dynamic requirement as 

it involves both an electronic image 

and paper records which are not 

producible through static source code 

review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

N/A (see below) NA
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VVSG 1

 7.9.3bi

Electronic and 

Paper record 

Structure

                        i. The voting equipment shall be able to include an 

identification of the particular election, the voting site and 

precinct, and the voting machine.

N Y FS All Y X

VVSG 1

 7.9.3bii

Electronic and 

Paper record 

Structure

                       ii. The records shall include information identifying 

whether the balloting is provisional, early, or on election day, and 

information that identifies the ballot style in use. 

N Y FS All Y X

VVSG 1

 7.9.3biii

Electronic and 

Paper record 

Structure

                      iii. The records shall include a voting session 

identifier that is generated when the voting equipment is placed in 

voting mode, and that can be used to identify the records as being 

created during that voting session. 

N Y FS All Y X
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Selective source code review may be 

used to augment functional testing to 

validate that code is in place to 

identify the election, voting site, 

precinct and voting machine.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a ballot.  Review ballot and verify that all 

voting information is present (identification of 

election, voting site and precinct, and voting 

machine).

NA

Selective source code review may be 

used to augment functional testing to 

validate that code is in place to 

identify provisional voting, early 

voting, and ballot style used.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a provisional ballot.  Verify ballot identifies 

that is  a provisional ballot.

Vote on election day.  Verify ballot identifies 

ballot was cast on election day.

Vote an early ballot.  Verify ballot identifies an 

early ballot

NA

Selective source code review may be 

used to augment functional testing to 

validate that code is in place to 

generate voting session identifiers, 

and associate voting records to the 

voting session.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a ballot.  Verify that records contain a 

voting session identifier that can be used to 

identify the records ad being created during the 

voting session.

NA
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VVSG 1

 7.9.3c

Electronic and 

Paper record 

Structure

                        c. The electronic ballot image and paper records 

shall be linked by including a unique identifier within each record 

that can be used to identify each record uniquely and each 

record‘s corresponding record. 

NYS 

Regulation

6209.2.F.11

Y Y FS All Y X

VVSG 1

 7.9.3d

Electronic and 

Paper record 

Structure

     d.  The voting machine should generate and store a digital 

signature for each electronic record.

NYS should to 

shall in NYS 

Law.   NYS 

Regulation

6209.2.F.12

NYSBOE - 

"should" = 

"shall"

Y Y FS All Y X

VVSG 1

 7.9.3e

Electronic and 

Paper record 

Structure

                        e. The electronic ballot image records shall be able 

to be exported for auditing or analysis on standards-based and /or 

COTS information technology computing platforms. 

NYS 

Regulation

6209.2.F.13

Y Y FS All Y X

VVSG 1

 7.9.3ei

Electronic and 

Paper record 

Structure

                        i. The exported electronic ballot image records 

shall be in a publicly available, non-proprietary format.

NYS 

Regulation

6209.2.F.13a

Y Y FS All Y X
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Source code review will be performed 

to attempt to identify the process 

creating the linkage between the 

image and paper record. This code 

will be traced to determine that this 

link is both unique and verifable. 

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a ballot.  Print the ballot.  Verify that a 

unique identifier is present in the record and 

ballot that can link the two together.

NYSTEC:  Need to specify how the link between 

the paper and electronic records will be done.

NA

Automated and manual  source code 

review will be performed in an attempt 

to determine that each electronic ballot 

record does generate a digital 

signature, and the digital signature is 

stored with the ballot record.

Please see 7.9.3.a Review system documentation to determine if 

specific implementation details exist for creation 

and storage of digital signatures.

Vote a ballot.  Verify that voting machine 

generates and stores a digital signature for each 

record.  

NYSTEC:  ITA must define what a an electronic 

record is and then determine if digital signatures 

are used properly throughout the entire system.  

This will include extensive source code review.

NA

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a ballot.  Verify that the record can be 

exported.

NA

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Please see 7.9.3.a Vote a ballot.  Verify that the record can be 

exported in a non-proprietary format and be 

publically available.

NA
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VVSG 1

 7.9.3eii

Electronic and 

Paper record 

Structure

     ii.  The records should be exported with a digital signature, 

which shall be calculated on the entire set of electronic records 

and their associated digital signatures. 

NYS 

Regulation

6209.2.F.13b

NYSBOE - 

"should" = 

"shall"

Y Y FS All Y X

VVSG 1

 7.9.3eiii

Electronic and 

Paper record 

Structure

                       iii. The voting system vendor shall provide 

documentation as to the structure of the exported ballot image 

records and how they shall be read and processed by software.

NYS 

Regulation

6209.2.F.13c

Y Y FS All Y X

VVSG 1

 7.9.3eiv

Electronic and 

Paper record 

Structure

                        iv. The voting system vendor shall provide a 

software program that will display the exported ballot image 

records and that may include other capabilities such as providing 

vote tallies and indications of undervotes.

NYS 

Regulation

6209.2.F.13d

Y Y FS All Y X
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NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a ballot.  Verify that the records are 

exported with a digital signature.  Verify the 

digital signature is calculated on the entire set of 

electronic records and their associated digital 

signatures.

NA

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review system documentation on the structure of 

the exported ballot image records and how they 

will be read and processed by software.

Vote a ballot.  Export the ballot image records.  

Display the exported ballot image records using 

the software program provided by the voting 

system vendor.  Ensure the display of the 

exported ballot image records is consistent with 

the documentation on how they will be read and 

processed by the software.

NA

Selective source code review may be 

used to augment functional testing to 

validate that code is in place to display 

exported ballot image records.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a ballot.  Export the ballot image, per 

system documentation.  Display exported ballot 

image on software provided by vendor.  Verify all 

information is correct.

NA
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VVSG 1

 7.9.3ev

Electronic and 

Paper record 

Structure

                        v. The voting system vendor shall provide full 

documentation of procedures for exporting electronic ballot image 

records and reconciling those records with the paper audit 

records.

N Y FS All Y X

VVSG 1

 7.9.3f

Electronic and 

Paper record 

Structure

     f.  The paper record should be created in a format that may be 

made available across different manufacturers of electronic voting 

systems. 

NYSBOE - 

"should" = 

"shall"

N Y FS All Y X

VVSG 1

 7.9.3g

Electronic and 

Paper record 

Structure

                        g. The paper record shall be created such that its 

contents are machine readable. 

N Y FS All Y X

VVSG 1

 7.9.3i

Electronic and 

Paper record 

Structure

                        i. The paper record shall contain error correcting 

codes for the purpose of detecting read errors and for preventing 

other markings on the paper record from being misinterpreted 

when machine reading the paper record. 

N Y FS All Y X
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NA- This is not suitable to source 

code review, but rather to document 

review.

N/A Review system documentation on the procedures 

for exporting electronic ballot image records and 

verifying them with the paper audit records.

Vote a ballot.  Export the ballot image, per 

system documentation.  Reconcile those records 

with the paper audit records.

Negative Testing - Determine if there is a way to 

change the electronic ballot image records and/or 

the paper audit records in a manner that cannot 

be detected in the reconciliation.

NA

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

N/A Review system documentation to determine if the 

paper record is created in a format that can be 

made available to different voting systems.

Review a paper record to determine if it has been 

created in an appropriate format.

NA

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

N/A Vote a contest  Create the paper record and verify 

the contents are machine readable by re-inserting 

it into a DRE (if supported) and determining if 

the machine can read the selections entered.

Vote a contest. Review ballot/paper. Distress the 

ballot/paper so that selections are not easily 

seen/read. Re-insert into DRE (if supported). 

Attempt to cast ballot. (Negative testing)

NA

Selective source code review may be 

used to augment functional testing to 

validate that code is in place to detect 

read errors.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote a contest. Review ballot/paper. Make 

manual changes (make different selection on 

contests, and even change barcodes, or add new 

barcodes) to it and re-insert into DRE (if 

supported). Determine if DRE can read all 

changes manually selected. (Negative testing)

Vote a contest. Review ballot/paper. Substitute a 

different ballot with only hand-written changes 

into DRE. Determine if DRE can read all 

changes. (Negative testing)

NA
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VVSG 1

 7.9.3h

Electronic and 

Paper record 

Structure

                       h. If barcode is used, the voting equipment shall be 

able to print a barcode with each paper record that contains the 

human-readable contents of the paper record. 

N Y FS All Y X

VVSG 1

 7.9.3hi

Electronic and 

Paper record 

Structure

                       i. The barcode shall use an industry standard format 

and shall be able to be read using readily available commercial 

technology. 

N Y FS All Y X

VVSG 1

 7.9.3hii

Electronic and 

Paper record 

Structure

                      ii. If the corresponding electronic record contains a 

digital signature, the digital signature shall be included in the 

barcode on the paper record. 

N Y FS All Y X

VVSG 1

 7.9.3hiii

Electronic and 

Paper record 

Structure

                      iii. The barcode shall not contain any information 

other than the paper record‘s human-readable content, error 

correcting codes, and digital signature information. 

N Y FS All Y X

N/A VVSG 1

 7.9.4

Equipment 

Security and 

reliability

7.9.4 Equipment Security and Reliability NYS 

Regulation

6209.2.F.14

NYS 

Regulation

6209.2.F.16

BMD 2.6.5

N N/A N/A N/A N/A X
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Selective source code review may be 

used to augment functional testing to 

validate that code is in place to print 

barcodes.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Vote and print a ballot/paper. Determine if a 

barcode is used on the voting machine. If used, 

verify it is printed on the ballot/paper.

Attempt to manually modify barcode to change 

vote. (Negative testing)

Testing of the 

barcode readers 

is a part of 

hardware 

testing.

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

N/A Review vendor documentation to determine if 

barcode used is printed with an industry standard 

format.

Print a ballot with a barcode. Scan the ballot in 

by having barcode read by a scanner.

Attempt to manually change the barcode (to 

change vote) and use scanner to read barcode. 

(Negative testing)

Testing of the 

barcode readers 

is a part of 

hardware 

testing.

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

SysTest Labs will use the vendor supplied 

barcode reader to scan and decompose the bar 

code and verify the digital signature.

Testing of the 

barcode readers 

is a part of 

hardware 

testing.

NA- This is a dynamic test rather than 

something that can be validated in 

static source code review.

N/A SysTest Labs will use the vendor supplied 

barcode reader to scan and decompose the bar 

code and verify the barcode does not contain any 

information other than the paper record's human-

readable content, error correcting codes, and 

digital signature information.

Testing of the 

barcode readers 

is a part of 

hardware 

testing.

NA N/A See below for functional test details:
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VVSG 1

 7.9.4a

Equipment 

Security and 

reliability

                        a. The voting machine shall provide a standard, 

publicly documented printer port (or the equivalent) using a 

standard communication protocol. 

NYS 

Regulation

6209.2.F.14a

NYS 

Regulation

6209.2.F.15a

BMD 2.6.12

Y N FS All Y

VVSG 1

 7.9.4b

Equipment 

Security and 

reliability

                        b. Tamper-evident seals or physical security 

measures shall protect the connection between the printer and the 

voting machine.

NYS 

Regulation

6209.2.F.14g

BMD 2.6.10

Y N N All Y X

VVSG 1

 7.9.4c

Equipment 

Security and 

reliability

                        c. If the connection between the voting machine 

and the printer has been broken, the voting machine shall detect 

this event and record it in the DRE internal audit log.

N N FS D Y X

VVSG 1

 7.9.4d

Equipment 

Security and 

reliability

                        d. The paper path between the printing, viewing 

and storage of the paper record shall be protected and sealed from 

access except by authorized election officials.

NYS 

Regulation

6209.2.F.14b, f

Y N N All Y X
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Selective source code review can 

augment functional testing to validate 

code is in place to handle printing 

functionality.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Review documentation to verify if voting 

machine uses a standard printer port (or the 

equivalent) using a standard communication 

protocol.

Inspect voting machine to determine if there is a 

standard printer port (or an equivalent).

An inspection 

of the hardware 

and 

configuration 

will augment 

functional 

testing to 

validate that 

printers contain 

no networking 

or any other 

communication 

capabilities 

other than to 

the voting 

machine to 

which it is 

connected.

NA Security source code review not 

applicable

Review voting machine to determine if the 

connection between the printer and the voting 

machine is secure and cannot be tampered with.

Selective source code reviews can 

augment functional testing to validate 

that code is in place to detect and 

display network connection disruption 

to the printer during the voting 

process.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

During voting session, unplug the printer to the 

voting machine.  Verify the audit log for an error 

of this event.

During voting session, unplug the printer to the 

voting machine. Re-attach printer. Power down 

and then power up voting machine. Determine if 

the audit log for the printer connection still lists it 

as broken or not. (Negative testing)

Hardware 

testing will 

augment 

functional 

testing for this 

requirement.

NA Security source code review not 

applicable

Vote a contest. Determine if voting machine's 

paper path is protected and sealed from access 

except by authorized election officials.

Attempt to circumvent paper path on voting 

machine. (Negative testing)
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VVSG 1

 7.9.4e

Equipment 

Security and 

reliability

                        e. The printer shall not be permitted to 

communicate with any system or machine other than the voting 

machine to which it is connected.   

NYS 

Regulation

6209.2.F.14c

BMD 2.6.6

Y N FS All Y X

VVSG 1

 7.9.4f

Equipment 

Security and 

reliability

                        f. The printer shall only be able to function as a 

printer; it shall not contain any other services (e.g., provide copier 

or fax functions) or network capability.

NYS 

Regulation

6209.2.F.14d

BMD 2.6.7

Y N FS All Y X

VVSG 1

 7.9.4g

Equipment 

Security and 

reliability

                        g. The voting machine shall detect errors and 

malfunctions such as paper jams or low supplies of consumables 

such as paper and ink that may prevent paper records from being 

correctly displayed, printed or stored.

NYS 

Regulation

6209.2.F.14e

NYS 

Regulation

6209.2.F.15b

BMD 2.6.13

Y N FS All Y X
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NA- This is a requirement of 

NYSBOE that networking is 

forbidden.

Security source code review not 

applicable

View the printer connections and verify that the 

printer cannot communicate with any other 

machine other than the voting machine.

Attempt to circumvent communication with the 

printer. How easily are the cables accessible to 

voters, and can they plug anything in to print out 

their own election results? (Negative testing)

An inspection 

of the hardware 

and 

configuration 

will augment 

functional 

testing to 

validate that 

printers contain 

no networking 

or any other 

communication 

capabilities 

other than to 

the voting 

machine to 

which it is 

connected.

NA- this is a hardware configuration 

check rather than a static source code 

review entry. 

Security source code review not 

applicable

Verify that printer only has printing capabilities. 

Determine all capabilities of the printer.  

Attempt to use printer as fax and/or connect to 

outside network. (Negative testing)

An inspection 

of the hardware 

configuration 

will augment 

functional 

testing to 

validate that 

printers contain 

no networking, 

copier or fax 

capabilities 

beyond the 

dedicated 

connection to 

the voting 

machine.

Selective source code reviews can 

augment functional testing to validate 

that code is in place to detect errors 

and malfunctions if an error occurs 

during the voting process.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, jam the printer or run out 

of paper.  Verify the voting machine will detect 

the error or malfunction.

During voting session, remove ink cartridge. 

Does the voting machine detect the error or 

malfunction, and determine how it alerts election 

official. (Negative testing)

Hardware 

testing for 

induced paper 

jams and low 

consumables 

will augment 

functional 

testing.
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VVSG 1

 7.9.4h

Equipment 

Security and 

reliability

     h.  If an error or malfunction occurs, the voting machine shall 

suspend voting operations and should present a clear indication to 

the voter and election officials of the malfunction.

NYS 

Regulation

6209.2.F.14e

NYS 

Regulation

6209.2.F.15c

NYSBOE - 

"should" = 

"shall"

Y N FS All Y X

VVSG 1

 7.9.4i

Equipment 

Security and 

reliability

     i.  The voting machine shall not record votes if an error or 

malfunction occurs.

N N FS All Y X

VVSG 1

 7.9.4j

Equipment 

Security and 

reliability

     j.  Printing devices should contain sufficient supplies of paper 

and ink to avoid reloading or opening equipment covers or 

enclosures and thus potential circumvention of security features; 

or be able to reload paper and ink with minimal disruption to 

voting and without circumvention of security features such as 

seals.

NYS 

Regulation

6209.2.F.15d

NYS 

Regulation

6209.2.F.15di

BMD 2.6.16

NYSBOE - 

"should" = 

"shall"

Y N N All Y X

VVSG 1

 7.9.4k

Equipment 

Security and 

reliability

                        k. Vendor documentation shall include procedures 

for investigating and resolving printer malfunctions including, but 

not limited to; printer operations, misreporting of votes, 

unreadable paper records, and power failures.

NYS 

Regulation

6209.2.F.17

BMD 2.6.14

BMD 2.6.18

Y N N All Y X

VVSG 1

 7.9.4l

Equipment 

Security and 

reliability

                        l. Vendor documentation shall include printer 

reliability specifications including Mean Time Between Failure 

estimates, and shall include recommendations for appropriate 

quantities of backup printers and supplies.

NYS 

Regulation

6209.2.F.15e

BMD 2.6.11

BMD 2.6.15

Y N N All Y X

VVSG 1

 7.9.4m

Equipment 

Security and 

reliability

                        m. Protective coverings intended to be transparent 

on voting equipment shall be maintainable via a predefined 

cleaning process.  If the coverings become damaged such that 

they obscure the paper record, they shall be replaceable.

NYS 

Regulation

6209.2.F.18

BMD 2.6.20

Y N FS All Y X
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Selective source code reviews can 

augment functional testing to validate 

that code is in place to suspend voting 

and display clear indications if an 

error occurs during the voting process.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, jam the printer or run out 

of paper.  Verify the voting machine detects the 

error or malfunction and suspends voting 

operations.

During voting session, create error condition and 

verify voting machine detects error and stops the 

vote. Turn machine off and back on to see if 

voting can continue. (Negative testing)

NA

Selective source code reviews can 

augment functional testing to validate 

that code is in place to prevent 

recording of votes if an error occurs 

during the voting process.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, create an error or 

malfunction condition and verify that the vote is 

not recorded.

Attempt to circumvent error and continue with 

vote. (Negative testing)

NA

NA Security source code review not 

applicable

Review documentation to determine how paper 

and/or ink is installed in a voting machine. Verify 

it can be done easily and quickly by a poll 

worker.

During voting session, run out of printing paper.  

Verify that paper can be added without 

circumvention of security features.

NA Security source code review not 

applicable

Review system documentation for adequate 

procedures for investigation and resolving printer 

malfunctions.

NA Security source code review not 

applicable

Review system documentation for printer 

reliability specifications and for 

recommendations for appropriate quantities of 

backup printers and supplies.

NA- This is a hardware inspection 

result rather than a static source code 

review product.

Security source code review not 

applicable

Inspect voting machine's protective coverings. 

Determine if they are transparent, easily 

cleanable, and replaceable.

NA
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VVSG 1

 7.9.4n

Equipment 

Security and 

reliability

                        n. The paper record shall be sturdy, clean, and of 

sufficient durability to be used for verifications, reconciliations, 

and recounts conducted manually or by automated processing.

NYS 

Regulation

6209.2.F.19

Y N N All Y

15

16

17

18

X 12

13

14

N/A VVSG 1

 7.9.5

Preserving Voter 

Privacy

7.9.5 Preserving Voter Privacy  

VVPAT records can be printed and stored by two different 

methods: 

-Printed and stored on a continuous spool-to-spool paper roll 

where the voter views the paper record in a window

- Printed on separate pieces of paper, which are deposited in a 

secure receptacle.  

If a requirement applies to only one method, that will be 

specified. Otherwise, the requirement applies to both.

NYS 

Regulation

6209.2.F.9

N N/A N/A N/A N/A

VVSG 1

 7.9.5a

Preserving Voter 

Privacy

a. Voter privacy shall be preserved during the process of 

recording, verifying and auditing his or her ballot selections. 

NYS 

Regulation

6209.2.F.9a

Y N FS D Y

VVSG 1

 7.9.5b

Preserving Voter 

Privacy

                        b. When a VVPAT with a spool-to-spool 

continuous paper record is used, a means shall be provided to 

preserve the secrecy of the paper record of voter selections.

N N N D Y 10

14

VVSG 1

 7.9.5c

Preserving Voter 

Privacy

                        c. When a VVPAT with a spool-to-spool 

continuous paper record is used, no record shall be maintained of 

which voters used which voting machine or the order in which 

they voted.

N N N D Y 24

34
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NA Security source code review not 

applicable

Vote a ballot.  Print paper record.  Verify paper 

record meets requirements per system 

documentation so it can be used for verifications, 

reconciliations, and recounts.

NA N/A See below for functional test details:

NA- This is a procedural review, and 

not a product of static source code 

review.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, verify that voter privacy is 

preserved. Determine if personal information 

displays on the paper/ballot.

Verify privacy also includes some form of shield 

or curtain around voting machine for voter to 

vote without someone watching.

Attempt to insert personal information on 

ballot/paper and have it read by the DRE. 

(Negative testing)

NA

NA N/A During voting session, when a spool-to-spool 

continuous paper record is used, verify that only 

selections made by the voter can be viewed by 

the voter.  No other left over information is 

visible (from previous voter).

Attempt to access spool paper record in order to 

leave voting record. (Negative testing)

NA N/A During voting session, when a spool-to-spool 

continuous paper record is used, verify that there 

is no indication on the paper which voters used 

which voting machine and what order the voters 

voted in.

Attempt to access spool paper record in order to 

leave voting record. (Negative testing)
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 7.9.5d

Preserving Voter 

Privacy

                        d. The electronic and paper records shall be 

created and stored in ways that preserve the privacy of the voter.

N N FS D Y 37

47

VVSG 1

 7.9.5e

Preserving Voter 

Privacy

                        e. The privacy of voters whose paper records 

contain an alternative language shall be maintained.

NYS 

Regulation

6209.2.F.9b

Y N FS D Y 24

34

VVSG 1

 7.9.5f

Preserving Voter 

Privacy

                        f. Unique identifiers shall not be displayed in a 

way that is easily memorable by the voter.

N N N D Y 37

47

VVSG 1

 7.9.5g

Preserving Voter 

Privacy

                        g. Both paper rolls and paper record secure 

receptacles shall be controlled, protected, and preserved with the 

same security as a ballot box.  

N N N D Y X?

N/A VVSG 1

 7.9.6

VVPAT Usability 7.9.6 VVPAT Usability N/A N/A N/A N/A N/A
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Selective source code reviews can 

augment functional testing to validate 

that there is no linkage between 

electronic and paper records created,  

and voter identity.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, ensure that all electronic 

and paper records are created and stored that will 

preserve the privacy of the voter.  Determine if 

next voter can determine previous selections.

Attempt to access electronic record to see what 

last vote recorded was to see if it matches actual 

last vote entered. (Negative testing)

NA

Selective source code reviews can 

augment functional testing to validate 

that there is no linkage between 

alternative language and voter 

identity.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session using an alternative 

language, verify that voter privacy is preserved 

during recording in that all selections made will 

be in English.

Attempt to write-in using a different language. 

(Negative testing)

NA

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting sessions, determine how unique 

identifies are displayed and if they are 

memorable to voters.

During voting sessions, determine if unique 

identifiers are obscured.

NA N/A Review documentation to determine how security 

of paper rolls and paper record secure receptacles 

are handled.

NA N/A See below for functional test details:
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VVSG 1

 7.9.6a

VVPAT Usability                        a. All usability requirements from Subsection 3.1 

shall apply to voting machines with VVPAT. 

N N N D Y

VVSG 1

 7.9.6b

VVPAT Usability      b.  The voting equipment shall be capable of showing the 

information on the paper in a font size of at least 3.0 mm and 

should be capable of showing the information in at least two font 

ranges; 3.0-4.0 mm, and 6.3-9.0 mm, under control of the voter or 

poll worker. 

NYS 

Regulation

6209.3D

NYSBOE -

"should" = 

"shall"

Y N FS D Y 1

14

15

16

17

18

19

20

23

24VVSG 1

 7.9.6c

VVPAT Usability      c.  The voting equipment shall display, print and store the 

paper record in any of the written alternative languages chosen for 

the ballot.

NYS 

Regulation

6209.2.F.3

BMD 2.7.19

Y N FS D Y 15

19

VVSG 1

 7.9.6ci

VVPAT Usability                         i. To assist with manual auditing, candidate names 

on the paper record shall be presented in the same language as 

used on the DRE summary screen.

BMD 2.7.19 N N FS D Y 1

7

13

16

19

32

VVSG 1

 7.9.6cii

VVPAT Usability                         ii. Information on the paper record not needed by 

the voter to perform verification shall be in English.  

BMD 2.7.19 N N N D Y 1

7

8

16

19

32
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NA N/A Review documentation for any summative 

usability tests using individuals representative of 

the general population that were performed on 

the voting system by the vendor.

See subsection 3.1 for additional Usability testing 

information.

NA-The conversion of font sizes to 

physical measurements is hardware 

and driver dependent, and may not be 

verifiable in source code review.

N/A During voting session, the voter will change the 

font size. 

Ensure that the display is capable of showing all 

information in at least two font sizes, 3.0-4.0 mm 

and 6.3-9.0 mm.  

Ensure that the voter has control of the font size.

NA

Selective source code review can 

augment functional testing by 

validating that the language selected is 

the language programmed for use in 

display, printing and storage of written 

records.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, voters will select different 

languages that are available.  

Determine that in each language, the 

presentation, ballot selections, review screens 

and instructions are displayed/played and 

recorded  in the language selected.

Hardware 

testing of the 

printer will 

augment the 

functional 

testing of this 

requirement.

Selective source code review can 

validate that the language used in the 

program for display includes candidate 

names in the same language.

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

During voting session, voters will select different 

languages that are available.  

Ensure that candidate names during manual 

auditing are presented in the same language as 

used on the summary screen.

NA

NA N/A During voting session, voters will select different 

languages that are available.  

Determine that information on the paper record 

not needed to perform verification is in English.

Attempt to write in vote in a different language. 

(Negative testing)
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 7.9.6d

VVPAT Usability                         d. The paper and electronic records shall be 

presented to allow the voter to read and compare the records 

without the voter having to shift his or her position.   

NYS 

Regulation

6209.2.F.1d

NYS 

Regulation

6209.3D

Y N N D Y 1

7

8

16

19

32

VVSG 1

 7.9.6e

VVPAT Usability                         e. If the paper record cannot be displayed in its 

entirety on a single page, a means shall be provided to allow the 

voter to view the entire record.  

NYS 

Regulation

6209.2.F.1e

NYS 

Regulation

6209.3D

Y N N D Y 15

VVSG 1

 7.9.6f

VVPAT Usability                         f. If the paper record cannot be displayed in its 

entirety on a single page, each page of the record shall be 

numbered and shall include the total count of pages for the record.  

N N N D Y 17

VVSG 1

 7.9.6g

VVPAT Usability                         g. The instructions for performing the verification 

process shall be made available to the voter in a location on the 

voting machine. 

NYS 

Regulation

6209.2.F.2

BMD 2.7.18

Y N N D Y X

VVSG 1

 7.9.7

VVPAT 

Accessibility

7.9.7 VVPAT Accessibility N/A N/A N/A N/A N/A

VVSG 1

 7.9.7a

VVPAT 

Accessibility

                        a. All accessibility requirements from Subsection 

3.2 shall apply to voting machines with VVPAT.

N N N D Y
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NA N/A Vote a ballot.  Ensure that paper and electronic 

records can be read and compared without 

shifting positions.

NA N/A View system documentation to determine how a 

voter reviews their paper record if it does not fit 

on one page.

NA N/A Vote a contest. View paper record of selections. 

If all selections cannot be displayed on a single 

page, verify that pages are numbered and total 

number of pages are indicated.

Vote a series of contests again. This time, 

changing votes to have fewer selections. Does it 

show on a single page or multiple pages?

NA N/A View system documentation on where the 

instructions for the verification process is on the 

voting machine.  Verify the instructions are 

visible to the voter.

NA N/A See below for functional test details:

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

See Subsection 3.2 for functional comments.
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 7.9.7b

VVPAT 

Accessibility

     b.  If the normal voting procedure includes VVPAT, the 

accessible voting equipment should provide features that enable 

voters who are visually impaired and voters with an unwritten 

language to perform this verification. If state statute designates 

the paper record produced by the VVPAT to be the official ballot 

or the determinative record on a recount, the accessible voting 

equipment shall provide features that enable visually impaired 

voters and voters with an unwritten language to review the paper 

record.

NYSBOE - 

"should" = 

"shall"

N N N D Y 14

15

16

17

19

20

21

22

23

24

25

26

28

29

30
VVSG 1

 8

Quality Assurance 

Requirements

N/A N/A N/A N/A N/A

VVSG 1

8.2

General 

Requirements

The voting system vendor is responsible for designing and 

implementing a quality assurance program to ensure that the 

design, workmanship, and performance requirements are achieved 

in all delivered systems and components.  At a minimum, this 

program shall: 

N/A N/A N/A N/A N/A

VVSG 1

8.2a

General 

Requirements

                        a. Include procedures for specifying, procuring, 

inspecting, accepting, and controlling parts and raw materials of 

the requisite quality

N Y N All Y

VVSG 1

8.2b

General 

Requirements

                        b. Require the documentation of the hardware and 

software development process

N Y N All Y

VVSG 1

8.2c

General 

Requirements

                        c. Identify and enforce all requirements for: N Y N All Y

VVSG 1

8.2ci

General 

Requirements

                        i. In-process inspection and testing that the 

manufacturer deems necessary to ensure proper fabrication and 

assembly of hardware

N Y N All Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Subsection 3.2.2.1 covers voters who are visually 

impaired. Subsection 3.2.7 covers voters who 

have an unwritten language. See these 

subsections for functional comments.

Vote ballot. Review selections and cast ballot. 

Determine if paper ballot and electronic 

selections are in sync as a paper ballot on a 

recount is what will be used.

NA N/A See below for functional test details:

NA N/A See below for functional test details:

NA N/A 1)  Review documentation of the quality 

assurance procedures for specifying, procuring, 

inspecting, accepting and controlling parts and 

raw materieals of the requisite quality

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation of the quality 

assurance development process of the hardware

2)  Review documentation of the quality 

assurance development process of the software

NA N/A 1)  Review documentation of all quality 

assurance requirements

    1.1  Review documentation of procedures to 

enforce all quality assurance requirements

NA N/A 1)  Review documentation and perform quality 

assurance procedures to ensure proper fabrication 

and assembly of hardware
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8.2cii

General 

Requirements

                        ii. Installation and operation of software and 

firmware

N Y N All Y

VVSG 1

8.2d

General 

Requirements

                        d. Include plans and procedures for post-

production environmental screening and acceptance testing

N Y N All Y

VVSG 1

8.2e

General 

Requirements

                        e. Include a procedure for maintaining all data and 

records required to document and verify the quality inspections 

and tests

N Y N All Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation and perform quality 

assurance procedures for the installation and 

operation of software and firmware

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation of quality assurance 

plans and procedures for post-production 

environmental screening and acceptance testing

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation of the quality 

assurance procedure for maintaining all data and 

records

    1.1  Ensure that the data and records will 

verify the quality inspections and tests
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VVSG 1

8.3

Components from 

Third Parties

A vendor who does not manufacture all the components of its 

voting system, but instead procures components as standard 

commercial items for assembly and integration into a voting 

system, shall verify that the supplier vendors follow documented 

quality assurance procedures that are at least as stringent as those 

used internally by the voting system vendor. 

N Y N All Y

VVSG 1

8.4

Responsibility for 

Tests

The manufacturer or vendor shall be responsible for performing 

all quality assurance tests, acquiring and documenting test data, 

and providing test reports for examination by the test lab as part 

of the national certification process.  These reports shall also be 

provided to the purchaser upon request. 

N Y N All Y

VVSG 1

8.5

Parts and Materials 

Special Tests and 

Examinations

In order to ensure that voting system parts and materials function 

properly, vendors shall: 

N/A N/A N/A All N/A

VVSG 1

8.5a

Parts and Materials 

Special Tests and 

Examinations

                        a. Select parts and materials to be used in voting 

systems and components according to their suitability for the 

intended application. Suitability may be determined by similarity 

of this application to existing standard practice or by means of 

special tests

N Y N All Y

VVSG 1

8.5b

Parts and Materials 

Special Tests and 

Examinations

                        b. Design special tests, if needed, to evaluate the 

part or material under conditions accurately simulating the actual 

voting system operating environment

N Y N All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation of the components 

supplied to the vendor 

    1.1  Verify that the items were used for 

assembly and integration into the voting system

    1.2  Verify that the required quality assurance 

procedures were followed by the vendor for the 

commercial items

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation of all quality 

assurance procedures and tests that were 

performed by the vendor

    1.1  Verify that all test data was documented

    1.2  Verify that test reports are included

    1.3  Verify that these reports are also available 

to the purchaser 

NA N/A See below for functional test details:

NA N/A 1)  Review documentation of parts and materials 

used  in the voting system

    1.1  Verify the documentation of the suitability 

of the components for their intended application

    1.2  Verify any documention of quality 

assurance testing performed by the vendor 

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review the documentation of the design of 

special tests, if needed, for the vendor to evaluate 

parts or materials

    1.1  Verify that the special tests accurately 

simulate the actual voting system operating 

enviromnent
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VVSG 1

8.5c

Parts and Materials 

Special Tests and 

Examinations

                        c. Maintain the resulting test data as part of the 

quality assurance program documentation

N Y N All Y

VVSG 1

8.6

Quality 

Conformance 

Inspections

The vendor performs conformance inspections to ensure the 

overall quality of the voting system and components delivered to 

the test lab for national certification testing and to the jurisdiction 

for implementation.  

To meet the conformance inspection requirements the vendor or 

manufacturer shall: 

N Y N All Y

VVSG 1

8.6a

Quality 

Conformance 

Inspections

                        a. Inspect and test each voting system or 

component to verify that it meets all inspection and test 

requirements for the system

N Y N All Y

VVSG 1

8.6b

Quality 

Conformance 

Inspections

                        b. Deliver a record of tests or a certificate of 

satisfactory completion with each system or component

N Y N All Y

VVSG 1

8.7

Documentation Vendors are required to produce documentation to support the 

independent testing required for their products to be granted 

national certification. Volume II, Section 2, Description of the 

Technical Data Package, identifies the documentation required for 

the national certification testing process. This documentation 

shall be sufficient to serve the needs of the test lab, election 

officials, and maintenance technicians.  It shall be prepared and 

published in accordance with standard commercial practice for 

information technology and electronic and mechanical equipment.  

It shall include, at a minimum, the following: 

NYS 

Regulation

6209.6D2a

NYS 

Regulation

6209.6D3

NYS 

Regulation

6209.6F1

NYS 

Regulation

6209.6F5

N/A N/A N/A N/A N/A
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

1)  Review documentation of the vendors quality 

assurance program 

    1.1  Verify that the test data results exist

NA N/A See below for functional test details:

NA N/A 1)  Review documentation of the vendors voting 

system testing

    1.1  Verify that the voting system has been 

inspected and tested and meets all of the 

requirements for the system

    
NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

Part of TDP review, look for test case 

in MTP

Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

See below for functional test details:
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VVSG 1

8.7a

Documentation                         System overview N Y N All Y

VVSG 1

8.7b

Documentation                         System functionality description N Y N All Y

VVSG 1

8.7c

Documentation                         System hardware specification N Y N All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)
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VVSG 1

8.7d

Documentation                         Software design and specifications N Y N All Y

VVSG 1

8.7e

Documentation                         System security specification N Y N All Y

VVSG 1

8.7f

Documentation                         System test and verification specification N Y N All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)
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VVSG 1

8.7g

Documentation                         System operations procedures N Y N All Y

VVSG 1

8.7h

Documentation                         System maintenance procedures N Y N All Y

VVSG 1

8.7i

Documentation                         Personnel deployment and training requirements N Y N All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians.

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians.

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)
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VVSG 1

8.7j

Documentation                         Configuration management plan N Y N All Y

VVSG 1

8.7k

Documentation                         Quality assurance program N Y N All Y

VVSG 1

8.7l

Documentation                         System change notes N Y N All Y

VVSG 1

9

Configuration 

Management 

Requirements

9 Configuration Management Requirements N/A N/A N/A N/A N/A

VVSG 1

9.2

Configuration 

Management 

Policy

The vendor shall describe its policies for configuration 

management in the Technical Data Package. This description 

shall address the following elements: 

N Y N All Y
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NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA Security source code review 

focuses on a large number of 

security vulnerabilities as 

documented in "Table 7 - Areas 

of Security Focused Source 

Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities 

existing in code applicable to 

this requirement will be 

detected by Fortify SCA and 

reviewed manually.

Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A See below for functional test details:

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 1

9.2a

Configuration 

Management 

Policy

                        Scope and nature of configuration management 

program activities

N Y N All Y

VVSG 1

9.2b

Configuration 

Management 

Policy

                        Breadth of application of the vendor‘s policies and 

practices to the voting system, i.e., extent to which policies and 

practices apply to the total system, and extent to which policies 

and practices of suppliers apply to particular components, 

subsystems or other defined system elements

N Y N All Y

VVSG 1

9.3

Configuration 

Identification

9.3 Configuration Identification N/A N/A N/A N/A N/A

VVSG 1

9.3.1

Classification and 

Naming 

Configuration 

Items

The vendor shall describe the procedures and conventions used to 

classify configuration items into categories and subcategories, 

uniquely number or otherwise identify configuration items and 

name configuration items. 

N Y N All Y

VVSG 1

9.3.2

Versioning 

Conventions

When a system component is part of a higher level system 

element such as a subsystem, the vendor shall describe the 

conventions used to: 

N Y N All Y

VVSG 1

9.3.2a

Versioning 

Conventions

                        a. Identify the specific versions of individual 

configuration items and sets of items that are incorporated in 

higher level system elements such as subsystems

N Y N All Y

VVSG 1

9.3.2b

Versioning 

Conventions

                        b. Uniquely number or otherwise identify versions N Y N All Y

VVSG 1

9.3.2c

Versioning 

Conventions

                        c. Name versions N Y N All Y

VVSG 1

9.4

Baseline and 

Promotion 

Procedures

The vendor shall establish formal procedures and conventions for 

establishing and providing a complete description of the 

procedures and related conventions used to: 

NYS 

Regulation

6209.6D3c

N Y N All Y
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NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A See below for functional test details:

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A See below for functional test details:
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VVSG 1

9.4a

Baseline and 

Promotion 

Procedures

                        a. Establish a particular instance of a component as 

the starting baseline

N Y N All Y

VVSG 1

9.4b

Baseline and 

Promotion 

Procedures

                        b. Promote subsequent instances of a component to 

baseline status as development progresses through to completion 

of the initial completed version released to the accredited test lab 

for  testing

N Y N All Y

VVSG 1

9.4c

Baseline and 

Promotion 

Procedures

                        c. Promote subsequent instances of a component to 

baseline status as the component is maintained throughout its life 

cycle until system retirement (i.e., the system is no longer sold or 

maintained by the vendor)

N Y N All Y

VVSG 1

9.5

Configuration 

Control Procedures

Configuration control is the process of approving and 

implementing changes to a configuration item to prevent 

unauthorized additions, changes or deletions. The vendor shall 

establish such procedures and related conventions, providing a 

complete description of those procedures used to: 

N Y N All Y

VVSG 1

9.5a

Configuration 

Control Procedures

                        a. Develop and maintain internally developed 

items

N Y N All Y

VVSG 1

9.5b

Configuration 

Control Procedures

                        b. Acquire and maintain third-party items N Y N All Y

VVSG 1

9.5c

Configuration 

Control Procedures

                        c. Resolve internally identified defects for items 

regardless of their origin

N Y N All Y

VVSG 1

9.5d

Configuration 

Control Procedures

                        d. Resolve externally identified and reported 

defects (i.e., by customers and accredited test labs)

N Y N All Y

VVSG 1

9.6

Release Process The release process is the means by which the vendor installs, 

transfers or migrates the system to the accredited test lab and, 

eventually, to its customers. The vendor shall establish such 

procedures and related conventions, providing a complete 

description of those used to: 

N Y N All Y
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NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A See below for functional test details:

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A See below for functional test details:
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VVSG 1

9.6a

Release Process                         a. Perform a first release of the system to an 

accredited test lab

N Y N All Y

VVSG 1

9.6b

Release Process                         b. Perform a subsequent maintenance or upgrade 

release of the system or particular components, to an accredited 

test lab

N Y N All Y

VVSG 1

9.6c

Release Process                         c. Perform the initial delivery and installation of 

the system to a customer, including confirmation that the installed 

version of the system matches exactly the certified system version

N Y N All Y

VVSG 1

9.6d

Release Process                         d. Perform a subsequent maintenance or upgrade 

release of the system or a particular component to a customer, 

including confirmation that the installed version of the system 

matches exactly the certified system version

N Y N All Y

VVSG 1

9.7.1

Physical 

Configuration 

Audit

The Physical Configuration Audit is conducted by the accredited 

test lab to compare the voting system components submitted for 

certification to the vendor‘s technical documentation.  

For the PCA, a vendor shall provide: 

NYS 

Regulation

6209.6D1

6209.6D2b

6209.6D3

6209.6D3b

6209.6D3c

Y Y N All Y

VVSG 1

9.7.1a

Physical 

Configuration 

Audit

                        a. Identification of all items that are to be a part of 

the software release

N Y N All Y

VVSG 1

9.7.1b

Physical 

Configuration 

Audit

                        b. Specification of compiler (or choice of 

compilers) to be used to generate executable programs

N Y FS All Y

VVSG 1

9.7.1c

Physical 

Configuration 

Audit

                        c. Identification of all hardware that interfaces with 

the software

N Y N All Y

VVSG 1

9.7.1d

Physical 

Configuration 

Audit

                        d. Configuration baseline data for all hardware that 

is unique to the system

N Y N All Y
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NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A See below for functional test details:

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

During trusted builds and witness 

builds, the specified compiler will be 

validating in code compilation.

N/A Documentation review to validate that compiler 

specifications are included will be a part of 

functional testing.

NA

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 1

9.7.1e

Physical 

Configuration 

Audit

                        e. Copies of all software documentation intended 

for distribution to users, including program listings, 

specifications, operations manual, voter manual, and maintenance 

manual

N Y N All Y

VVSG 1

9.7.1f

Physical 

Configuration 

Audit

                        f. User acceptance test procedures and acceptance 

criteria

N Y N All Y

VVSG 1

9.7.1g

Physical 

Configuration 

Audit

                        g. Identification of any changes between the 

physical configuration of the system submitted for the PCA and 

that submitted for the FCA, with a certification that any 

differences do not degrade the functional characteristics

N Y N All Y

VVSG 1

9.7.1h

Physical 

Configuration 

Audit

                        h. Complete descriptions of its procedures and 

related conventions used to support this audit by: 

N Y N All Y

VVSG 1

9.7.1hi

Physical 

Configuration 

Audit

                        i. Establishing a configuration baseline of the 

software and hardware to be tested

N Y N All Y

VVSG 1

9.7.1hii

Physical 

Configuration 

Audit

ii. Confirming whether the system documentation matches the 

corresponding system components 

N Y N All Y

VVSG 1

9.7.2

Functional 

Configuration 

Audit

The Functional Configuration Audit is conducted by the 

accredited test lab to verify that the system performs all the 

functions described in the system documentation. The vendor 

shall: 

NYS 

Regulation

6209.6D1

NYS 

Regulation

6209.6D2

NYS 

Regulation

6209.6D3

Y Y N All Y

VVSG 1

9.7.2a

Functional 

Configuration 

Audit

                        a. Completely describe its procedures and related 

conventions used to support this audit for all system components

N Y N All Y
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NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A See below for functional test details:

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)
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VVSG 1

9.7.2b

Functional 

Configuration 

Audit

                        b. Provide the following information to support 

this audit: 

N Y N All Y

VVSG 1

9.7.2bi

Functional 

Configuration 

Audit

                        i. Copies of all procedures used for module or unit 

testing, integration testing, and system testing

N Y N All Y

VVSG 1

9.7.2bii

Functional 

Configuration 

Audit

                        ii. Copies of all cons generated for each module 

and integration test, and sample ballot formats or other cons used 

for system tests  

N Y N All Y

VVSG 1

9.7.2biii

Functional 

Configuration 

Audit

                        iii. Records of all tests performed by the 

procedures listed above, including error corrections and retests 

N Y N All Y

VVSG 1

9.8

Configuration 

Management 

Resources

Within this context, a vendor is required to develop and provide a 

complete description of the procedures and related practices for 

maintaining information about: 

N Y N All Y

VVSG 1

9.8a

Configuration 

Management 

Resources

                        a. Specific tools used, current version, and 

operating environment specifications

N Y N All Y

VVSG 1

9.8b

Configuration 

Management 

Resources

                        b. Physical location of the tools, including 

designation of computer directories and files

N Y N All Y

VVSG 1

9.8c

Configuration 

Management 

Resources

                        c. Procedures and training materials for using the 

tools

N Y N All Y
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NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A See below for functional test details:

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)

NA N/A Part of TDP review, look for test case in MTP  -  

Refer to VVSG Vol 2: Section 2 - Description of 

the TDP  (This documentation shall be sufficient 

to serve the needs of the test lab, election 

officials and maintenance technicians)
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To be completed by ITA

VVSG 2

1.3

Testing Scope The national certification testing process is intended to 

discover vulnerabilities that, should they appear in actual 

election use, could result in failure to complete election 

operations in a satisfactory manner.  There are four 

focuses that guide the overall process:

N/A N/A N/A N/A N/A

VVSG 2

1.3.a

Testing Scope a. Operational accuracy in the recording and processing 

of voting data, as measured by target error rate, for 

which the maximum acceptable error rate is no more 

than one in ten million ballot positions, with a maximum 

acceptable error rate in the test process of one in 500,000 

ballot positions

N/A N/A N/A N/A N/A

VVSG 2

1.3.b

Testing Scope b. Operational failures or the number of unrecoverable 

failures under conditions simulating the intended 

storage, operation, transportation, and maintenance 

environments for voting systems, using an actual time-

based period of processing test ballots

N/A N/A N/A N/A N/A

VVSG 2

1.3.c

Testing Scope c. System performance and function under normal and 

abnormal conditions

N/A N/A N/A N/A N/A

VVSG 2

1.3.d

Testing Scope d. Completeness and accuracy of the system 

documentation and configuration management records to 

enable purchasing jurisdictions to effectively install, test, 

and operate the system

N/A N/A N/A N/A N/A

VVSG 2

1.3.1

Test Categories The certification test procedure is presented in several 

parts:

N/A N/A N/A N/A N/A

VVSG 2

1.3.1.a

Test Categories a. Functionality testing N/A N/A N/A N/A N/A

VVSG 2

1.3.1.b

Test Categories b. Hardware testing N/A N/A N/A N/A N/A

VVSG 2

1.3.1.c

Test Categories c. Software evaluation N/A N/A N/A N/A N/A

VVSG 2

1.3.1.d

Test Categories d. System level integration tests, including audits N/A N/A N/A N/A N/A

VVSG 2

1.3.1.e

Test Categories e. Examination of documented vendor practices for 

quality assurance and for configuration management

N/A N/A N/A N/A N/A

VVSG 2

1.3.1.1

Focus of 

Functionality Tests

Functionality testing is performed to confirm the 

functional capabilities of a voting system.  The 

accredited test lab designs and performs procedures to 

test a voting system against the requirements outlined in 

Volume I, Section 2.

N/A N/A N/A N/A N/A

To be completed by ITA
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NA N/A N/A

NA N/A N/A

NA N/A N/A

NA N/A N/A

NA N/A N/A

NA N/A N/A

NA N/A N/A

NA N/A N/A

NA N/A N/A

NA N/A N/A

NA N/A N/A

NA N/A N/A
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VVSG 2

1.3.1.2

Focus of Hardware 

Tests

Hardware testing begins with non-operating tests that 

require the use of an environmental test facility.  The 

operating tests involve running the system for an 

extended period of time under varying temperatures and 

voltages.  This period of operation ensures with 

confidence that the hardware meets or exceeds the 

minimum requirements for reliability, data reading, and 

processing accuracy contained in Volume I, Section 4.

N/A N/A N/A N/A N/A

VVSG 2

1.3.1.3

Focus of Software 

Evaluation

The software tests encompass a number of interrelated 

examinations, involving assessment of application 

source code for its compliance with the requirements 

spelled out in Volume I, Section 5.

N/A N/A N/A N/A N/A

VVSG 2

1.3.1.4

Focus of System 

Integration Tests

The functional Configuration Audit (FCA) is an 

exhaustive verification of every system function and 

combination of functions cited in the vendor's 

documentation. Through use, the FCA verifies the 

accuracy and completeness of the system Technical Data 

Pack

ITA Testing 

Requirement

NYS Regulation

6209.6D2

N/A N/A N/A N/A N/A

VVSG 2

1.5

Documentation 

Submitted by 

Vendor

The vendor shall submit all the documentation necessary 

for the identification of the full system configuration 

submitted for evaluation and for the development of an 

appropriate test plan by the accredited test lab for 

conducting system certification test

NYS Regulation

6209.6F5

BMD 3.2.1.9

Y Y N/A All N

VVSG 2

1.6

Voting Equipment 

Submitted by 

Vendor

Vendors may seek to market a complete voting system or 

an interoperable component of a voting system. In all 

instances, vendors shall submit for testing the specific 

system configuration that will be offered to jurisdictions 

or that comprises the component to be  marketed plus the 

other components with which the vendor recommends 

that the component be used.

N Y N/A All N

VVSG 2

1.6

Voting Equipment 

Submitted by 

Vendor

The system submitted for testing shall meet the 

following requirements: 

N/A N/A N/A N/A N/A

VVSG 2

1.6a

Voting Equipment 

Submitted by 

Vendor

                           a. The hardware submitted for 

certification testing shall be equivalent, in form and 

function, to the actual production version of the 

hardware units or the COTS hardware specified for use 

in the TDP 

N/A Y N/A All Y

VVSG 2

1.6b

Voting Equipment 

Submitted by 

Vendor

                           b. The software submitted for 

certification testing shall be the exact software that will 

be used in production units 

N Y N/A All Y
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NA N/A N/A

NA N/A N/A

NA N/A N/A

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

The test report will detail the exact system configuration tested as 

detailed by vendor documentation. Allowing potential customers to 

verify that the system configuration for sale matches that which was 

tested.

NA N/A See below for functional details:

NA N/A The test report will detail the exact system hardware tested as 

detailed by vendor documentation. Allowing potential customers to 

verify that the hardware configuration for sale matches that which 

was tested.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

The test report will detail the exact system software tested as detailed 

by vendor documentation. Allowing potential customers to verify that 

the system software for sale matches that which was tested.
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VVSG 2

1.6c

Voting Equipment 

Submitted by 

Vendor

                          c. Engineering or developmental 

prototypes are not acceptable, unless the vendor can 

show that the equipment to be tested is equivalent to 

standard production units both in performance and 

construction 

N Y N/A All Y

VVSG 2

1.6d

Voting Equipment 

Submitted by 

Vendor

                          d. Benchmark directory listings shall be 

submitted for all software/firmware elements (and 

associated documentation) included in the vendor‘s 

release as they would normally be installed upon setup 

and installation 

N N/A N/A All Y

VVSG 2

1.7.1a

General 

Applicability

a. All products custom designed for election use shall be 

tested in accordance with the applicable procedures 

contained in this section. 

ITA Testing 

Requirement

N Y N/A All Y

VVSG 2

1.7.1b

General 

Applicability

b. Compatibility of these products with other 

components of the voting system shall be determined 

through functional tests integrating these products with 

the remainder of the system

ITA Testing 

Requirement

N Y N/A All Y X

VVSG 2

1.7.1.1

Hardware Specifically, the hardware test requirements shall apply 

to all equipment used in a voting system with the 

exception of the following:

ITA Testing 

Requirement

N/A N/A N/A N/A N/A

VVSG 2

1.7.1.1a

Hardware                             a. Commercially available models of 

general purpose information technology equipment that 

have been designed to an ANSI or IEEE standard, have a 

documented history of successful performance for 

relevant requirements of the standards, and have 

demonstrated compatibility with the voting system 

components with which they interface

ITA Testing 

Requirement

N Y N/A All N

VVSG 2

1.7.1.1b

Hardware                               b. Production models of special 

purpose information technology equipment that have a 

documented history of successful performance under 

conditions equivalent to election use for relevant 

requirements of the standards and that have 

demonstrated compatibility with the voting system 

components with which they interface

ITA Testing 

Requirement

N Y N/A All N
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NA N/A During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full production 

hardware.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full production 

software.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of all custom items to be 

tested in the functional testing effort.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of all custom items to be 

integrated with the other vendor equipment into the functional testing 

effort.

NA N/A See below for functional details:

NA N/A During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of all COTs items that 

conform to ANSI or IEEE standards. Allowing identification and 

removal of unnecessary testing.

NA N/A During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of all COTs items that 

conform to ANSI or IEEE standards. Allowing identification and 

removal of unnecessary hardware testing.
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VVSG 2

1.7.1.1c

Hardware                               c. Any ancillary devices that do not 

perform ballot definition, election database maintenance, 

ballot reading, ballot data processing, or the production 

of an official output report; and that do not interact with 

these system functions (e.g. modems used to broadcast 

results to the press, printers used to generate unofficial 

reports, or CRTs used to monitor the vote counting 

process

ITA Testing 

Requirement

N Y N/A All N

VVSG 2

1.7.1.1d

Hardware                               d. This equipment shall be subject to 

functional and operating tests performed during software 

evaluation and system level testing. 

ITA Testing 

Requirement

N Y N/A All N X

VVSG 2

1.7.1.1e

Hardware                               e. If the system is composed entirely 

of off-the-shelf hardware, then the system also shall not 

be subject to the 48-hour environmental chamber 

segment of the hardware operating tests.

ITA Testing 

Requirement

N Y N/A All N

VVSG 2

1.7.1.2i

Software i.  Specialized software for ballot preparation, election 

programming, vote recording, vote tabulation, vote 

consolidation and reporting, and audit trail production 

shall be subjected to code inspection.

ITA Testing 

Requirement

N Y Y All Y

VVSG 2

1.7.1.2ii

Software ii.  Functional testing of all these programs during 

software evaluation and system-level testing shall 

exercise and specially tailored software off-line from the 

ballot counting process.

ITA Testing 

Requirement

N Y N/A All Y X

VVSG 2

1.7.2.1

General 

Requirements for 

Modifications

The accredited test lab will determine tests necessary to 

certify the modified system based on a review of the 

nature and scope of changes, and other submitted 

information including the system documentation, vendor 

test documentation, configuration management records, 

and quality assurance information. Based on this review, 

the accredited test lab may:

N/A N/A N/A N/A N/A

VVSG 2

1.7.2.1.a

General 

Requirements for 

Modifications

a. Determine that a review of all change documentation 

against the baseline materials is sufficient for 

recommendation for certification

N/A N/A N/A All N/A

VVSG 2

1.7.2.1.b

General 

Requirements for 

Modifications

b. Determine that all changes must be retested against 

the previously certified version.  This will include review 

of changes to source code, review of all updates to the 

TDP, and performance of system level and functional 

tests

N/A N/A N/A All N/A X

VVSG 2

1.7.2.1.c

General 

Requirements for 

Modifications

c. Determine that the scope of the changes is substantial 

and will require a complete retest of the hardware, 

software, and/or telecommunications

N/A N/A N/A All N/A X
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NA N/A During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of all COTs items that 

conform to ANSI or IEEE standards. Allowing identification and 

removal of unnecessary hardware testing.

NA N/A No equipment defined by the vendor as being part of the voting 

system will be excluded from functional testing.

NA N/A During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of all COTs items that 

conform to ANSI or IEEE standards. Allowing identification and 

removal of unnecessary hardware testing.

NA N/A During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of all software source 

code that must be reviewed.

NA N/A Specialized software not used for actual casting of ballots or counting 

of ballots will be tested off line from the ballot counting process

NA N/A See below for functional details:

NA SysTest will conduct thorough review of the change 

documentation submitted by the vendor using the original voting 

system that was certified as a baseline for the review. SysTest will 

then determine the extent of the changes as compared to the 

baseline and the subsequent level of retesting that is required. 

SysTest will conduct thorough review of the change documentation 

submitted by the vendor using the original voting system that was 

certified as a baseline for the review. SysTest will then determine the 

extent of the changes as compared to the baseline and the subsequent 

level of retesting that is required. 

NA SysTest will conduct thorough review of the change 

documentation submitted by the vendor using the original voting 

system that was certified as a baseline for the review. SysTest will 

then determine the extent of the changes as compared to the 

baseline and the subsequent level of retesting that is required. 

SysTest will conduct thorough review of the change documentation 

submitted by the vendor using the original voting system that was 

certified as a baseline for the review. SysTest will then determine the 

extent of the changes as compared to the baseline and the subsequent 

level of retesting that is required. 

NA SysTest will conduct a thorough review of the change 

documentation submitted by the vendor using the original voting 

system that was certified as a baseline for the review. SysTest will 

then determine the extent of the changes as compared to the 

baseline and the subsequent level of retesting that is required. 

SysTest will conduct a thorough review of the change documentation 

submitted by the vendor using the original voting system that was 

certified as a baseline for the review. SysTest will then determine the 

extent of the changes as compared to the baseline and the subsequent 

level of retesting that is required. 

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 2

1.7.2.2

Basis for Limited 

Testing 

Determinations

The accredited test lab may determine that a modified 

system will be subject only to limited certification 

testing if the vendor demonstrates that the change does 

not affect demonstrated compliance with these 

Guidelines for:

N/A N/A N/A N/A N/A

VVSG 2

1.7.2.2.a

Basis for Limited 

Testing 

Determinations

a. Performance of voting system functions N/A N/A N/A All N/A X

VVSG 2

1.7.2.2.b

Basis for Limited 

Testing 

Determinations

b. Voting system security and privacy N/A N/A N/A All N/A

VVSG 2

1.7.2.2.c

Basis for Limited 

Testing 

Determinations

c. Overall flow of system control N/A N/A N/A All N/A

VVSG 2

1.7.2.2.d

Basis for Limited 

Testing 

Determinations

d. The manner in which ballots are defined and 

interpreted, or voting data are processed

N/A N/A N/A All N/A

VVSG 2

1.8a

Certification Test 

Process

a.  Where multiple accredited test labs are involved, 

testing shall be conducted first for the voting system 

hardware, firmware, and related documentation; then for 

the system software and communications; and finally for 

the integrated system as a whole.

ITA Testing 

Requirement

N N N/A N/A N

VVSG 2

1.8b

Certification Test 

Process

b.  When multiple accredited test labs are being used, the 

development of the National Certification Test Plan and 

the National Certification Test report shall be 

coordinated by a lead accredited test lab.

ITA Testing 

Requirement

N N N/A All N

VVSG 2

1.8.1.1

Initiation of Testing Certification testing shall be conducted at the request of 

the vendor, consistent with the provision of the 

Guidelines.  The vendor shall:

N/A N/A N/A N/A N/A

VVSG 2

1.8.1.1a

Initiation of Testing                               a. Request the performance of 

certification testing from among the accredited testing 

laboratories 

N N N/A All N

VVSG 2

1.8.1.1b

Initiation of Testing                               b. Enter into formal agreement with 

the accredited test lab for the performance of testing 

N N N/A All N

VVSG 2

1.8.1.1c

Initiation of Testing                               c. Prepare and submit materials 

required for testing consistent with the requirements of 

the Guidelines

N Y N/A All N

VVSG 2

1.8.1.1i

Initiation of Testing i.  Certification testing shall be conducted for the initial 

version of a voting system as well as for all subsequent 

changes to the system prior to release for sale or for 

installation. 

ITA Testing 

Requirement

N Y N/A All Y
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NA N/A See below for functional details:

NA SysTest will conduct a thorough review of the change 

documentation submitted by the vendor using the original voting 

system that was certified as a baseline for the review. SysTest will 

then evaluate how these changes have affected the performance of 

the voting system functions.

SysTest will conduct a thorough review of the change documentation 

submitted by the vendor using the original voting system that was 

certified as a baseline for the review. SysTest will then evaluate how 

these changes have affected the performance of the voting system 

functions.

NA SysTest will conduct a thorough review of the change 

documentation submitted by the vendor using the original voting 

system that was certified as a baseline for the review. SysTest will 

then evaluate how these changes have affected the voting system 

security and privacy.

SysTest will conduct a thorough review of the change documentation 

submitted by the vendor using the original voting system that was 

certified as a baseline for the review. SysTest will then evaluate how 

these changes have affected the voting system security and privacy.

NA SysTest will conduct a thorough review of the change 

documentation submitted by the vendor using the original voting 

system that was certified as a baseline for the review. SysTest will 

then evaluate how these changes have affected the overall flow of 

system control.

SysTest will conduct a thorough review of the change documentation 

submitted by the vendor using the original voting system that was 

certified as a baseline for the review. SysTest will then evaluate how 

these changes have affected the overall flow of system control.

NA SysTest will conduct a thorough review of the change 

documentation submitted by the vendor using the original voting 

system that was certified as a baseline for the review. SysTest will 

then evaluate how these changes have affected the manner in 

which ballots are defined and interpreted, or voting data are 

processed.

SysTest will conduct a thorough review of the change documentation 

submitted by the vendor using the original voting system that was 

certified as a baseline for the review. SysTest will then evaluate how 

these changes have affected the manner in which ballots are defined 

and interpreted, or voting data are processed.

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:
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VVSG 2

1.8.1.1ii

Initiation of Testing ii.  As described in Subsection 1.6.2, the nature and 

scope of testing for system changes or new versions shall 

be determined by the accredited test lab based on the 

nature and scope of the modification to the system and 

on the quality of system documentation and 

configuration management records submitted by the 

vendor.

ITA Testing 

Requirement

N Y N/A All Y

VVSG 2

1.8.1.2

Pre-test Preparation Pre-test preparation encompasses the following 

activities: 

ITA Testing 

Requirement

N/A N/A N/A N/A N/A

VVSG 2

1.8.1.2a

Pre-test Preparation                              a. The vendor shall prepare and submit 

a complete TDP to the accredited test lab. 

N Y N/A All Y

VVSG 2

1.8.1.2b

Pre-test Preparation                              b. The accredited test lab shall 

perform an initial review of the TDP for completeness 

and clarity and request additional information as 

required 

ITA Testing 

Requirement

N Y N/A All Y

VVSG 2

1.8.1.2c

Pre-test Preparation                             c. The vendor shall provide additional 

information, if requested by the accredited test lab 

N Y N/A All Y

VVSG 2

1.8.1.2d

Pre-test Preparation                             d. The vendor and accredited test lab 

shall enter into an agreement for the testing to be 

performed by the accredited test lab in exchange for 

payment by the vendor 

ITA Testing 

Requirement

N N N/A All N

VVSG 2

1.8.1.2e

Pre-test Preparation                             e. The vendor shall deliver to the 

accredited test lab all hardware and software needed to 

perform testing 

N Y N/A All Y

VVSG 2

1.8.2

Certification Testing Certification testing encompasses the preparation of a 

test plan, the establishment of the appropriate test 

conditions, the use of appropriate test fixtures, the 

witness of the system build and installation, the 

maintenance of certification test data, and the evaluation 

of the data resulting from tests and examinations.

N/A N/A N/A N/A N/A

VVSG 2

1.8.2.1

National 

Certification Test 

Plan 

The accredited test lab shall prepare a National 

Certification Test Plan to define all tests and procedures 

required to demonstrate compliance with the Guidelines , 

including: 

Verifying or checking equipment operational status by 

means of manufacturer operating procedures

ITA Testing 

Requirement

N/A N/A N/A All N/A

VVSG 2

1.8.2.1a

National 

Certification Test 

Plan 

                             a. Establishing the test environment or 

the special environment required to perform the test 

ITA Testing 

Requirement

N N N/A N/A N

VVSG 2

1.8.2.1b

National 

Certification Test 

Plan 

                             b. Initiating and completing operating 

modes or conditions necessary to evaluate the specific 

performance characteristic under test

ITA Testing 

Requirement

N N N/A All N

VVSG 2

1.8.2.1c

National 

Certification Test 

Plan 

                             c. Measuring and recording the value 

or range of values for the characteristic to be tested, 

demonstrating expected performance levels 

ITA Testing 

Requirement

N N N/A N/A N

VVSG 2

1.8.2.1d

National 

Certification Test 

Plan 

                             d. Verifying, as above, that the 

equipment is still in normal condition and status after all 

required measurements have been obtained 

ITA Testing 

Requirement

N N N/A All N
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NA N/A See below for functional details:

NA N/A See below for functional details:

NA Through use, verify the accuracy and completeness of the system 

TDP with respect to the source code.

Through use, the FCA verifies the accuracy and completeness of the 

system Technical Data Pack (TDP).  

NA Through use, verify the accuracy and completeness of the system 

TDP with respect to the source code.

Through use, the FCA verifies the accuracy and completeness of the 

system Technical Data Pack (TDP).

NA Through use, verify the accuracy and completeness of the system 

TDP with respect to the source code.

Through use, the FCA verifies the accuracy and completeness of the 

system Technical Data Pack (TDP). Any questions that arise will be 

posed to the appropriate authority.

NA N/A N/A

NA Through use, verify the accuracy and completeness of the system 

TDP with respect to the source code.

Through use, the FCA verifies the accuracy and completeness of the 

system Technical Data Pack (TDP).

NA N/A See below for functional details:

NA Secure source code review is a subset of this activity. Which is 

also includes all other aspects of the testing to be performed.

Functional testing is a subset of this activity. Which is also includes 

all other aspects of the testing to be performed.

NA Determine test environment at the creation of the test plan. Determine test environment at the creation of the test plan.

NA Executing the test plan within VVSG parameters. Executing the test plan within VVSG parameters.

NA Executing the test plan within VVSG parameters. Executing the test plan within VVSG parameters.

NA Executing the test plan within VVSG parameters. Executing the test plan within VVSG parameters.
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VVSG 2

1.8.2.1e

National 

Certification Test 

Plan 

                             e. Confirming that documentation 

submitted by the vendor corresponds to the actual 

configuration and operation of the system

ITA Testing 

Requirement

N N N/A All Y

VVSG 2

1.8.2.1f

National 

Certification Test 

Plan 

                             f. Confirming that documented vendor 

practices for quality assurance and configuration 

management comply with the Guidelines

ITA Testing 

Requirement

N N N/A All Y

VVSG 2

1.8.2.2

Certification Test 

Conditions 

The following practices shall be employed: ITA Testing 

Requirement

N/A N/A N/A N/A N/A

VVSG 2

1.8.2.2a

Certification Test 

Conditions 

                             a. Preparations for testing, 

arrangement of equipment, verification of equipment 

status, and the execution of procedures shall be 

witnessed by at least one independent, qualified observer 

in the form of an accredited testing laboratory, which 

shall certify that all test and data acquisition 

requirements have been satisfied

ITA Testing 

Requirement

N N/A N/A N/A Y

VVSG 2

1.8.2.2b

Certification Test 

Conditions 

                             b. When a test is to be performed at 

―standard‖ or ―ambient‖ conditions, this requirement 

shall refer to a nominal laboratory or office environment, 

with a temperature in the range of 68 to 75 degrees 

Fahrenheit, and prevailing atmospheric pressure and 

relative humidity

N Y N/A All N

VVSG 2

1.8.2.2c

Certification Test 

Conditions 

                             c. Otherwise, all tests shall be 

performed at the required temperature and electrical 

supply voltage, regulated within the following 

tolerances: 

i. Temperature +/- 4 degrees F

ii. Electrical supply voltage +/- 2 voltage alternating 

current

N Y N/A All N

VVSG 2

1.8.2.4a

Witness of System 

Build and 

Installation

a.  Although most testing is conducted as facilities 

operated by the accredited test lab, a key element of 

voting system shall be conducted at either the vendor 

site or the accredited test lab site. 

N Y N/A N/A Y

VVSG 2

1.8.2.4b

Witness of System 

Build and 

Installation

b.  The accredited test lab responsible for testing voting 

system software, telecommunications, and integrated 

system operation (i.e., system level testing) shall witness 

the final system build, encompassing hardware, software 

and communications, and the version of associated 

records and documentation.

N Y N/A All Y
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Through use, the FCA, and PCA verifies the accuracy and 

completeness of the system Technical Data Pack (TDP).

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Through use, the FCA, and PCA verifies the accuracy and 

completeness of the system Technical Data Pack (TDP).

NA N/A See below for functional details:

NA Execution of the test plan within VVSG parameters and 

annotating all steps as they are performed to allow proper 

evaluation of the test results.

Execution of the test plan within VVSG parameters and annotating 

all steps as they are performed to allow proper evaluation of the test 

results.

NA Execution of the test plan within VVSG parameters and 

annotating all steps as they are performed to allow proper 

evaluation of the test results.

Execution of the test plan within VVSG parameters and annotating 

all steps as they are performed to allow proper evaluation of the test 

results.

NA Execution of the test plan within VVSG parameters and 

annotating all steps as they are performed to allow proper 

evaluation of the test results.

Execution of the test plan within VVSG parameters and annotating 

all steps as they are performed to allow proper evaluation of the test 

results.

NA N/A See below for functional details:

NA Execution of the test plan within VVSG parameters and 

annotating all steps as they are performed to allow proper 

evaluation of the test results.

Execution of the test plan within VVSG parameters and annotating 

all steps as they are performed to allow proper evaluation of the test 

results.
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VVSG 2

1.8.2.4c

Witness of System 

Build and 

Installation

c.  The system elements witnessed, including their 

specific versions, shall become the specific system 

version that is recommended for certification. 

N Y N/A All Y

VVSG 2

1.8.2.5

Certification Test 

Data Requirements 

The following test data practices shall be employed: N/A N/A N/A N/A N/A

VVSG 2

1.8.2.5a

Certification Test 

Data Requirements 

                            a. A test log of the procedure shall be 

maintained. This log shall identify the system and 

equipment by model and serial number 

N Y Y All Y X

VVSG 2

1.8.2.5b

Certification Test 

Data Requirements 

                            b. Test environment conditions shall be 

noted 

N Y N/A All N X

VVSG 2

1.8.2.5c

Certification Test 

Data Requirements 

                            c. All operating steps, the identity and 

quantity of simulated ballots, annotations of output 

reports, the elapsed time for each procedure step, and 

observations of equipment performance and, in the case 

of non-operating hardware tests, the condition of the 

equipment shall be recorded

N Y N/A All N X

VVSG 2

1.8.2.6

Certification Test 

Practices 

The accredited testing laboratory shall evaluate data 

resulting from examinations and tests, employing the 

following practices: 

N/A N/A N/A N/A N/A

VVSG 2

1.8.2.6a

Certification Test 

Practices 

                            a. If any malfunction or data error is 

detected that would be classified as a relevant failure 

using the criteria in Volume II, National Certification 

Testing Guidelines , its occurrence, and the duration of 

operating time preceding it, shall be recorded for

inclusion in the analysis of data obtained from the test, 

and the test shall be interrupted

N Y N/A All N

VVSG 2

1.8.2.6b

Certification Test 

Practices 

                             b. If a malfunction is due to a defect in 

software, then the test shall be terminated and system 

returned to the vendor for correction 

N Y N/A All N

VVSG 2

1.8.2.6c

Certification Test 

Practices 

                            c. If the malfunction is other than a 

software defect, and if corrective action is taken to 

restore the equipment to a fully operational condition 

within 8 hours, then the test may be resumed at the point 

of suspension 

N Y N/A All N

VVSG 2

1.8.2.6d

Certification Test 

Practices 

                             d. If the test is suspended for an 

extended period of time, the accredited test lab shall 

maintain a record of the procedures that have been 

satisfactorily completed. When testing is resumed at a 

later date, repetition of the successfully completed 

procedures may be waived, provided that no design or 

manufacturing change has been made that would 

invalidate the earlier test results

N Y N/A All N

VVSG 2

1.8.2.6e

Certification Test 

Practices 

                             e. Any and all failures that occurred as 

a result of a deficiency shall be classified as purged, and 

test results shall be evaluated as though the failure or 

failures had not occurred, if the: 

N Y N/A All N
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NA Software versions tested against will be recorded for every step 

and the final versions will be indicated in the test report.

Software versions tested against will be recorded for every step and 

the final versions will be indicated in the test report.

NA N/A See below for functional details:

N/A - This requirement is related to record 

keeping during functional and hardware 

testing, not source code.

A log is maintained in all Lab areas associated with testing. A log is maintained in all Lab areas associated with testing.

NA All testing conditions and any change in conditions shall be noted 

in the lab log.

All testing conditions and any change in conditions shall be noted in 

the lab log.

NA All actions occurring within the lab will be duly noted in the lab 

log.

All actions occurring within the lab will be duly noted in the lab log.

NA N/A See below for functional details:

NA The failure will be logged and reported. The failing machine will 

be returned to the vendor.

The failure will be logged and reported. The failing machine will be 

returned to the vendor.

NA The failure will be logged and reported. The failing machine will 

be returned to the vendor.

The failure will be logged and reported. The failing machine will be 

returned to the vendor.

NA N/A N/A

NA Evaluate the extent of the change to determine the validity of a re-

test waiver before continuing testing.

Evaluate the extent of the change to determine the validity of a re-test 

waiver before continuing testing.

NA N/A See below for functional details:
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VVSG 2

1.8.2.6ei

Certification Test 

Practices 

                                      i. Vendor submits a design, 

manufacturing, or packaging change notice to correct the 

deficiency, together with test data to verify the adequacy 

of the change 

N Y N/A All N

VVSG 2

1.8.2.6eii

Certification Test 

Practices 

                                     ii. Examiner of the equipment 

agrees that the proposed change will correct the 

deficiency 

N Y N/A All N

VVSG 2

1.8.2.6eiii

Certification Test 

Practices 

                                    iii. Vendor certifies that the 

change will be incorporated into all existing and future 

production units 

N Y N/A All N

VVSG 2

1.8.2.6f

Certification Test 

Practices 

                             f. If corrective action cannot be 

successfully taken as defined above, then the test shall 

be terminated, and the equipment shall be rejected

N Y N/A N/A N

VVSG 2

1.8.3

Post-test Activities Certification report issuance and post-test activities 

encompass the activities described below.

N N N/A N/A N

VVSG 2

1.8.3a

Post-test Activities                               a. The accredited test lab may issue 

interim reports to the vendor, informing the vendor of 

the testing status, findings to date, and other 

information.

N N N/A N/A N

VVSG 2

1.8.3b

Post-test Activities                               b. The accredited test lab shall 

prepare a National Certification Test Report that 

confirms the voting system has passed the required 

testing. This report shall include the date testing was 

completed, the specific system version addressed by the 

report, the version numbers of all system elements 

separately identified with a version number by the 

vendor, and the scope of tests conducted. A 

recommended outline for the test report is contained in 

Appendix B.

N N N/A N/A Y

VVSG 2

1.8.3c

Post-test Activities                              c. Where a system is tested by 

multiple accredited test labs, the lead accredited test lab 

shall prepare a consolidated National Certification Test 

Report. 

N N N/A N/A N

VVSG 2

1.8.3d

Post-test Activities                              d. The accredited test lab shall deliver 

the report to the vendor and to the EAC. 

N N N/A N/A N

VVSG 2

1.8.3e

Post-test Activities                              e. Upon review and acceptance of the 

test report, EAC shall issue a Certification Number for 

the system to the vendor and to the accredited test lab. 

The issuance of a Certification Number indicates that the 

system has been tested by the accredited test lab for 

compliance with the Guidelines.

N N N/A N/A N

VVSG 2

1.8.3f

Post-test Activities This number applies to the system as a whole only for 

the configuration and versions of the system elements 

tested and identified in the National Certification Test 

Report. The Certification Number does not apply to 

individual system components or untested 

configurations.

N N N/A N/A N
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NA Evaluate the extent of the change to determine the validity of  the 

change as it applies to the voting system.

Evaluate the extent of the change to determine the validity of  the 

change as it applies to the voting system.

NA Any changes submitted by the vendor will be examined carefully 

to determine the affect on the testing effort, and will be thoroughly 

recorded, and reported.

Any changes submitted by the vendor will be examined carefully to 

determine the affect on the testing effort, and will be thoroughly 

recorded, and reported.

NA N/A N/A

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:
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VVSG 2

1.8.3g

Post-test Activities                                g. The EAC Certification Number is 

intended for use by the states and their jurisdictions to 

support state and jurisdiction processes concerning 

voting systems. States and their jurisdictions shall 

request National Certification Test Reports based on the 

EAC Certification Number to support their voting 

system certification and procurement processes.

N N N/A N/A N

VVSG 2

1.8.4

Resolution of 

Testing Issues

Prior to the transition of this function to the EAC, the 

NASED Voting Systems Board (the Board) was 

responsible for resolving questions about the application 

of the Guidelines in the testing of voting systems. The 

EAC will have a process for the accredited test labs, 

vendors and election officials to request an interpretation 

of the Guidelines. The interpretation will be publicly 

documented for reference by interested parties. The EAC 

will periodically assess the

interpretations provided to determine which topics 

should be reflected in a future version of the Guidelines.

N N N/A N/A N

VVSG 2

2

Description of the 

Technical Data 

Package 

N/A N/A N/A N/A N/A

VVSG 2

2.1a

Scope a.  Any information relevant to the system evaluation 

shall be submitted to include source code, object code, 

and sample output report formats.                     

N Y N/A All N

VVSG 2

2.1b

Scope b.  Both formal documentation and notes of the vendor's 

system development process shall be submitted for 

qualification tests. 

N Y N/A All N

VVSG 2

2.1c

Scope c.  If the vendor's developmental test data are 

incomplete, the accredited test lab shall design and 

conduct the appropriate tests to cover all elements of the 

system and to ensure conformance with all system 

requirements. 

N Y N/A All N

VVSG 2

2.1.1

Content and Format The vendor shall provide a list of all documents 

submitted controlling the design, construction, 

operation, and maintenance of the system. Documents 

shall be listed in order of precedence.

N Y N/A All N

VVSG 2

2.1.1.1

Required Content 

for Initial 

Certification

At minimum, the TDP shall contain the following 

documentation:

   - System configuration overview                    

   -  System functionality description

   -  System hardware specifications

   -  Software design and specifications

   -  System test and verification specifications

   -  System security specifications

   -  User/system operations procedures

   -  System maintenance procedures

   -  Personnel deployment and training requirements

   -  Configuration management plan

   -  Quality assurance program

   -  System change notes

BMD 3.2.1.9 Y Y N/A All Y
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NA N/A See below for functional details:

NA N/A See below for functional details:

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.
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VVSG 2

2.1.1.2

Required Content 

for System Changes 

and Re-certification 

For systems seeking re-certification, vendors shall 

submit System Change Notes as described in Subsection 

2.13, as well as current versions of all documents that 

have been updated to reflect system changes.

N/A N/A N/A All N/A

VVSG 2

2.1.1.3a

Format a.  The TDP shall include a detailed table of contents for 

the required documents, an abstract of each document 

and a listing of each of the informational sections and 

appendices presented.                                       

N Y N/A All N

VVSG 2

2.1.1.3b

Format b.  A cross-index shall be provided indicating the 

portions of the documents that are responsive to 

documentation requirements for any item presented.

N Y N/A All N

VVSG 2

2.1.3a

Protection of 

Proprietary 

Information

a.  The vendor shall identify all documents, or portions 

of documents, containing proprietary information not 

approved for public release.                                              

N Y N/A All Y

VVSG 2

2.1.3b

Protection of 

Proprietary 

Information

b.  Any person or accredited test lab receiving 

proprietary information shall agree to use it solely for the 

purpose of analyzing and testing the system, and shall 

agree to refrain from otherwise using the proprietary 

information or disclosing it to any other person or 

agency without the prior written consent of the vendor, 

unless disclosure is legally compelled.

N Y N/A All Y

VVSG 2

2.2

System Overview In the system overview, the vendor shall provide 

information that enables the accredited test lab to 

identify the functional and physical components of the 

system, how the components are structured, and the 

interfaces between them.

N Y N/A All Y

VVSG 2

2.2.1

System Description The system description shall include written 

descriptions, drawings and diagrams that present: 

NYS Regulation

6209.6F4i

Y N/A N/A N/A N/A

VVSG 2

2.2.1a

System Description    - A description of the functional components (or 

subsystems) as defined by the vendor (e.g., environment, 

election management and control, vote recording, vote 

conversion, reporting, and their logical relationships) 

N Y N/A All Y

VVSG 2

2.2.1b

System Description    - A description of the operational environment of the 

system that provides an overview of the hardware, 

software, and communications structure

N Y N/A All N

VVSG 2

2.2.1c

System Description    - A concept of operations that explains each system 

function, and how the function is achieved in the design 

N Y N/A All N

VVSG 2

2.2.1d

System Description    - Descriptions of the functional and physical interfaces 

between subsystems and components 

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA N/A A review of the TDP documenation will determine that all required 

documents have a detailed table of contents.

NA N/A A review of the TDP documenation will determine that a cross-index 

is included for any portions that are responsive to documentation 

requirements.

NA N/A A review of the TDP documenation will determine that all required 

documents have proprietary information identified.

NA N/A Per SysTest Lab procedures all personnel who receive proprietary 

information will agree to use it solely for the purpose of analyzing 

and testing the system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.
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VVSG 2

2.2.1e

System Description    - Identification of all COTS hardware and software 

products and communications services used in the 

development and/or operation of the voting system, 

identifying the name, vendor, and version used for each 

such component, including:

          -  Operating systems

          -  Database software

          -  Communications routers

          -  Modem drivers

          -  Dial-up networking software

N Y N/A All Y

VVSG 2

2.2.1f

System Description    - Interfaces among internal components, and interfaces 

with external systems. For components that interface 

with other components for which multiple products may 

be used, the TDP shall provide an identification of: 

          - File specifications, data objects, or other means 

used for information exchange

          - The public standard used for such file 

specifications, data objects, or other means

N Y N/A All Y

VVSG 2

2.2.1g

System Description    - Benchmark directory listings for all software 

(including firmware elements) and associated 

documentation included in the vendor‘s release in the 

order in which each piece of software would normally be 

installed upon system setup and installation

N Y N/A All Y

VVSG 2

2.2.2

System Performance The vendor shall provide system performance 

information including: 

N/A N/A N/A N/A N/A

VVSG 2

2.2.2a

System Performance    - The performance characteristics of each operating 

mode and function in terms of expected and maximum 

speed, throughput capacity, maximum volume 

(maximum number of voting positions and maximum 

number of ballot styles supported), and processing 

frequency

N Y N/A All Y

VVSG 2

2.2.2b

System Performance    - Quality attributes such as reliability, maintainability, 

availability, usability, and portability 

N Y N/A All Y

VVSG 2

2.2.2c

System Performance    - Provisions for safety, security, privacy, and 

continuity of operation 

N Y N/A All Y

VVSG 2

2.2.2d

System Performance    - Design constraints, applicable standards, and 

compatibility requirements

N Y N/A All Y

VVSG 2

2.3a

System 

Functionality 

Description

The vendor shall declare the scope of the system‘s 

functional capabilities, thereby establishing the 

performance, design, test, manufacture, and acceptance 

context for the system. 

N Y N/A All Y

VVSG 2

2.3b

System 

Functionality 

Description

The vendor shall provide a listing of the system‘s 

functional processing capabilities, encompassing 

capabilities required by the Guidelines and any 

additional capabilities provided by the system. This 

listing shall provide a simple description of each 

capability.

N Y N/A All Y

VVSG 2

2.3c

System 

Functionality 

Description

Detailed specifications shall be provided in other 

documentation required for the TDP. 

N Y N/A All N
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 2

2.3d

System 

Functionality 

Description

   - The vendor shall organize the presentation of 

required capabilities in a manner that corresponds to the 

structure and sequence of functional capabilities 

indicated in Volume I, Section 2. The contents of 

Volume I, Section 2 may be used as the basis for a 

checklist to indicate the specific functions provided and 

those not provided by the system

N Y N/A All N

VVSG 2

2.3e

System 

Functionality 

Description

   - Additional capabilities shall be clearly indicated. 

They may be presented using the same structure as that 

used for required capabilities (i.e., overall system 

capabilities, pre-voting functions, voting functions, post-

voting functions), or may be presented in another format 

of the vendor‘s choosing

HAVA capabilities N Y N/A All Y

VVSG 2

2.3f

System 

Functionality 

Description

   - Required capabilities that may be bypassed or 

deactivated during installation or operation by the user 

shall be clearly indicated 

HAVA capabilities N Y N/A All Y

VVSG 2

2.3g

System 

Functionality 

Description

   - Additional capabilities that function only when 

activated during installation or operation by the user 

shall be clearly indicated

HAVA capabilities N Y N/A All Y

VVSG 2

2.3h

System 

Functionality 

Description

   - Additional capabilities that normally are active but 

may be bypassed or deactivated during installation or 

operation by the user shall be clearly indicated 

HAVA capabilities N Y N/A All Y

VVSG 2

2.4

System Hardware 

Specification

The vendor shall expand on the system overview by 

providing detailed specifications of hardware 

components of the system, including specifications of 

hardware used to support the telecommunications 

capabilities of the system, if applicable.

N Y N/A All Y

VVSG 2

2.4.1

System Hardware 

Characteristics

The vendor shall provide a detailed discussion of the 

characteristics of the system, indicating how the 

hardware meets individual requirements defined in 

Volume I, Section 4, including: 

N/A N/A N/A N/A N/A

VVSG 2

2.4.1a

System Hardware 

Characteristics

Performance characteristics: This discussion 

addresses basic system performance attributes and 

operational scenarios that describe the manner in which 

system functions are invoked, describe environmental 

capabilities, describe life expectancy, and describe any 

other essential aspects of system performance

N Y N/A All Y

VVSG 2

2.4.1b

System Hardware 

Characteristics

Physical characteristics: This discussion addresses 

suitability for intended use, requirements for 

transportation and storage, health and safety criteria, 

security criteria, and vulnerability to adverse 

environmental factors 

N Y N/A All Y

VVSG 2

2.4.1c

System Hardware 

Characteristics

Reliability: This discussion addresses system and 

component reliability stated in terms of the system‘s 

operating functions, and identification of items that 

require special handling or operation to sustain system 

reliability

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA N/A During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.4.1d

System Hardware 

Characteristics

Maintainability: Maintainability represents the ease 

with which maintenance actions can be performed based 

on the design characteristics of equipment and software 

and the processes the vendor and election officials have 

in place for preventing failures and for reacting to 

failures.  Maintainability includes the ability of 

equipment and software to self-diagnose problems and 

make non-technical election workers aware of a problem.  

Maintainability also addresses a range of scheduled and 

unscheduled events

N Y N/A All Y

VVSG 2

2.4.1e

System Hardware 

Characteristics

Environmental conditions: This discussion addresses 

the ability of the system to withstand natural 

environments, and operational constraints in normal and 

test environments, including all requirements and 

restrictions regarding electrical service, 

telecommunications services, environmental protection, 

and any additional facilities or resources required to 

install and operate the system

N Y N/A All Y

VVSG 2

2.4.2a

Design and 

Construction

The vendor shall provide sufficient data, or references to 

data, to identify unequivocally the details of the system 

configuration submitted for testing. 

N Y N/A All Y

VVSG 2

2.4.2b

Design and 

Construction

The vendor shall provide a list of materials and 

components used in the system and a description of their 

assembly into major system components and the system 

as a whole. 

N Y N/A All Y

VVSG 2

2.4.2c

Design and 

Construction

Paragraphs and diagrams shall be provided that describe: N/A N/A N/A N/A N/A

VVSG 2

2.4.2ci

Design and 

Construction

   -Materials, processes, and parts used in the system, 

their assembly, and the configuration control measures to 

ensure compliance with the system specification 

N Y N/A All Y

VVSG 2

2.4.2cii

Design and 

Construction

   -The electromagnetic environment generated by the 

system

N Y N/A All Y

VVSG 2

2.4.2ciii

Design and 

Construction

   -Operator and voter safety considerations, and any 

constraints on system operations or the use environment 

N Y N/A All Y

VVSG 2

2.4.2civ

Design and 

Construction

   -Human factors considerations, including provisions 

for access by disabled voters

N Y N/A All Y

VVSG 2

2.5

Software Design and 

Specification

The vendor shall expand on the system overview by 

providing detailed specifications of the software 

components of the system, including the software used 

to support the telecommunications capabilities of the 

system, if applicable.

N Y N/A All Y

VVSG 2

2.5.1

Purpose and Scope The vendor shall describe the function or functions that 

are performed by the software programs that comprise 

the system, including software used to support the 

telecommunications capabilities of the system, if 

applicable. 

NYS Regulation

6209.6F3s

Y Y N/A All Y
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NA N/A During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.5.2

Applicable 

Documents

The vendor shall list all documents controlling the 

development of the software and its specifications.  

Documents shall be listed in order of precedence.

N Y N/A All N

VVSG 2

2.5.3

Software Overview The vendor shall provide an overview of the software 

that includes the following items: 

N/A N/A N/A N/A N/A

VVSG 2

2.5.3a

Software Overview    -A description of the software system concept, 

including specific software design objectives, and the 

logic structure and algorithms used to accomplish these 

objectives

N Y Y All N

VVSG 2

2.5.3b

Software Overview    -The general design, operational considerations, and 

constraints influencing the design of the software

N Y Y All N

VVSG 2

2.5.3c

Software Overview    -Identification of all software items, indicating items 

that were:    

          - Written in-house

          - Procured and not modified                                                 

          - Procured and modified, including descriptions of 

the descriptions of the modifications to the software and 

to the default configuration options

N Y Y All Y

VVSG 2

2.5.3d

Software Overview    -Additional information for each item that includes: 

          - Item identification 

          - General Description 

          - Software requirements performed by the item

          - Identification of interfaces with other items that 

provide data to, or receive data from, the item

           -  Concept of execution for the item

N Y Y All Y

VVSG 2

2.5.3e

Software Overview The vendor shall also include a certification that 

procured software items were obtained directly from the 

manufacturer or a licensed dealer or distributor. 

N Y Y All Y

VVSG 2

2.5.4

Software Standards 

and Conventions

NYS Regulation

6209.6F3c-f

N/A N/A N/A N/A N/A

VVSG 2

2.5.4a

Software Standards 

and Conventions

The vendor shall provide information that can be used by 

an accredited test lab or state certification board to 

support software analysis and test design. 

N Y N/A All Y

VVSG 2

2.5.4b

Software Standards 

and Conventions

The information shall address standards and conventions 

developed internally by the vendor as well as published 

industry standards that have been applied by the vendor. 

N Y N/A All Y

VVSG 2

2.5.4c

Software Standards 

and Conventions

The vendor shall provide information that addresses the 

following standards and conventions: 

N/A N/A N/A N/A N/A

VVSG 2

2.5.4ci

Software Standards 

and Conventions

   -Software System development methodology N Y Y All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

The vendor provided software overview 

document will be used as a guide in 

navigating the source code under review, 

and will be assessed for completeness and 

accuracy in terms of the source code review.

N/A See below for functional details:

Reference response to VVSG2 2.5.3 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

Reference response to VVSG2 2.5.3 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

Reference response to VVSG2 2.5.3 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

Reference response to VVSG2 2.5.3 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

N/A - this item describes a documentation 

requirement that cannot be verified through 

source code review.

During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

N/A - this item describes a documentation 

requirement that is not testable through 

source code review.

N/A See below for functional details:

See reference to VVSG2 2.5.4c During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.5.4cii

Software Standards 

and Conventions

   -Software design standards, including internal vendor 

procedures 

N Y Y All Y

VVSG 2

2.5.4ciii

Software Standards 

and Conventions

   -Software specification standards, including internal 

vendor procedures 

N Y Y All Y

VVSG 2

2.5.4civ

Software Standards 

and Conventions

   -Software coding standards, including internal vendor 

procedures 

N Y Y All Y

VVSG 2

2.5.4cv

Software Standards 

and Conventions

   -Testing and verification standards, including internal 

vendor procedures, that can assist in determining the 

program's correctness and ACCEPT/REJECT criteria 

N Y N/A All Y

VVSG 2

2.5.4cvi

Software Standards 

and Conventions

   -Quality assurance standards or other documents that 

can be used to examine and test the software. These 

documents include standards for program flow and 

control charts, program documentation, test planning, 

and test data acquisition and reporting 

N Y N/A All Y

VVSG 2

2.5.5.1

Hardware 

Environment and 

Constraints

The vendor shall identify and describe the hardware 

characteristics that influence the design of the software, 

such as: 

          - The logic and arithmetic capability of the 

processor

          - Memory read-write characteristics 

          - External memory device characteristics

          - Peripheral device interface hardware

          - Data input/output device protocols

          - Operator controls, indicators, and displays

NYS Regulation

6209.6F3h

Y Y N/A All Y

VVSG 2

2.5.5.2

Software 

Environment 

The vendor shall identify the compilers or assemblers 

used in the generation of executable code, and describe 

the operating system or system monitor. 

NYS Regulation

6209.6F3i

Y Y N/A All Y

VVSG 2

2.5.6

Software Functional 

Specification

The vendor shall provide a description of the operating 

modes of the system and of software capabilities to 

perform specific functions. 

N Y N/A All Y

VVSG 2

2.5.6.1

Configuration and 

Operating Modes

The vendor shall describe all software configurations and 

operating modes of the system, such as ballot 

preparation, election programming, preparation for 

opening the polling place, recording votes and/or 

counting ballots, closing the polling place, and 

generating reports. For each software function or 

operating mode, the vendor shall provide:

N/A N/A N/A N/A N/A

VVSG 2

2.5.6.1

Configuration and 

Operating Modes

For each software function or operating mode, the 

vendor shall provide: 

NYS Regulation

6209.6F3l

N/A N/A N/A N/A N/A

VVSG 2

2.5.6.1a

Configuration and 

Operating Modes

   -A definition of the inputs to the function or mode 

(with characteristics, tolerances or acceptable ranges, as 

applicable) 

N Y N/A All Y
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See reference to VVSG2 2.5.4c During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference to VVSG2 2.5.4c During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

Vendor provided published, reviewed, and 

industry-accepted coding conventions will 

be applied during the code review process. 

Automated and manual  source code review 

will be performed in an attempt to 

determine the adherence to these coding 

standards.

During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.5.6.1b

Configuration and 

Operating Modes

   -An explanation of how the inputs are processed N Y N/A All Y

VVSG 2

2.5.6.1c

Configuration and 

Operating Modes

   -A definition of the outputs produced (again, with 

characteristics, tolerances, or acceptable ranges, as 

applicable) 

N Y N/A All Y

VVSG 2

2.5.6.2

Software Functions The vendor shall describe the software's capabilities or 

methods for detecting or handling: 

N/A N/A N/A N/A N/A

VVSG 2

2.5.6.2a

Software Functions Exception conditions N Y N/A All Y

VVSG 2

2.5.6.2b

Software Functions System failures  N Y N/A All Y

VVSG 2

2.5.6.2c

Software Functions Data input/output errors N Y N/A All Y

VVSG 2

2.5.6.2d

Software Functions Error logging for audit record generation  N Y N/A All Y

VVSG 2

2.5.6.2e

Software Functions Production of statistical ballot data N Y N/A All Y

VVSG 2

2.5.6.2f

Software Functions Data quality assessment   N Y N/A All Y

VVSG 2

2.5.6.2g

Software Functions Security monitoring and control N Y N/A All Y

VVSG 2

2.5.7

Programming 

Specifications

The vendor shall provide in this section an overview of 

the software design, its structure, and implementation 

algorithms and detailed specifications for individual 

software modules. 

NYS Regulation

6209.6F3o

Y Y Y All Y

VVSG 2

2.5.7.1a

Programming 

Specifications 

Overview

This overview shall include such items as flowcharts, 

data flow diagrams, and other graphical techniques that 

facilitate understanding of the programming 

specifications. 

N Y Y All Y

VVSG 2

2.5.7.1b

Programming 

Specifications 

Overview

This section shall be prepared to facilitate understanding 

of the internal functioning of the individual software 

modules

N Y Y All Y

VVSG 2

2.5.7.1c

Programming 

Specifications 

Overview

Implementation of the functions shall be described in 

terms of the software architecture, algorithms, and data 

structures. 

N Y Y All Y

VVSG 2

2.5.7.2a

Programming 

Specifications 

Details

The programming specifications shall describe 

individual software modules and their component units, 

if applicable. 

N Y Y All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

The vendor provided software design 

overview document will be used as a guide 

in navigating the source code under review. 

The document will be assessed to validate 

the appropriate level of detail to facilitate 

complete understanding of the functionality.

During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 2

2.5.7.2b

Programming 

Specifications 

Details

For each module and unit, the vendor shall provide the 

following information: 

N/A N/A Y N/A N/A

VVSG 2

2.5.7.2bi

Programming 

Specifications 

Details

   -Module and unit design decisions, if any, such as 

algorithms used 

N Y Y All Y

VVSG 2

2.5.7.2bii

Programming 

Specifications 

Details

   -Any constraints, limitations, or unusual features in the 

design of the software module or unit 

N Y Y All Y

VVSG 2

2.5.7.2biii

Programming 

Specifications 

Details

   -The programming language used and rationale for its 

use, if other than the specified module or unit language 

N Y Y All Y

VVSG 2

2.5.7.2biv

Programming 

Specifications 

Details

   -If the software module or unit consists of, or contains, 

procedural commands (such as menu selections in a 

database management system for defining forms and 

reports, on-line queries for database access and 

manipulation, input to a graphical user interface builder 

for automated code generation, commands to the 

operating system, or shell scripts), a list of the 

procedural commands and reference to user manuals or 

other documents that explain them

N Y Y All Y

VVSG 2

2.5.7.2bv

Programming 

Specifications 

Details

   -If the software module or unit contains, receives, or 

outputs data, a description of its inputs, outputs, and 

other data elements as applicable. (Subsection 2.5.9 

describes the requirements for documenting system 

interfaces.) Data local to the software module

or unit shall be described separately from data input to, 

or output from, the software module or unit

N Y Y All Y

VVSG 2

2.5.7.2bvi

Programming 

Specifications 

Details

   -If the software module or unit contains logic, the logic 

to be used by the software unit, including, as applicable: 

          - Conditions in effect within the software module 

or unit when its execution is initiated 

          - Conditions under which control is passed to 

other software modules or units

           -  Response and response time to each input, 

including data conversion, renaming, and data transfer 

operations

            -  Sequence of operations and dynamically 

controlled sequencing during the software module's or 

unit's operation, including:

                  + The method for sequence control

                  + The logic and input conditions of that 

method, such as timing variations, priority assignments

                  + Data transfer in and out of memory

                  + The sensing of discrete input signals, and 

timing relationships between interrupt operations within 

the software module or unit

N Y Y All Y
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See reference VVSG 2 2.5.7 N/A See below for functional details:

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.5.7.2bvii

Programming 

Specifications 

Details

   -Exception and error handling N Y Y All Y

VVSG 2

2.5.8

System Database NYS Regulation

6209.6F3j

NYS Regulation

6209.6F3l

N/A N/A N/A N/A N/A

VVSG 2

2.5.8a

System Database The vendor shall identify and provide a diagram and 

narrative description of the system‘s databases, and any 

external files used for data input or output. 

N Y N/A All Y

VVSG 2

2.5.8b

System Database The information provided shall include for each database 

or external file: 

N/A N/A N/A N/A N/A

VVSG 2

2.5.8bi

System Database    - The number of levels of design and the names of 

those levels (such as conceptual, internal, logical, and 

physical) 

N Y N/A All Y

VVSG 2

2.5.8bii

System Database    - Design conventions and standards (which may be 

incorporated by reference) needed to understand the 

design 

N Y N/A All Y

VVSG 2

2.5.8biii

System Database    - Identification and description of all database entities 

and how they are implemented physically (e.g., tables, 

files) 

N Y N/A All Y

VVSG 2

2.5.8biv

System Database    - Entity relationship diagrams and description of 

relationships

N Y N/A All Y

VVSG 2

2.5.8bv

System Database    -Details of table, record or file contents (as applicable) 

to include individual data elements and their 

specifications, including: 

          - Names/identifiers  

          - Data type (alphanumeric, integer, etc.) 

          - Size and format (such as length and punctuation 

of a character string)

          -Units of measurement (such as meters, dollars, 

nanoseconds)

          -Range or enumeration of possible values (such as 

0-99)

          -Accuracy (how correct) and precision (number of 

significant digits)

          -Priority, timing, frequency, volume, sequencing, 

and other constraints, such as

whether the data element may be updated and whether 

business rules apply

          -Security and privacy constraints

          -Sources (setting/sending entities) and recipients 

(using/receiving entities)

N Y N/A All Y

VVSG 2

2.5.8bvi

System Database    - For external files, a description of the procedures for 

file maintenance, management of access privileges, and 

security

N Y N/A All Y

VVSG 2

2.5.9

Interfaces The vendor shall identify and provide a complete 

description of all internal and external interfaces, using a 

combination of text and diagrams

N Y N/A All Y

VVSG 2

2.5.9.1

Interface 

Identification

For each interface identified in the system overview, the 

vendor shall: 

N/A N/A N/A N/A N/A
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See reference VVSG 2 2.5.7 During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:
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VVSG 2

2.5.9.1a

Interface 

Identification

   - Provide a unique identifier assigned to the interface N Y N/A All Y

VVSG 2

2.5.9.1b

Interface 

Identification

   - Identify the interfacing entities (systems, 

configuration items, users, etc.) by name, number, 

version, and documentation references, as applicable 

N Y N/A All Y

VVSG 2

2.5.9.1c

Interface 

Identification

   - Identify which entities have fixed interface 

characteristics (and therefore impose interface 

requirements on interfacing entities) and which are being 

developed or modified (thus having interface 

requirements imposed on them) 

N Y N/A All Y

VVSG 2

2.5.9.2

Interface Description For each interface identified in the system overview, the 

vendor shall provide information that describes: 

N/A N/A N/A N/A N/A

VVSG 2

2.5.9.2a

Interface Description    - The type of interface (such as real-time data transfer, 

storage-and-retrieval of data) to be implemented 

N Y N/A All Y

VVSG 2

2.5.9.2b

Interface Description    - Characteristics of individual data elements that the 

interfacing entity(ies) will provide, store, send, access, 

receive, etc., such as: 

          - Names/identifiers  

          - Data type (alphanumeric, integer, etc.) 

          - Size and format (such as length and punctuation 

of a character string)

           - Units of measurement (such as meters, dollars, 

nanoseconds)

           - Range of enumeration of possible values (such 

as 0-99)

            - Accuracy (how correct) and precision (number 

of significant digits)

            - Priority, timing, frequency, volume, 

sequencing, and other constraints, such as whether the 

data element may be updated and whether business rules 

apply

             - Security and privacy constraints

             - Sources (setting/ sending entities) and 

recipients (using/ receiving entities)

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present;.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.5.9.2c

Interface Description    - Characteristics of communication methods that the 

interfacing entity(ies) will use for the interface, such as: 

          - Communication links/bands/frequencies/media 

and their characteristics 

          - Message formatting 

          - Flow control (such as sequence numbering and 

buffer allocation)

           - Data transfer rate, whether periodic/aperiodic, 

and interval between transfers

           - Routing, addressing, and naming conventions

           - Transmission services, including priority and 

grade

           - Safety/security/privacy considerations, such as 

encryption, user authentication, compartmentalization, 

and auditing

N Y N/A All Y

VVSG 2

2.5.9.2d

Interface Description    - Characteristics of protocols the interfacing entity(ies) 

will use for the interface, such as: 

          - Priority/layer of the protocol

          - Packeting, including fragmentation and 

reassembly, routing, and addressing 

          -Legality checks, error control, and recovery 

procedures

N Y N/A All Y

VVSG 2

2.5.9.2e

Interface Description    - Other characteristics, such as physical compatibility 

of the interfacing entity(ies) (such as dimensions, 

tolerances, loads, voltages and plug compatibility) 

N Y N/A All Y

VVSG 2

2.5.10

Appendices The content and arrangement of appendices shall be at 

the discretion of the vendor

N/A N/A N/A N/A N/A

VVSG 2

2.6

System Security 

Specification

Vendors shall submit a system security specification that 

addresses the security requirements of Volume I, Section 

7. 

N Y N/A All Y

VVSG 2

2.6a

System Security 

Specification

This specification shall describe the level of security 

provided by the system in terms of the specific security 

risks addressed by the system, the means by which each 

risk is addressed, the process used to test and verify the 

effective operation of security capabilities and, for 

systems that use public telecommunications networks as 

defined in Volume 1, Section 6, the means used to keep 

the security capabilities of the system current to respond 

to the evolving threats against these systems.

N Y N/A All Y

VVSG 2

2.6b

System Security 

Specification

Information submitted by the vendor shall be used to 

assist in developing and executing the system 

certification test plan. The Security Specification shall 

contain the sections identified below. 

N/A N/A N/A N/A N/A

VVSG 2

2.6.1

Access Control 

Policy

The vendor shall specify the features and capabilities of 

the access control policy recommended to purchasing 

jurisdictions to provide effective voting system security. 

N Y N/A All Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.6.1

Access Control 

Policy

The access control policy shall address the general 

features and capabilities and individual access privileges 

indicated in Volume I, Subsection 7.2. 

N Y N/A All Y

VVSG 2

2.6.2a

Access Control 

Measures

The vendor shall provide a detailed description of all 

system access control measures and mandatory 

procedures designed to permit access to system states in 

accordance with the access policy, and to prevent all 

other types of access to meet the specific requirements of 

Volume I, Subsection 7.3.

N Y N/A All Y

VVSG 2

2.6.2b

Access Control 

Measures

The vendor also shall define and provide a detailed 

description of the methods used to preclude 

unauthorized access to the access control capabilities of 

the system itself. 

N Y N/A All Y

VVSG 2

2.6.3

Equipment and Data 

Security

The vendor shall provide a detailed description of system 

capabilities and mandatory procedures for purchasing 

jurisdictions to prevent disruption of the voting process 

and corruption of voting data to meet the specific 

requirements of Volume I, Subsection 7.3.

N Y N/A All Y

VVSG 2

2.6.3a

Equipment and Data 

Security

This information shall address measures for polling place 

security and central count location security. 

N Y N/A All Y

VVSG 2

2.6.4

Software Installation The vendor shall provide a detailed description of the 

system capabilities and mandatory procedures for 

purchasing jurisdictions to ensure secure software 

(including firmware) installation to meet the specific 

requirements of Volume I, Subsection 7.4. 

N Y N/A All Y

VVSG 2

2.6.4a

Software Installation This information shall address software installation for 

all system components. 

N Y N/A All Y

VVSG 2

2.6.5

Telecommunications 

and Data 

Transmission 

Security

The vendor shall provide a detailed description of the 

system capabilities and mandatory procedures for 

purchasing jurisdictions to ensure secure data 

transmission to meet the specific requirements of 

Volume I, Subsection 7.5: 

Y N/A N/A N/A Y

VVSG 2

2.6.5a

Telecommunications 

and Data 

Transmission 

Security

   - For all systems, this information shall address access 

control, and prevention of data interception

N Y N/A All Y

VVSG 2

2.6.5b

Telecommunications 

and Data 

Transmission 

Security

   - For systems that use public communications 

networks as defined in Volume I, Section 6, this 

information shall also include: 

N/A N/A N/A N/A N/A

VVSG 2

2.6.5bi

Telecommunications 

and Data 

Transmission 

Security

        i. Capabilities used to provide protection against 

threats to third party products and services

N Y N/A All Y

VVSG 2

2.6.5bii

Telecommunications 

and Data 

Transmission 

Security

        ii. Policies and processes used by the vendor to 

ensure that such protection is updated to remain 

effective over time 

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.6.5biii

Telecommunications 

and Data 

Transmission 

Security

        iii. Policies and procedures used by the vendor to 

ensure that current versions of such capabilities are 

distributed to user jurisdictions and are installed 

effectively by the jurisdiction 

N Y N/A All Y

VVSG 2

2.6.5biv

Telecommunications 

and Data 

Transmission 

Security

        iv. A detailed description of the system capabilities 

and procedures to be employed by the jurisdiction to 

diagnose the occurrence of a denial of service attack, to 

use an alternate method of voting, to determine when it 

is appropriate to resume voting over the network, and to 

consolidate votes cast using the alternate method

N Y N/A All Y

VVSG 2

2.6.5bv

Telecommunications 

and Data 

Transmission 

Security

        v. A detailed description of all activities to be 

performed in setting up the system for operation that are 

mandatory to ensure effective system security, including 

testing of security before an election 

N Y N/A All Y

VVSG 2

2.6.5bvi

Telecommunications 

and Data 

Transmission 

Security

        vi. A detailed description of all activities that 

should be prohibited during system setup and during the 

timeframe for voting operations, including both the 

hours when polls are open and when polls are closed 

N Y N/A All Y

VVSG 2

2.6.6

Other Elements of 

an Effective Security 

Program 

The vendor shall provide a detailed description of the 

following additional procedures required for use by the 

purchasing jurisdiction: 

N/A N/A N/A N/A N/A

VVSG 2

2.6.6a

Other Elements of 

an Effective Security 

Program 

   - Administrative and management controls for the 

voting system and election management, including 

access controls 

N Y N/A All Y

VVSG 2

2.6.6b

Other Elements of 

an Effective Security 

Program 

   - Internal security procedures, including operating 

procedures for maintaining the security of the software 

for each system function and operating mode 

N Y N/A All Y

VVSG 2

2.6.6c

Other Elements of 

an Effective Security 

Program 

   - Adherence to, and enforcement of, operational 

procedures (e.g., effective password management) 

N Y N/A All Y

VVSG 2

2.6.6d

Other Elements of 

an Effective Security 

Program 

   - Physical facilities and arrangements N Y N/A All Y

VVSG 2

2.6.6e

Other Elements of 

an Effective Security 

Program 

   - Organizational responsibilities and personnel 

screening 

N Y N/A All Y

VVSG 2

2.6.6f

Other Elements of 

an Effective Security 

Program 

This documentation shall be prepared such that these 

requirements can be integrated by the jurisdiction into 

local administrative and operating procedures. 

N Y N/A All Y

VVSG 2

2.7

System Test and 

Verification 

Specification

The vendor shall provide test and verification 

specifications for:

    - Development test specifications

    - National certification test specifications

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.7.1

System Test and 

Verification 

Specification

The vendor shall describe the plans, procedures, and data 

used during software development and system 

integration to verify system logic correctness, data 

quality, and security. This description shall include: 

NYS Regulation

6209.6F3p

Y Y N/A All Y

VVSG 2

2.7.1a

Development Test 

Specifications 

   - Test identification and design, including: 

          - Test structure

          - Test sequence or progression

          - Test conditions

N Y N/A All N

VVSG 2

2.7.1b

Development Test 

Specifications 

   - Standard test procedures, including any assumptions 

or constraints 

N Y N/A All Y

VVSG 2

2.7.1c

Development Test 

Specifications 

   - Special purpose test procedures including any 

assumptions or constraints 

N Y N/A All Y

VVSG 2

2.7.1d

Development Test 

Specifications 

   - Test data; including the data source, whether it is real 

or simulated, and how test data are controlled 

N Y N/A All Y

VVSG 2

2.7.1e

Development Test 

Specifications 

   - Expected test results N Y N/A All Y

VVSG 2

2.7.1f

Development Test 

Specifications 

   - Criteria for evaluating test results N Y N/A All Y

VVSG 2

2.7.1g

Development Test 

Specifications 

Additional details for these requirements are provided by 

MIL-STD-498, Software Test Plan and Software Test 

Description. In the event that test data are not available, 

the accredited test lab shall design test cases and 

procedures equivalent to those ordinarily used during 

product verification.

N Y N/A All Y

VVSG 2

2.7.2

National 

Certification Test 

Specifications 

The vendor shall provide specifications for verification 

and validation of overall software performance. These 

specifications shall cover: 

   - Control and data input/output

   - Acceptance criteria

   - Processing accuracy

   - Data quality assessment and maintenance

   - Ballot interpretation logic

   - Exception handling

   - Security

   - Production of audit trails and statistical data

NYS Regulation

6209.6F3q

Y Y N/A All Y

VVSG 2

2.7.2a

National 

Certification Test 

Specifications 

The specifications shall identify procedures for assessing 

and demonstrating the suitability of the software for 

election use.

N/A N/A N/A All N/A

VVSG 2

2.8

System Operations 

Procedures

This documentation shall provide all information 

necessary for system use by all personnel who support 

pre-election and election preparation, polling place 

activities and central counting activities, as applicable, 

with regard to all system functions and operations 

identified in Subsection 2.3 above

BMD 3.2.1.9 Y Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.8a

System Operations 

Procedures

The system operations procedure shall contain all 

information that is required for the preparation of 

detailed system operating procedures, and for operator 

training, as described below.

BMD 3.2.1.9 Y Y N/A All Y

VVSG 2

2.8.1

Introduction The vendor shall provide a summary of system operating 

functions and modes, in sufficient detail to permit 

understanding of the system's capabilities and 

constraints.

 N Y N/A All Y

VVSG 2

2.8.1a

Introduction The roles of operating personnel shall be identified and 

related to the operating modes of the system. Decision 

criteria and conditional operator functions shall be 

described.

BMD 3.2.1.9 Y Y N/A All Y

VVSG 2

2.8.1b

Introduction The vendor shall also list all reference and supporting 

documents pertaining to the use of the system during 

election operations. 

N Y N/A All Y

VVSG 2

2.8.2

Operational 

Environment 

The vendor shall describe the system environment, and 

the interface between the user or operator and the 

system. The vendor shall identify all facilities, 

furnishings, fixtures, and utilities that will be required 

for equipment operations, including equipment that 

operates at the:

Polling place

Central count facility

Other locations

N Y N/A All Y

VVSG 2

2.8.3

System Installation 

and Test 

Specification 

The vendor shall provide specifications for validation of 

system installation, acceptance, and readiness. 

NYS Regulation

6209.6F3r

Y Y N/A All Y

VVSG 2

2.8.3a

System Installation 

and Test 

Specification 

These specifications shall address all components of the 

system and all locations of installation (e.g., polling 

place, central count facility), and shall address all 

elements of system functionality and operations 

identified in Subsection 2.3 above, including:

Pre-voting functions

Voting functions

Post-voting functions

General capabilities

N/A N/A N/A N/A N/A

VVSG 2

2.8.4

Operational Features The vendor shall provide documentation of system 

operating features that meets the following requirements: 

N N/A N/A All N/A

VVSG 2

2.8.4a

Operational Features    - A detailed description of all input, output, control, 

and display features accessible to the operator or voter 

N Y N/A All Y

VVSG 2

2.8.4b

Operational Features    - Examples of simulated interactions to facilitate 

understanding of the system and its capabilities 

N Y N/A All Y

VVSG 2

2.8.4c

Operational Features    - Sample data formats and output reports N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.8.4d

Operational Features    - Illustrate and describe all status indicators and 

information messages 

N Y N/A All Y

VVSG 2

2.8.5

Operating 

Procedures

The vendor shall provide documentation of system 

operating procedures that meets the following 

requirements: 

NYS Regulation

6209.6F4i

NYS Regulation

6209.6F5

N/A N/A N/A N/A N/A

VVSG 2

2.8.5a

Operating 

Procedures

   - Provides a detailed description of procedures 

required to initiate, control, and verify proper system 

operation 

N Y N/A All Y

VVSG 2

2.8.5b

Operating 

Procedures

   - Provides procedures that clearly enable the operator 

to assess the correct flow of system functions (as 

evidenced by system-generated status and information 

messages) 

N Y N/A All Y

VVSG 2

2.8.5c

Operating 

Procedures

   - Provides procedures that clearly enable the operator 

to intervene in system operations to recover from an 

abnormal system state 

N Y N/A All Y

VVSG 2

2.8.5d

Operating 

Procedures

   - Defines and illustrates the procedures and system 

prompts for situations where operator intervention is 

required to load, initialize, and start the system

N Y N/A All Y

VVSG 2

2.8.5e

Operating 

Procedures

   - Defines and illustrates procedures to enable and 

control the external interface to the system operating 

environment if supporting hardware and software are 

involved. Such information also shall be provided for the 

interaction of the system with other data processing 

systems or data interchange protocols

N Y N/A All Y

VVSG 2

2.8.5f

Operating 

Procedures

   - Provides administrative procedures and off-line 

operator duties (if any) if they relate to the initiation or 

termination of system operations, to the assessment of 

system status, or to the development of an audit trail 

N Y N/A All Y

VVSG 2

2.8.5g

Operating 

Procedures

   - Supports successful ballot and program installation 

and control by election officials, provides a detailed 

work plan or other form of documentation providing a 

schedule and steps for the software and ballot 

installation, which includes a table outlining the key 

dates, events and deliverables

N Y N/A All Y

VVSG 2

2.8.5h

Operating 

Procedures

   - Supports diagnostic testing, specifies diagnostic tests 

that may be employed to identify problems in the 

system, verifies the correction of maintenance problems; 

and isolates and diagnoses faults from various system 

states 

N Y N/A All Y

VVSG 2

2.8.6

Operations Support The vendor shall provide documentation of system 

operating procedures that meets the following 

requirements: 

NYS Regulation

6209.6F4i

N/A N/A N/A N/A N/A
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:
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VVSG 2

2.8.6a

Operations Support    - Defines the procedures required to support system 

acquisition, installation, and readiness testing. These 

procedures may be provided by reference, if they are 

contained either in the system hardware specifications, 

or in other vendor documentation 

N Y N/A All Y

VVSG 2

2.8.6b

Operations Support    - Describes procedures for providing technical support, 

system maintenance and correction of defects, and for 

incorporating hardware upgrades and new software 

releases 

N Y N/A All Y

VVSG 2

2.9

System Maintenance 

Manual

The system maintenance procedures shall provide 

information in sufficient detail to support election 

workers, information systems personnel, or maintenance 

personnel in the adjustment or removal and replacement 

of components or modules in the field.

NYS Regulation

6209.6F5

Y Y N/A All Y

VVSG 2

2.9a

System Maintenance 

Manual

Recommended service actions to correct malfunctions or 

problems shall be discussed, along with personnel and 

expertise required to repair and maintain the system; and 

equipment, materials, and facilities needed for proper 

maintenance. This manual shall include the sections 

listed below.

N Y N/A All Y

VVSG 2

2.9.1

Introduction The vendor shall describe the structure and function of 

the equipment (and related software) for election 

preparation, programming, vote recording, tabulation, 

and reporting in sufficient detail to provide an overview 

of the system for maintenance, and for identification of 

faulty hardware or software.

NYS Regulation

6209.6F4i

Y Y N/A All Y

VVSG 2

2.9.1a

Introduction The description shall include a concept of operations that 

fully describes such items as:

  - The electrical and mechanical functions of the 

equipment

  - How the processes of ballot handling and reading are 

performed (paper-based systems)

  - How vote selection and casting of the ballot are 

performed (DRE systems)

  - How transmission of data over a network is performed 

(DRE systems, where applicable)

  - How data are handled in the processor and memory 

units

  - How data output is initiated and controlled

  - How power is converted and conditioned

  - How test and diagnostic information is acquired and 

used

All

VVSG 2

2.9.2

Maintenance 

Procedures

The vendor shall describe preventive and corrective 

maintenance procedures for hardware and software.

BMD 3.2.1.6 N Y N/A All Y

VVSG 2

2.9.2.1

Preventive 

Maintenance 

Procedures

The vendor shall identify and describe: NYS Regulation

6209.6F7

BMD 3.3.6

N/A N/A N/A N/A N/A
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:
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VVSG 2

2.9.2.1a

Preventive 

Maintenance 

Procedures

   - All required and recommended preventive 

maintenance tasks, including software tasks such as 

software backup, database performance analysis, and 

database tuning 

N Y N/A All Y

VVSG 2

2.9.2.1b

Preventive 

Maintenance 

Procedures

   - Number and skill levels of personnel required for 

each task 

N Y N/A All Y

VVSG 2

2.9.2.1c

Preventive 

Maintenance 

Procedures

   - Parts, supplies, special maintenance equipment, 

software tools, or other resources needed for 

maintenance 

N Y N/A All Y

VVSG 2

2.9.2.1d

Preventive 

Maintenance 

Procedures

   - Any maintenance tasks that must be coordinated with 

the vendor or a third party (such as coordination that 

may be needed for off-the-shelf items used in the 

system) 

N Y N/A All Y

VVSG 2

2.9.2.2a

Corrective 

Maintenance 

Procedures

The vendor shall provide fault detection, fault isolation, 

correction procedures, and logic diagrams for all 

operational abnormalities identified by design analysis 

and operating experience. 

NYS Regulation

6209.6F7

BMD 3.3.6

Y Y N/A All Y

VVSG 2

2.9.2.2b

Corrective 

Maintenance 

Procedures

The vendor shall identify specific procedures to be used 

in diagnosing and correcting problems in the system 

hardware (or user-controlled software). Descriptions 

shall include: 

NYS Regulation

6209.6F7

Y N/A N/A All N/A

VVSG 2

2.9.2.2bi

Corrective 

Maintenance 

Procedures

   - Steps to replace failed or deficient equipment NYS Regulation

6209.6F7

Y Y N/A All Y

VVSG 2

2.9.2.2bii

Corrective 

Maintenance 

Procedures

   - Steps to correct deficiencies or faulty operations in 

software 

NYS Regulation

6209.6F7

Y Y N/A All Y

VVSG 2

2.9.2.2biii

Corrective 

Maintenance 

Procedures

   - Modifications that are necessary to coordinate any 

modified or upgraded software with other software 

modules 

NYS Regulation

6209.6F7

Y Y N/A All Y

VVSG 2

2.9.2.2biv

Corrective 

Maintenance 

Procedures

   - The number and skill levels of personnel needed to 

accomplish each procedure 

NYS Regulation

6209.6F7

Y Y N/A All Y

VVSG 2

2.9.2.2bv

Corrective 

Maintenance 

Procedures

   - Special maintenance equipment, parts, supplies, or 

other resources needed to accomplish each procedure 

NYS Regulation

6209.6F7

Y Y N/A All Y

VVSG 2

2.9.2.2bvi

Corrective 

Maintenance 

Procedures

   - Any coordination required with the vendor, or other 

party, for off the shelf items

NYS Regulation

6209.6F7

Y Y N/A All Y

VVSG 2

2.9.3

Maintenance 

Equipment 

The vendor shall identify and describe any special 

purpose test or maintenance equipment recommended 

for fault isolation and diagnostic purposes. 

NYS Regulation

6209.6F7

Y Y N/A All Y

VVSG 2

2.9.4

Parts and Materials Vendors shall provide detailed documentation of parts 

and materials needed to operate and maintain the system. 

Additional requirements apply for paper-based systems. 

NYS Regulation

6209.6F7

Y Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.9.4.1

Common Standards The vendor shall provide a complete list of approved 

parts and materials needed for maintenance. This list 

shall contain sufficient descriptive information to 

identify all parts by: 

   - Type

   - Size

   - Value or range

   - Manufacturer's designation

   - Individual quantities needed

   - Sources from which they may be obtained

BMD 3.3.6 Y Y N/A All Y

VVSG 2

2.9.4.2

Paper-based Systems For marking devices manufactured by multiple external 

sources, the vendor shall provide a listing of sources and 

model numbers that are compatible with the system. 

BMD 2.6.15 Y Y N/A B Y

VVSG 2

2.9.4.2a

Paper-based Systems The TDP shall specify the required paper stock, size, 

shape, opacity, color, watermarks, field layout, 

orientation, size and style of printing, size and location 

of punch or mark fields used for vote response fields and 

to identify unique ballot formats, placement of alignment 

marks, ink for printing, and folding and bleed-through 

limitations for preparation of ballots that are compatible 

with the system.

N Y N/A B Y

VVSG 2

2.9.5

Maintenance 

Facilities and 

Support

The vendor shall identify all facilities, furnishings, 

fixtures, and utilities that will be required for equipment 

maintenance. 

NYS Regulation

6209.6F6

Y Y N/A All Y

VVSG 2

2.9.5a

Maintenance 

Facilities and 

Support

In addition, vendors shall specify the assumptions made 

with regard to any parameters that impact the mean time 

to repair. These factors shall include at a minimum:

N/A N/A N/A N/A N/A

VVSG 2

2.9.5b

Maintenance 

Facilities and 

Support

   - Recommended number and locations of spare devices 

or components to be kept on hand for repair purposes 

during periods of system operation 

N Y N/A All Y

VVSG 2

2.9.5c

Maintenance 

Facilities and 

Support

   - Recommended number and locations of qualified 

maintenance personnel who need to be available to 

support repair calls during system operation 

N Y N/A All Y

VVSG 2

2.9.5d

Maintenance 

Facilities and 

Support

   - Organizational affiliation (i.e., jurisdiction, vendor) 

of qualified maintenance personnel 

N Y N/A All Y

VVSG 

Volume II 

Section 2.10

Personnel 

Deployment and 

Training 

Requirements

The vendor shall describe the personnel resources and 

training required for a jurisdiction to operate and 

maintain the system.

NYS Regulation

6209.6F7

BMD 3.2.1

BMD 3.2.1.1

BMD 3.2.13

BMD 3.2.15

BMD 3.3.5

Y Y N/A All Y

VVSG 2

2.10.1

Personnel The vendor shall specify the number of personnel and 

skill levels required to perform each of the following 

functions: 

N/A N/A N/A N/A N/A
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:
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VVSG 2

2.10.1a

Personnel    - Pre-election or election preparation functions (e.g., 

entering an election, contest and candidate information; 

designing a ballot; generating pre-election reports 

N Y N/A All Y

VVSG 2

2.10.1b

Personnel    - System operations for voting system functions 

performed at the polling place 

N Y N/A All Y

VVSG 2

2.10.1c

Personnel    - System operations for voting system functions 

performed at the central count facility 

N Y N/A All Y

VVSG 2

2.10.1d

Personnel    - Preventive maintenance tasks N Y N/A All Y

VVSG 2

2.10.1e

Personnel    - Diagnosis of faulty hardware or software N Y N/A All Y

VVSG 2

2.10.1f

Personnel    - Corrective maintenance tasks N Y N/A All Y

VVSG 2

2.10.1g

Personnel    - Testing to verify the correction of problems N Y N/A All Y

VVSG 2

2.10.1h

Personnel A description shall be presented of which functions may 

be carried out by user personnel, and those that must be 

performed by vendor personnel. 

N Y N/A All Y

VVSG 2

2.10.2

Training The vendor shall specify requirements for the orientation 

and training of the following personnel: 

BMD 3.2.1.2

BMD 3.2.1.3

BMD 3.2.1.5

BMD 3.2.1.6

BMD 3.2.1.7

BMD 3.2.1.8

Y Y N/A All N/A

VVSG 2

2.10.2a

Training    - Poll workers supporting polling place operations N Y N/A All Y

VVSG 2

2.10.2b

Training    - System support personnel involved in election 

programming 

BMD 3.2.1.4 Y Y N/A All Y

VVSG 2

2.10.2c

Training    - User system maintenance technicians N Y N/A All Y

VVSG 2

2.10.2d

Training    - Network/system administration personnel (if a 

network is used) 

N Y N/A All Y

VVSG 2

2.10.2e

Training    - Information systems personnel N Y N/A All Y

VVSG 2

2.10.2f

Training    - Vendor personnel N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.11a

Configuration 

Management Plan

Vendors shall submit a Configuration Management Plan 

that addresses the configurations management 

requirements of Volume I, Section 9.

N Y N/A All Y

VVSG 2

2.11b

Configuration 

Management Plan

This plan shall describe all policies, processes, and 

procedures employed by the vendor to carry out these 

requirements.

N Y N/A All Y

VVSG 2

2.11c

Configuration 

Management Plan

Information submitted by the vendor shall be used by the 

accredited test lab to assist in developing and executing 

the system certification test plan.

N Y N/A All Y

VVSG 2

2.11d

Configuration 

Management Plan

The Configuration Management Plan shall contain the 

sections identified below.

N Y N/A All Y

VVSG 2

2.11.1

 Configuration 

Management Policy

The vendor shall provide a description of its 

organizational policies for configuration management, 

addressing the specific requirements of Volume I, 

Subsection 9.2. These requirements pertain to: 

-Scope and nature of configuration management program 

activities

-Breadth of application of vendor‘s policy and practices 

to the voting system

N Y N/A All Y

VVSG 2

2.11.2

Configuration 

Identification 

The vendor shall provide a description of the procedures 

and naming conventions used to address the specific 

requirements of Volume I, Subsection 9.3. These 

requirements pertain to: 

- Classifying configuration items into categories and 

subcategories

-Uniquely numbering or otherwise identifying 

configuration items

-Naming configuration items

N Y N/A All Y

VVSG 2

2.11.3

Baseline and 

Promotion 

The vendor shall provide a description of the procedures 

and naming conventions used to address the specific 

requirements of Volume I, Subsection 9.4. These 

requirements pertain to: 

  - Establishing a particular instance of a system 

component as the starting baseline

  -Promoting subsequent instances of a component to 

baseline throughout the system development process for 

the first complete version of the system submitted for 

testing

  -Promoting subsequent instances of a component to 

baseline status as the component is maintained 

throughout its life cycle until system retirement (i.e., the 

system is no

longer sold or maintained)

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.11.4

Configuration 

Control Procedures 

The vendor shall provide a description of the procedures 

used by the vendor to approve and implement changes to 

a configuration item to prevent unauthorized additions, 

changes, or deletions to address the specific 

requirements of Volume I, Subsection 9.5.  These 

requirements pertain to:

  - Developing and maintaining internally developed 

items

  - Developing and maintaining third party items

  - Resolving internally identified defects

  - Resolving externally identified and reported defects

N Y N/A All Y

VVSG 2

2.11.5

Release Process The vendor shall provide a description of the contents of 

a system release, and the procedures and related 

conventions by which the vendor installs, transfers, or 

migrates the system to accredited voting system testing 

laboratories and customers to address the specific 

requirements of Volume I, Subsection 9.6.  These 

requirements pertain to:

  - A first release of the system to an accredited test lab

  - A subsequent maintenance or upgrade release of a 

system, or particular components, to an accredited test 

lab

  - The initial delivery and installation of the system to a 

customer

  - A subsequent maintenance or upgrade release of a 

system, or particular components, to a customer

N Y N/A All Y

VVSG 2

2.11.6

Configuration 

Audits 

The vendor shall provide a description of the procedures 

and related conventions for the two audits required by 

Volume I, Subsection 9.7. These requirements pertain to: 

- Physical configuration audit that verifies the voting 

system components submitted for certification testing to 

the vendor‘s technical documentation

-Functional configuration audit that verifies the system 

performs all the functions described in the system 

documentation

N Y N/A All Y

VVSG 2

2.11.7

Configuration 

Management 

Resources 

The vendor shall provide a description of the procedures 

and related conventions for maintaining information 

about configuration management tools required by 

Volume I, Subsection 9.8. These requirements pertain to 

information regarding: 

 - Specific tools used, current version, and operating 

environment

  - Physical location of the tools, including designation of 

computer directories and files

  - Procedures and training materials for using the tools

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.
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VVSG 2

2.12

Quality Assurance 

Program

Vendors shall submit a Quality Assurance Program that 

addresses the quality assurance requirements of Volume 

I, Section8.  This plan shall describe all policies, 

processes, and procedures employed by the vendor to 

ensure the overall quality of the system for its initial 

development and release and for subsequent 

modifications and releases.

N Y N/A All Y

VVSG 2

2.12.1

Quality Assurance 

Policy 

The vendor shall provide a description of its 

organizational policies for quality assurance, including: 

N/A N/A N/A N/A N/A

VVSG 2

2.12.1a

Quality Assurance 

Policy 

   - Scope and nature of Quality Assurance activities N Y N/A All Y

VVSG 2

2.12.1b

Quality Assurance 

Policy 

   - Breadth of application of vendor‘s policy and 

practices to the voting system 

N Y N/A All Y

VVSG 2

2.12.2

Parts and Materials 

Tests 

The vendor shall provide a description of its practices for 

parts and materials tests and examinations that meet the 

requirements of Volume I, Subsection 8.5. 

N Y N/A All Y

VVSG 2

2.12.3

Quality 

Conformance 

Inspections 

The vendor shall provide a description of its practices for 

quality conformance inspections that meet the 

requirements of Volume I, Subsection 8.6. For each test 

performed, the record of tests provided shall include: 

   - Test location

   - Test date

   - Individual who conducted the test

   - Test outcomes

N Y N/A All Y

VVSG 2

2.12.4

Documentation The vendor shall provide a description of its practices for 

documentation of the system and system development 

process that meet the requirements of Volume I, 

Subsection 8.7. 

N Y N/A All Y

VVSG 2

2.13

System Change 

Notes 

Vendors submitting modifications for a system that has 

been tested previously and received national certification 

shall submit system change notes.

N Y N/A All Y

VVSG 2

2.13a

System Change 

Notes 

These will be used by the accredited test lab to assist in 

developing and executing the test plan for the modified 

system. 

N Y N/A All Y

VVSG 2

2.13b

System Change 

Notes 

The system change notes shall include the following 

information: 

N/A N/A N/A N/A N/A

VVSG 2

2.13bi

System Change 

Notes 

   - Summary description of the nature and scope of the 

changes, and reasons for each change 

N Y N/A All Y

VVSG 2

2.13bii

System Change 

Notes 

   - A listing of the specific changes made, citing the 

specific system configuration items changed and 

providing detailed references to the documentation 

sections changed 

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

Determine if Vendor submitted a document addressing QA 

requirements described in VVSG Vol 1, Section 8.

Determine if submitted document addressed all QA requirements in 

VVSG Vol 1, Section 8.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Determine if submitted document addresses scope and nature of QA 

activities.

NA During secure source code review we will review all 

documentation related to the source code.

Determine if submitted document addresses breadth of application 

for vendor's policy and practices to the voting system.

NA During secure source code review we will review all 

documentation related to the source code.

Determine if vendor provided a description of its practices for parts 

and materials tests and examinations.

NA During secure source code review we will review all 

documentation related to the source code.

Determine if vendor provided a description of its practices for quality 

conformance inspections for VVSG Vol 1, subsection 8.6.

NA During secure source code review we will review all 

documentation related to the source code.

Determine if vendor provided a description of its practices for 

documentation of the system, and system development process for 

VVSG Vol 1, subsection 8.7.

NA During secure source code review we will review all 

documentation related to the source code.

Determine if system has been previously certified.

If previously certified, determine if system change notes have been 

submitted for any change.

NA During secure source code review we will review all 

documentation related to the source code.

If previously certified, determine how the system update listed in the 

system change notes affect the system.

Review prior system updates to see if same change made earlier.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA, Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

If previously certified, determine how the system update listed in the 

system change notes affect the system.

Review prior system updates to see if same change made earlier.
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VVSG 2

2.13biii

System Change 

Notes 

   - The specific sections of the documentation that are 

changed (or completely revised documents, if more 

suitable to address a large number of changes) 

N Y N/A All Y

VVSG 2

2.13biv

System Change 

Notes 

   - Documentation of the test plan and procedures 

executed by the vendor for testing the individual changes 

and the system as a whole, and records of test results 

N Y N/A All Y

VVSG 2

3

Functional Testing Functional Testing N/A N/A N/A N/A N/A

VVSG 2

3.2.1

Basic Functionality 

Testing 

Requirements 

The accredited test lab shall design and perform 

procedures to test a voting system against the functional 

requirements outlined in Volume I, Section 2.

N Y N/A All Y

VVSG 2

3.2.1a

Basic Functionality 

Testing 

Requirements 

Test procedures shall be designed and performed that 

address: 

   - Overall system capabilities

   - Pre-voting functions

   - Voting functions

   - Post-voting functions

   - System maintenance

   - Transportation and storage

N Y N/A All Y X

VVSG 2

3.2.1b

Basic Functionality 

Testing 

Requirements 

The specific procedures to be used shall be identified in 

the National Certification Test Plan prepared by the 

accredited test lab. 

N Y N/A N/A Y

VVSG 2

3.2.1c

Basic Functionality 

Testing 

Requirements 

These procedures may replicate testing performed by the 

vendor and documented in the vendor‘s TDP, but shall 

not rely on vendor testing as a substitute for independent 

functionality testing. 

N Y N/A All Y

VVSG 2

3.2.1d

Basic Functionality 

Testing 

Requirements 

Recognizing variations in system design and the 

technologies employed by different vendors, the 

accredited test lab shall design test procedures that 

account for such variations and reflect the system-

specific functional capabilities in Volume I, Section 2

N Y N/A N/A Y

VVSG 2

3.2.2

Testing to Reflect 

Technologies 

The testing procedure designed and performed for a 

particular system shall reflect the specific technologies 

and design configurations used by that system. 

N Y N/A N/A Y

VVSG 2

3.2.3

Testing to Reflect 

Additional 

Capabilities 

Vendors may provide additional capabilities in systems 

in order to respond to the requirements of individual 

states. These additional capabilities shall be identified by 

the vendor within the TDP, as described in Volume II, 

Section 2.

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

Determine where in TDP as well as in specific document(s) the 

changes are made.

During PCA and FCA, Documentation review will ensure all 

documentation necessary for identification of the full system.

NA During secure source code review we will review all 

documentation related to the source code.

Determine where in TDP as well as in specific document(s) the 

changes are made.

During PCA and FCA, Documentation review will ensure all 

documentation necessary for identification of the full system.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements.

NA During secure source code review we will review all 

documentation related to the source code.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements.

NA N/A See below for functional details:

NA No vendor testing results shall be used in place of SysTest test 

results. To wit all test results presented by SysTest will be 

generated by SysTest or a SysTest subcontractor. 

No vendor testing results shall be used in place of SysTest test 

results. To wit all test results presented by SysTest will be generated 

by SysTest or a SysTest subcontractor. 

NA N/A See below for functional details:

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements. Once the test plan is built an audit matching additional 

features listed to what actually exists within the voting system. This 

audit is not meant to verify correct functionality merely that the 

additional functionality is present.
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VVSG 2

3.2.3a

Testing to Reflect 

Additional 

Capabilities 

Based on this information, the accredited test lab shall 

design and perform system functionality testing for these 

additional functional capabilities. 

N Y N/A All Y X

VVSG 2

3.2.4b

Testing to Reflect 

Previously Tested 

Capabilities 

Vendor shall identify in the TDP the functional 

capabilities supported by new subsystems/ components 

and those supported by subsystems/ components taken 

from a previously certified system. 

N Y N/A All Y

VVSG 2

3.2.4c

Testing to Reflect 

Previously Tested 

Capabilities 

The vendor shall indicate in its system design 

documentation and configuration management records 

the scope and nature of any modifications made to the re-

used subsystems or components. 

N Y N/A All Y

VVSG 2

3.2.4d

Testing to Reflect 

Previously Tested 

Capabilities 

The scope of testing shall include certain functionality 

tests: 

N/A N/A N/A N/A N/A

VVSG 2

3.2.4di

Testing to Reflect 

Previously Tested 

Capabilities 

   - All functionality performed by new 

subsystems/modules 

N Y N/A All Y X

VVSG 2

3.2.4dii

Testing to Reflect 

Previously Tested 

Capabilities 

   - All functionality performed by modified 

subsystems/modules

N Y N/A All Y X

VVSG 2

3.2.4diii

Testing to Reflect 

Previously Tested 

Capabilities 

   - Functionality that is accomplished using any 

interfaces to new modules, or that shares inputs or 

outputs from new modules 

N Y N/A All Y X
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements. Once the test plan is built the additional features listed 

will be tested in accordance with the test plan designed per VVSG 

requirements.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.  

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements. Once the test plan is built the functionality will be 

tested in accordance with the test plan designed per VVSG 

requirements.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements. Once the test plan is built the functionality will be 

tested in accordance with the test plan designed per VVSG 

requirements.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements. Once the test plan is built the functionality will be 

tested in accordance with the test plan designed per VVSG 

requirements.
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VVSG 2

3.2.4div

Testing to Reflect 

Previously Tested 

Capabilities 

   - All functionality related to vote tabulation and 

election results reporting 

N Y N/A All Y X

VVSG 2

3.2.4dv

Testing to Reflect 

Previously Tested 

Capabilities 

   - All functionality related to audit trail maintenance N Y N/A All Y X

VVSG 2

3.3

General Test 

Sequence

Regardless of the sequence of testing used, the full 

certification testing process shall include functionality 

testing for all system functions of a voting system.

N Y N/A All Y X

VVSG 2

3.3.1

 Testing in Parallel 

with Precinct Count 

Systems

For testing voting functions defined in Volume I, 

Sections 2, the following procedures shall be performed 

during the functionality tests of voting equipment and 

precinct counting equipment. 

N/A N/A N/A N/A N/A

VVSG 2

3.3.1a

 Testing in Parallel 

with Precinct Count 

Systems

The procedure to prepare election programs shall: N/A N/A N/A N/A N/A

VVSG 2

3.3.1ai

 Testing in Parallel 

with Precinct Count 

Systems

  i.  Verify resident firmware, if any N Y N/A All Y 18

19

20

VVSG 2

3.3.1aii

 Testing in Parallel 

with Precinct Count 

Systems

  ii.  Prepare software (including firmware) to simulate 

all ballot format and logic options for which the system 

will be used

N Y N/A All Y 18

19

20

VVSG 2

3.3.1aiii

 Testing in Parallel 

with Precinct Count 

Systems

  iii. Verify program memory device content N Y N/A All Y 18

19

20
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements. Once the test plan is built the functionality will be 

tested in accordance with the test plan designed per VVSG 

requirements.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements. Once the test plan is built the functionality will be 

tested in accordance with the test plan designed per VVSG 

requirements.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan can be built in accordance with VVSG 

requirements. Once the test plan is built the functionality will be 

tested in accordance with the test plan designed per VVSG 

requirements.

NA N/A See below for functional details:

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using criteria provided by the vendor in the TDP. Determine what 

the appropriate firmware version (if any) should be. Then perform 

the appropriate procedure per vendor protocols to check the installed 

firmware version in the voting system hardware.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Create a simulated ballot format exercising all logic options for the 

voting system in question.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Examine voting system memory to capture a picture of memory 

content.
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VVSG 2

3.3.1aiv

 Testing in Parallel 

with Precinct Count 

Systems

  iv. Obtain and design test ballots with formats and 

voting patterns sufficient to verify performance of the 

test election programs

N Y N/A All N/A 24

25

26

27

28

29

30

31

32
VVSG 2

3.3.1b

 Testing in Parallel 

with Precinct Count 

Systems

The procedures to program precinct ballot counters shall: N/A N/A N/A N/A N/A

VVSG 2

3.3.1bi

 Testing in Parallel 

with Precinct Count 

Systems

  i. Install program and data memory devices, or verify 

presence if resident

N Y N/A All Y 18

VVSG 2

3.3.1bii

 Testing in Parallel 

with Precinct Count 

Systems

  ii. Verify operational status of hardware as specified in 

Volume II, Section 4

N Y N/A All Y 18

19

20

VVSG 2

3.3.1c

 Testing in Parallel 

with Precinct Count 

Systems

The procedures to simulate opening of the polls shall: N/A N/A N/A N/A N/A

VVSG 2

3.3.1ci

 Testing in Parallel 

with Precinct Count 

Systems

  i. Perform procedures required to prepare hardware for 

election operations

N Y N/A All Y 18

19

20

21

VVSG 2

3.3.1cii

 Testing in Parallel 

with Precinct Count 

Systems

  ii. Obtain "zero" printout or other evidence that data 

memory has been cleared

N Y N/A All Y 21

VVSG 2

3.3.1ciii

 Testing in Parallel 

with Precinct Count 

Systems

  iii. Verify audit log of pre-election operations N Y N/A All Y 15
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Create and design ballots of sufficient numbers to allow proper 

verification of the voting system performance per VVSG 

requirements.

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using vendor procedures found in the TDP install, and verify 

program and data memory devices per test plan steps

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using vendor procedures found in the TDP verify hardware 

operational status per test plan steps.

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP to prepare hardware for opening of the polls.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP obtain evidence that all data memory has been cleared.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP verify audit log.
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VVSG 2

3.3.1civ

 Testing in Parallel 

with Precinct Count 

Systems

  iv. Perform procedure required to open the polling 

place and enable ballot counting

N Y N/A All Y 20

21

VVSG 2

3.3.1d

 Testing in Parallel 

with Precinct Count 

Systems

The procedure to simulate counting ballots shall cast test 

ballots in a number sufficient to demonstrate proper 

processing, error handling, and generation of audit data 

as specified in Volume I, Sections 2 and 5 

NYS 2007 Election 

Law 7-202.1ri

Y Y N/A All Y 51

VVSG 2

3.3.1e

 Testing in Parallel 

with Precinct Count 

Systems

The procedure to simulate closing of polls shall: N/A N/A N/A N/A N/A

VVSG 2

3.3.1ei

 Testing in Parallel 

with Precinct Count 

Systems

   i. Perform hardware operations required to disable 

ballot counting and close the polls

N Y N/A All Y 48

VVSG 2

3.3.1eii

 Testing in Parallel 

with Precinct Count 

Systems

   ii. Obtain data reports and verify correctness N Y N/A All Y 49

VVSG 2

3.3.1eiii

 Testing in Parallel 

with Precinct Count 

Systems

   iii. Obtain audit log and verify correctness N Y N/A All Y 51

VVSG 2

3.3.2

Testing in Parallel 

with Central Count 

Systems 

For testing voting functions defined in Volume I, 

Sections 2, the following procedures shall be performed 

during the functional tests. 

N/A N/A N/A N/A N/A

VVSG 2

3.3.2a

Testing in Parallel 

with Central Count 

Systems 

The procedure to prepare election programs shall: 

         

          

          

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP open the polling place and enable ballot counting. 

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP conduct a ballot count in sufficient numbers as mandated by the 

VVSG.

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP for closing of the polls.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP for obtaining and verifying data report accuracy.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP for obtaining and verifying audit log accuracy.

NA N/A See below for functional details:

NA N/A See below for functional details:
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VVSG 2

3.3.2ai

Testing in Parallel 

with Central Count 

Systems 

Verify resident firmware, if any N Y N/A All Y 53

VVSG 2

3.3.2aii

Testing in Parallel 

with Central Count 

Systems 

Prepare software (including firmware) to simulate all 

ballot format and logic options for which the system will 

be used, and to enable simulation of counting ballots 

from at least 10 polling places or precincts.

N Y N/A All Y 55

56

VVSG 2

3.3.2aiii

Testing in Parallel 

with Central Count 

Systems 

Verify program memory device content N Y N/A All Y 55

VVSG 2

3.3.2aiv

Testing in Parallel 

with Central Count 

Systems 

Procure test ballots with formats, voting patterns, and 

format identifications sufficient to verify performance of 

the test election programs

N Y N/A All Y X ?

VVSG 2

3.3.2b

Testing in Parallel 

with Central Count 

Systems 

The procedure to simulate counting ballots shall count 

test ballots in a number sufficient to demonstrate proper 

processing, error handling, and generation of audit data 

as specified in Volume I, Sections 2 and 5 

N Y N/A All Y 58

59

60

61

VVSG 2

3.3.2c

Testing in Parallel 

with Central Count 

Systems 

The procedure to simulate election reports shall: N/A N/A N/A N/A N/A

VVSG 2

3.3.2ci

Testing in Parallel 

with Central Count 

Systems 

  i.  Obtain reports at polling places or precinct level N N N/A All Y 56
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP for verifying installed firmware (if any).

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP to prepare a ballot covering all different ballot formats, logic 

options for at least 10 different precincts.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP obtain evidence that all data memory has been cleared.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Create a series of voters in the test plan to allow casting of sufficient 

ballots to verify performance of the voting system in question.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP conduct a ballot count in sufficient numbers as mandated by the 

VVSG.

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP obtain reports at polling places. 
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VVSG 2

3.3.2cii

Testing in Parallel 

with Central Count 

Systems 

  ii.  Obtain consolidated reports N Y N/A D, O Y 55

VVSG 2

3.3.2ciii

Testing in Parallel 

with Central Count 

Systems 

  iii.  Provide query access, if this is a feature of the 

system

N Y N/A All Y 57

VVSG 2

3.3.2civ

Testing in Parallel 

with Central Count 

Systems 

  iv.  Verify correctness of all reports and queries N Y N/A All Y 54

61

VVSG 2

3.3.2cv

Testing in Parallel 

with Central Count 

Systems 

  v.  Obtain audit log and verify correctness N Y N/A All Y 54

61

VVSG 2

3.4a

Functionality 

Testing for 

Accessibility 

Vendors shall conduct summative usability tests of 

accessible voting equipment with blind and visually 

impaired individuals and individuals lacking fine motor 

control to satisfy the provisions of HAVA 301(a)(4) and 

241(b)(5). 

N Y N/A B, D Y

VVSG 2

3.4b

Functionality 

Testing for 

Accessibility 

A description of the testing performed, the population of 

test subjects participating, and the results shall be 

documented using the Common Industry Format (CIF) 

by the vendor and submitted as part of the Technical 

Data Package. 

N Y N/A B, D N

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP generate consolidated reports. 

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP provide query access (if available).

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP for verifying  report accuracy.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Using test plan steps created from vendor procedures found in the 

TDP for verifying audit log accuracy.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific test plan will include requirements from HAVA 301.Once 

the test plan is built the functionality will be tested in accordance 

with the test plan designed per VVSG & HAVA 301 requirements.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.  
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VVSG 2

3.4c

Functionality 

Testing for 

Accessibility 

The test labs shall review this information during the 

system certification documentation review. 

N Y N/A All Y

VVSG 2

3.5

Testing for Systems 

that Operate on 

Personal Computers

For systems intended to use non-standard voting devices, 

such as a personal computer, provided by the local 

jurisdiction, the accredited test lab shall conduct 

functionality tests using hardware provided by the 

vendor that meets the minimum configuration 

specifications defined by the vendor

N Y N/A All Y X

VVSG 2

4

Hardware Testing Hardware Testing N/A N/A N/A N/A N/A

VVSG 2

4.2.1a

Testing Focus and 

Applicability 

The accredited test lab shall design and perform 

procedures that test the voting system hardware 

requirements identified in Volume I, Section 4. 

N Y N/A All Y

VVSG 2

4.2.1b

Testing Focus and 

Applicability 

Test procedures shall be designed and performed for 

both operating and non-operating environmental tests: 

N N/A N/A All N/A

VVSG 2

4.2.1c

Testing Focus and 

Applicability 

   - Operating environmental tests apply to the entire 

system, including hardware components that are used as 

part of the voting system telecommunications capability 

N Y N/A All Y

VVSG 2

4.2.1d

Testing Focus and 

Applicability 

   - Non-operating tests apply to those elements of the 

system that are intended for use at poll site voting 

locations, such as voting machines and precinct 

counters. These tests address environmental conditions 

that may be encountered by the voting system hardware 

at the voting location itself, or while in storage or transit 

to or from the poll site

N Y N/A All Y

VVSG 2

4.2.1e

Testing Focus and 

Applicability 

Additionally, compatibility of this equipment with the 

voting system environment shall be determined through 

functional tests integrating the standard product with the 

remainder of the system. 

N Y N/A All Y X
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

The vendor shall be expected to provide all equipment that is 

considered part of the voting system including personal computers (if 

any).

NA N/A See below for functional details:

NA N/A (Hardware) During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific hardware test plan can be built in accordance with VVSG 

hardware requirements. Once the test plan is built the functionality 

will be tested in accordance with the test plan designed per VVSG 

hardware requirements.

NA N/A (Hardware) The test plan will take into account the environments expected for 

use as a voting device, environments encountered in transit, and 

environments for storage.

NA N/A (Hardware) During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific hardware test plan can be built in accordance with VVSG 

hardware requirements. Once the test plan is built the functionality 

will be tested in accordance with the test plan designed per VVSG 

hardware requirements.

NA N/A (Hardware) The test plan will take into account the environments expected for in 

transit, and environments for storage.

NA N/A (Hardware) During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific hardware test plan can be built in accordance with VVSG 

hardware requirements. Once the test plan is built the functionality 

will be tested in accordance with the test plan designed per VVSG 

hardware requirements.
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VVSG 2

4.2.1f

Testing Focus and 

Applicability 

All hardware components that are custom-designed for 

election use shall be tested in accordance with the 

applicable procedures contained in this section. 

N Y N/A All Y

VVSG 2

4.2.1g

Testing Focus and 

Applicability 

Vendors shall provide the manufacturer specifications 

and evidence that the equipment has been tested to the 

equivalent of these Guidelines. 

N Y N/A All Y

VVSG 2

4.2.1h

Testing Focus and 

Applicability 

The specific testing procedures to be used shall be 

identified in the National Certification Test Plan 

prepared by the accredited test lab. 

N Y N/A All Y

VVSG 2

4.2.1i

Testing Focus and 

Applicability 

These procedures may replicate testing performed by the 

vendor and documented in the vendor‘s TDP, but shall 

not rely on vendor testing as a substitute for hardware 

testing performed by the accredited test lab. 

N Y N/A All Y

VVSG 2

4.2.2

Hardware Provided 

by Vendor

The hardware submitted for national certification testing 

shall be equivalent, in form and function, to the actual 

production versions of the hardware units. 

N Y N/A All Y

VVSG 2

4.3a

Test Conditions Preparation for testing, arrangement of equipment, 

verification of equipment status, and the execution of 

procedures shall be witnessed by at least one 

independent, qualified observer who shall certify that all 

test and data acquisition requirements have been 

satisfied.

N Y N/A All Y

VVSG 2

4.3b

Test Conditions When a test is to be performed at ―standard‖ or 

―ambient‖ conditions, this requirement shall refer to a 

nominal laboratory environment at prevailing 

atmospheric pressure and relative humidity. Otherwise, 

all tests shall be performed at the required temperature 

and electrical supply voltage, regulated within the 

following tolerances:

  - Temperature of +/- 4 degrees F

  - Electrical supply voltage +/- 2 voltage alternating 

current

N Y N/A All N

VVSG 2

4.4a

Test Log Data 

Requirements 

The accredited test lab shall maintain a test log of the 

procedure employed. 

N Y N/A N/A Y

VVSG 2

4.4b

Test Log Data 

Requirements 

This log shall identify the system and equipment by 

model and serial number. Test environment conditions 

shall be noted. 

N Y N/A N/A Y

VVSG 2

4.4c

Test Log Data 

Requirements 

In the event that the accredited test lab deems it 

necessary to deviate from requirements pertaining to the 

test environment, the equipment arrangement and 

method of operation, the specified test procedure, or the 

provision of test instrumentation and facilities, the 

deviation shall be recorded in the test log

N Y N/A N/A Y
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NA N/A (Hardware) During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific hardware test plan can be built in accordance with VVSG 

hardware requirements. Once the test plan is built the functionality 

will be tested in accordance with the test plan designed per VVSG 

hardware requirements.

NA N/A (Hardware) During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present.  

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) No vendor testing results shall be used in place of SysTest test 

results. To wit all test results presented by SysTest will be generated 

by SysTest or a SysTest subcontractor. 

NA N/A (Hardware) During PCA and FCA Documentation review will ensure all 

documents necessary for identification of the full voting system and 

its capabilities are present. Once the TDP is complete the vendor 

specific hardware test plan can be built in accordance with VVSG 

hardware requirements. Once the test plan is built the functionality 

will be tested in accordance with the test plan designed per VVSG 

hardware requirements.

NA N/A (Hardware) Execution of the test plan within VVSG parameters and annotating 

all steps as they are performed to allow proper evaluation of the test 

results. 

NA N/A (Hardware) All steps within the hardware test plan will conform to VVSG 

standards for conducting the test.

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) See below for functional details:
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VVSG 2

4.4d

Test Log Data 

Requirements 

A discussion of the reasons for the deviation and the 

effect of the deviation on the validity of the test 

procedure shall also be provided. 

N Y N/A N/A Y

VVSG 2

4.5

Test Fixtures In the event that only partial simulation is achieved, then 

an independent method and test procedure must be used 

to validate the proper operation of those portions of the 

system not tested by the simulator. 

N/A N/A N/A N/A N/A

VVSG 2

4.5

Test Fixtures If the vendor provides a means of simulating the casting 

of ballots, the simulation device is subject to the same 

performance, reliability, and quality requirements that 

apply to the voting device itself so as not to contribute 

errors to the test processes

N/A N/A N/A N/A N/A

VVSG 2

4.6.1a

General Prior to each test, the equipment shall be shown to be 

operational by means of the procedure contained in 

Subsection 4.6.1.5.

N Y N/A All Y

VVSG 2

4.6.1b

General The following requirements for equipment preparation, 

functional tests, and inspections shall apply to each of 

the non-operating test procedures.

N/A N/A N/A N/A N/A

VVSG 2

4.6.1.1a

Pretest Data The test technician shall verify that the equipment is 

capable of normal operation. 

N Y N/A All Y

VVSG 2

4.6.1.1b

Pretest Data Equipment identification, environmental conditions, 

equipment configuration, test instrumentation, operator 

tasks, time-of-day or test time, and test results shall be 

recorded.

N Y N/A All Y

VVSG 2

4.6.1.2a

Preparation for Test The equipment shall be prepared as for the expected non-

operating use, as noted below. When preparation for 

transport between the storage site and the polling place 

is required, the equipment shall be prepared with any 

protective enclosures or internal restraints that the 

vendor specifies for such transport.

N Y N/A All Y

VVSG 2

4.6.1.2b

Preparation for Test When preparation for storage is required, the equipment 

shall be prepared using any protective enclosures or 

internal restraints that the vendor specifies for storage. 

N Y N/A All Y

VVSG 2

4.6.1.3a

Mechanical 

Inspection and 

Repair

After the test has been completed, the devices shall be 

removed from their containers, and any internal 

restraints shall be removed. 

N Y N/A All Y

VVSG 2

4.6.1.3b

Mechanical 

Inspection and 

Repair

The exterior and interior of the devices shall be 

inspected for evidence of mechanical damage, failure, or 

dislocation of internal components. Devices shall be 

adjusted or repaired, if necessary.

N Y N/A All Y

VVSG 2

4.6.1.5a

Operational Status 

Check

When all tests, inspections, repairs, and adjustments 

have been completed, normal operation shall be verified 

by conducting an operational status check.  

N Y N/A All Y
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NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) The hardware test plan will be built with the appropriate steps to 

ensure that the voting system is operational prior to commencement 

of any hardware requirement testing.

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) The steps necessary to show proper operation of the equipment shall 

be conducted as part of the hardware test preparation.

NA N/A (Hardware) All test parameters, and results will recorded within the test 

procedure.

NA N/A (Hardware) All vender procedures as provided for in the TDP will be part of the 

test plan in reference to voting system storage, transportation, and 

setup. All actions in accordance with these procedures will be 

recorded.

NA N/A (Hardware) All vender procedures as provided for in the TDP will be part of the 

test plan in reference to voting system storage, transportation, and 

setup. All actions in accordance with these procedures will be 

recorded.

NA N/A (Hardware) All vender procedures as provided for in the TDP will be part of the 

test plan in reference to voting system storage, transportation, and 

setup. All actions in accordance with these procedures will be 

recorded.

NA N/A (Hardware) All vender procedures as provided for in the TDP will be part of the 

test plan in reference to voting system inspection, and evaluation for 

damage. All actions in accordance with these procedures will be 

recorded.

NA N/A (Hardware) The steps necessary to show proper operation of the equipment shall 

be conducted after any inspections or repairs
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VVSG 2

4.6.1.5b

Operational Status 

Check

During this process, all equipment shall be operated in a 

manner and under environmental conditions that 

simulate election use to verify the functional status of the 

system. 

N Y N/A All Y

VVSG 2

4.6.1.5c

Operational Status 

Check

Prior to the conduct of each of the environmental 

hardware non-operating tests, a supplemental test shall 

be made to determine that the operational state of the 

equipment is within acceptable performance limits. 

N Y N/A All Y

VVSG 2

4.6.1.5d

Operational Status 

Check

The following procedures shall be followed to verify the 

equipment status:      

Step 1: Arrange the system for normal operation. 

Step 2: Turn on power, and allow the system to reach 

recommended operating temperature.

Step 3: Perform any servicing, and make any 

adjustments necessary, to achieve

operational status.

Step 4: Operate the equipment in all modes, 

demonstrating all functions and features

that would be used during election operations.

Step 5: Verify that all system functions have been 

correctly executed.

N Y N/A All Y

VVSG 2

4.6.1.6a

Failure Criteria Upon completion of each non-operating test, the system 

hardware shall be subject to functional testing to verify 

continued operability. 

N Y N/A All Y

VVSG 2

4.6.1.6b

Failure Criteria If any portion of the voting machine or precinct counter 

hardware fails to remain fully functional, the testing will 

be suspended until the failure is identified and corrected 

by the vendor. The system will then be subject to a 

retest. 

N Y N/A All Y

VVSG 2

4.6.2.2

 Bench Handling 

Test 

The bench handling test simulates stresses faced during 

maintenance and repair of voting machines and ballot 

counters.  All systems and components, regardless of 

type, shall meet the requirements of this test. 

Step 1: Place each piece of equipment on a level floor or 

table, as for normal operation or servicing.

Step 2: Make provision, if necessary, to restrain lateral 

movement of the equipment or its supports at one edge 

of the device. Vertical rotation about that edge shall not 

be restrained.

Step 3: Using that edge as a pivot, raise the opposite 

edge to an angle of 45 degrees, to a height of four inches 

above the surface, or until the point of balance has been 

reached, whichever occurs first.

Step 4: Release the elevated edge so that it may drop to 

the test surface without restraint.

Step 5: Repeat steps 3 and 4 for a total of six events.

Step 6: Repeat steps 2, 3, and 4 for the other base edges, 

for a total of 24 drops for each device.

N Y N/A All Y
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NA N/A (Hardware) All actions conducted during the testing campaign will conform to 

VVSG standards for conducting the test. As such all conditions 

necessary to simulate a an election will be maintained through out 

the testing campaign for both usage and environmental conditions.

NA N/A (Hardware) The steps necessary to show proper operation of the equipment shall 

be conducted as part of the hardware test preparation.

NA N/A (Hardware) The steps necessary to show proper operation of the equipment shall 

be conducted as part of the hardware test preparation.

NA N/A (Hardware) The steps necessary to show proper operation of the equipment shall 

be conducted as part of the hardware test preparation.

NA N/A (Hardware) Hardware failures will fully documented, and reported to the 

appropriate authority so as to facilitate vendor repair, and subsequent 

evolution of re-test requirements at that point.

NA N/A (Hardware) The steps necessary to perform proper hardware testing in 

accordance with the VVSG will be conducted and results recorded 

per the test plan.
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VVSG 2

4.6.3

Vibration Test The vibration test simulates stresses faced during 

transport of voting machines and ballot counters between 

storage locations and polling places. 

N/A N/A N/A N/A N/A

VVSG 2

4.6.3.1

Procedure All systems and components, regardless of type, shall 

meet the requirements of this test. 

Step 1: Install the test item in its transit or combination 

case as prepared for transport.  

Step 2: Attach instrumentation as required to measure 

the applied excitation.

Step 3: Mount the equipment on a vibration table with 

the axis of excitation along the vertical axis of the 

equipment.

Step 4: Apply excitation as shown in MIL-STD-810D, 

Method 514.3-1, "Basic transportation, common carrier, 

vertical axis", with low frequency excitation cutoff at 10 

Hz for a period of 30 minutes.

Step 5: Repeat steps 2 and 3 for the transverse and 

longitudinal axes of the equipment with the excitation 

profiles shown in Figures 514.3-2 and 514.3-3, 

respectively.  (Note: the total excitation period equals 90 

minutes, with 30 minutes excitation along each axis.)

Step 6: Remove the test item from its transit or 

combination case and verify its continued operability.

N N/A N/A N/A

VVSG 2

4.6.4

 Low Temperature 

Test

The low temperature test simulates stresses faced during 

storage of voting machines and ballot counters. 

N/A N/A N/A N/A N/A

VVSG 2

4.6.4.1

Applicability All systems and components, regardless of type, shall 

meet the requirements of this test. The minimum 

temperature shall be -4 degrees F.

N Y N/A All Y
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NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) The steps necessary to perform proper hardware testing in 

accordance with the VVSG will be conducted and results recorded 

per the test plan.

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) All steps within the hardware test plan will conform to VVSG 

standards for conducting the test.
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VVSG 2

4.6.4.2

Procedure Step 1: Arrange the equipment as for storage. Install it in 

the test chamber.       

Step 2: Lower the internal temperature of the chamber at 

any convenient rate, but not so rapidly as to cause 

condensation in the chamber, and in any case no more 

rapidly than 10 degrees F per minute, until an internal 

temperature of -4 degrees F has been reached.

Step 3: Allow the chamber temperature to stabilize.  

Maintain this temperature for a period of 4 hours after 

stabilization.

Step 4: Allow the internal temperature of the chamber to 

return to standard laboratory conditions, at a rate not 

exceeding 10 degrees F per minute.

Step 5: Allow the internal temperature of the equipment 

to stabilize at laboratory conditions before removing it 

from the chamber.

Step 6: Remove the equipment from the chamber and 

from its containers, and inspect the equipment for 

evidence of damage.

Step 7: Verify continued operability of the equipment.

N Y N/A All Y

VVSG 2

4.6.5

High Temperature 

Test 

The high temperature test simulates stresses faced during 

storage of voting machines and ballot counters. 

N/A N/A N/A N/A N/A

VVSG 2

4.6.5.2

Applicability All systems and components, regardless of type, shall 

meet the requirements of this test. This test is equivalent 

to the procedure of MIL-STD-810D, Method 501.2, 

Procedure I-Storage.  The maximum temperature shall 

be 140 degrees F.

N Y N/A All Y

VVSG 2

4.6.5.2

Applicability All systems and components, regardless of type, shall 

meet the requirements of this test. 

Step 1: Arrange the equipment as for storage. Install it in 

the test chamber.   

Step 2: Raise the internal temperature of the chamber at 

any convenient rate, but in any case no more rapidly than 

10 degrees F per minute, until an internal temperature of 

140 degrees F has been reached.

Step 3: Allow the chamber temperature to stabilize. 

Maintain this temperature for a period of 4 hours after 

stabilization.

Step 4: Allow the internal temperature of the chamber to 

return to standard laboratory conditions, at a rate not 

exceeding 10 degrees F per minute.

Step 5: Allow the internal temperature of the equipment 

to stabilize at laboratory conditions before removing it 

from the chamber.

Step 6: Remove the equipment from the chamber and 

from its containers, and inspect the equipment for 

evidence of damage.

Step 7: Verify continued operability of the equipment.

N Y N/A All Y
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NA N/A (Hardware) The steps necessary to perform proper hardware testing in 

accordance with the VVSG will be conducted and results recorded 

per the test plan.

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) All steps within the hardware test plan will conform to VVSG 

standards for conducting the test.

NA N/A (Hardware) The steps necessary to perform proper hardware testing in 

accordance with the VVSG will be conducted and results recorded 

per the test plan.
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VVSG 2

4.6.6

Humidity Test The humidity test simulates stresses faced during storage 

of voting machines and ballot counters. 

N/A N/A N/A N/A N/A

VVSG 2

4.6.6.1

Applicability All systems and components regardless of type shall 

meet the requirements of this test. This test lasts for ten 

days.  

N N/A N/A All N/A

VVSG 2

4.6.6.2

Procedure Step 1: Arrange the equipment as for storage. Install it in 

the test chamber. 

Step 2: Adjust the chamber conditions to those given in 

MIL-STD-810D Table 507.2-1, for the time 0000 of the 

Hot Humid cycle (Cycle 1).

Step 3: Perform a 24-hour cycle with the time and 

temperature-humidity values specified in Figure 507.2-1, 

Cycle 1.

Step 4: Repeat Step 2 until 5, 24-hour cycles have been 

completed.

Step 5: Continue with the test commencing with the 

conditions specified for time = 0000 hours.

Step 6: At any convenient time in the interval between 

time = 120 hours and time = 124 hours, place the 

equipment in an operational configuration, and perform 

a complete operational status check as defined in 

Subsection 4.6.1.5.

Step 7: If the equipment satisfactorily completes the 

status check, continue with the sixth 24-hour cycle.

Step 8: Perform 4 additional 24-hour cycles, terminating 

the test at time = 240 hours.

Step 9: Remove the equipment from the test chamber 

and inspect it for any evidence of damage.

N/A N/A N/A All N/A

VVSG 2

4.7

Environment Tests, 

Operating

This section addresses a range of tests for all voting 

system equipment, including equipment for both 

precinct count and central count systems.

N/A N/A N/A N/A N/A

VVSG 2

4.7.1a

Temperature and 

Power Variation 

Tests

This procedure tests system operation under various 

environmental conditions for at least 163 hours. During 

48 hours of this operating time, the device shall be in a 

test chamber. 

N Y N/A All Y

VVSG 2

4.7.1b

Temperature and 

Power Variation 

Tests

For the remaining hours, the equipment shall be operated 

at room temperature. 

N Y N/A All Y

VVSG 2

4.7.1c

Temperature and 

Power Variation 

Tests

The system shall be powered for the entire period of this 

test; the power may be disconnected only if necessary for 

removal of the system from the test chamber. 

N Y N/A All Y

VVSG 2

4.7.1d

Temperature and 

Power Variation 

Tests

Operation shall consist of ballot-counting cycles, which 

vary with system type. 

N Y N/A All Y
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NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) All steps within the hardware test plan will conform to VVSG 

standards for conducting the test.

NA N/A (Hardware) The steps necessary to perform proper hardware testing in 

accordance with the VVSG will be conducted and results recorded 

per the test plan.

NA N/A (Hardware) All communications requirements must be tested to ensure it does 

not exist

NA N/A (Hardware) Insert voting machine in test chamber for 48 hours.

NA N/A (Hardware) Remove voting machine from test chamber and leave at normal room 

temperature for remainder of test.

NA N/A (Hardware) Power voting system up and leave it powered up for entirety of tests.

NA N/A (Hardware) Review code to see what kind of ballot-counting cycle is performed 

with the specific voting machine. 

Verify the interval between output reports is no more than 4 hours.
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VVSG 2

4.7.1e

Temperature and 

Power Variation 

Tests

Test Ballots per Counting Cycle  

   - Precinct count systems     100 ballots/hour

   - Central count systems       300 ballots/hour 

N Y N/A D, O Y

VVSG 2

4.7.1f

Temperature and 

Power Variation 

Tests

The recommended pattern of votes is one chosen to 

facilitate visual recognition of the reported totals; this 

pattern shall exercise all possible voting locations. 

N Y N/A All Y

VVSG 2

4.7.1g

Temperature and 

Power Variation 

Tests

System features such as data quality tests, error logging, 

and audit reports shall be enabled during the test. 

N Y N/A All Y 1, 5, 6, 

25, 26, 

28, 29, 

33, 34 
VVSG 2

4.7.1h

Temperature and 

Power Variation 

Tests

Each operating cycle shall consist of processing the 

number of ballots indicated above.

N Y N/A All Y 1, 5, 6, 

25, 26, 

28, 29, 

33, 34 
VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 1: Arrange the equipment in the test chamber. 

Connect as required and provide for power, control, and 

data service through enclosure wall. 

N Y N/A All Y 1, 5, 6, 

25, 26, 

28, 29, 

33, 34 

VVSG 2

4.6.7.1i

Temperature and 

Power Variation 

Tests

Step 2: Set the supply voltage at 117 voltage alternating 

current. 

N Y N/A All Y 1, 5, 6, 

25, 26, 

28, 29, 

33, 34 
VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 3: Power the equipment, and performance 

operational status check as in Section 4.6.1.5. 

N Y N/A All Y

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 4: Set the chamber temperature to 50 degrees F, 

observing precautions against thermal shock and 

condensation. 

N Y N/A All Y

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 5: Begin 24 hour cycle. N Y N/A All Y

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 6: At T=4 hrs, lower the supply voltage to 105 vac. N Y N/A All Y

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 7: At T=8 hrs, raise the supply voltage to 129 vac. N Y N/A All Y 1, 26, 28, 

29, 36

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 8: At T=11:30 hrs, return the supply voltage to 117 

vac and return the chamber temperature to lab ambient, 

observing precautions against thermal shock and 

condensation.  

N Y N/A All Y 1, 26, 28, 

29, 36

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 9: At T=12:00 hrs, raise the chamber temperature 

to 95 degrees Fahrenheit. 

N Y N/A All Y 33

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 10: Repeat Steps 5 through 8, with temperature at 

95 degrees Fahrenheit, complete at T=24 hrs. 

N Y N/A All Y 33

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 11: Set the chamber temperature at 50 degrees 

Fahrenheit as in Step 4. 

N Y N/A All Y  
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NA N/A (Hardware) Verify test ballots can be put through a counting cycle of:

Precinct count: 100 ballots/hour

Central count: 300 ballots/hour

NA N/A (Hardware) Verify a test pattern for votes facilitates a sample of the reported total 

for all possible voting locations.

NA N/A (Hardware) Verify features such as data quality tests, error logging, and audit 

reports are active for the test.

NA N/A (Hardware) Verify each operating cycle process:

Precinct count: 100 ballots/hour

Central count: 300 ballots/hour

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.
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VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 12: Repeat the 24 hour cycle as in Steps 5-10, 

complete at T=48 hrs. 

N Y N/A All Y 33

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 13: After completing the second 24 hour cycle, 

disconnect power from the system and remove it from 

the chamber if needed. 

N Y N/A All Y 33

VVSG 2

4.7.1i

Temperature and 

Power Variation 

Tests

Step 14: Reconnect the system as in Step 2, and 

continue testing for the remaining period of operating 

time required until the ACCEPT/REJECT criteria of 

Subsection 4.7.1.1 have been met. 

N Y N/A All Y 33

VVSG 2

4.7.1.1

Data Accuracy For each processing function, the system shall achieve a 

target error rate of no more than one in 10,000,000 ballot 

positions, with a maximum acceptable error rate in the 

test process of one in 500,000 ballot positions. This error 

rate includes errors from any source while testing a 

specific processing function and its related equipment.

N Y N/A All Y 33

VVSG 2

4.7.1.1i

Data Accuracy    - If the system makes one error before counting 26,997 

consecutive ballot positions correctly, it will be rejected. 

The vendor is then required to improve the system

N Y N/A All Y 33

VVSG 2

4.7.1.1ii

Data Accuracy    - If the system reads at least 1,549,703 consecutive 

ballot positions correctly, it will be accepted 

N Y N/A All Y 33

VVSG 2

4.7.1.1iii

Data Accuracy    - If the system correctly reads more than 26,997 ballot 

positions but less than 1,549,703 when the first error 

occurs, the testing will have to be continued until 

another 1,576,701 consecutive ballot positions are 

counted without error (a total of 3,126,404 with one 

error)

N Y N/A All Y

VVSG 2

4.7.2

Maintainability Test The accredited test lab shall test for maintainability 

based on the provisions of Volume I, Section 4 for 

maintainability, including both physical attributes and 

additional attributes regarding the ease of performing 

maintenance activities. These tests include:

N/A N/A N/A N/A N/A

VVSG 2

4.7.2i

Maintainability Test    - Examining the physical attributes of the system to 

determine whether significant impediments exist for the 

performance of those maintenance activities that are to 

be performed by the jurisdiction. These activities shall 

be identified by the vendor in the system maintenance 

procedures portion of the TDP

N Y N/A All Y

VVSG 2

4.7.2ii

Maintainability Test    - Performing activities designated as maintenance 

activities for the jurisdiction in the TDP, in accordance 

with the instructions provided by the vendor in the 

system maintenance procedures, noting any difficulties 

encountered 

N Y N/A All Y
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NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) Perform specific VVSG Vol 2, Section 4.7.1 step as listed under this 

requirement.

NA N/A (Hardware) SysTest will correlate all ballot position errors during the testing 

campaign for a given processing function to determine the overall 

error rate and whether or not it meets the testing criteria of  1 in 

500,000 ballot positions.

NA N/A (Hardware) SysTest will conduct an accuracy testing effort within the testing 

campaign itself to determine that the voting system shows an error 

rate of not more than 1 in 1,549,703 ballot positions. If the accuracy 

testing effort shows a single error before 26,997 then the system will 

be failed on the accuracy testing effort.

NA N/A (Hardware) SysTest will conduct an accuracy testing effort within the testing 

campaign itself to determine that the voting system shows an error 

rate of not more than 1 in 1,549,703 ballot positions. 

NA N/A (Hardware) SysTest will conduct an accuracy testing effort within the testing 

campaign itself to determine that the voting system shows an error 

rate of not more than 1 in 1,549,703 ballot positions. If the voting 

system has a single error after 26,997 then the accuracy testing effort 

may be extended. If the system shows an error rate of greater than 1 

in 3,126,404 the voting system will be failed on accuracy.

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) Review system maintenance document make sure that all 

maintenance activities are possible to be performed by the 

jurisdiction.

Run maintenance procedures per the system maintenance manual on 

the equipment.

NA N/A (Hardware) Run maintenance procedures per the system maintenance manual on 

the equipment.  Record any difficulties encountered during execution 

of all maintenance procedures.
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VVSG 2

4.7.2iii

Maintainability Test Should significant impediments or difficulties be 

encountered that are not remedied by the vendor, the 

accredited test lab shall include such findings in the 

certification test results of the certification test report. 

N Y N/A N/A Y

VVSG 2

4.7.3

Reliability Test The accredited test lab shall test for reliability based on 

the provisions of Volume I, Section 4 for the acceptable 

Mean Time Between Failure (MBTF). 

N Y N/A All Y

VVSG 2

4.7.3a

Reliability Test The MBTF shall be measured during the conduct of 

other system performance tests specified in this section, 

and shall be at least 163 hours. 

N Y N/A All Y

VVSG 2

4.7.4a

Availability Test The accredited test lab shall assess the adequacy of 

system availability based on the provisions of Volume I, 

Section 4. 

N Y N/A All Y

VVSG 2

4.7.4b

Availability Test Availability cannot be tested directly before the voting 

system is deployed in jurisdictions, but can be modeled 

mathematically to predict availability for a defined 

system configuration. This model shall be prepared by 

the vendor, and shall be validated by the accredited 

testing laboratory.

N Y N/A All Y

VVSG 2

4.7.4c

Availability Test The model shall reflect the equipment used for a typical 

system configuration to perform the following system 

functions: 

N/A N/A N/A N/A N/A

VVSG 2

4.7.4d

Availability Test    - For all paper-based systems: 

          -  Recording voter selections (such as by ballot 

marking) 

          - Scanning the marks on paper ballots and 

converting them into digital data 

N N N/A B Y

VVSG 2

4.7.4e

Availability Test    - For all DRE systems: 

          - Recording and storing the voter‘s ballot 

selections 

N N N/A D Y

VVSG 2

4.7.4f

Availability Test    - For precinct-count systems (paper-based and DRE): 

          - Consolidation of vote selection data from 

multiple precinct-based systems to generate jurisdiction-

wide vote counts, including storage and reporting of the 

consolidated vote data 

N N N/A All Y

VVSG 2

4.7.4g

Availability Test    - For central-count systems (paper-based and DRE): 

          - Consolidation of vote selection data from 

multiple counting devices to generate jurisdiction-wide 

vote counts, including storage and reporting of the 

consolidated vote data 

N N N/A All Y

VVSG 2

4.7.4h

Availability Test The model shall demonstrate the predicted availability of 

the equipment that supports each function. 

N Y N/A All Y
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NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) Refer to VVSG Vol 1 Section 4.3.3 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol 1 Section 4.3.3 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol 1 Section 4.3.5 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol 1 Section 4.3.5 - Hardware testing

NA N/A (Hardware) See below for functional details:

NA N/A (Hardware) Refer to VVSG Vol 1 Section 4.3.5a - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol 1 Section 4.3.5b - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol 1 Section 4.3.5c - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol 1 Section 4.3.5d - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol 1 Section 4 - Hardware testing
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VVSG 2

4.7.4i

Availability Test This demonstration shall reflect the equipment 

reliability, mean time to repair, and assumptions 

concerning equipment availability and deployment of 

maintenance personnel stated by the vendor in the TDP. 

N Y N/A All Y

VVSG 2

4.8a

Other Environmental 

Tests 

   - The test for power disturbance disruption shall be 

conducted in compliance with the test specified in IEC 

61000-4-11 (1994-06). 

N Y N/A All Y

VVSG 2

4.8b

Other Environmental 

Tests 

   - The test for electromagnetic radiation shall be 

conducted in compliance with the FCC Part 15 Class B 

requirements by testing per ANSI C63.4. 

N Y N/A All Y

VVSG 2

4.8c

Other Environmental 

Tests 

   - The test for electrostatic disruption shall be 

conducted in compliance with the test specified in IEC 

61000-4-2 (1995-01). 

N Y N/A All Y

VVSG 2

4.8d

Other Environmental 

Tests 

   - The test for electromagnetic susceptibility shall be 

conducted in compliance with the test specified in IEC 

61000-4-3 (1996). 

N Y N/A All Y

VVSG 2

4.8e

Other Environmental 

Tests 

   - The test for electrical fast transient protection shall be 

conducted in compliance with the test specified in IEC 

61000-4-4 (1995-01). 

N Y N/A All Y

VVSG 2

4.8f

Other Environmental 

Tests 

   - The test for lightning surge protection shall be 

conducted in compliance with the test specified in IEC 

61000-4-5 (1995-02). 

N Y N/A All Y

VVSG 2

4.8g

Other Environmental 

Tests 

   - The test for conducted RF immunity shall be 

conducted in compliance with the test specified in IEC 

61000-4-6 (1996-04). 

N Y N/A All Y

VVSG 2

4.8h

Other Environmental 

Tests 

   - The test for AC magnetic fields RF immunity shall be 

conducted in compliance with the test specified in IEC 

61000-4-8 (1993-06).

N Y N/A All Y

VVSG 2

5

Software Testing Software Testing N/A N/A N/A N/A N/A

VVSG 2

5.2a

Basis of Software 

Testing 

The accredited test lab shall design and perform 

procedures that test the voting system software 

requirements identified in Volume I, Section 5. 

N Y Y All Y

VVSG 2

5.2b

Basis of Software 

Testing 

All software components designed or modified for 

election use shall be tested in accordance with the 

applicable procedures contained in this section. 

N Y Y All Y
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NA N/A (Hardware) Refer to VVSG Vol 1 Section 4 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol1 Section 4 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol1 Section 4 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol1 Section 4 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol1 Section 4 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol1 Section 4 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol1 Section 4 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol1 Section 4 - Hardware testing

NA N/A (Hardware) Refer to VVSG Vol1 Section 4 - Hardware testing

NA N/A See below for functional details:

N/A - (this item is text descriptive of the 

subsequent requirements)

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA, Documentation review will ensure all 

documentation necessary for identification of the full system.

N/A - (this item is text descriptive of the 

subsequent requirements)

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

During PCA and FCA, Documentation review will ensure all 

documentation necessary for identification of the full system.
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VVSG 2

5.2c

Basis of Software 

Testing 

Unmodified, general purpose COTS non-voting software 

(e.g., operating systems, programming language 

compilers, data base management systems, and Web 

browsers) is not subject to the detailed examinations 

specified in this section. However, the accredited test lab 

shall examine such software to confirm the specific 

version of software being used against the design 

specification to confirm that the software has not been 

modified.

N Y Y All Y

VVSG 2

5.2d

Basis of Software 

Testing 

Portions of COTS software that have been modified by 

the vendor in any manner are subject to review.

Unmodified COTS software is not subject to code 

examination. However, source code generated by a 

COTS package and embedded in software modules for 

compilation or interpretation shall be provided in human 

readable form to the accredited test lab. The

accredited test lab may inspect COTS source code units 

to determine testing requirements or to verify the code is 

unmodified.

N Y Y All Y

VVSG 2

5.2e

Basis of Software 

Testing 

Compatibility of the voting system software components 

or subsystems with one another, and with other 

components of the voting system environment, shall be 

determined through functional tests integrating the 

voting system software with the remainder of the system.

N Y Y All Y

VVSG 2

5.2f

Basis of Software 

Testing 

The specific procedures to be used shall be identified in 

the National Certification Test Plan prepared by the 

accredited test lab. 

N Y Y All Y

VVSG 2

5.2g

Basis of Software 

Testing 

These procedures may replicate testing performed by the 

vendor and documented in the vendor‘s TDP, but shall 

not rely on vendor testing as a substitute for software 

testing performed by the accredited test lab. 

N Y Y All Y

VVSG 2

5.2h

Basis of Software 

Testing 

Recognizing the variations in system design and the 

technologies employed by different vendors, the 

accredited test lab shall design test procedures that 

account for these variations. 

N Y Y All Y
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Identified COTS software will be examined 

via automated and manual source code 

review in an attempt to verify that it is the 

unmodified version as declared by the 

vendor.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review all COTS software submitted as part of the test, and 

determine what uses the software is intended for.

Confirm the specific version(s) of the COTS software submitted and 

determine if it has been modified or not.

Software units determined to be modified 

versions of COTS products will become 

subject to a full source code review under 

the criteria specified in the VVSG.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Determine if COTS software has been modified by vendor. If so, note 

it for review.

Determine if there is a need to inspect COTS source code units.

N/A - (this item identifies itself as being 

testable through functional testing)

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Create compatibility tests for the voting system software components 

or subsystem with one another, and with other voting system 

environment components.

N/A - (this item describes documentation 

requirements of the ITA)

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Identify the specific procedures to test and list in the National 

Certification Test Plan.

N/A - (this item describes a general testing 

requirement)

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review vendor documentation and determine what, if any testing 

was performed. 

Incorporate all areas as necessary into accredited test lab tests and re-

test.

N/A - (this item describes a general testing 

requirement)

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Create and design test steps, cases, procedures and plans that 

incorporate variances between different vendors.
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VVSG 2

5.3

Initial Review of 

Documentation 

Prior to initiating the software review, the accredited test 

lab shall verify that the documentation submitted by the 

vendor in the TDP is sufficient to enable: 

N N/A N/A All Y

VVSG 2

5.3i

Initial Review of 

Documentation 

   - Review of the source code N Y N/A All Y

VVSG 2

5.3ii

Initial Review of 

Documentation 

   - Design and conduct tests at every level of the 

software structure to verify that the software meets the 

vendor's design specifications and the requirements of 

the performance guidelines 

N Y N/A All Y

VVSG 2

5.4a

Source Code Review The accredited test lab shall compare the source code to 

the vendor's software design documentation to ascertain 

how completely the software conforms to the vendor's 

specifications. 

N Y Y All Y

VVSG 2

5.4b

Source Code Review Source code inspection shall also assess the extent to 

which the code adheres to the requirements in Volume I, 

Section 5 

N Y Y All Y

VVSG 2

5.4.1

Control Constructs Voting system software shall use the control constructs 

identified in this section as follows: 

N/A N/A N/A N/A N/A

VVSG 2

5.4.1a

Control Constructs    - If the programming language used does not provide 

these control constructs, the vendor shall provide them 

(that is, comparable control structure logic). The 

constructs shall be used consistently throughout the 

code. No other constructs shall be used to control 

program logic and execution.

N Y Y All Y
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify vendor has submitted documentation in the TDP.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify vendor has submitted documentation in the TDP that is 

sufficient to review source code.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify vendor has submitted documentation in the TDP that is 

sufficient to create tests of the software and hardware.

The vendor provided software design 

overview document will be used during the 

source code under review, and will be 

assessed for completeness and accuracy in 

terms of the source code review.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Compare the source code to the submitted documentation to validate 

it to the vendor's specification.

A full source code review will be performed 

to determine the level of adherence to the 

requirements of Vol. 1, Sec. 5.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

See VVSG Vol 1, Section 5 for further test requirements and follow 

them.

NA N/A See below for functional details:

A full source code review will be performed 

to verify that modules contain only the 

allowable control constructs, and that if 

those control constructs are not native to the 

programming language used they are 

explicitly coded in the system being 

examined.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code to determine if control constructs are in programming 

language or provided by vendor. 

Verify if constructs are used consistently throughout the code.
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VVSG 2

5.4.1b

Control Constructs    - While some programming languages do not create 

programs as linear processes, stepping from an initial 

condition, through changes, to a conclusion, the program 

components nonetheless contain procedures (such as 

―methods‖ in object-oriented languages).

N Y Y All Y

VVSG 2

5.4.1c

Control Constructs    - Operator intervention or logic that evaluates received 

or stored data shall not re-direct program control within 

a program routine. Program control may be re-directed 

within a routine by calling subroutines, procedures, and 

functions, and by interrupt service routines and 

exception handlers (due to abnormal error conditions). 

N Y Y All Y

VVSG 2

5.4.1d

Control Constructs    - Conventional constructs that are inherent to the 

development language are permitted but must be 

documented in the code, adjacent to their use. 

N Y Y All Y

VVSG 2

5.4.1.1a

Replacement Rule The use of the FOR loop shall include strictly enforced 

coding conventions to avoid common errors such as a 

loop that never ends.

N Y Y All Y

VVSG 2

5.4.1.1b

Replacement Rule Like the special case, the use of the GENERAL LOOP 

shall require the strict enforcement of coding 

conventions to avoid problems. 

N Y Y All Y

VVSG 2

5.4.2

Assessment of 

Coding Conventions 

The accredited test lab shall test for compliance with the 

coding conventions specified by the vendor. 

If the vendor does not identify an appropriate set of 

coding conventions in accordance with the provisions of 

Volume I, Subsection 5.2.6, the accredited test lab shall 

review the code to ensure that it:

N Y Y All Y
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N/A - (this item is descriptive text that is 

not in itself a criterion)

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify the program components contain procedures.

A full source code review will be performed 

to verify that modules execute only the 

allowable control constructs, and that 

redirection is accomplished only by 

function/procedure calls, interrupt service 

routines, and exception handlers.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code to determine how logic works when evaluating received 

or stored data.

A full source code review will be performed 

to verify that any control constructs inherent 

to the development language, other than 

those explicitly allowed by the VVSG, are 

documented by  comments where used.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code to verify conventional constructs are listed.

A full source code review will be performed 

to verify that all usages of 'for' loops include 

a conditional test for loop termination, and 

also logic that may result in that conditional 

test for loop termination being false.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code and verify FOR loop functionality and limitations (if 

there).

N/A - (this item is a re-statement of the 

preceding item)

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code and verify GENERAL LOOP functionality requires 

strict coding enforcement.

Vendor provided published, reviewed, and 

industry-accepted coding conventions will 

be applied during the code review process.  

If a vendor does not provide a published, 

reviewed, and industry-accepted alternate 

set of coding conventions then source code 

will be reviewed to the specifications of  

Vol. 2, Sec. 5 of the VVSG.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code conventions and test for compliance with the provisions 

in VVSG Vol 1, subsection 5.2.6.
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VVSG 2

5.4.2a

Assessment of 

Coding Conventions 

   - Uses uniform calling sequences. All parameters shall 

either be validated for type and range on entry into each 

unit or the unit comments shall explicitly identify the 

type and range for the reference of the programmer and 

tester. Validation may be performed implicitly by the 

compiler or explicitly by the programmer.

N Y Y All Y

VVSG 2

5.4.2b

Assessment of 

Coding Conventions 

   - Has the return explicitly defined for callable units 

such as functions or procedures (do not drop through by 

default) for C-based languages and others to which this 

applies, and in the case of functions, has the return value 

explicitly assigned. Where the return is only expected to 

return a successful value, the C convention of returning 

zero shall be used or the use of another code justified in 

the comments.  If an uncorrected error occurs so the unit 

must return without correctly completing its objective, a 

non-zero return value shall be given even if there is no 

expectation of testing the return.  An exception may be 

made where the return value of the function has a data 

range including zero.

N Y Y All Y

VVSG 2

5.4.2c

Assessment of 

Coding Conventions 

   - Does not use macros that contain returns or pass 

control beyond the next statement 

N Y Y All Y

VVSG 2

5.4.2d

Assessment of 

Coding Conventions 

   - For those languages with unbound arrays, provides 

controls to prevent writing beyond the array, string, or 

buffer boundaries 

N Y Y All Y

VVSG 2

5.4.2e

Assessment of 

Coding Conventions 

   - For those languages with pointers or which provide 

for specifying absolute memory locations, provides 

controls that prevent the pointer or address from being 

used to overwrite executable instructions or to access 

inappropriate areas where vote counts or audit records 

are stored

N Y Y All Y
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A full source code review will be performed 

to verify that for those programming 

languages that are not strictly type checked 

parameter types are confirmed, and that 

parameter values are either explicitly tested 

for value ranges, or are accompanied by 

comments descriptive of the allowable value 

ranges.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code conventions and verify it uses uniform calling 

sequences.

A full source code review will be performed 

to verify that each executable source code 

function has an explicit terminating point 

from which executable control will return, 

and that the value returned is described in 

the module's accompanying header 

comments.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code conventions and verify it has the return explicitly 

defined for callable units.

A full source code review will be performed 

to verify that, in programming languages 

that include a macro construct, no macro 

includes a return statement or any 

instructions that will cause execution to 

pass beyond the containing module's next 

executable  line.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code conventions and verify it does not use macros 

containing returns of pass controls.

A full source code review will be performed 

which may reveal instances of array or 

buffer variables being accessed without 

appropriate offset range validation.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code conventions and verify controls exist to prevent writing 

beyond an array for those languages with unbound arrays.

A full source code review will be performed 

which may reveal instances of pointer 

variables with addresses into executable 

code or other inappropriate memory 

locations  being dereferenced and assigned 

to. 

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code conventions and verify controls exist to prevent the 

pointer or address from being used for those languages with pointers 

used to overwrite executable instructions.
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VVSG 2

5.4.2f

Assessment of 

Coding Conventions 

   - For those languages supporting case statements, has a 

default choice explicitly defined to catch values not 

included in the case list 

N Y Y All Y

VVSG 2

5.4.2g

Assessment of 

Coding Conventions 

   - Provides controls to prevent any vote counter from 

overflowing. Assuming the counter size is large enough 

such that the value will never be reached is not adequate 

N Y Y All Y

VVSG 2

5.4.2h

Assessment of 

Coding Conventions 

   - Is indented consistently and clearly to indicate logical 

levels 

N Y Y All Y

VVSG 2

5.4.2i

Assessment of 

Coding Conventions 

   - Excluding code generated by commercial code 

generators, is written in small and easily identifiable 

modules, with no more than 50% of all modules 

exceeding 60 lines in length, no more than 5% of all 

modules exceeding 120 lines in length, and no modules 

exceeding 240 lines in length.  "Lines" in this context, 

are defined as executable statements or flow control 

statements with suitable formatting and comments.  The 

reviewer should consider the use of formatting, such as 

blocking into readable units, which supports the intent of 

this requirement where the module itself exceeds the 

limits.  The vendor shall justify any module lengths 

exceeding this standard.

N Y Y All Y

VVSG 2

5.4.2j

Assessment of 

Coding Conventions 

     -  Where code generators are used, the source file 

segments provided by the code generators should be 

marked as such with comments defining the logic 

invoked and, if possible, a copy of the source code 

provided to the accredited test lab with the generated 

source code replaced with an unexpanded macro call or 

its equivalent

NYSBOE -

"should" = "shall"

N Y Y All Y

VVSG 2

5.4.2k

Assessment of 

Coding Conventions 

   - Has no line of code exceeding 80 columns in width 

(including comments and tab expansions) without 

justification 

N Y Y All Y
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A full source code review will be performed 

to verify that any usages of switch..case 

constructs include a default case block.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code conventions and verify a default choice is defined to 

catch values no on the case list.

A full source code review will be performed 

to verify that access to vote counters is 

protected by logic to detect potential 

overflow of the counter variable.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code conventions and verify controls exist to prevent any 

vote counter from overflowing.

A full source code review will be performed 

to verify that the source code is formatted to 

clearly indicate logical levels.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review code conventions and verify it is written in a consistent and 

clear logical level format.

A full source code review will be performed 

to verify that the distribution of module line 

counts is within the allowable ranges.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify code is written in small and easily identifiable modules.

Verify vendor justifies any module lengths exceeding industry 

standards.

A full source code review will be performed 

to verify that generated code is clearly 

identified as such and accompanied by 

descriptive comments.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify that if code generators are used, the source file is identified 

and the source code is supplied.

A full source code review will be performed 

to verify that no lines are in excess of 80 

characters long without justification 

provided by the vendor.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify any code exceeding 80 columns in width contains justification 

for its use.
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VVSG 2

5.4.2l

Assessment of 

Coding Conventions 

   - Contains no more than one executable statement and 

no more than one flow control statement for each line of 

source code 

N Y Y All Y

VVSG 2

5.4.2m

Assessment of 

Coding Conventions 

     -  In languages where embedded executable 

statements are permitted in conditional expressions, the 

single embedded statement may be considered a part of 

the conditional expression. Any additional executable 

statements should be split out to other lines 

NYSBOE -

"should" = "shall"

N Y Y All Y

VVSG 2

5.4.2n

Assessment of 

Coding Conventions 

   - Avoids mixed-mode operations. If mixed mode usage 

is necessary, then all uses shall be identified and clearly 

explained by comments 

N Y Y All Y

VVSG 2

5.4.2o

Assessment of 

Coding Conventions 

   - Upon exit() at any point, presents a message to the 

user indicating the reason for the exit() 

N Y Y All Y

VVSG 2

5.4.2p

Assessment of 

Coding Conventions 

   - Uses separate and consistent formats to distinguish 

between normal status and error or exception messages. 

All messages shall be self-explanatory and shall not 

require the operator to perform any look-up to interpret 

them, except for error messages that require resolution 

by a trained technician

N Y Y All Y

VVSG 2

5.4.2q

Assessment of 

Coding Conventions 

   - References variables by fewer than five levels of 

indirection (i.e., a.b.c.d or a[b].c->d) 

N Y Y All Y
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A full source code review will be performed 

to verify that no more than one executable 

statement or flow control is on each source 

code line.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify code contains no more than one executable statement or flow 

control statement.

A full source code review will be performed 

to verify that no more than one executable 

statement is included within any conditional 

expression.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify if embedded executable statements are permitted that it is 

considered part of the conditional expression.

A full source code review will be performed 

to verify that all mixed mode operations are 

accompanied by explanatory comments.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify code avoids mixed-mode operations.

A full source code review will be performed 

to verify that if 'exit()' is called there is a 

preceding call to present a message to the 

user indicating the cause of the call to exit().

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify code presents message to the user stating reason whenever it 

is desired to exit.

A full source code review will be performed 

to verify that where messaging functions are 

invoked they are parameterized to cause 

consistently formatted and understandable 

messages to be displayed.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify code uses different formats to separate between normal status 

and error or exception messages.

A full source code review will be performed 

to verify that, for languages that implement 

pointers, no pointer is dereferenced as many 

as five times in one operation.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify code references have fewer than five levels of indirection for 

variables.
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VVSG 2

5.4.2r

Assessment of 

Coding Conventions 

   - Has functions with fewer than six levels of indented 

scope, counted as follows:   (see Mapping for details)

N Y Y All Y

VVSG 2

5.4.2s

Assessment of 

Coding Conventions 

   - Initializes every variable upon declaration where 

permitted 

N Y Y All Y

VVSG 2

5.4.2t

Assessment of 

Coding Conventions 

     -  Has all constants other than 0 and 1 defined or 

enumerated, or shall have a comment which clearly 

explains what each constant means in the context of its 

use. Where ―0‖ and ―1‖ have multiple meanings in the 

code unit, even they should be identified.

NYSBOE -

"should" = "shall"

N Y Y All Y

VVSG 2

5.4.2u

Assessment of 

Coding Conventions 

   - Only contains the minimum implementation of the ―a 

= b ? c : d‖ syntax. Expansions such as ―j=a?(b?c:d):e;‖ 

are prohibited 

N Y Y All Y

VVSG 2

5.4.2v

Assessment of 

Coding Conventions 

   - Has all assert() statements coded such that they are 

absent from a production compilation. Such coding may 

be implemented by ifdef()s that remove them from or 

include them in the compilation. If implemented, the 

initial program identification in setup should identify 

that assert() is enabled and active as a test version

N Y Y All Y

VVSG 2

6

System Integration 

Testing 

System Integration Testing N/A N/A N/A N/A N/A

VVSG 2

6.1

Scope The system level certification tests shall include the tests 

(functionality, volume, stress, usability, security, 

performance, and recovery) indicated in the National 

Certification Test Plan, described in Appendix A.

N Y N/A All Y X
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A full source code review will be performed 

to verify that no source code function 

contains six or more levels of indented 

scope.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify code functions have fewer than six levels of indented scope.

A full source code review will be performed 

to verify that, for languages that do not 

implement variables as class objects with 

underlying constructors, all declared 

variables are explicitly initialized on 

declaration or prior to being read from.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify code initializes variables where permitted.

A full source code review will be performed 

to verify that all numeric constants are 

either replaced with defined or enumerated 

symbols, or accompanied by explanatory 

comments.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify source code defines all constants mean in the context of its 

use.

A full source code review will be performed 

to verify that all usages of ternary operators 

are not nested.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify specific syntaxes are kept to a minimum or prohibited as 

defined in this subsection.

A full source code review will be performed 

to verify that no usages of the assert() 

function will remain active in a release 

build.

Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify assert statements are coded so they are absent from a 

production compilation.

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Appendix A of the Test Plan will document all functional test cases 

that will be included for system level certification.
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VVSG 2

6.2.1a

Testing Breadth The accredited test lab shall design and perform 

procedures that test the voting system capabilities for the 

system as a whole. These procedures follow the testing 

of the systems hardware and software, and address 

voting system requirements defined in Volume I, 

Sections 2, 4, 5 and 6.

N Y N/A N/A Y

VVSG 2

6.2.1b

Testing Breadth These procedures shall also address the requirements for 

testing system functionality provided in Section 3. 

N Y N/A All Y

VVSG 2

6.2.1c

Testing Breadth Where practical, the accredited test lab will perform 

coverage reporting of the software branches executed in 

the functional testing. 

N Y N/A All Y X

VVSG 2

6.2.1d

Testing Breadth The selection of the baseline test cases will follow an 

operational profile of the common procedures, 

sequencing, and options among the shared state 

requirements and those that are specifically recognized 

and supported by the vendor. 

N Y N/A N/A Y

VVSG 2

6.2.1e

Testing Breadth The accredited test lab will use the coverage report to 

identify any portions of the source code that were not 

covered and determine: 

   - The additional functional tests that are needed 

   - Where more detailed source code review is needed 

   - Both of the above

N Y N/A All Y

VVSG 2

6.2.1f

Testing Breadth The specific procedures to be used shall be identified in 

the National Certification Test Plan. 

N Y N/A N/A Y

VVSG 2

6.2.1g

Testing Breadth These procedures may replicate testing performed by the 

vendor and documented in the vendor‘s TDP, but shall 

not rely on vendor testing as a substitute for testing 

performed by the accredited test lab. 

N Y N/A All Y

VVSG 2

6.2.1h

Testing Breadth Recognizing variations in system design and the 

technologies employed by different vendors, the 

accredited test lab shall design test procedures that 

account for these variations. 

N Y N/A All Y

VVSG 2

6.2.2a

System Baseline for 

Testing 

To ensure that the system version tested is the correct 

version, the accredited test lab shall witness the build of 

the executable version of the system immediately prior 

to or as part of, the physical configuration audit. 

N Y N/A All Y
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

See VVSG Volume 1 Section 3 for details.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Where practical the functional test team will work with the source 

code review team in order to be able to report on the branch coverage 

tested.

NA N/A See below for functional details:

NA The secure source code review will be one of the items used for 

the coverage report.

The review of the branch coverage test report will identify those 

sections of code that may require further testing.

NA N/A See below for functional details:

NA See "Functional Comments" No vendor testing results shall be used in place of SysTest test 

results. To wit all test results presented by SysTest will be generated 

by SysTest or a SysTest subcontractor. 

NA See "Functional Comments" SysTest will modify each functional test case template to be vendor 

specific and so test idiosyncratic functionality.

NA See "Functional Comments" The witnessed creation of the build of executable code is an 

established part of SysTest process.
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VVSG 2

6.2.2b

System Baseline for 

Testing 

Additionally, should components of the system be 

modified or replaced during the testing process, the 

accredited test lab shall require the vendor to conduct a 

new ―build‖ of the system to ensure that the certified 

executable release of the system is built from tested 

components.

N Y N/A All Y

VVSG 2

6.2.3

Testing Volume For all systems, the total number of ballots to be 

processed by each precinct counting device during these 

tests shall reflect the maximum number of active voting 

positions and the maximum number of ballot styles that 

the TDP claims the system can support

N Y N/A All Y

VVSG 2

6.3a

Testing Interfaces of 

System Components

The accredited test lab shall design and perform test 

procedures that test the interfaces of all system modules 

and subsystems with each other against the vendor‘s 

specifications. 

N Y N/A All Y X

VVSG 2

6.3b

Testing Interfaces of 

System Components

These tests shall be documented in the National 

Certification Test Plan, and shall include the full range 

of system functionality provided by the vendor‘s 

specifications, including functionality that exceeds the 

specific requirements of these Guidelines. 

N Y N/A N/A Y

VVSG 2

6.3c

Testing Interfaces of 

System Components

Some voting systems may use components or 

subsystems from previously tested and qualified 

systems, such as ballot preparation. For these scenarios, 

the accredited test lab shall, at a minimum: 

N/A N/A N/A N/A N/A

VVSG 2

6.3ci

Testing Interfaces of 

System Components

   - Confirm that the version of previously approved 

components and subsystems is unchanged 

N Y N/A All Y

VVSG 2

6.3cii

Testing Interfaces of 

System Components

   - Test all interfaces between previously approved 

modules/subsystems and all other system modules and 

subsystems. Where a component is expected to interface 

with several different products, especially from different 

manufacturers, the vendor shall provide a public data 

specification of files or data objects used to exchange 

information.

N Y N/A All Y

VVSG 2

6.3d

Testing Interfaces of 

System Components

Some systems use telecommunications capabilities. For 

those systems that do use such capabilities, components 

that are located at the polling place or separate vote 

counting location shall be tested for effective interface, 

accurate vote transmission, failure detection, and failure 

recovery.

N Y N/A All Y
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NA See "Functional Comments" The witnessed creation of the build of executable code -- including 

modified or replaced code -- is an established part of SysTest 

process.

NA See "Functional Comments" SysTest Labs will create test cases based on vendors' TDP claims to 

fully exercise the total number of ballots processed by each precinct 

counting device as well as maximum number of active voting 

positions and the maximum number of ballot styles based on 

established SysTest Labs template.

NA See "Functional Comments" SysTest Labs internal review process will verify that the test 

procedures include inspection of system modules and thereby verify 

that the vendors' specifications of modules and subsystems are tested 

from end to end in system testing. 

NA N/A See below for functional details:

NA N/A See below for functional details:

NA See "Functional Comments" SysTest will use various tools to verify that previously approved 

software is unchanged.   SysTest will verify that any hardware 

matches previously approved hardware via comparison of the 

equipment.

NA See "Functional Comments" SysTest review of the vendors' TDP will verify the specification of 

files cited is complete by examining the specified files in reference to 

the components.

NA See "Functional Comments" Review documentation to see if transmission is possible during pre-

voting, voting or post-voting activities.  If transmission is possible, 

then determine during which activity data is transmitted and confirm 

that the following information is received with no alteration or 

unauthorized disclosure during transmission:  

     Voter Authentication

     Ballot Definition

     Vote Transmission to Central Site

     Vote Count

     List of Voters

Ensure that transmission does not violate privacy, secrecy, and 

integrity requirements.
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VVSG 2

6.3e

Testing Interfaces of 

System Components

For voting systems that use telecommunications lines or 

networks that are not under the control of the election 

official (e.g., public telephone networks), the accredited 

test lab shall test the interface of vendor-supplied 

components with these external components for effective 

interface, vote transmission, failure detection, and failure 

recovery.

N Y N/A All Y

VVSG 2

6.4a

Security Testing The accredited test lab shall design and perform test 

procedures that test the security capabilities of the voting 

system against the requirements defined in Volume I, 

Section 7. 

N Y N/A All Y

VVSG 2

6.4b

Security Testing These procedures shall focus on the ability of the system 

to detect, prevent, log, and recover from the broad range 

of security risks identified. 

N Y N/A All Y

VVSG 2

6.4c

Security Testing These procedures shall also examine system capabilities 

and safeguards claimed by the vendor in the TDP to go 

beyond these risks. The range of risks tested is 

determined by the design of the system and potential 

exposure to risk. 

N Y N/A All Y

VVSG 2

6.4d

Security Testing Regardless of system design and risk profile, all systems 

shall be tested for effective access control and physical 

data security. 

N Y N/A All Y

VVSG 2

6.4e

Security Testing For systems that use public telecommunications 

networks, including the Internet, to transmit election 

management data or official election results (such as 

ballots or tabulated results), the accredited test lab shall 

conduct tests to ensure that the system provides the 

necessary identity-proofing, confidentiality, and integrity 

of transmitted data.

N Y N/A All Y

VVSG 2

6.4f

Security Testing These tests shall be designed to confirm that the system 

is capable of detecting, logging, preventing, and 

recovering from types of attacks known at the time the 

system is submitted for certification. 

N Y N/A All Y
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NA See "Functional Comments" Review documentation to see if transmission is possible during pre-

voting, voting or post-voting activities.  If transmission is possible, 

then determine during which activity data is transmitted and confirm 

that the following information is received with no alteration or 

unauthorized disclosure during transmission:  

     Voter Authentication

     Ballot Definition

     Vote Transmission to Central Site

     Vote Count

     List of Voters

Ensure that transmission does not violate privacy, secrecy, and 

integrity requirements.

NA See "Functional Comments" See VVSG Volume 1 Section 7 

NA See "Functional Comments" Internal review of SysTest Labs' test procedures will verify that the 

range of security risks are identified and tested through negative 

testing attempts to circumvent the system.

NA See "Functional Comments" Internal review by SysTest Labs' of the vendors' TDP will determine 

the specific security testing for exposure to risk for each system and 

each system's ability to recover.

NA See "Functional Comments" Internal review of SysTest Labs' test procedures will verify that each 

system is tested for reaction to attempted access to databases and 

physical data by unauthorized users.

NA See "Functional Comments" Review documentation to see if transmission is possible during post-

voting activities.  If transmission is possible, then  confirm that the 

following information is received with no alteration or unauthorized 

disclosure during transmission:  

     Voter Authentication

     Ballot Definition

     Vote Transmission to Central Site

     Vote Count

     List of Voters

Ensure that transmission does not violate privacy or secrecy or 

integrity requirements by verifying rigor of identity proofing used.

NA See "Functional Comments" Review documentation to see if transmission is possible during post-

voting activities.  If transmission is possible, then confirm through 

using known forms of attack and therefore verify that the system 

appropriately handles those known forms of attack.
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VVSG 2

6.4g

Security Testing The accredited test lab may meet these testing 

requirements by confirming proper implementation of 

proven commercial security software. In this case, the 

vendor must provide the published standards and 

methods used by the U.S. Government to test and  accept 

this software, or it may provide references to free, 

publicly available publications of these standards and 

methods, such as government web sites.

N Y N/A All Y

VVSG 2

6.4.1

Access Control The accredited testing laboratory shall conduct tests of 

system capabilities and review the access control 

policies and procedures submitted by the vendor to 

identify and verify the access control features 

implemented as a function of the system. 

N Y N/A All Y

VVSG 2

6.4.1

Access Control For those access control features built in as components 

of the voting system, the accredited test lab shall design 

tests to confirm that these security elements work as 

specified. 

N Y N/A All Y

VVSG 2

6.4.1

Access Control Specific activities to be conducted by the accredited test 

lab shall include: 

N/A N/A N/A N/A N/A

VVSG 2

6.4.1a

Access Control    - A review of the vendor‘s access control policies, 

procedures and system capabilities to confirm that all 

requirements of Volume I, Subsection 7.2 have been 

addressed completely 

N Y N/A All Yes

VVSG 2

6.4.1b

Access Control    - Specific tests designed by the accredited test lab to 

verify the correct operation of all documented access 

control procedures and capabilities, including tests 

designed to circumvent controls provided by the vendor. 

These tests shall include: 

N/A N/A N/A N/A N/A

VVSG 2

6.4.1bi

Access Control           - Performing the activities that the jurisdiction will 

perform in specific accordance with the vendor‘s access 

control policy and procedures to create a secure system, 

including procedures for software and firmware 

installation (as described in Volume I, Subsection 7.4)

N Y N/A All Y

VVSG 2

6.4.1bii

Access Control           - Performing tests intended to bypass or otherwise 

defeat the resulting security environment. These tests 

shall include simulation of attempts to physically destroy 

components of the voting system in order to validate the 

correct operation of system redundancy and backup 

capabilities

N Y N/A All Y
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NA See "Functional Comments" SysTest Labs will review and verify vendor documentation for 

appropriate references for U.S. government approval of commercial 

security software by reviewing these references.

NA See "Functional Comments" SysTest will review vendors' TDP and identify the access control for 

attempted negative testing of access control.

NA See "Functional Comments" SysTest will verify the access control through attempted negative 

testing of access control and other security elements.

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Refer to VVSG Vol 1 7.2

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Refer to VVSG Vol 1 7.4

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Need definition of extent of destruction simulation allowed.
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VVSG 2

6.4.2a

Data Interception 

and Disruption 

For systems that use telecommunications to transmit 

official voting data, the accredited test lab shall review, 

and conduct tests of, the data interception and 

prevention safeguards specified by the vendor in its 

TDP. 

N Y N/A All Y

VVSG 2

6.4.2b

Data Interception 

and Disruption 

The accredited test lab shall evaluate safeguards 

provided by the vendor to ensure their proper operation, 

including the proper response to the detection of efforts 

to monitor data or otherwise compromise the system. 

N Y N/A All Y

VVSG 2

6.4.2c

Data Interception 

and Disruption 

For systems that use public communications networks 

the accredited test lab shall also review the vendor‘s 

documented procedures for maintaining protection 

against newly discovered external threats to the 

telecommunications network. 

N Y N/A All

VVSG 2

6.4.2d

Data Interception 

and Disruption 

This review shall assess the adequacy of such procedures 

in terms of: 

N/A N/A N/A N/A N/A

VVSG 2

6.4.2di

Data Interception 

and Disruption 

   - Identification of new threats and their impact N Y N/A All Y

VVSG 2

6.4.2dii

Data Interception 

and Disruption 

   - Development or acquisition of effective 

countermeasures 

N Y N/A All Y

VVSG 2

6.4.2diii

Data Interception 

and Disruption 

   - System testing to ensure the effectiveness of the 

countermeasures 

N Y N/A All Y
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Review documentation to see if transmission is possible during post-

voting activities.  If transmission is possible, then  confirm that the 

following information is received with no alteration or unauthorized 

disclosure during transmission:  

     Voter Authentication

     Ballot Definition

     Vote Transmission to Central Site

     Vote Count

     List of Voters

Ensure that transmission does not violate privacy or secrecy or 

integrity requirements by verifying rigor of identity proofing used.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest will perform negative testing of safeguards -- attempt 

unauthorized monitoring and addition of data -- to verify proper 

response by the system.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest will review vendors' TDP for documented procedures for 

maintaining protection against newly discovered external threats and 

assess those procedures.

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest will review vendors' documented procedures in light of a 

new threat and assess the adequacy of such documentation.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest will review vendors' documented procedures for creating or 

obtaining countermeasures.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest will follow vendors' documented procedures to verify that 

the newly provided countermeasures are effective against the new 

threat.
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VVSG 2

6.4.2div

Data Interception 

and Disruption 

   - Notification of client jurisdictions that use the system 

of the threat and the actions that should be taken 

N Y N/A All Y

VVSG 2

6.4.2dv

Data Interception 

and Disruption 

   - Distribution of new system releases or updates to 

current system users 

N Y N/A All Y

VVSG 2

6.4.2dvi

Data Interception 

and Disruption 

   - Confirmation of proper installation of new system 

releases 

N Y N/A All Y

VVSG 2

6.5

Usability and 

Accessibility 

Testing

The vendor shall design and perform procedures that test 

the usability and accessibility of the voting system as 

defined in Volume I, Section 3. Test procedures shall 

confirm that: 

N/A N/A N/A N/A N/A

VVSG 2

6.5a

Usability and 

Accessibility 

Testing

   - All voting machines meet the usability requirements 

specified in Volume I, Subsection3.1 

N Y N/A All Y

VVSG 2

6.5b

Usability and 

Accessibility 

Testing

   - Voting machines intended for use by voters with 

disabilities provide the capabilities required by Volume 

I, Subsection 3.2 

N Y N/A All Y

VVSG 2

6.5c

Usability and 

Accessibility 

Testing

   - Voting machines intended for use by voters with 

disabilities operate consistently with vendor 

specifications and documentation 

N Y N/A All Y
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest will assess the vendors' documented plans for notifying 

clients of new threats and how to handle such.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest will assess the vendors' documented plans for releasing new 

code or updates.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest will follow vendors' documented procedures to verify that 

the procedures to result in the proper installation of new release.

NA N/A See below for functional details:

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

See VVSG Vol 1 Section 3.1

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

See VVSG Vol 1 Section 3.2

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

See testing of VVSG Vol 1 Section 3 -- all voting systems will be 

tested using all vendor provided hardware meant to be used by voters 

with disabilities.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 2

6.6

Physical 

Configuration Audit

The Physical Configuration Audit compares the voting 

system components submitted for qualification to the 

vendor's technical documentation, and shall include the 

following activities: 

NYS Regulation

6209.6F3r

N Y N/A All Y

VVSG 2

6.6a

Physical 

Configuration Audit

   - The audit shall establish a configuration baseline of 

the software and hardware to be tested. It shall also 

confirm whether the vendor's documentation is sufficient 

for the user to install, validate, operate, and maintain the 

voting system. MIL-STD-1521 can

be used as a guide when conducting this audit

N Y N/A All Y

VVSG 2

6.6b

Physical 

Configuration Audit

   - The test agency shall examine the vendor's source 

code against the submitted documentation during the 

Physical Configuration Audit to verify that the software 

conforms to the vendor's specifications. This review 

shall include an inspection of all records of the vendor's 

release control system. If changes have been made to the 

baseline version, the accredited test lab shall verify that 

the vendor's engineering and test data are for the 

software version submitted for certification

N Y N/A All Y

VVSG 2

6.6c

Physical 

Configuration Audit

   - If the software is to be run on any equipment other 

than a COTS mainframe data processing system, 

minicomputer, or microcomputer, the Physical 

Configuration Audit shall also include a review of all 

drawings, specifications, technical data, and test data 

associated with the system hardware. This examination 

shall establish the system hardware baseline associated 

with the software baseline

N Y N/A All Y

VVSG 2

6.6d

Physical 

Configuration Audit

   - To assess the adequacy of user acceptance test 

procedures and data, vendor documents containing this 

information shall be reviewed against the system's 

functional specifications. Any discrepancy or inadequacy 

in the vendor's plan or data shall be resolved prior to 

beginning the system integration functional and 

performance tests

N Y N/A All Y

VVSG 2

6.6e

Physical 

Configuration Audit

   - All subsequent changes to the baseline software 

configuration made during the course of testing shall be 

subject to re-examination. All changes to the system 

hardware that may produce a change in software 

operation shall also be subject to re-examination

N Y N/A All Y
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest Labs documented PCA process compares the vendors 

documentation and their hardware.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest Labs documented PCA process establishes a baseline of 

software and hardware to be tested.  This baseline configuration is 

then used throughout the system testing.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest will verify that the submitted test data is the correct version 

for the submitted software version.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest Labs documented PCA process establishes a baseline of 

software and hardware to be tested.  This baseline configuration is 

then used throughout the system testing.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

SysTest Labs requires summative user acceptance testing successful 

completion as a start condition for the relevant test cases.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

All vendor changes to software and hardware are subject to formal 

review and testing by SysTest Labs.
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VVSG 2

6.6f

Physical 

Configuration Audit

The vendor shall provide a list of all documentation and 

data to be audited, cross-referenced to the contents of the 

TDP. 

N Y N/A All Y

VVSG 2

6.6g

Physical 

Configuration Audit

Vendor technical personnel shall be available to assist in 

the performance of the Physical Configuration Audit. 

N Y N/A All Y

VVSG 2

6.7

Functional 

Configuration Audit 

The Functional Configuration Audit encompasses an 

examination of vendor tests, and the conduct of 

additional tests, to verify that the system hardware and 

software perform all the functions described in the 

vendor's documentation submitted for the TDP.  It 

includes a test of system operations in the sequence in 

which they would normally be performed, and shall 

include the following activities. MIL-STD-1521 may be 

used as a guide when conducting this audit:

N/A N/A N/A N/A N/A

VVSG 2

6.7a

Functional 

Configuration Audit 

   - The accredited test lab shall review the vendor's test 

procedures and test results to determine if the vendor's 

specified functional requirements have been adequately 

tested. This examination shall include an assessment of 

the adequacy of the vendor's test cases and input data to 

exercise all system functions, and to detect program 

logic and data processing errors, if such be present

N Y N/A All Y

VVSG 2

6.7b

Functional 

Configuration Audit 

   - The accredited test lab shall perform or supervise the 

performance of additional tests to verify nominal system 

performance in all operating modes, and to verify on a 

sampling basis the vendor's test data reports. If vendor 

developmental test data is incomplete, the accredited test 

lab shall design and conduct all appropriate module and 

integrated functional tests. The functional configuration 

audit may be performed in the facility either of the 

accredited test lab or of the vendor, and shall use and 

verify the accuracy and completeness of the System 

Operations, Maintenance, and Diagnostic Testing 

Manuals

N Y N/A All Y

VVSG 2

6.7c

Functional 

Configuration Audit 

The vendor shall provide a list of all documentation and 

data to be audited, cross-referenced to the contents of the 

TDP. 

N Y N/A All Y

VVSG 2

6.7d

Functional 

Configuration Audit 

Vendor technical personnel shall be available to assist in 

the performance of the Functional Configuration Audit. 

N Y N/A All Y

VVSG 2

7

Quality Assurance 

Testing 

Quality Assurance Testing NYS Regulation

6209.6F3n1

N/A N/A N/A N/A N/A
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

As part of the PCA review SysTest Labs will verify the 

documentation and the cross-referencing thereof by examining the 

accuracy of the cross reference of requirement to document.

NA N/A N/A

NA N/A See below for functional details:

NA No vendor testing results shall be used in place of SysTest test 

results. 

No vendor testing results shall be used in place of SysTest test 

results. To wit all test results presented by SysTest will be generated 

by SysTest or a SysTest subcontractor. 

NA No vendor testing results shall be used in place of SysTest test 

results. 

No vendor testing results shall be used in place of SysTest test 

results. To wit all test results presented by SysTest will be generated 

by SysTest or a SysTest subcontractor. 

NA No vendor testing results shall be used in place of SysTest test 

results. 

As part of the FCA review SysTest Labs will verify the 

documentation and the cross-referencing thereof by examining the 

accuracy of the cross reference of requirement to document.

NA N/A N/A

NA N/A See below for functional details:
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VVSG 2

7.2

Basis of 

Examinations 

The accredited test lab shall design and perform 

procedures that examine documented vendor practices 

for quality assurance and configuration management as 

addressed by Volume I, Sections 8 and 9 and Section 2.

Examination procedures shall be designed and 

performed to ensure:

N Y N/A All Y

VVSG 2

7.2a

Basis of 

Examinations 

   - Conformance with the requirements to provide 

information on vendor practices required by these 

Guidelines

N Y N/A All Y

VVSG 2

7.2b

Basis of 

Examinations 

   - Conformance of system documentation and other 

information provided by the vendor with the documented 

practices for quality assurance and configuration 

management 

N Y N/A All Y

VVSG 2

7.2c

Basis of 

Examinations 

The specific procedures used by the accredited test lab 

shall be identified in the Qualification Test Plan. 

N Y N/A All Y

VVSG 2

7.2d

Basis of 

Examinations 

Recognizing variations in vendors‘ quality assurance and 

configuration management practices and procedures, the 

accredited test lab shall design examination procedures 

that account for these variations. 

N Y N/A All Y

VVSG 2

7.3.2

Functional 

Configuration Audit 

and System 

Integration Testing 

As described in Volume I, Section 9, the functional 

configuration audit verifies that the voting system 

performs all the functions described in the system 

documentation. This audit shall be conducted by the 

accredited test lab as an element of the system 

integration testing that confirms the proper functioning 

of the system as a whole.

N Y N/A All Y
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Create test steps, cases, procedures and/or plans relating to 

documented vendor practices as addressed in VVSG Vol 1, sections 

8, 9 and Section 2.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify created test materials provide vendor practices information.

This requirement is not a functional test.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify created test materials provide vendor documentation 

adequately details QA and configuration management of the voting 

system.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Create a Test Plan.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Verify Test Plan accounts for variations in vendor QA and 

configuration management practices.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Perform readiness, functional and system level test cases; log the 

results and discrepancies in test case step forms; report  any 

discrepancies to the vendors and perform regression testing as the 

vendor supplies updated software to resolve the discrepancies; 

review the vendor test documentation.
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VVSG 2

7.4a

Examination of 

Configuration 

Management 

Practices 

The examination of configuration management practices 

shall address the full scope of requirements described in 

Volume I, Section 9, and the documentation 

requirements described in Section 2. 

N Y N/A All Y

VVSG 2

7.4b

Examination of 

Configuration 

Management 

Practices 

In addition to confirming that all required information 

has been submitted, the accredited test lab shall 

determine the vendor‘s conformance with the 

documented configuration management practices. 

N Y N/A All Y

VVSG 2

7.4.1

Configuration 

Management Policy 

The accredited test lab shall examine the vendor‘s 

documented configuration management policy to 

confirm that it: 

N/A N/A N/A N/A N/A

VVSG 2

7.4.1a

Configuration 

Management Policy 

   - Addresses the full scope of the system, including 

components provided by external suppliers 

N Y N/A All Y

VVSG 2

7.4.1b

Configuration 

Management Policy 

   - Addresses the full breadth of system documentation N Y N/A All Y

VVSG 2

7.4.2

Configuration 

Identification

The accredited test lab shall examine the vendor‘s 

documented configuration identification practices policy 

to confirm that it: 

N/A N/A N/A N/A N/A

VVSG 2

7.4.2a

Configuration 

Identification

   - Describes clearly the basis for classifying 

configuration items into categories and subcategories, 

for numbering of configuration items; and for naming of 

configuration items

N Y N/A All N/A

VVSG 2

7.4.2b

Configuration 

Identification

   - Describes clearly the conventions used to identify the 

version of the system as a whole and the versions of any 

lower level elements (e.g., subsystems, individual 

elements) if such lower level version designations are 

used 

N Y N/A All N/A

VVSG 2

7.4.3

Baseline, Promotion, 

and Demotion 

Procedures

The accredited test lab shall examine the vendor‘s 

documented baseline, promotion, and demotion 

procedures to confirm that they: 

N/A N/A N/A N/A N/A

VVSG 2

7.4.3a

Baseline, Promotion, 

and Demotion 

Procedures

   - Provide a clear, controlled process that promotes 

components to baseline status when specific criteria 

defined by the vendor are met; and 

N Y N/A All Y
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NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Refer to functional comments for VVSG 2 section 2 in this 

worksheet tab and VVSG 1section 9.2 in the VVSG Vol 1 tab in this 

workbook.

NA Security source code review focuses on a large number of security 

vulnerabilities as documented in "Table 7 - Areas of Security 

Focused Source Code Review" of the "Master Technical Data 

Package Review Plan".  

Any of these vulnerabilities existing in code applicable to this 

requirement will be detected by Fortify SCA and reviewed 

manually.

Not tested.  SysTest Labs is not visiting the vendors' sites.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Review the configuration management policy documentation and 

compare it to this requirement, log compliance or discrepancies in a 

document review form, report discrepancies to the vendor.   When 

vendor responds to the discrepancies with updated documentation, 

repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the configuration management policy documentation and 

compare it to this requirement, log compliance or discrepancies in a 

document review form, report discrepancies to the vendor.   When 

vendor responds to the discrepancies with updated documentation, 

repeat this process.  

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's configuration identification practices policy 

documentation and compare it to this requirement, log compliance or 

discrepancies in a document review form, report discrepancies to the 

vendor.   When vendor responds to the discrepancies with updated 

documentation, repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's configuration identification practices policy 

documentation and compare it to this requirement, log compliance or 

discrepancies in a document review form, report discrepancies to the 

vendor.   When vendor responds to the discrepancies with updated 

documentation, repeat this process.  

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's baseline, promotions, and demotion procedure 

documentation and compare it to this requirement, note compliance 

or discrepancy in a document review form, report discrepancies to 

the vendor.   When vendor responds to the discrepancies with 

updated documentation, repeat this process.  
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VVSG 2

7.4.3b

Baseline, Promotion, 

and Demotion 

Procedures

   - Provide a clear, controlled process for demoting a 

component from baseline status when specific criteria 

defined by the vendor are met. 

N Y N/A All Y

VVSG 2

7.4.4

Configuration 

Control Procedures

The accredited test lab shall examine the vendor‘s 

configuration control procedures to confirm that they: 

N/A N/A N/A N/A N/A

VVSG 2

7.4.4a

Configuration 

Control Procedures

   - Are capable of providing effective control of 

internally developed system components 

N Y N/A All Y

VVSG 2

7.4.4b

Configuration 

Control Procedures

   - Are capable of providing effective control of 

components developed or supplied by third parties

N Y N/A All Y

VVSG 2

7.4.5

Release Process The accredited test lab shall examine the vendor‘s 

release process to confirm that it: 

N/A N/A N/A N/A N/A

VVSG 2

7.4.5a

Release Process    - Provides clear accountability for moving forward 

with the release of the initial system version and 

subsequent releases 

N Y N/A All Y

VVSG 2

7.4.5b

Release Process    - Provides the means for clear identification of the 

system version being replaced 

N Y N/A All Y

VVSG 2

7.4.5c

Release Process    - Confirms that all required internal vendor tests and 

audits prior to release have been completed successfully 

N Y N/A All Y

VVSG 2

7.4.5d

Release Process    - Confirms that each system version released to 

customers has been certified

N Y N/A All Y

VVSG 2

7.4.5e

Release Process    - Confirms that each system release has been received 

by the customer 

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's baseline, promotions, and demotion procedure 

documentation and compare it to this requirement, note compliance 

or discrepancy in a document review form, report discrepancies to 

the vendor.   When vendor responds to the discrepancies with 

updated documentation, repeat this process.  

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's configuration control procedure documentation 

and compare it to this requirement, note compliance or discrepancy 

in a document review form, report discrepancies to the vendor.   

When vendor responds to the discrepancies with updated 

documentation, repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's configuration control procedure documentation 

and compare it to this requirement, note compliance or discrepancy 

in a document review form, report discrepancies to the vendor.   

When vendor responds to the discrepancies with updated 

documentation, repeat this process.  

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's release process documentation and compare it to 

this requirement, note compliance or discrepancy in a document 

review form, report discrepancies to the vendor.   When vendor 

responds to the discrepancies with updated documentation, repeat 

this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's release process documentation and compare it to 

this requirement, note compliance or discrepancy in a document 

review form, report discrepancies to the vendor.   When vendor 

responds to the discrepancies with updated documentation, repeat 

this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's release process documentation and compare it to 

this requirement, note compliance or discrepancy in a document 

review form, report discrepancies to the vendor.   When vendor 

responds to the discrepancies with updated documentation, repeat 

this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's release process documentation and compare it to 

this requirement, note compliance or discrepancy in a document 

review form, report discrepancies to the vendor.   When vendor 

responds to the discrepancies with updated documentation, repeat 

this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's release process documentation and compare it to 

this requirement, note compliance or discrepancy in a document 

review form, report discrepancies to the vendor.   When vendor 

responds to the discrepancies with updated documentation, repeat 

this process.  

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 2

7.4.5f

Release Process    - Confirms that each system release has been installed 

successfully by the customer 

N Y N/A All Y

VVSG 2

7.4.6

Configuration 

Audits

The accredited test lab shall examine the vendor‘s 

configuration audit procedures to confirm that they: 

N/A N/A N/A N/A N/A

VVSG 2

7.4.6a

Configuration 

Audits

   - Are sufficiently broad in scope to address the entire 

system, including system documentation 

N Y N/A All Y

VVSG 2

7.4.6b

Configuration 

Audits

   - Are conducted with appropriate timing to enable 

effective control of system versions 

N Y N/A All Y

VVSG 2

7.4.6c

Configuration 

Audits

   - Are sufficiently rigorous to confirm that all system 

documentation prepared and maintained by the vendor 

matches the actual system functionality, design, 

operation, and maintenance requirements 

N Y N/A All Y

VVSG 2

7.4.7

Configuration 

Management 

Resources 

The accredited test lab shall examine the configuration 

management resource information submitted by the 

vendor to determine whether sufficient information has 

been provided to enable another organization to clearly 

identify the resources used and acquire them for use.

N Y N/A All Y

VVSG 2

7.5

Examination of 

Quality Assurance 

Practices 

The examination of quality assurance practices shall 

address the full scope of requirements described in 

Volume I, Section 8, and the documentation 

requirements described in Volume II, Section 2. The 

accredited test lab shall confirm that all required 

information has been submitted, and assess whether the 

vendor‘s quality assurance program provides for:

N/A N/A N/A N/A N/A

VVSG 2

7.5a

Examination of 

Quality Assurance 

Practices 

   - Clearly measurable quality standards N Y N/A All Y

VVSG 2

7.5b

Examination of 

Quality Assurance 

Practices 

   - An effective testing program throughout the system 

development life cycle 

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's release process documentation and compare it to 

this requirement, note compliance or discrepancy in a document 

review form, report discrepancies to the vendor.   When vendor 

responds to the discrepancies with updated documentation, repeat 

this process.  

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's configuration audit procedure documentation 

and compare it to this requirement, note compliance or discrepancy 

in a document review form, report discrepancies to the vendor.   

When vendor responds to the discrepancies with updated 

documentation, repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's configuration audit procedure documentation 

and compare it to this requirement, note compliance or discrepancy 

in a document review form, report discrepancies to the vendor.   

When vendor responds to the discrepancies with updated 

documentation, repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's configuration audit procedure documentation 

and compare it to this requirement, note compliance or discrepancy 

in a document review form, report discrepancies to the vendor.   

When vendor responds to the discrepancies with updated 

documentation, repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's configuration audit procedure documentation 

and compare it to this requirement, note compliance or discrepancy 

in a document review form, report discrepancies to the vendor.   

When vendor responds to the discrepancies with updated 

documentation, repeat this process.  

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

compare it to the VVSG 2005 requirements with respect to clearly 

measurable quality standards, note compliance or discrepancy in a 

document review form, report discrepancies to the vendor.   When 

vendor responds to the discrepancies with updated documentation, 

repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

compare it to the VVSG 2005 requirements with respect to effecting 

testing program through out the development life cycle, note 

compliance or discrepancy in a document review form, report 

discrepancies to the vendor.   When vendor responds to the 

discrepancies with updated documentation, repeat this process.  
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VVSG 2

7.5c

Examination of 

Quality Assurance 

Practices 

   - Application of the quality assurance program to 

external providers of system components and supplies 

N Y N/A All Y

VVSG 2

7.5d

Examination of 

Quality Assurance 

Practices 

   - Comprehensive monitoring of system performance in 

the field and diagnosis of system failures 

N Y N/A All Y

VVSG 2

7.5e

Examination of 

Quality Assurance 

Practices 

   - Effective record keeping of system failures to support 

analysis of failure patterns and potential causes 

N Y N/A All Y

VVSG 2

7.5f

Examination of 

Quality Assurance 

Practices 

   - Effective processes for notifying customers of system 

failures and corrective measures that need to be taken, 

and for confirming that such measures are taken 

N Y N/A All Y

VVSG 2

7.5g

Examination of 

Quality Assurance 

Practices 

In addition to the general examinations described above, 

the accredited test lab shall focus on the specific 

elements of the vendor's quality assurance program 

indicated below.

N Y N/A All Y

VVSG 2

7.5.1

Quality Assurance 

Policy 

The accredited test lab shall examine the vendor‘s 

quality assurance policy to confirm that it: 

N/A N/A N/A N/A N/A

VVSG 2

7.5.1a

Quality Assurance 

Policy 

   - Addresses the full scope of the voting system N Y N/A All Y

VVSG 2

7.5.1b

Quality Assurance 

Policy 

   - Clearly designates a senior level individual 

accountable for implementation and oversight of quality 

assurance activities 

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

compare it to the VVSG 2005 requirements with respect to how the 

vendor applies the quality assurance program to system component 

providers and suppliers, note compliance or discrepancy in a 

document review form, report discrepancies to the vendor.   When 

vendor responds to the discrepancies with updated documentation, 

repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

compare it to the VVSG 2005 requirements with respect to how the 

vendor monitors system performance in the field and diagnosis of 

system failures, note compliance or discrepancy in a document 

review form, report discrepancies to the vendor.   When vendor 

responds to the discrepancies with updated documentation, repeat 

this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

compare it to the VVSG 2005 requirements with respect to the 

effectiveness of the vendor's record keeping of system failures to 

support failure analysis, note compliance or discrepancy in a 

document review form, report discrepancies to the vendor.   When 

vendor responds to the discrepancies with updated documentation, 

repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

compare it to the VVSG 2005 requirements with respect to the 

effectiveness of the vendor's record keeping of system failures to 

support failure analysis, note compliance or discrepancy in a 

document review form, report discrepancies to the vendor.   When 

vendor responds to the discrepancies with updated documentation, 

repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Preamble to requirements below.

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

compare it to the VVSG 2005 requirements with respect to how the 

policies address the full scope of the voting system, note compliance 

or discrepancy in a document review form, report discrepancies to 

the vendor.   When vendor responds to the discrepancies with 

updated documentation, repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

verify a senior level individual is assigned accountability for the 

implementation and oversight of the assurance activities, note 

compliance or discrepancy in a document review form, report 

discrepancies to the vendor.   When vendor responds to the 

discrepancies with updated documentation, repeat this process.  
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VVSG 2

7.5.1c

Quality Assurance 

Policy 

   - Clearly designates the individuals, by position within 

the vendor‘s organization, who are to conduct each 

quality assurance activity 

N Y N/A All Y

VVSG 2

7.5.1d

Quality Assurance 

Policy 

   - Provides procedures that determine compliance with, 

and correct deviations from, the quality assurance 

program at a minimum annually 

N Y N/A All Y

VVSG 2

7.5.2

Parts and Materials 

Tests

The accredited test lab shall examine the vendor‘s parts 

and materials special tests and examinations to confirm 

that they: 

N/A N/A N/A N/A N/A

VVSG 2

7.5.2a

Parts and Materials 

Tests

   - Identify appropriate criteria that are used to 

determine the specific system components for which 

special tests are required to confirm their suitability for 

use in a voting system

N Y N/A All Y

VVSG 2

7.5.2b

Parts and Materials 

Tests

   - Are designed in a manner appropriate to determine 

suitability 

N Y N/A All Y

VVSG 2

7.5.2c

Parts and Materials 

Tests

   - Have been conducted and documented for all 

applicable parts and materials 

N Y N/A All Y

VVSG 2

7.5.3

Quality 

Conformance 

Inspections 

The accredited test lab shall examine the vendor‘s 

quality conformance plans, procedures and, inspection 

results to confirm that: 

N/A N/A N/A N/A N/A

VVSG 2

7.5.3a

Quality 

Conformance 

Inspections 

   - All components have been tested according to the test 

requirements defined by the vendor 

N Y N/A All Y

VVSG 2

7.5.3b

Quality 

Conformance 

Inspections 

   - All components have passed the requisite tests N Y N/A All Y

VVSG 2

7.5.3c

Quality 

Conformance 

Inspections 

   - For each test, the test documentation identifies:

          - Test location

          - Test date

          - Individual who conducted the test

          - Test outcome

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

verify individual within the organization who conduct each quality 

assurance activity are clearly designated by position, note compliance 

or discrepancy in a document review form, report discrepancies to 

the vendor.   When vendor responds to the discrepancies with 

updated documentation, repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's quality assurance practice documentation and 

verify the quality assurance program is audited at least annually, note 

compliance or discrepancy in a document review form, report 

discrepancies to the vendor.   When vendor responds to the 

discrepancies with updated documentation, repeat this process.  

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's parts and materials special test documentation 

and verify appropriate criteria are used to determine which system 

components require special tests to be used in a voting system, note 

compliance or discrepancy in a document review form, report 

discrepancies to the vendor.   When vendor responds to the 

discrepancies with updated documentation, repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's parts and materials special test documentation 

and verify the parts and materials are designed in a manner 

appropriate to determine suitability for use in a voting system, note 

compliance or discrepancy in a document review form, report 

discrepancies to the vendor.   When vendor responds to the 

discrepancies with updated documentation, repeat this process.  

NA During secure source code review we will review all 

documentation related to the source code.

Review the vendor's parts and materials special test documentation 

and verify the tests have been conducted and documented for 

applicable parts and materials, note compliance or discrepancy in a 

document review form, report discrepancies to the vendor.   When 

vendor responds to the discrepancies with updated documentation, 

repeat this process.  

NA N/A See below for functional details:

NA During secure source code review we will review all 

documentation related to the source code.

Verify vendor's results confirm components have all been quality 

tested.

NA During secure source code review we will review all 

documentation related to the source code.

Verify vendor's results have passed requisite tests.

NA During secure source code review we will review all 

documentation related to the source code.

Verify vendor's test documentation identifies test location, date, 

tester, and actual results.
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VVSG 2

7.5.4

Documentation The accredited test lab shall examine the vendor‘s voting 

system documentation to confirm that it meets the 

content requirements of Volume I, Subsection 8.7, and 

Section 2, and is written in a manner suitable for use by 

purchasing jurisdictions. 

N Y N/A All N

VVSG 2

Appendix A

National 

Certification Test 

Plan 

National Certification Test Plan N/A N/A N/A N/A N/A

VVSG 2

A.1

Scope Software and system-level tests must be developed based 

on the vendor pre-certification tests and information 

available on the specific software's physical and 

functional configuration. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.1

Scope Prior to development of any test plan, the test lab must 

obtain the Technical Data Package (TDP) from the 

vendor submitting the voting system for certification.

Recommended 

Test Plan Outline

N Y N/A All N

VVSG 2

A.1

Scope It is specified by the Guidelines that voting systems 

incorporating the vendor's software and COTS hardware 

need only be submitted for software and system level 

tests. Recertification of systems with modified software 

or hardware is also anticipated. The test lab shall alter 

the test plan outline as required by these situations.

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.1

Scope The test lab shall include the identification, and a brief 

description of, the hardware and software to be tested, 

and any special considerations that affect the test design 

and procedure. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.1.1

References The test lab shall list all documents that contain material 

used in preparing the test plan. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.1.1

References This list shall include specific references to applicable 

portions of the guidelines, and to the vendor‘s TDP. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.1.2

Terms and 

Abbreviations 

The test lab shall list and define all terms and phrases 

relevant to the hardware, the software, or the test plan. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.2

Pre-certification 

Tests

The test lab shall evaluate vendor tests, or other lab tests 

in determining the scope of testing required for system 

certification. 

Recommended 

Test Plan Outline

N Y N/A All Y
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NA During secure source code review we will review all 

documentation related to the source code.

Verify vendor's documentation contains at a minimum:

• System overview

• System functionality description

• System hardware specification

• Software design and specifications

• System security specification

• System test and verification specification

• System operations procedures

• System maintenance procedures

• Personnel deployment and training requirements

• Configuration management plan

• Quality assurance program

• System change notes

Verify documentation is easily understood by purchasing 

jurisdictions.

NA N/A See below for functional details:

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.
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VVSG 2

A.2

Pre-certification 

Tests

The test lab shall summarize pre-certification test results 

that support the discussion of the preceding section. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.3

Materials Required 

for Testing

The following materials must be provided to the test lab 

to facilitate testing of the voting system: 

          - Software

          - Equipment

          - Test materials

          - Deliverable materials

          - Proprietary data

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.3.1

Software The test lab shall list all software required for the 

performance of hardware, software, telecommunications, 

security and system integration tests. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.3.1

Software If the test environment requires supporting software such 

as operating systems, compilers, assemblers, or database 

managers, then this software shall also be listed.

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.3.2

Equipment The test lab shall list all equipment required for the 

performance of the hardware, software, 

telecommunications, security and system integration 

tests. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.3.2

Equipment This list shall include system hardware, general purpose 

data processing and communications equipment, and test 

instrumentation, as required. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.3.3

Test Materials The test lab shall list all test materials required in the 

performance of the test including, as applicable, test 

ballot layout and generation materials, test ballot sheets, 

test ballot cards and control cards, standard and optional 

output data report formats, and any other materials used 

to simulate preparation for, and conduct of, elections.

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.3.4

Deliverable 

Materials 

The test lab shall list all documents and materials to be 

delivered as a part of the system, such as: 

   - Hardware specification 

   - Software specification 

   - Voter, operator, hardware, and software maintenance 

manuals 

   - Program listings, facsimile ballots, tapes

   - Sample output report formats

Recommended 

Test Plan Outline

N/A N/A N/A N/A N/A

VVSG 2

A.3.5

Proprietary Data The test lab shall list and describe all documentation and 

data that are proprietary to the vendor, and hence are 

subject to restrictions with respect to test lab use, 

release, or disclosure. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4

Test Specifications The test lab shall cite the pertinent hardware qualitative 

examinations and quantitative tests that follow from 

Volume I, Sections 2, 4, 5, 6, 7 and 8. 

Recommended 

Test Plan Outline

N Y N/A All Y
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NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.
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VVSG 2

A.4

Test Specifications The test lab shall also describe the specific test 

requirements that follow from the design of the software 

and telecommunications capabilities under test. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4

Test Specifications The certification test shall include hardware, software 

and telecommunications design and the development and 

conduct of all tests to demonstrate satisfactory 

performance. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4

Test Specifications Environmental, non-operating tests shall be performed in 

the categories of simulated environmental conditions 

specified by the vendor or user requesting the tests. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4

Test Specifications Environmental operating tests shall be performed under 

varying temperatures. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4

Test Specifications Other functional tests shall be conducted in an 

environment that simulates, as nearly as possible, the 

intended use environment. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4

Test Specifications Test hardware and software shall be identical to that 

designed to be used together in the voting system, except 

that software intended for use with general purpose off-

the-shelf hardware may be tested using any equivalent 

equipment capable of supporting its operation and 

functions.

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.1

 Hardware 

Configuration and 

Design 

The test lab shall document the hardware configuration 

and design in detail sufficient to identify the specific 

equipment being tested. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.1

 Hardware 

Configuration and 

Design 

This document shall provide a basis for the specific test 

design and include a brief description of the intended 

use of the hardware. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.2

Software System 

Functions

The test lab shall describe the software functions in 

sufficient detail to provide a foundation for selecting the 

test case designs and conditions described in Section 

A.4.3. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.2

Software System 

Functions

On the basis of this test case design, the test lab shall 

prepare a table delineating software functions and how 

each shall be tested. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3

Test Case Design The test lab shall examine the test case design of the 

following aspects of the voting system: 

   - Hardware qualitative examination design 

   - Hardware environmental test case design 

   - Software module test case design and data 

   - Software functional test case design

   - System level test case design

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.1

Hardware 

Qualitative 

Examination Design

The test lab shall review the results, submitted by the 

vendor, of any previous examinations of the equipment 

to be tested. 

Recommended 

Test Plan Outline

N Y N/A All Y
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NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.
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VVSG 2

A.4.3.1

Hardware 

Qualitative 

Examination Design

The results of these examinations shall be compared to 

the performance characteristics specified by Section 2 of 

the Guidelines concerning the requirements for: 

   - Overall system capabilities 

   - Pre-voting functions 

   - Voting functions 

   - Post-voting functions

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.1

Hardware 

Qualitative 

Examination Design

In the event that a review of the results of previous 

examinations indicates problem areas, the test lab shall 

provide a description of further examinations required 

prior to conducting the environmental and system level 

tests. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.1

Hardware 

Qualitative 

Examination Design

If no previous examinations have been performed, or 

records of these tests are not available, the test agency 

shall specify the appropriate tests to be used in the 

examination. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.2

 Hardware 

Environmental Test 

Case Design 

The test lab shall review the documentation, submitted 

by the vendor, of the results and design of any previous 

environmental tests of the equipment submitted for 

testing. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.2

 Hardware 

Environmental Test 

Case Design 

The test design and results shall be compared to the tests 

described in Section 1. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.2

 Hardware 

Environmental Test 

Case Design 

The test lab shall cite any additional tests required, based 

on this review and those tests requested by the vendor or 

the state. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.2

 Hardware 

Environmental Test 

Case Design 

The test lab shall also cite any environmental tests that 

are not to be conducted, and note the reasons why. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.2

 Hardware 

Environmental Test 

Case Design 

For complete certification, environmental tests shall 

include the following tests, depending upon the design 

and intended use of the hardware: 

Recommended 

Test Plan Outline

N Y N/A All

VVSG 2

A.4.3.2

 Hardware 

Environmental Test 

Case Design 

   - Non-operating tests, including the: 

          - Bench handling test

          - Vibration test

          - Low temperature test

          - High temperature test

          - Humidity test

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.2

 Hardware 

Environmental Test 

Case Design 

   - Operating tests involving a series of procedures that 

test system reliability and accuracy under various 

temperatures and voltages relevant to election use 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.3

Software Module 

Test Case Design 

and Data 

The test lab shall review the vendor's program analysis, 

documentation, and, if available, module test case 

design. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.3

Software Module 

Test Case Design 

and Data 

The test lab shall evaluate the test cases for each module, 

with respect to flow control parameters and data on both 

entry and exit. 

Recommended 

Test Plan Outline

N Y N/A All Y
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NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.
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NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.
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NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 2

A.4.3.3

Software Module 

Test Case Design 

and Data 

All discrepancies between the Software Specifications 

and the test case design shall be corrected by the vendor 

prior to initiation of the certification test. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.3

Software Module 

Test Case Design 

and Data 

If the vendor's module test case design does not provide 

conclusive coverage of all program paths, then the test 

lab shall perform an independent analysis to assess the 

frequency and consequence of error of the untested 

paths. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.3

Software Module 

Test Case Design 

and Data 

The test lab shall design additional module test cases, as 

required, to provide coverage of all modules containing 

untested paths with potential for untrapped errors. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.3

Software Module 

Test Case Design 

and Data 

The test lab shall also review the vendor's module test 

data in order to verify that the requirements of the 

Software Specifications have been demonstrated by the 

data.

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.3

Software Module 

Test Case Design 

and Data 

 In the event that the vendor's module test data are 

insufficient, the test lab shall provide a description of 

additional module tests, prerequisite to the initiation of 

functional tests. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

The test lab shall review the vendor's test plans and data 

to verify that the individual performance requirements 

described in Subsection 2.5.3, are reflected in the 

software. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

As a part of this process, the test lab shall review the 

vendor's functional test case designs. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

The test lab shall prepare a detailed matrix of system 

functions and the test cases that exercise them. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

The test lab shall also prepare a test procedure 

describing all test ballots, operator procedures, and the 

data content of output reports. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

Abnormal input data and operator actions shall be 

defined. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

Test cases shall also be designed to verify that the 

system is able to handle and recover from these 

abnormal conditions. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

The vendor's test case design may be evaluated by any 

standard or special method appropriate; however, 

emphasis shall be placed on those functions where the 

vendor data on module development reflects significant 

debugging problems, and on functional tests that resulted 

in disproportionately high error rates

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

The test lab shall define ACCEPT/REJECT criteria for 

certification using the Software Specifications and, if the 

software runs on special hardware, the associated 

Hardware Specifications to determine acceptable ranges 

of performance. 

Recommended 

Test Plan Outline

N Y N/A All Y
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VVSG 2

A.4.3.4

Software Functional 

Test Case Design

The test lab shall describe the functional tests to be 

performed. Depending upon the design and intended use 

of the voting system, all or part of the functions listed 

below shall be tested. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

   - Ballot preparation subsystem Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

   - Test operations performed prior to, during, and after 

processing of ballots, including: 

          - Logic tests to verify interpretation of ballot 

styles, and recognition of precincts to be processed 

          - Accuracy tests to verify ballot reading accuracy

          - Status tests to verify equipment statement and 

memory contents

          - Report generation to produce test output data

          - Report generation to produce audit data records

Recommended 

Test Plan Outline  

NYS 2007 Election 

Law 7-202.1ri

Y Y N/A All Y

VVSG 2

A.4.3.4

Software Functional 

Test Case Design

   - Procedures applicable to equipment used in the 

polling place for: 

          - Opening the polling place and enabling the 

acceptance of ballots and maintaining a count of 

processed ballots 

          - Monitoring equipment status 

          - Verifying equipment response to operator input 

commands

          -Generating real-time audit messages

          -Closing the polling place and disabling the 

acceptance of ballots

          -Generating election data reports

          -Transfer of ballot counting equipment, or a 

detachable memory module, to a central counting 

location

          -Electronic transmission of election data to a 

central counting location

Recommended 

Test Plan Outline

N Y N/A All Y
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NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.
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VVSG 2

A.4.3.4

Software Functional 

Test Case Design

   - Procedures applicable to equipment used in a central 

counting place: 

          - Initiating the processing of a ballot deck or 

programmable memory device for one or more precincts 

          - Monitoring equipment status 

          - Verifying equipment response to operator input 

commands

           - Verifying interaction with peripheral equipment, 

or other data processing systems

           - Generating real-time audit messages

           - Generating precinct-level election data reports

           - Generating summary election data reports

           - Transfer of a detachable memory module to 

other processing equipment

           - Electronic transmission of data to other 

processing equipment

           - Producing output data for interrogation by 

external display devices

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.5

System-level Test 

Case Design 

The test lab shall provide a description of system tests of 

both the software and hardware. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.5

System-level Test 

Case Design 

For software, these tests shall be designed according to 

the stated design objective without consideration of its 

functional specification. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.5

System-level Test 

Case Design 

The test lab shall independently prepare the system test 

cases to assess the response of the hardware and 

software to a range of conditions, such as: 

Recommended 

Test Plan Outline

N Y N/A All

VVSG 2

A.4.3.5

System-level Test 

Case Design 

Volume tests: These tests investigate the system's 

response to processing more than the expected number 

of ballots/voters per precinct, to processing more than 

the expected number of precincts, or to any other similar 

conditions that tend to overload the system's capacity to 

process, store, and report data.

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.5

System-level Test 

Case Design 

Stress tests: These tests investigate the system's 

response to transient overload conditions. Polling place 

devices shall be subjected to ballot processing at the 

high volume rates at which the equipment can be 

operated to evaluate software response to hardware-

generated interrupts and wait states.  Central counting 

systems shall be subjected to similar overloads, 

including, for systems that support more than one card 

reader, continuous processing through all readers 

simultaneously.

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.5

System-level Test 

Case Design 

Usability tests: These tests are designed to exercise 

characteristics of the software such as response to input 

control or text syntax errors, error message content, audit 

message content, and other features contained in the 

software design objectives but not directly related to a 

functional specification.

Recommended 

Test Plan Outline

N Y N/A All Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



VVSG 2

A.4.3.5

System-level Test 

Case Design 

Accessibility tests: The test lab shall review the 

vendor‘s documentation of the usability and accessibility 

testing performed during system development. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.5

System-level Test 

Case Design 

Security tests: These tests are designed to defeat the 

security provisions of the system including modification 

or disruption of pre-voting, voting, and post voting 

processing; unauthorized access to, deletion, or 

modification of data, including audit trail data; and 

modification or elimination of security mechanisms.

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.5

System-level Test 

Case Design 

Performance tests: These tests verify accuracy, 

processing rate, ballot format handling capability, and 

other performance attributes claimed by the vendor. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.4.3.5

System-level Test 

Case Design 

Recovery tests: These tests verify the ability of the 

system to recover from hardware and data errors. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.5.1

Data Recording The test lab shall identify all data recording requirements 

(e.g.; what is to be measured, how tests and results are to 

be recorded). 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.5.1

Data Recording The test lab shall also design or approve the design of 

forms or other recording media to be employed. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.5.1

Data Recording The test lab shall supply any special instrumentation 

(e.g., pulse measuring device) needed to satisfy the data 

requirements. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.5.2

Test Data Criteria The test lab shall describe the criteria against which test 

results will be evaluated, such as the following: 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.5.2

Test Data Criteria Tolerances: These criteria define the acceptable range 

for system performance. These tolerances shall be 

derived from the applicable hardware performance 

requirements contained in Volume I, Section 4 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.5.2

Test Data Criteria Samples: These criteria define the minimum number of 

combinations or alternatives of input and output 

conditions that can be exercised to constitute an 

acceptable test of the parameters involved

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.5.2

Test Data Criteria Events: These criteria define the maximum number of 

interrupts, halts or other system breaks that may occur 

due to non-test conditions. This count shall not include 

events from which recovery occurs automatically or 

where a relevant status message is displayed

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.5.3

Test Data Reduction The test lab shall describe the techniques to be used for 

processing test data. 

Recommended 

Test Plan Outline

N Y N/A All Y
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NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.
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VVSG 2

A.5.3

Test Data Reduction These techniques may include manual, semi-automatic, 

or fully automatic reduction procedures. However, semi-

automatic and automatic procedures must be 

demonstrated to be capable of handling the test data 

accurately and properly. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.5.3

Test Data Reduction They shall also produce an item-by-item comparison of 

the data and the embedded acceptance criteria as output. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6

Test Procedure and 

Conditions 

The test lab shall describe the test conditions and 

procedures for performing the tests. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6

Test Procedure and 

Conditions 

If tests are not to be performed in random order, this 

section shall contain the rationale for the required 

sequence, and the criteria that must be met, before the 

sequence can be continued. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6

Test Procedure and 

Conditions 

This section shall also describe the procedure for setting 

up the equipment in which the software will be tested, 

for system initialization, and for performing the tests. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6

Test Procedure and 

Conditions 

Each of the following sections that contain a description 

of a test procedure shall also contain a statement of the 

criteria by which readiness and successful completion 

shall be indicated and measured. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6.1

Facility 

Requirements 

The test lab shall describe the space, equipment, 

instrumentation, utilities, manpower, and other resources 

required to support the test program. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6.2

Test Set-up The test lab shall describe the procedure for arranging 

and connecting the system hardware with the supporting 

hardware and telecommunications equipment, if 

applicable. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6.2

Test Set-up It shall also describe the procedure required to initialize 

the system, and to verify that it is ready to be tested. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6.3

Test Sequence The test lab shall state any restrictions on the grouping 

or sequence of tests in this section. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6.4

Test Operations 

Procedures

The test lab shall provide the step-by-step procedures for 

each test case to be conducted. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6.4

Test Operations 

Procedures

Each step shall be assigned a test step number and this 

number, along with critical test data and test procedures 

information, shall be tabulated onto a test report form for 

test control and the recording of test results. 

Recommended 

Test Plan Outline

N Y N/A All Y

VVSG 2

A.6.4

Test Operations 

Procedures

In this section, the test lab shall also identify all test 

operations personnel, and their respective duties.

Recommended 

Test Plan Outline

N Y N/A All Y
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NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.
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VVSG 2

A.6.4

Test Operations 

Procedures

In the event that the operator procedure is not defined in 

the vendor's operations or user manual, the test lab shall 

also provide a description of the procedures to be 

followed by the test personnel. 

Recommended 

Test Plan Outline

N Y N/A All Y

1 VVSG 2

Appendix B

National 

Certification Test 

Report

National Certification Test Report Recommended 

Test REPORT Outline

N/A N/A N/A N/A N/A

VVSG 2

B.1

Scope The test report shall be organized so as to facilitate the 

presentation of conclusions and recommendations 

regarding system acceptability, a summary of the test 

operations, a summary of the test results, the test data 

records, and the analyses that support the conclusions 

and recommendations. The content of the report may 

vary based on the scope of review conducted.

Recommended 

Test REPORT Outline

N Y N/A All Y

VVSG 2

B.5

Certification Test 

Results and 

Recommendation

Of note, any uncorrected deficiency that does not involve 

the loss or corruption of voting data shall not necessarily 

be cause for rejection. 

Recommended 

Test REPORT Outline

N Y N/A All Y

VVSG 2

Appendix C

National 

Certification Test 

Design Criteria

National Certification Test Design Criteria N/A N/A N/A N/A N/A

VVSG 2

C.1

Scope Certification tests must satisfy two separate and possibly 

conflicting sets of considerations. The first is the need to 

produce enough test data to provide confidence in the 

validity of the test and its apparent outcome. The second 

is the need to achieve a meaningful test at a reasonable 

cost, and cost varies with the difficulty of simulating 

expected real-world operating conditions and with test 

duration. It is the test designer's job to achieve an 

acceptable balance of these constraints.

N Y N/A N/A Y

VVSG 2

C.3

Probability Ratio 

Sequential Test 

(PRST)

When a single value is specified, it shall be interpreted 

as an upper or lower single-sided 90 percent confidence 

limit

N Y N/A All N

VVSG 2

C.3

Probability Ratio 

Sequential Test 

(PRST)

If two values, these shall be interpreted as a two-sided 90 

percent confidence interval, consisting of the NSV and 

MAV.

N Y N/A All N

VVSG 2

C.4

Time-based Failure 

Testing Criteria

However, for environmental operating hardware tests, no 

unit shall be subjected to less than two complete 24-hour 

test cycles in a test chamber as required by Volume II, 

Subsection 4.7.1.

N Y N/A All N
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NA See "Functional Comments" Test Plan contents will be created per SysTest Labs Procedures.

NA N/A See below for functional details:

NA See "Functional Comments" Test Report contents will be created per SysTest Labs Procedures.

NA See "Functional Comments" Test Report contents will be created per SysTest Labs Procedures.

NA N/A See below for functional details:

NA N/A See below for functional details:

NA See "Functional Comments" Run Accuracy test and Volume and Stress test.  Verify these values 

are met.

NA See "Functional Comments" Run Accuracy test and Volume and Stress test.  Verify these values 

are met.

NA See "Functional Comments" Run Accuracy test and Volume and Stress test.  Verify environmental 

operating hardware test requirements are met.
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To be completed by ITA

NYS Election Law

NYS 2007

Election Law

7-104

7-104. Ballots; form of, voting machine. N/A N/A N/A N/A N/A

NYS 2007

Election Law

7-104.1

1.      All ballots shall be printed and/or displayed in  a 

format and arrangement, of such uniform size and style 

as will fit the ballot frame, and shall be in as plain [,] and 

clear a type or display as the space will reasonably 

permit. Such type or display on the ballot shall satisfy all 

requirements and standards set forth pursuant to the 

federal Help America Vote Act.

VVSG Volume 1 

Section 2 and Section 

3 

Y Y N B, D N 1

2

3

4

5

6

7

8

9

10

11

12

15
NYS 2007

Election Law

7-104.2

2.      The names of parties or independent bodies which 

contain more than fifteen letters may, whenever 

limitations of space so require, be printed on the ballot in 

an abbreviated form. In printing the names of candidates 

whose full names contain more than fifteen letters, only 

the surname must be printed in full. The officer or board 

charged with the duty of preparing the ballots shall 

request each such candidate to indicate, in writing, the 

shortened form in which, subject to this restriction, his 

name shall be printed. If no such indication is received 

from such candidate within the time specified in the 

request, such officer or board shall make the necessary 

determination.

Y Y N B, D N 23

34

22 

NYS 2007

Election Law

7-104.3

3.      The face of the ballot shall be completely covered 

with a protective covering of smooth, hard, transparent 

material so that it shall be impossible to alter the face of 

the ballot without removing or breaking such covering.

VVSG Volume 1 

7.9.4.m

Y N N B Y

To be completed by ITA
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NA N/A (see below)

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that all the text 

presented to the voter is in a sans serif 

font by selecting a sans serif font for the 

ballot in the EMS. Examples of san serif 

fonts are: Helvetica, Avant Garde, Arial, 

and Geneva.  Serifs are the small lines 

used as decoration at the end of a 

character typical in Times Roman.

During the voting session visually inspect 

the ballot and verify that all the text 

presented to the voter is in a sans serif 

font.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that each name 

space on the ballot can contain at least 15 

characters by entering names for parties 

or independent parties that have 15 

characters.  For names that are longer 

than 15 characters, verify that the 

appropriate abbreviation -- or at least the 

surname of a candidate in full -- is 

displayed.

During the voting session visually inspect 

the ballot and verify that at least one 

name space on the ballot contains at least 

15 characters.  For names that are longer 

than 15 characters, verify that the 

appropriate abbreviation -- or at least the 

surname of a candidate in full -- is 

printed.
NA Please see VVSG Volume 1 7.9.4.m During the voting session attempt to alter 

the face of the ballot without removing or 

breaking the transparent covering.   
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NYS 2007

Election Law

7-104.4a

4.      (a) The party emblem for each political party 

represented on the machine, and the party name or other 

designation, and a designating letter and number shall be 

affixed to the name of each candidate, or, in case of 

presidential electors, to the names of the candidates for 

president and vice-president of such party.

Y Y N B Y

NYS 2007

Election Law

7-104.4b

(b) The titles of offices may be arranged horizontally, 

with the names of candidates for an office and the slot or 

device for write-in ballots for such office arranged 

vertically under the title of the office, or the titles of 

offices may be arranged vertically, with the names of 

candidates for an office and the slot or device for write-in 

ballots for such office arranged horizontally opposite the 

title of the office.

Y Y N B Y

1

NYS 2007

Election Law

7-104.4c

              (c) Each office shall occupy as many columns or 

rows on the machine as the number of candidates to be 

elected to that office. 

Y Y N B, D Y

1

NYS 2007

Election Law

7-104.5a

5.      (a) The names of all candidates nominated by any 

party or independent body for an office shall always 

appear in the row or column containing generally the 

names of candidates nominated by such party or 

independent body for other offices except as hereinafter 

provided.

Y Y N B, D Y

1
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that every 

candidate's name on the ballot shows the 

correct party designation (emblem and 

name) as well.

During the voting session, check that the 

correct party emblem is displayed by the 

correct candidate name.

For presidential electors, verify both the 

candidates for president and vice-

president are displayed.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

While setting up the ballot set it up twice; 

once so that the office titles are arranged 

vertically and once so that office titles are 

arranged horizontally and that the write-in 

space is in the correct corresponding 

location opposite the title for each ballot.

During voting session visually inspect 

ballot and verify correct location of write 

in option as above on voting device.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that that there is at 

least one column or row on the face of the 

ballot for each candidate per office.

During the voting session visually inspect 

the ballot and verify that there is at least 

one column or row on the face of the 

ballot for each candidate per office.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that the name of 

each candidate is always in the column 

specific to that candidate's nominating 

party.

During the voting session visually inspect 

the ballot and verify that the name of each 

candidate is always in the column specific 

to that candidate's nominating party.
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NYS 2007

Election Law

7-104.5b

(b) When the same person has been nominated for an 

office to be filled at the election by more than one party, 

the voting machine shall be so adjusted that his name 

shall appear in each row or column containing generally 

the names of candidates for other offices nominated by 

any such party.

Y Y N B, D Y

1

NYS 2007

Election Law

7-104.5c

(c) If such candidate has also been nominated by one or 

more independent bodies, his name shall appear only in 

each row or column containing generally the names of 

candidates for other offices nominated by any such party 

and the name and emblem of each such independent 

body shall appear in one such row or column to be 

designated by the candidate in a writing filed with the 

officer or board charged with the duty of providing 

ballots, or if such person shall fail to so designate, the 

names and emblems of such independent bodies shall 

appear in such row or column as such officer or board 

shall determine.

Y Y N B, D Y

1

NYS 2007

Election Law

7-104.5d

(d) If any person shall be nominated for any office by one 

party and two or more independent bodies his name shall 

appear on the voting machine twice; once in the row or 

column containing generally the names of candidates for 

other offices nominated by such party, and once in the 

row or column containing generally the names of 

candidates nominated by the independent body 

designated by such person in a writing filed with the 

officer or board charged with the duty of providing 

ballots and in connection with the name of such person 

in such row or column shall appear the name and 

emblem of each independent body nominating him or, if 

such person shall fail to so designate, the name of such 

candidate and the names and emblems of such 

independent bodies shall appear in such row or column 

as such officer or board shall determine.

Y Y N B, D Y
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that one candidate's 

name appears in the row or column for 

more than one party.

During the voting session visually inspect 

the ballot and verify that one candidate's 

name appears in the row or column for 

more than one party.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that one candidate's 

name appears only in the row or column 

for  corresponding nominating body and 

the name and emblem are of that body are 

displayed with that name.

During the voting session visually inspect 

the ballot and verify that one candidate's 

name appears only in the row or column 

for  corresponding nominating body and 

the name and emblem are of that body are 

displayed with that name.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that one candidate's 

name appears twice; once in the row or 

column for at least one party with that 

party's  corresponding emblem and name, 

and once for a nominating body along 

with the corresponding emblem and name 

for the nominating party.

During the voting session visually inspect 

the ballot and verify that one candidate's 

name appears twice; once in the row or 

column for at least one party with that 

party's  corresponding emblem and name, 

and once for a nominating body along 

with the corresponding emblem and name 

for the nominating party.
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NYS 2007

Election Law

7-104.5e

(e) If any person is nominated for any office only by 

more than one independent bodies, his name shall appear 

but once upon the machine in one such row or column to 

be designated by the candidate in a writing filed with the 

officer or board charged with the duty of providing 

ballots, or if the candidate shall fail to so designate, in 

the place designated by the officer or board charged with 

the duty of providing ballots, and in connection with his 

name there shall appear the name and emblem of each 

independent body nominating him, but, where the 

capacity of the machine will permit, the name of such 

person shall not appear or be placed in a column or on a 

horizontal line with the names of persons nominated by a 

party for other offices.

Y Y N B, D Y

NYS 2007

Election Law

7-104.6

6.      Notwithstanding the provisions of subdivision five 

of this section, the name of a person who is nominated 

for the office of governor, or state senator, or member of 

assembly, shall appear on the ballot labels of the 

machine as many times as there are parties or 

independent bodies nominating him, and there shall be a 

separate voting and registering device at each place in 

which such name shall appear.

Y Y N B, D Y

NYS 2007

Election Law

7-104.7

7.      The machine shall be so adjusted that when levers 

or devices for voting, and slots or devices for write-in 

ballots, equal to the total number of persons to be elected 

to an office or position shall have been operated, all other 

such levers or devices for voting, and slots or devices for 

write-in ballots used in connection with that office or 

position shall be thereby locked. All levers or devices 

shall be locked in any space which does not contain the 

name of a candidate or a question to be voted on.

VVSG Volume 1 

2.2.1.1f

Y Y N B, D Y
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that the candidate's 

name only appears in the row or column 

for one independent body and include the 

corresponding names and emblems of 

each nominating body.

During the voting session visually inspect 

the ballot and verify that the candidate's 

name only appears in the row or column 

for one independent body and include the 

corresponding names and emblems of 

each nominating body.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such  that for the offices 

of governor, or state senator, or member 

of assembly a candidates name can appear 

simultaneously for each party and 

independent nominating body.

During the voting session visually inspect 

the ballot and verify that for the offices of 

governor, or state senator, or member of 

assembly a candidates name appear 

simultaneously for each party and 

independent nominating body.

NA Please see VVSG Volume 1 2.2.1.1.f During the voting session verify that if 

every write in slot in a contest is used, 

that no other vote can be cast in that 

contest.  Verify that no vote can be cast 

for an empty space; i.e. a space that does 

not list a candidate's name or a question.
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NYS 2007

Election Law

7-104.8

8.      If any type of machine used in any county or city 

contains any feature, the use of which is neither required 

nor prohibited by the provisions of this chapter, the 

board of elections may, by resolution, require that one or 

more of such features shall be used in such county. 

Thereafter all machines of such type used in such county 

or city shall be operated in conformity with any such 

resolution. Any such resolution may thereafter be 

rescinded by such board and after being so rescinded 

may be re-adopted. Once re-adopted by any board of 

elections, such a resolution may not be rescinded again 

by such board. 

Y Y N All Y 16

17

18

23

24

25

28

31

37

38

39

40

41

42

43

44

45

46
NYS 2007

Election Law

7-104.9

9.      The board of elections shall provide a card or 

printed slip to be placed in the card holder which shall 

have printed upon it in black ink for each party or 

independent row containing the names of candidates, the 

image of a closed fist with index finger extended 

pointing to the party or independent row. Inset within 

the image of the fist on a white space, in black letters as 

large as the space will permit, shall be printed the name 

of the party or independent body and at the right of the 

fist and below the index finger shall be printed in black 

ink the emblem and the designating letters of the row or 

column.

Y Y N B Y

NYS 2007

Election Law

7-104.10

10.   With respect to candidates for the offices of 

governor and lieutenant governor of a party or 

independent body, ballots shall be printed so that the 

names of such candidates for both offices shall appear in 

the same row or column, with the name of the candidate 

for governor appearing first and the machine shall be so 

adjusted that both offices are voted for jointly and have 

but one designating letter or number. 

Y Y N All Y

1

106. Paper ballots; form of. N/A N/A N/A N/A N/A
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

This requirement is clearly a procedural 

mandate directed to county or city boards 

of elections.  As such, there is no action 

which can be performed on a voting 

device to test this.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that it shows the 

black image of a closed fist with index 

finger extended as specified in the 

requirement.  Include the correct name 

within the image of the fist and the 

emblem and designating letters of the row 

or column below the extended index 

finger of the image per the requirement. 

During the voting session visually inspect 

the ballot and verify hat it shows the 

black image of a closed fist with index 

finger extended as specified in the 

requirement.  Include the correct name 

within the image of the fist and the 

emblem and designating letters of the row 

or column below the extended index 

finger of the image per the requirement. 

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

During the voting session verify that one 

can not vote for the candidate for 

governor for one party and lieutenant 

governor of another party.

Verify that the listing for governor is 

above that for lieutenant governor and 

that they are listed in the same row or 

column.

NA N/A
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NYS 2007

Election Law

7-106.1

1.      Paper ballots shall be printed on paper of a quality, 

size, color, and weight approved by the state board of 

elections.

Y Y N All N

NYS 2007

Election Law

7-106.2

2.      All paper ballots of the same kind for the same 

polling place shall be identical. A different, but in each 

case uniform style and size of type, shall be used for 

printing the names of candidates, the titles of offices, 

political designations, and the reading form of all 

questions submitted. The names of candidates shall be 

printed in capital letters in black-faced type.

Y Y N B N

X

NYS 2007

Election Law

7-106.3

3.      Each ballot shall be printed on the same sheet with 

a stub which shall be separated there from by a 

horizontal line of perforations extending across the entire 

width of the ballot. On the face of the stub shall be 

printed the instructions to the voter. On the back of the 

stub immediately above the center of the endorsement on 

the back of the ballot, shall be printed ―No. ...-‖ the 

blank to be filled with consecutive number of ballots 

beginning with ―No. 1‖, and increasing in regular 

numerical order.

Y Y N B N

1

NYS 2007

Election Law

7-106.4

4.      On the back of the ballot, below the line of 

perforations, just to the right of center, and outside when 

the ballot is folded, and on the front of the ballot, directly 

below the perforated line, shall be printed the following 

endorsement, the blanks properly filled in:

Official Ballot for General Officers (or whatever the case 

may be) County of..........Assembly District (or ward and 

city or town).......... Election District....... (Date of 

Election.) (Facsimile of the signature of officer or 

officers providing the ballot.)

Y Y N B N

1
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Review documentation from the state 

board of elections of the acceptable 

quality, size, color and weight for paper 

ballots.

Verify that the paper ballots are the 

approved type

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Prior to the voting session verify that all 

paper ballots of the same type are 

identical.  Stack them, they should stack 

evenly so that no one ballot sticks out 

from the other.

Verify that candidate names are printed in 

black, capital, block letters.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

IF there are printed paper ballots prior to 

the voting session, then during the voting 

session visually inspect the ballot and 

verify that each paper ballot is 

horizontally perforated from a stub.

Verify the front of the stub has  printed 

the instructions to the voter.

Measure and verify that centered on the 

back of the stub, above the endorsement 

(listed below) is a ballot (type?) number.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

IF there are printed paper ballots prior to 

the voting session, then during the voting 

session measure and verify the 

endorsement is in the correct space as 

specified by the requirement.

Also verify that below the perforation line 

with the blanks correctly filled in is the 

correct wording as specified by the 

requirement and a facsimile of the 

signature of officer or officers providing 

the ballot

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-106.5

5.      On the stub at the top of the ballot or on the edge 

of such ballot shall be printed in heavy black type the 

following instructions:

INSTRUCTIONS 

(1) Mark only with a pen having blue or black ink or 

with a pencil having black lead. 

(2) To vote for a candidate whose name is printed on this 

ballot make a single cross X mark or a check V mark in 

one of the squares to the right of an emblem opposite his 

or her name.

(3) To vote for a person whose name is not printed on 

this ballot write or stamp his or her name on a blank line 

under the names of the candidates for that office.

(4) To vote yes or no on a proposal make a single X or V 

mark in the square opposite your vote. 

(5) Any other mark or writing, or any erasure made on 

this ballot outside the voting squares or blank spaces 

provided for voting will void this entire ballot

(6) Do not overvote. If you select a greater number of 

candidates than there are vacancies to be filled, your 

ballot will be void for that public office or party position.

7) If you tear, or deface, or wrongly mark this ballot, 

return it and obtain another. Do not attempt to correct 

mistakes on the ballot by making erasures or cross outs. 

Erasures or cross outs may invalidate all or part of your 

ballot. Prior to submitting your ballot, if you make a 

Y Y N B N

1

NYS 2007

Election Law

7-106.5

N/A N/A N/A N/A N/A

NYS 2007

Election Law

7-106.6

6.      Each such ballot shall be printed in sections in 

which the candidates' names, emblems and political 

designations, the ballot proposals and other requisite 

matter shall each be boxed in by heavy black lines. On 

the ballot shall be voting squares in which voters may 

make their voting marks. All voting squares shall be 

bounded by heavy black lines, the perpendicular lines to 

be not less than one-sixteenth of an inch wide. The 

voting squares and the spaces occupied by the emblem 

shall have a depth and width of five-sixteenths of an 

inch. No voting squares shall be provided in front of the 

blank spaces provided for a voter to write in a name.

Y Y N B, D N

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A Prior to the voting session visually 

inspect the ballot and verify that the 

wording specified in this requirement is 

printed in black on the ballot stub.

NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

IF there are printed paper ballots prior to 

the voting session, then during the voting 

session measure and verify that the 

bounding lines,

the voting squares and the spaces 

occupied by the emblem have the depth 

and width specified in the requirement.

Verify that there are no voting squares 

provided in front of the blank spaces 

provided for a voter to write in a name.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-106.7

7.      The space for the title of an office shall be three-

eighths of an inch, and the name of a candidate or for 

writing in a name, one-fourth of an inch, in depth. At the 

left of the name of each designated candidate shall be an 

enclosed voting space, three-eighths of an inch in width 

and approximately one-fourth of an inch in depth, 

bounded above, below and to the right by black lines, 

heavier than those which separate the spaces containing 

the names of candidates. To the left of voting spaces 

which do not adjoin a vertical line dividing two parts, 

there shall be a heavy black vertical line approximately 

one-eighth of an inch in width. No voting space shall be 

provided in the space for writing in names. In such case, 

the space corresponding to a voting space shall be all 

black.

Y Y N B, D N

1

NYS 2007

Election Law

7-106.8

8.      Below the names of the candidates for each office 

or position there shall be printed as many blank spaces, 

for writing in names of persons for whom the voter 

desires to vote, as there are persons to be nominated or 

elected.

VVSG Volume 1 

2.3.3.1.d

Y Y N All N

1
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

IF there are printed paper ballots prior to 

the voting session, during the voting 

session visually inspect the ballot, 

measure, and verify the width and depth 

of lines and spaces specified in the 

requirement.

NA See VVSG Volume 1 2.3.3.1.d Create the ballot such that there is at least 

one write in position per persons to be 

nominated or elected.

During the voting session visually inspect 

the ballot and verify there is at least one 

write in position per persons to be 

nominated or elected. 

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-106.9

9.      In case the sections shall be so numerous as to 

make the ballot unwieldy if they are printed in one 

column, they may be printed in as many columns as shall 

be necessary, and in that case, in order to produce a 

rectangular ballot, blank sections may be used.

VVSG Volume 1 3.1.4 Y Y N All N 4

20

22

23

24

25

26

27

28

29

30

31

32

33

35

36

37

38

39

40

41

42

43

44

45

46

49

54

56

59NYS 2007

Election Law

7-106.10

10.   The names of parties or independent bodies which 

contain more than fifteen letters may, whenever 

limitations of space so require, be printed on the ballot in 

an abbreviated form. In printing the names of candidates 

whose full names contain more than fifteen letters, only 

the surname must be printed in full. The officer or board 

charged with the duty of preparing the ballots shall 

request each such candidate to indicate, in writing, the 

shortened form in which, subject to this restriction, his 

name shall be printed. If no such indication is received 

from such candidate within the time specified in the 

request, such officer or board shall make the necessary 

determination. No emblem shall occupy a space longer 

in any direction than the voting square to which it 

relates.

Y Y N All N

1

7-108. Ballots; form for elections. N/A N/A N/A N/A N/A 1
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NA See VVSG Volume 1 3.1.4 Create a ballot with numerous sections 

and ensure that they are printed in as 

many columns as needed to produce a 

rectangular ballot.  During the voting 

session visually inspect the ballot and 

verify the ballot is not confusing. 

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that each name 

space on the ballot can contain at least 15 

characters.  For names that are longer 

than 15 characters, use the appropriate 

abbreviation -- or at least the surname in 

full.

Create them such that no emblem 

occupies a space longer in any direction 

than the voting square to which it relates.

During the voting session visually inspect 

the ballot and verify that it is displayed as 

specified.

NA N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-108.1

1.      Upon ballots for a general election, the offices shall 

be listed in the customary order.

Y Y N All Y

NYS 2007

Election Law

7-108.2

2.      If two or more candidates are nominated for the 

same office for different terms, the term for which each 

is nominated shall be printed as a part of the title of the 

office.

Y Y N B, D Y

1

NYS 2007

Election Law

7-108.3

3.      In every instance where multiple casting of votes is 

permitted for two or more candidates for the same office 

or position, the instruction on the ballot or machine shall 

read ―Vote for any ............‖, (the blank space to be filled 

with the number of persons to be nominated for the 

office or elected to the position).

Y Y N All Y

1

7-110 Ballots; form for ballot proposals. N/A N/A N/A N/A N/A 5

NYS 2007

Election Law

7-110

Ballot proposals shall appear on the voting machine or 

ballot in a separate section. At the left of, or below or 

above, each proposal shall appear two voting levers or 

two voting squares, each at least one-half inch square. 

Next to the first lever or square shall be printed the word 

―Yes,‖ and next to the second lever or square shall be 

printed the word ―No.‖ The proposals shall be numbered 

consecutively on the voting machine or ballot. The 

number of each proposal shall appear in front of its 

designation as an amendment, proposition or question in 

the following form: ―Proposal one, an amendment; 

proposal two, a proposition; proposal three, a question‖.

Y Y N All Y

7-114          Ballots; form for primary election. N/A N/A N/A N/A N/A 10
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Review NYSBOE documentation of 

customary order for ballots.

Create a ballot with federal, state, and 

local contests and ensure the ballot 

displays the offices in the customary 

order.  During the voting session, visually 

inspect the paper ballot as well as the 

voting machine and verify the offices 

display in the customary order.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that 2 different 

terms are listed for one office and the 

term duration is listed in the title of the 

office.

During the voting session visually inspect 

the ballot and verify that 2 different terms 

are listed for one office and the term 

duration is listed in the title of the office.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Create the ballot such that for an N of M 

election the  instructions are as specified.

During the voting session visually inspect 

the ballot and verify that for an N of M 

election the  instructions are as specified.

NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballots such that:

Proposals are separated from candidates

Proposals are consecutively numbered

Yes and No are both present and each 

have a voting square 1/2" square

Proposals are correctly worded

During the voting session visually inspect 

the ballot and verify:

Proposals are separated from candidates

Proposals are consecutively numbered

Yes and No are both present and each 

have a voting square 1/2" square

Proposals are correctly worded

NA N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-114.1a

1.      (a) The face of the official ballot for a primary 

election shall be divided into parts. Descriptive words to 

indicate the purpose of each part shall be printed at its 

head. Beginning at the left or top, the first part shall be 

entitled, and shall be for ―Candidates for nomination for 

public office‖. The second part shall be entitled, and 

shall be for ―Candidates for party positions.‖ When 

necessary, a part may be divided into two or more 

columns or rows, but the names of all persons designated 

for the same office or party position shall be in the same 

column or row.

Y Y N B Y

NYS 2007

Election Law

7-114.1b

(b) In each part shall be printed the titles of the offices or 

party positions, as the case may be, for which the part is 

to be used, and under each such title shall be printed the 

names of the designated candidates for the office or 

position. 

Y Y N B, D Y

NYS 2007

Election Law

7-114.1c

(c) Where a candidate for nomination for the same 

public office or for election to the same party position is 

designated by two or more petitions, his name shall be 

placed upon the ballot for the primary election but once 

as such a candidate.

Y Y N B, D Y
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that:

Primary ballots are divided in two

First part is correctly titled as per 

requirement

Second part is correctly titled as per 

requirement

Names of candidates are grouped by 

office in either a row or a column

During the voting session visually inspect 

the ballot and verify:

Primary ballots are divided in two

First part is correctly titled as per 

requirement

Second part is correctly titled as per 

requirement

Names of candidates are grouped by 

office in either a row or a column
NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

While setting up the ballot create them 

such that :

Names of candidates are printed UNDER 

the office title

During the voting session visually inspect 

the ballot and verify:

Names of candidates are printed UNDER 

the office title

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that names of 

candidates appear only once per office.

During the voting session visually inspect 

the ballot and verify:

names of candidates appear only once per 

office
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NYS 2007

Election Law

7-114.1d

(d) The ballot shall not contain a space for voting for 

candidates for uncontested offices and positions, and no 

ballot shall be printed for a party whose primary is 

uncontested unless a petition for opportunity to ballot 

has been filed. 

Y Y N B, D Y

NYS 2007

Election Law

7-114.2a

2.      (a) The paper ballot for a primary election shall 

conform to the form for paper ballots set forth in this 

article with respect to quality and weight of paper, 

perforated line, and number on the stub on the back of 

the ballot.

Y Y N B N

NYS 2007

Election Law

7-114.2b

(b) On the back of the paper ballot, on the stub, 

immediately below the number, shall be the name of the 

party. On the back of the ballot and below the stub, and 

immediately to the left of the center of the ballot, and on 

the front of the ballot, below the perforated line, shall be 

printed, in addition to the other information required for 

paper ballots, the name and emblem of the party and the 

words ―Official primary ballot.‖

Y Y N B N

NYS 2007

Election Law

7-114.2c

(c) On the front of the stub, above the perforated line at 

the top of the paper ballot shall be printed the same 

instructions as on the general election ballot.

Y Y N B N
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that there is 1 or 

more candidate per position -- to allow for 

the petition to ballot option  Construct the 

ballot with a contest with a single 

contestant.

During the voting session visually inspect 

the ballot and verify:

that there is 1 or more candidate per 

position and there is a contest with a 

single contestant.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

IF there are printed paper ballots prior to 

the voting session, (weigh and 

measure??? and ) verify that ballots for 

Primaries meet the same requirements as 

those for General elections

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that party name, 

party emblem, and "Official primary 

ballot" are printed per the requirement.

During the voting session visually inspect 

the ballot and verify that  : (IF there are 

printed paper ballots prior to the voting 

session) party name, party emblem, and 

"Official primary ballot" are printed per 

the requirement.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

IF there are printed paper ballots prior to 

the voting session,  verify that ballots for 

Primaries meet the same requirements for 

printed instructions as those for General 

elections
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NYS 2007

Election Law

7-114.2d

(d) The parts of the paper ballot below such heavy black 

horizontal line shall be separated by a heavy black 

vertical line or lines, one-fourth of an inch in width. 

Descriptive words to indicate the purpose of each part 

shall be printed at its head, below the heavy black 

horizontal line. Immediately below such captions shall 

be printed two light parallel horizontal lines 

approximately one-sixteenth of an inch apart, extending 

across each part.

Y Y N B N

NYS 2007

Election Law

7-114.2e

(e) The names of candidates on paper ballots shall be 

numbered with arabic numerals printed in heavy faced 

type beginning with ―one‖ for the first candidate named 

in the first part and continuing in numerical order to and 

including the last candidate named in the last part, 

except that where two or more candidates are to be 

elected to a party position, the names of candidates 

designated by each petition shall be grouped, and each 

group shall have but one number, which shall be printed 

opposite the approximate center of the group.

Y Y N B N

NYS 2007

Election Law

7-114.2f

(f) The number of a candidate shall be printed on the 

paper ballot between the voting space and the name of 

the candidate. Each group shall have a bracket 

embracing the names in the group.

Y Y N B, D N
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

While setting up the ballot measure and 

verify that the lines printed on the ballots 

meet the requirements.

During the voting session measure and 

verify : (IF there are printed paper ballots 

prior to the voting session) that the lines 

printed on the ballots meet the 

requirements.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that there are 

consecutive arabic numerals printed in 

heavy type by each candidate's name.  For 

party positions with 2 or more candidates 

to be elected,  group the candidate names 

by petition and print one number 

approximately at the center of the printed 

group.

During the voting session visually inspect 

the ballot and verify that  : (IF there are 

printed paper ballots prior to the voting 

session) that there are consecutive arabic 

numerals printed in heavy type by each 

candidate's name.  For party positions 

with 2 or more candidates to be elected,  

verify that the candidate names are 

grouped by petition.  Measure and verify 

that one number is printed approximately 

at the center of the printed group.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that the candidate's 

number is between the name and the 

voting space.  

Verify that groups of names are shown 

with embracing brackets.

During the voting session visually inspect 

the ballot and verify that: (IF there are 

printed paper ballots prior to the voting 

session) the candidate's number is 

between the name and the voting space. 

Verify that groups of names are printed 

with embracing brackets. 
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NYS 2007

Election Law

7-114.2g

(g) Spaces containing names of candidates and for 

writing in names, and intervening spaces on the paper 

ballot, shall be separated by light horizontal lines.  

Names of candidates shall be printed in capital letters 

not less than one-eighth nor more than three-sixteenths 

of an inch in height.

Y Y N B N

NYS 2007

Election Law

7-114.2h

(h) The paper ballots of no two parties shall be the same 

color, and the state board of elections shall select the 

color for each new party, and not later than twelve weeks 

before a primary election, shall transmit to each board of 

elections a certificate stating the colors so selected.

Y Y N B, D N

NYS 2007

Election Law

7-114.3

3.      Notwithstanding any other provision of this 

chapter, in any county where the board of elections 

deems it necessary, due to reasons of ballot configuration 

and in order to efficiently administer the election, the 

ballot in a primary election:

Y Y N N/A Y
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that the lines and 

font printed on the ballots meet the 

requirements.

During the voting session, visually 

inspect the ballot, measure and verify that 

the lines and font printed on the ballots 

meet the requirements.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that there are 

primaries for at least 2 parties. 

IF there are printed paper ballots prior to 

the voting session obtain such from the 

vendors.  Compare the ballots of 2 or 

more different parties and verify that the 

paper is a different color for each.

During the voting session verify that the 

correct color paper ballot is used for each 

party.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

See below for functional procedures
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NYS 2007

Election Law

7-114.3a

(a) shall provide a slot or device to permit voters to write-

in the name of an undesignated person with respect to 

each contested nomination for public office; and 

Y Y N B, D Y

NYS 2007

Election Law

7-114.3b

(b) shall provide a slot or device to permit voters to write-

in the name of an undesignated person with respect to 

only such election for party position for which a valid 

petition for an opportunity to ballot has been filed.

Y Y N B, D Y

7-116.  Ballots; order of names on. N/A N/A N/A N/A N/A

NYS 2007

Election Law

7-116.1

1.      In printing the names of candidates on the ballot, 

the candidate or candidates of the party which polled for 

its candidate for the office of governor at the last 

preceding election for such office the highest number of 

votes, shall be row or column A or one and the 

candidates of the other parties shall be placed on such 

ballot in descending order of such votes.

Y Y N B Y
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Construct the ballot with a write in area 

for each office.   Construct the ballot a 

write in area for each party position.  

During the voting session vote each write 

in slot.

Generate reports.

Verify expected number of ballots have 

write in votes.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Construct the ballot with a write in area 

for each party position.  Construct the 

ballot a write in area for each party 

position.  

During the voting session vote each write 

in slot.

Generate reports.

Verify expected number of ballots have 

write in votes.

NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that the names of 

candidates and their respective parties are 

in order other than alphabetic to account 

for the need to satisfy the law per the 

prior elections counts.

During the voting session visually inspect 

the ballot and verify that the names of 

candidates and their respective parties are 

arranged in order other than alphabetic.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-116.2

2.      The officer or board who or which prepares the 

ballot shall determine the order in which shall appear, 

below the names of party candidates the nominations 

made only by independent bodies. Such officer or board 

also shall determine the order in which shall be printed, 

in a section of such ballot the names of two or more 

candidates nominated by one party or independent body, 

for an office to which two or more persons are to be 

elected; provided, however, that any such candidate may, 

by a writing filed with such board or officer not later than 

one week after the adjournment of the convention or one 

week after the primary election nominating him, or 

otherwise not later than two days after the filing of the 

petition or certificate nominating him, demand that such 

order be determined by lot, and in that case such order 

shall be so determined, upon two days notice by mail 

given by such board or officer to each candidate for such 

office. The state board of elections shall perform the 

duties required by this subdivision in all cases affecting 

nominations filed in its office.

Y Y N B, D Y

NYS 2007

Election Law

7-116.3

3.      The officer or board with whom or which are filed 

the designations for a public office or party position shall 

determine by lot, upon two days notice by mail given by 

such board or officer to each candidate for such office or 

position and to the committee, if any, named in the 

designating petition, the order in which shall be printed 

on the official primary ballot, under the title of the office 

or position, the names of candidates for public office, the 

names of candidates for a party position to which not 

more than one person is to be elected, and the groups of 

names of candidates for party position where two or 

more persons are to be elected thereto and any petition 

designates two or more persons therefore, provided, 

however, that whenever groups of names for more than 

one party position are designated by the same petition, 

the order in which they shall be printed on the official 

primary ballot shall be determined by a single lot. 

Candidates for delegate or delegates and alternate 

delegate or delegates to conventions designated by the 

same petition shall, for the purpose of this subdivision, 

be treated as one group. The names of candidates, if any, 

for a party position to which two or more persons are to 

Y Y N B, D N
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that the names of 

candidates and their respective parties are 

in order other than alphabetic to account 

for the need to satisfy the law. 

During the voting session visually inspect 

the ballot and verify that the names of 

candidates and their respective parties are 

arranged in order other than alphabetic to 

account for the need to satisfy the law.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that the names of 

candidates and their respective parties are 

in order other than alphabetic to account 

for the need to satisfy the law. 

During the voting session visually inspect 

the ballot and verify that the names of 

candidates and their respective parties are 

arranged in order other than alphabetic to 

account for the need to satisfy the law.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-116.3a

 3-a.  The state board of elections shall prescribe the 

method, or two or more alternative methods, for making 

the determinations by lot required by subdivisions two 

and three of this section. Each county board of elections 

shall adopt one of such methods at least ninety days 

before any election to which such method shall apply.

Y Y N All N

NYS 2007

Election Law

7-116.4

4.      If a vacancy in a designation or nomination be 

filled after the making, in the manner provided in this 

section, of a determination of the order in which the 

names of candidates for the office or position are to be 

printed, the name of the candidate designated or 

nominated to fill such vacancy shall be printed in the 

place so determined for the original candidate.

Y Y N B Y

NYS 2007

Election Law

7-116.5

5.      The titles of public offices shall appear on ballots 

for primary elections in the same consecutive order that 

they will appear on the general election ballot. The titles 

of the party positions shall appear in the following order: 

member of state committee, assembly district leader, 

associate assembly district leader, members of county 

committee in the city of New York, delegate or delegates 

to conventions, alternate delegate or delegates to 

conventions, and members of county committee in 

counties outside of the city of New York. Where, 

pursuant to the rules of the county committee, the party 

position involved is that of assembly district leader or 

associate assembly district leader for a part of an 

assembly district, such part shall be so indicated in the 

title on the ballot.

Y Y N B, D Y
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Review documentation from the state 

board of election to determine which 

method of determination should be used 

to order the candidates on the ballot

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that the names of 

candidates and their respective parties are 

in order other than alphabetic to account 

for the need to satisfy the law. 

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that the names of 

candidates and their respective parties are 

in order other than alphabetic to account 

for the need to satisfy the law. 

During voting session visually inspect the 

ballot and verify that the office titles of 

public office are presented in the order 

specified by this requirement.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-116.6

6.      In the city of New York, the ballot on the voting 

machine for primary elections shall conform to the 

following additional provisions: 

The names of the candidates designated for such public 

office or party position in the

primary of a party shall be placed under the title of the 

office or position in the alphabetical order of their 

surnames, in the first or lowest numbered assembly 

district and election district of any political unit or 

subdivision within a county. If candidates‘ surnames are 

identical, their given or first name shall determine their 

order. Thereafter the names shall be rotated by election 

districts by transposing the first named candidate to the 

bottom of the order at each succeeding election district, 

so that each name shall appear first and in each other 

position in an equal number, as nearly as possible, of the 

election districts and except, further, that where two or 

more candidates are to be elected to the same party 

position, the names of candidates for such a position 

which appear on the same designating petition shall be 

grouped together on the ballot in the order in which their 

names appear on the designating petition and the group 

rotated alphabetically in relation to other groups or 

Y Y N B, D Y

7-118 Ballots; facsimile and sample. N/A N/A N/A N/A N/A

NYS 2007

Election Law

7-118

The board of elections shall provide facsimile and 

sample ballots which shall be arranged in the form of a 

diagram showing such part of the face of the voting 

machine as shall be in use at that election. Such 

facsimile and sample ballots shall be either in full or 

reduced size and shall contain suitable illustrated 

directions for voting on the voting machine. Such 

facsimile ballots shall be mounted and displayed for 

public inspection at each polling place during election 

day. Sample ballots may be mailed by the board of 

elections to each eligible voter at least three days before 

the election, or in lieu thereof, a copy of such sample 

ballot may be published at least once within one week 

preceding the election in newspapers representing the 

major political parties. One copy of such facsimile shall 

be sent to each school in the county, providing the ninth 

through the twelfth years of compulsory education, and 

in the city of New York to each such school in the city of 

New York, at least one week before each general election 

for posting at a convenient place in such school. The 

board of elections shall also send a facsimile ballot to 

Y N N B N

7-126. Ballots; pasters, use of. N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Create the ballot such that rotation is 

handled as specified in this requirement.  

During the voting session visually inspect 

the ballot and verify that the specified 

rotation actually occurs.

NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Verify that documentation exists from the 

vendor on the procedures for creating 

facsimile and sample ballots

NA N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-126.1

1. If a certificate of designation or nomination to fill a 

vacancy shall lawfully be filed with the board or officer 

required to furnish official ballots, or the board of 

elections shall receive from the state board of elections a 

notification of a new designation or nomination to fill a 

vacancy, after the official ballots have been printed, and 

before the election, the board or officer providing the 

official ballots shall prepare and furnish to the inspectors 

of election in each election district affected, adhesive 

pasters containing the name of the new candidate 

designated or nominated, with directions for the proper 

use thereof. 

Y N N N/A N

NYS 2007

Election Law

7-126.2

2.  Each paster shall be of plain paper of the same color 

as the official ballot to which it is being affixed, printed 

in plain black ink and in the same kind of type used in 

printing the names of the candidates upon the official 

ballots, and shall be of a size as large as and no larger 

than the space occupied upon the official ballot by the 

name of the candidate in whose place the candidate 

named upon the paster has been designated or 

nominated. 

Y N N N/A N

NYS 2007

Election Law

7-126.3

3.  Whenever such pasters are provided, the board or 

officer furnishing them shall certify to the inspectors of 

election in the election districts affected by the vacancy 

the name of the person originally designated or 

nominated, the name of the person designated in the new 

certificate, the title of the office or party position for 

which the designation or nomination is made, the name 

of the political party to which the committee making the 

designation or nomination belongs, and shall state the 

number of pasters furnished, which number shall be 

equal to the number of official ballots furnished for each 

such district. 

Y N N N/A N

NYS 2007

Election Law

7-126.4

4.  The inspectors or clerks shall affix one of such 

pasters, in the proper place and manner, upon each 

official ballot before the ballot is delivered to the voter.

Y N N N/A N

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

E
L
E
C

T
IO

N
 C

O
R

E
 S

te
ps

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

C
om

m
en

ts

Sec
uri

ty
 S

ou
rc

e 
C

od
e 

V
al

id
at

io
n

Funct
io

nal
 C

om
m

en
ts

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Obtain from the vendors such adhesive 

pasters, verify that  the directions for their 

use meet requirements.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Obtain from the vendors such adhesive 

pasters, measure and verify that the 

pasters  meet requirements regarding size 

and color.

Verify voting systems can handle ballot 

with paster attached.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Beyond the scope of SysTest Labs' test 

campaign.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Beyond the scope of SysTest Labs' test 

campaign.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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7-202. Voting machine or system; requirements of. N/A N/A N/A N/A N/A

NYS 2007

Election Law

7-202.1

1.      A voting machine or system to be approved by the 

state board of elections shall:

VVSG Volume 1 2.3.2

BMD 4

N/A N/A N/A N/A N/A

NYS 2007

Election Law

7-202.1a

a.      be constructed so as to allow for voting for all 

candidates who may be nominated and on all ballot 

proposals which may be submitted and, except for 

elections at which the number of parties and independent 

bodies on the ballot exceeds the number of rows or 

columns available, so that the amount of space between 

the names of any two candidates of any party or 

independent body in  any row or column of such 

machine or system at any election is no greater than the 

amount of space between the names of any other 

candidates of such party or independent body at such 

election;

BMD 2.7.1

BMD 2.7.2

Y Y N B, D Y

NYS 2007

Election Law

7-202.1b

b.      permit a voter to vote for any person for any office, 

whether or not nominated as a candidate by any party or 

independent body without the ballot, or any part thereof, 

being removed from the machine at any time;

VVSG Volume 1 

2.3.3.1.d

BMD 2.7.1

BMD 2.7.2

Y Y N B, D Y
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NA N/A

NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Generate a ballot with the maximum 

number of contests and proposals.  Make 

some contests with the maximum number 

of candidates that the ballot will 

accommodate.  Validate the spacing 

between candidate names is consistent 

within each contest. 

During the voting session verify ability to 

vote for each candidate and both yes and 

no on each proposal.  

Verify on summary screen and by 

independent verification.  

Generate reports and verify tallies match 

expected results.
NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During voting session verify ability to 

vote by entering in Write-In without 

removing ballot from machine. 

Write-Ins will equal the vote for number.  

Verify Write-Ins on summary screen, and 

Independent verification.  

Generate reports to verify counts.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-202.1c

c.      be constructed so that a voter cannot vote for a 

candidate or on a ballot proposal for whom or on which 

he or she is not lawfully entitled to vote;

VVSG Volume 1 2.3.2

BMD 2.7.3

Y Y N B, D Y 4

20

22

23

24

25

26

27

28

29

30

31

32

33

35

36

37

38

39

40

41

42

43

44

45

46

49

54

56

59NYS 2007

Election Law

7-202.1d

d.      if the voter selects votes for more than one 

candidate for a single office, except where a voter is 

lawfully entitled to vote for more than one person for 

that office, notify the voter that the voter has selected 

more than one candidate for a single office on the ballot, 

notify the voter before the ballot is cast and counted of 

the effect of casting multiple votes for the office, and 

provide the voter with the opportunity to correct the 

ballot before the ballot is cast and counted;

VVSG Volume 1 3.1

BMD 2.7.4

Y Y N B, D Y 20
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Vote and validate (different 

precincts/split precincts etc)

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During voting session, have the voter 

select more than one candidate for a 

single office (overvote).  Ensure message 

is displayed indicating to the voter that 

they have selected too many candidates.

Verify the voter is warned of the 

consequence of casting an overvote; such 

as, the vote for the over voted contest will 

not be counted.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-202.1e

e.      provide the voter an opportunity to privately and 

independently verify votes selected and the ability to 

privately and independently change such votes or correct 

any error before the ballot is cast and counted;

VVSG Volume 1 3.1

BMD 2.7.5

BMD 2.7.6

BMD 4.4.4

Y Y N B, D Y

NYS 2007

Election Law

7-202.1f

f.       be provided with a ―protective counter‖ which 

records the number of times the machine or system has 

been operated since it was built and a ―public counter‖ 

which records the number of persons who have voted on 

the machine at each separate election;

VVSG Volume 1 2.1.8 Y Y FS All Y

NYS 2007

Election Law

7-202.1g

g.     be provided with a lock or locks, or other device or 

devices, the use of which, immediately after the polls are 

closed or the operation of the machine or system for such 

election is completed, will absolutely secure the voting 

or registering mechanism and prevent the recording of 

additional votes; 

 VVSG Volume 1 

2.4.1

BMD 2.7.7

Y Y N/A All Y
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During voting session, after voter has 

made selections, ensure that voter is able 

to independently verify selections, make 

changes and correct any errors before 

ballot is cast and counted.

Automated and manual  source 

code review will be performed 

in an attempt to determine the 

presence and implementation of 

a protective counter and a 

public counter.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

At the start of voting session, record the 

number on the "protective counter" and 

"public counter".  Keep count of number 

of voters and periodically check ballot 

counter to see if it has incremented with 

each voter and has correct number.

Also verify the public counter can be set 

to zero before the polls open and the 

protective counter can not be reset to zero 

any time.

Attempt to change the "protective 

counter" and "public counter" either 

through the software and/or hardware.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

At the end of the voting session, log in as 

Unauthorized user and attempt to close 

the polls.  

At the end of the voting session, log in as 

an authorized user and close the polls.

Ensure that no other votes can be cast 

after closing the polls.  Attempt to 

login/use voter access media to vote.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-202.1h

h.      be provided with sufficient space to display the 

information required herein, provided, however, in the 

alternative, such information may be displayed within 

the official ballot;

BMD 2.7.8 Y Y N B, D Y

48

NYS 2007

Election Law

7-202.1i

i.       be provided with a device for printing or 

photographing all counters or numbers recorded by the 

machine or system before the polls open and after the 

polls close which shall be a permanent record with a 

manual audit capacity available for canvassing the votes 

recorded by the machine or system; such paper record 

shall be preserved in accordance with the provisions of 

section 3-222 of this chapter;

BMD 2.7.16 Y Y N B, D Y

20

NYS 2007

Election Law

7-202.1j

j.       retain all paper ballots cast or produce and retain a 

voter verified permanent paper record which shall be 

presented to the voter from behind a window or other 

device before the ballot is cast, in a manner intended and 

designed to protect the privacy of the voter; such ballots 

or record shall allow a manual audit and shall be 

preserved in accordance with the provisions of section 3-

222 of this chapter;

 VVSG Volume 1 7.9

BMD 2.7.9

Y Y N B, D Y

15

16

49

51

52

54

NYS 2007

Election Law

7-202.1k

k.      provide sufficient illumination to enable the voter 

to see the ballot;

BMD 2.7.10 Y Y N B, D Y

X
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session verify that the 

entire ballot is displayed to the voter by 

the system as it would be on a printed 

ballot.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Before and after the voting session verify 

that the voting machine can print (audit 

log information?) or provide a photograph 

of the counters and that such print out can 

be preserved per referenced requirement.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session verify that the 

voting machine retains cast paper ballots 

OR voting machine displays a VVPAT to 

voter and then retains the VVPAT such 

that privacy is maintained

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session verify that the 

light provided by the voting machine 

allows the voter to see the ballot.  

Verify that the system provides enough 

light to enable the voter to see the 

VVPAT record.  Further, verify the 

printed VVPAT record for each voter is 

stored  such that any voter can not read 

the previous voter's selections.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-202.1l

l.       be suitable for the use of election officers in 

examining the counters such that the protective counters 

and public counters on all such machines or systems 

must be located so that they will be visible to the 

inspectors and watchers at all times while the polls are 

open;

Y Y N B, D Y

20

NYS 2007

Election Law

7-202.1m

m.    be provided with a screen and hood or curtain or 

privacy features with equivalent function which shall be 

so made and adjusted as to conceal the voter and his or 

her action while voting;

VVSG Volume 1 7.9.5 Y Y N B, D Y

21

NYS 2007

Election Law

7-202.1n

n.      contain a device which enables all the election 

inspectors and poll watchers at such election district to 

determine when the voting machine or system has been 

activated for voting and when the voter has completed 

casting his or her vote;

BMD 2.7.11 Y Y N B, D Y

20

NYS 2007

Election Law

7-202.1o

o.      permit the primaries of at least five parties to be 

held on such machine or system at a single election, and 

accommodate such number of multiple ballots at a single 

election as may be required by the state board of 

elections but in no case less than five;

BMD 2.7.12 Y Y N B, D Y

20
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session verify that the 

protective counters and public counters 

on all voting machines are visible at all 

times. Note the location of the protective 

counters and public counters on the 

voting machine.  Review the system 

documentation and execute the process 

and ensure the counters are viewed at all 

times.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session watch to see if 

an observer can see how the voter votes.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session verify that an 

observer can determine that the machine 

has been activated for voting and when 

the voter has cast a vote.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session verify that the 

voting machine can accommodate at least 

5 separate ballot types during an election 

by voting all 5 ballot types.  Run reports 

to verify all 5 ballot types are correctly 

recorded.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-202.1p

p.      be constructed to allow a voter in a wheelchair to 

cast his or her vote;

VVSG Volume 1 3.2.4

BMD 2.2.1

Y Y N B, D Y

X

NYS 2007

Election Law

7-202.1q

q.     permit inspectors of elections to easily and safely 

place the voting machine or system in a wheelchair 

accessible position;

BMD 2.2.2 Y N N B, D Y

NYS 2007

Election Law

7-202.1r

r.       ensure the integrity and security of the voting 

machine or system by:

VVSG Volume 1 4.1.1 N/A N/A N/A N/A N/A

NYS 2007

Election Law

7-202.1ri

(i)               being capable of conducting both pre-

election and post-election testing of the logic and 

accuracy of the machine or system that demonstrates an 

accurate tally when a known quantity of votes is entered 

into each machine; and

BMD 2.7.13 Y Y FS B, D Y
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session have the voter 

sit in front of the machine to cast a vote to 

verify that the voting machine can be 

used by those in wheelchairs.

Measure and verify the physical 

dimensions of the voting machine are 

within the limits set by VVSG Volume 1, 

Section 3.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Review and follow vendor's 

documentation as to how to correctly 

position voting machines.

Before the voting session verify that the 

voting machine can be easily re-

positioned in a wheelchair accessible 

position.  

NA N/A

Automated and manual  source 

code review will be performed 

in an attempt to determine that 

the L&A functionality 

exercises the expected normal 

voting paths and provides an 

accurate tally which 

corresponds to the known 

quantity of votes.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Prior to the voting session create an audit 

log.  

During the voting session cast a known 

quantity of votes.  After closing the polls 

verify that the pre-vote audit log counts 

and the known number of votes cast equal 

the number of votes recorded in the post-

election audit log.  

Verify that a different audit log can not be 

substituted for the machine's audit log.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-202.1rii

(ii)              (ii) providing a means by which a 

malfunctioning voting machine or system shall secure 

any votes already cast on such machine or system;

Y Y FS B, D Y

56

58

59

60

NYS 2007

Election Law

7-202.1s

s.      permit alternative language accessibility pursuant 

to the requirements of section 203 of the Voting Rights 

Act of 1965 (42 U.S.C. 1973aa-1a) such that it must 

have the capacity to display the full ballot in the 

alternative languages required by the federal Voting 

Rights Act if such voting machine or system is to be 

used where such alternative languages are required or 

where the local board deems such feature necessary; and

VVSG Volume 1 1.5.2

BMD 2.7.14

Y Y N B, D Y

NYS 2007

Election Law

7-202.1t

t.       not include any device or functionality potentially 

capable of externally transmitting or receiving data via 

the internet or via radio waves or via other wireless 

means.

 VVSG Volume 1  6.

BMD 2.6.1

Y Y S All Y

NYS 2007

Election Law

7-202.2

2.      The state board of elections shall approve, for use 

at each polling place at least one voting machine or 

system at such polling place which, in addition to 

meeting the requirements in subdivision one of this 

section, shall:

VVSG Volume 1 3.2 N/A N/A N/A N/A N/A
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This may be considered an 

extension of the L&A testing 

requirement, and may be 

demonstrable by purposely 

causing machine failures 

during L&A testing.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session cast a known 

number of votes.  Cause a malfunction.  

Verify that the votes cast are secured by 

the system and are retrievable.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session vote all 

supported languages and verify that the 

entire ballot is displayed in each 

supported language.

Automated and manual  source 

code review will be performed 

in an attempt to determine that 

all code related to external 

communications has been 

excluded from the source code.

Telecommunications is prohibited; 

however, security source code 

review will be performed on the 

entire code base.    

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review"" of the 

""Master Technical Data Package 

Review Plan".  Any of these 

vulnerabilities existing in code 

applicable to this requirement will be 

detected by Fortify SCA and 

reviewed manually."

During the hardware testing verify the 

inability to receive or transmit wirelessly.  

Before the voting session re-confirm that 

the hardware setup is that which was 

tested during the hardware testing.

NYSTEC: This requirement states that 

the system cannot be "potentially capable" 

of using a network.  The tests must ensure 

this from both a hardware and software 

evaluation standpoint.  Functional testing 

must ensure that network components do 

not exist, are not described in the TDP.  

Networking hardware cannot be present.

NA N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-202.2a

a.      be equipped with a voting device with tactile 

discernible controls designed to meet the needs of voters 

with limited reach and limited hand dexterity;

Y N N B, D Y

NYS 2007

Election Law

7-202.2b

b.      be equipped with an audio voting feature that 

communicates the complete content of the ballot in a 

voice which permits a voter who is blind or visually 

impaired to cast a secret ballot using voice-only or tactile 

discernible controls; and

BMD 2.2.4 Y N N B, D Y

NYS 2007

Election Law

7-202.2c

c.     be capable of being equipped with a pneumatic 

switch voting attachment which can be operated orally 

by gentle pressure or the creation of a vacuum through 

the inhalation or exhalation of air by the voter including, 

but not limited to, a sip-and-puff switch voting 

attachment.

BMD 2.2.5 Y N N B, D Y

NYS 2007

Election Law

7-202.3

3.  The state board of elections may, in accordance with 

subdivision four of section 3-100 of this chapter, 

establish by regulation additional standards for voting 

machines or systems not inconsistent with this chapter.

N/A N/A N/A N/A N/A

NYS 2007

Election Law

7-202.4

4.  Local boards of elections which obtain voting 

machines pursuant to this chapter may determine to 

purchase direct recording electronic machines or optical 

scan machines in conformance with the requirements of 

this chapter.

N/A N/A N/A N/A N/A

7-208. Escrow requirements. N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session vote the ballot 

using the provided controls.  

Verify use requiring limited dexterity by 

voting using only a pencil like tool 

gripped in a fist to activate the controls.  

Using a pressure gauge verify how much 

pressure is required to activate controls as 

per VVSG Vol 1 3.2.3.   

Verify limited reach requirements by 

measuring to verify that machines are 

within the limits set by VVSG Vol 1 

3.2.4.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session vote the ballot 

using the audio features.  Verify audio 

provides complete content of printed 

ballot.  Verify voters privacy is preserved 

while using either voice-only or tactile 

devices -- observer cannot discern what 

votes are cast using such devices. 

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session vote the ballot 

using the pneumatic switch (sip-and-puff 

) voting attachment.  

NA N/A

NA N/A

NA N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

7-208

Prior to the use of any voting machine or system in any 

election in the state, on or after September first, two 

thousand six, the state board of elections and the local 

board of elections using such voting machine or system 

shall:

N/A N/A N/A N/A N/A

NYS 2007

Election Law

7-208.1

1.      Require that the manufacturer and/or vendor of 

such voting machine, system or equipment shall place 

into escrow with the state board of elections a complete 

copy of all programming, source coding and software 

employed by the voting machine, system or equipment 

which shall be used exclusively for purposes authorized 

by this chapter and shall be otherwise confidential. 

Y Y N All Y

NYS 2007

Election Law

7-208.2

2.      Require that the manufacturer and/or vendor of 

such voting machine, system or equipment file with the 

state board of elections and the appropriate local boards 

of elections a waiver, prepared by the state board of 

elections, which shall waive all rights of the vendor or 

manufacturer to assert intellectual property or trade 

secret rights in any court of competent jurisdiction 

hearing a challenge to the results of any election and 

requesting that programming source coding, firmware, 

and software as well as voting machines or systems be 

tested by independent experts under court supervision 

and at the conclusion of such proceeding shall be sealed. 

Y Y N All Y

NYS 2007

Election Law

7-208.3

3.      Require that the manufacturer and/or vendor of 

such equipment file with the state board of elections and 

the appropriate local boards of elections a consent to 

having and cooperating in the testing of any 

programming, source coding, firmware, or software, 

pursuant to an order of any board of elections or court of 

competent jurisdiction. Any such board or agent thereof 

shall be required to maintain the confidentiality of any 

proprietary material.

Y Y N All Y

8-300. Voting; manner of. N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Review the TDP for complete list of 

voting machine, system or equipment, 

programming, source code and software 

included.   

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Verify that proprietary information is 

documented

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Verify that proprietary information is 

documented

NA N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

8-300.2

2.      The operating of the voting machine by the voter 

while voting or the marking of his ballot shall be secret 

and obscured from all other persons except as provided 

by this chapter in cases of voting by assisted voters or in 

cases of children under the age of sixteen accompanying 

their voting parents or guardians.

VVSG Vol1 1.5.2

BMD 2.5.1

Y Y N B, D Y

8-308. Voting; voting machine write-in. N/A N/A N/A N/A N/A 20

NYS 2007

Election Law

8-308.1

1.      Ballots voted for any person whose name does not 

appear on the machine as a nominated or designated 

candidate for public office or party position are referred 

to in this article as write-in ballots.

VVSG Volume 1 

2.3.3.1.d

Y Y N B, D Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session verify that an 

observer cannot see how a voter marks a 

ballot.

During the voting session an observer will 

walk around and determine how well they 

can see how someone votes from different 

vantage points.

NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Definition -- NOT a testable requirement.  

Functional test below.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 2007

Election Law

8-308.2

2.      No write-in ballot shall be voted for any person for 

any office whose name appears on the machine as a 

nominated or designated candidate for the office or 

position in question; any write-in ballot so voted shall 

not be counted.

VVSG Volume 1 

2.3.3.1.d

Y Y N B, D Y 4
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session vote as a write 

in the name of a candidate on the ballot.  

Verify that such ballot is not 

automatically counted by the system.  

Such ballots must be hand counted and 

treated as void during such count per NY 

process.
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NYS 2007

Election Law

8-308.3

3.      A write-in ballot must be cast in its appropriate 

place on the machine, or it shall be void and not counted.

VVSG Volume 1 

2.3.3.1.d
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session -- if paper 

ballots are provided -- write in a name on 

the ballot somewhere other than the 

designated write in location.  Verify that 

such a ballot is not automatically counted 

by the system.

Such ballots must be hand counted and 

treated as void during such count per NY 

process. 
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NYS 2007

Election Law

8-308.4

4.      A write-in ballot may also be cast by the use of a 

name stamp.

VVSG Volume 1 
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session vote using a 

name stamp as a write in on the ballot.  

Verify that system automatically 

recognizes such as a write in and treat it 

appropriately as above.
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9-100. Canvass; required. N/A N/A N/A N/A N/A 4
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59NYS 2007

Election Law

9-100

At the close of the polls the inspectors of election shall, 

in the order set forth herein, lock the machine against 

voting, account for the paper ballots, canvass the 

machine, cast and canvass all the ballots, canvass and 

ascertain the total vote and they shall not adjourn until 

the canvass be fully completed.

VVSG Volume 1 2.4.1 Y Y N All Y

9-102. Canvass; general provisions for. N/A N/A N/A N/A N/A

NYS 2007

Election Law

9-102.1

1.      As soon as the polls of the election are closed, the 

inspectors of election thereat shall, in the order set forth 

herein; 

VVSG Volume 1 2.4.1 N/A N/A N/A N/A N/A
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NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Follow the vendor specified procedures to 

lock the machine and close the polls.

Generate vendor specific reports.

Verify that the counts match the expected 

results.

NA N/A

NA N/A See below for functional procedures

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



R
eq

uir
em

en
t #

N
Y

S L
aw

 M
ap

pin
g

R
eq

uir
em

en
t T

yp
e 

(C
at

eg
or

y)

   
   

   
   

   
   

   
   

   
   

   

   
   

   
   

   
   

   
   

   
   

   
   

   
  

R
eq

uir
em

en
t

A
dditi

on
al

 N
ot

es
 &

 

M
ap

pin
g

N
Y

S R
el

at
ed

 

R
eq

uir
em

en
t(
s)

E
M

S R
eq

uir
em

en
t

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

R
el

at
ed

D
R

E
, B

M
D

, o
r 
O

PSC
A

N
 

(B
, D

, O
, o

r 
A

ll)

Sec
uri

ty
 R

el
at

ed
 (Y

 o
r 
N

)

G
E
N

01
 S

te
ps

G
E
N

02
 S

te
ps

G
E
N

03
 S

te
ps

PR
I0

1 
Ste

ps

PR
I0

2 
Ste

ps

V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

E
L
E
C

T
IO

N
 C

O
R

E
 S

te
ps

NYS 2007

Election Law

9-102.1a

a.) lock the voting machine against voting; Y N N All Y

NYS 2007

Election Law

9-102.1b

b.) sign a certificate stating the number of voters as 

shown on the public counters, the number on the seal, 

the number registered on the protective counter, and that 

the voting machine is closed and locked; 

Y N N All Y

NYS 2007

Election Law

9-102.1c

c.) account for the paper ballots used, if any;  Y N N All N

48

54

NYS 2007

Election Law

9-102.1d

d.) canvass the machine vote; Y N N All N

52
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Follow the vendor specified procedures to 

lock the machine. Attempt to vote or 

access any of the voting machine's 

functionality after it has been locked in 

order to verify lack of access after the 

machine is locked.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Follow the vendor specified procedures 

and record the protective and public 

counter numbers for each voting device 

for tally verification.  Attempt to alter 

protective counter manually through the 

hardware and software.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Follow the vendor specified procedures 

for opening locked ballot box and account 

for any paper ballots used against 

expected results for number of paper 

ballots.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Print or electronically collect the  voted 

selections for each voting device.

Attempt to alter the stored selections via 

software and hardware.
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NYS 2007

Election Law

9-102.1e

e.) cast and canvass all the ballots. Y N N All Y

54

56

58

59

60

NYS 2007

Election Law

9-102a

(a)   The inspectors shall canvass the machine vote by 

opening the counting compartments in the presence of 

the watchers and all other persons who may be lawfully 

within the polling place, giving full view of all the 

counter numbers. The chairman of the board of 

inspectors shall, under the scrutiny of an inspector of a 

different political party, in the order of the offices as 

their titles are arranged on the machine, read and 

announce in distinct tones the designating number and 

letter on each counter, the result as shown by the counter 

number, and then shall read the votes recorded for each 

office on the write-in ballots. He shall also in the same 

manner announce the vote on each ballot proposal. The 

vote as registered shall be entered on the returns of 

canvass in ink, by an inspector, other than the chairman, 

under the scrutiny of an inspector of a different political 

party, in the space which has the same designating 

number and letter, after which the figures shall be 

verified by being called off in the same manner from the 

counters of the machine by an inspector of opposite 

political faith from the chairman. The return of canvass, 

which shall show the total number of votes cast for each 

Y N N B, D Y

NYS 2007

Election Law

9-102b

(b)   If the machine is provided with a device for printing 

or photographing candidate and amendment counters, 

the printed or photographic record produced by the 

machine shall be the official return of the canvass and 

the result of the votes as shown thereon shall be 

proclaimed in the same manner as herein provided and 

ample opportunity shall be given to any person lawfully 

present to inspect such printed or photographic record. A 

printed or photographic record produced by such 

machine shall include a certificate which the inspectors 

shall sign, stating that the machine has been locked 

against voting and sealed; the number of voters as shown 

on the public counter; the number on the seal; and the 

number on the protective counter.

Y N B, D Y

60

61
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Generate election results report and verify 

against expected results for vote totals.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Follow the process detailed in the 

requirement.  During ballot tallying 

session at least 2 people are required.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

If the voting device is capable of 

producing a printed or photographic copy 

of any counters, produce that record after 

the polls are closed on the device.

Verify that the report contains all 

specified contents.

NEGATIVE TEST: Attempt to substitute 

as a printout with different results.  The 

way to prevent this is for the observers to 

watch the record be produced for 

signature and to verify the count on this 

record against a secondary audit
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NYS 2007

Election Law

9-102c

(c)   If the machine is provided with a removable 

electronic or computerized device which records the 

total of the votes cast on such machine, such device shall 

be removed from the machine after copies of the printed 

record, sufficient to meet the requirements of this 

chapter and the regulations of the board of elections, 

have been produced. After the device is removed from 

the machine, the inspectors shall sign their names in the 

place provided on the seal on the outside of such device 

and then place such device in the envelope or other 

container provided for its return to the board of 

elections.

Y N N D Y

60

61
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

If the voting device has the capability to 

record the voted selections in a removable 

electronic form, verify ability to remove 

that record after the polls are closed on 

each voting device.  

Verify that there is a tamper proof seal to 

be signed by the officials.  

NEGATIVE TEST: Palm the actual 

removable electronic form and substitute 

one with different votes for signature by 

the officials.  This can only be caught if 

the substituted card does not have the 

correct hash or digital signature.
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Part 6209  NYS Voting System Standards References to VVSG 

where NYS 

requirement is 

stronger or differs

6209.1 Definitions.

Definition of 

terminology

1. Acceptance Test means a test conducted by the county 

board and the State Board, to

demonstrate that each voting system delivered, when 

installed in the user's environment,

meets all functional requirements and contains exactly 

the same components as the voting system of that type, 

which received certification from New York State, 

including but not limited to all hardware, programming 

(whether in the form of software, firmware, or any other 

kind), all files, all file system hierarchies, all operating 

system parts, all off-the-shelf hardware and 

programming parts and any other components.

VVSG def is less 

specific , Hava 

a.(6)(B) 

N/A N/A N/A N/A N/A

Definition of 

terminology

2. Audio Voting Feature means a device that allows 

blind or visually-impaired persons, or persons with 

limited reach and/or hand dexterity, the ability to cast 

their vote.

Similar to VVSG def, 

hava a.(3)

N/A N/A N/A N/A N/A

Definition of 

terminology

3. Auxiliary Components means any device, materials or 

equipment which is used to give assistance or aid to the 

actual voting device but is not a permanent or enclosed 

part of the voting device.

no , HAVA a.(6)(b)(1) N/A N/A N/A N/A N/A

Definition of 

terminology

4. Ballot Configuration (Layout) means the positioning 

on and/or linkage within the ballot (whether on a DRE or 

other display screen, or on paper), of all political party 

names and emblems, and names and emblems of all 

independent bodies, office titles, ballot proposals, and 

candidate names, and spaces for write-in candidates, in 

accordance with the requirements of the Election Law as 

to order and rotation.

VVSG def is less 

specific

N/A N/A N/A N/A N/A

Definition of 

terminology

5. Calibration Test means a test prepared and conducted 

to determine and/or verify that the correct Sensitive 

Areas of a voting system, and their level of sensitivity 

function on an ongoing basis in the same manner as the 

certified system.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

6. Canvass means a compilation of election returns and 

validation of the outcome that forms the basis of the 

official results by political subdivision.

Exact match to 

VVSG def

N/A N/A N/A N/A N/A

Definition of 

terminology

7. Central Count Paper-Based System means a voting 

system that uses an optical scan technology to record and 

tabulate votes from multiple election districts at a county 

board office, including all absentee, emergency, affidavit 

and other such paper ballots.

Similar to VVSG def, 

but does not include 

language re: secure 

storage

N/A N/A N/A N/A N/A
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NA Definition Statement not testable definition statement

NA Definition Statement not testable definition statement

NA Definition Statement not testable definition statement

NA Definition Statement not testable definition statement

NA Definition Statement not testable definition statement

NA Definition Statement not testable definition statement

NA Definition Statement not testable definition statement
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Definition of 

terminology

8. County Board means a county‘s Board of Elections, 

including the Board of Elections in the City of New 

York.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

9. DRE means a direct recording electronic voting 

system in which, through a touch screen, push-button, or 

other electronic mechanism, a vote is immediately 

recorded onto electronic media, by means of a ballot 

display provided with mechanical or electro-optical

components, or an ultrasonic, capacitative or other touch 

screen, which is activated by the voter. Styles include 

bubble switch ballot overlay and touch-screen- style 

machines.

Similar to VVSG def, 

but VVSG references 

removable memory 

and printed 

hardcopy

N/A N/A N/A N/A N/A

Definition of 

terminology

10. Election Assistance Commission (EAC) is the 

commission established by the Help America Vote Act 

of 2002, which serves as a national clearinghouse for 

information and the review of procedures with respect to 

the administration of federal elections.

VVSG does not 

actually define

N/A N/A N/A N/A N/A

Definition of 

terminology

11. Election Configuration means the file or files created 

by the election management software including but not 

limited to the following data used to program polling 

place and central count voting systems: definition of 

jurisdictional information (e.g., counties, local 

legislative, congressional or election districts), both 

electronic and paper ballot content and

artwork (e.g., ballot text, voting positions), definition of 

races (e.g., elected offices, candidates, number to vote 

for, propositions, or other types that control voting in 

other races on the ballot, definition of voter groups (e.g., 

by party, absentee, non-absentee), ballot styles, linkage 

of candidates to their respective parties and races, 

linkage of races to their respective jurisdictions, linkage 

of ballot text to database labels to produce results 

reports, and allocation of trans-district vote tallies to 

their constituent districts for reporting purposes.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

12. Election Management Software (EMS) means the 

software used by the voting system to describe ballot 

layout, collect and report election results, and maintain 

audit trails.

VVSG does not 

define, but def for 

“election 

management system” 

should be reviewed, 

as it is more detailed

N/A N/A N/A N/A N/A
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Definition of 

terminology

13. Environmental Conditions means the effect of 

natural environmental conditions such

as: temperature, humidity, dust and induced 

environmental conditions such as handling,

storage or transportation which may affect the operation 

of the system and/or equipment.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

14. Escrow Account means an account and/or a secure 

facility held by a third party, which

shall be approved by the State Board, for the purpose of 

taking custody of all materials

required to be put in escrow by statute or by these voting 

system standards.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

15. Firmware means a computer program stored in read-

only memory (either

programmable or non-programmable), that becomes a 

permanent part of the computing

device that is not subject to change or modification 

without review by the State Board.

VVSG less specific N/A N/A N/A N/A N/A

Definition of 

terminology

16. Hardware means the actual voting or ballot counting 

device.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

17. Header Card (or Header Sheet) means a marksense 

card or sheet upon which appears printed information 

used to identify a particular batch of ballots, usually 

those for a single election district. It is placed at the 

beginning of the batch for vote tabulation to

ensure that the votes cast on those ballots are correctly 

attributed. Cards placed at the

end of a particular batch of ballots are called End Cards.

No VVSG def N/A N/A N/A N/A N/A
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Definition of 

terminology

18. Maintenance Log means a written and/or electronic 

record which contains all information relating to 

performance of scheduled and non-scheduled 

maintenance on a voting system, all service visits 

performed by the vendor or manufacturer, and other 

maintenance or service performed by any other provider 

of service, including county and

state board employees.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

N/A N/A N/A N/A N/A

Definition of 

terminology

N/A N/A N/A N/A N/A

Definition of 

terminology

20. Modification means any change in the software, 

firmware or hardware, data storage

location of files, or any other component of the voting 

system, and shall require reexamination of certified 

system or equipment by the State Board.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

21. Optical Scan Voting System means a voting system 

in which a voter records his or her vote by placing a 

mark in a designated voting response field on a paper 

ballot or card, which is read and tabulated using optical-

scan technology or a mark-sense system that reads the 

paper ballot or card by scanning the ballot and 

interpreting the contents. Styles

include precinct-based and central-count paper-based 

systems.

Similar to VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

22. Operational Manual means a manual of all 

procedures involved in every phase of the

operation and use of the voting system by board of 

elections personnel, including but not

limited to unpacking and acceptance testing, storing, 

installing all programming, operations testing, preparing 

for an election, servicing and maintaining, trouble-

shooting and repairing, packing and shipping to poll 

sites, and returning to the county board‘s facilities, and 

including all operational procedures for the set-up of the 

ballot, opening of the polls, use for voting, closing the 

No VVSG def N/A N/A N/A N/A N/A

19. Marksense means a system by which votes are 

recorded by means of marks made in voting response 

fields designated on one or both faces of a ballot or 

ballot cards. Marksense systems may use an optical 

Exact match to 

VVSG
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Definition of 

terminology

23. Paper-based Voting Systems means any electronic or 

computerized ballot counting

system or equipment which tabulates and reports votes 

cast on paper ballots.

Similar to VVSG N/A N/A N/A N/A N/A

Definition of 

terminology

24. Pneumatic Switch means a device which allows 

persons with certain disabilities the

ability to cast their vote.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

25. Pre-qualification test means a predetermined set of 

tests of the total voting system throughout the election 

process including votes and vote totals prepared by the 

State Board. Such votes shall be entered into the voting 

system in the same manner as they will be entered by 

voters during an election. If a voting system offers 

several methods for votes to be entered, such as touch-

screen, push-button, or other electronic mechanism, a 

key pad and/or pneumatic switch for voters with 

disabilities, or alternate language displays, then the pre-

determined set of votes shall be entered separately using 

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

26. Printout means the printed copy of zero totals, 

candidate names and offices and other

information produced by the voting equipment prior to 

the official opening of the polls and

the tabulation of votes cast for each candidate and 

question, the names of candidates and

the offices for each candidate and other information 

provided after the official closing of the

polls.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

27. Resident vote tabulation means the manufacturer's 

internal firmware which shall

permanently reside on the voting system‘s central 

processing unit, registering,

accumulating, and storing votes and ballot images.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

28. Resident memory means the internal memory of the 

voting system that stores election

results and ballot images but is prohibited from storing 

executable code on removable

media.

No VVSG def N/A N/A N/A N/A N/A
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NA Definition Statement not testable definition statement

NA Definition Statement not testable definition statement

NA Definition Statement not testable definition statement
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Definition of 

terminology

29. Software means any programming instructions used 

by the vote counting system,

including but not limited to system programs and 

application programs. System programs

include but are not limited to the operating system, 

control programs, communication

programs, database managers, and device drivers. 

Application programs include but are

not limited to, any program that processes the data.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

30. Source Code means the computer program in its 

original form, as written by the

programmer. Source Code is not executed by the 

computer directly, but is converted into

machine language by compilers, assemblers and 

interpreters.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

31. State Board means the New York State Board of 

Elections.

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

(? “Audio Tactile 

Interface”?)

N/A N/A N/A N/A N/A

Definition of 

terminology

33. Test Deck means a pre-audited group of ballots 

prepared for each election. The

ballots are voted with a pre-determined number of valid 

votes for each candidate, each

write-in position, and each voting option on every 

proposal that appears on the ballot as

certified by the county board. The deck includes one or 

more ballots that have been

improperly voted, or which are voted in excess of the 

number allowed by law, and one or

No VVSG def N/A N/A N/A N/A N/A

Definition of 

terminology

34. Testing laboratory means a certified private or public 

laboratory used to perform tests

on the voting systems and related equipment.

VVSG def is actually 

better… (“Voting 

System Test Lab”)

N/A N/A N/A N/A N/A

Definition of 

terminology

35. Vendor shall include any manufacturer, company or 

individual who seeks to sell voting systems and/or 

services for such systems in New York State.

No VVSG def N/A N/A N/A N/A N/A

32. Tactile Discernible Controls means a voting feature 

which allows persons with limited

reach and/or hand dexterity, the ability to cast their vote, 

for example: raised buttons of

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Definition of 

terminology

36. Voting Position means the specific voting response 

area on the face of the displayed

ballot where a selection is made for a candidate or 

proposal.

      a. Ballot Position means the area on the ballot or 

ballot display occupied by one candidate or position on 

an issue, including the area devoted to the candidate 

name or position on the issue and the sensitive area, as 

defined immediately below.

     b. Sensitive Area means the area on the ballot or 

Similar to 

VVSG/NYS def is 

more specific

N/A N/A N/A N/A N/A

Definition of 

terminology

37. Voting System means the total combination of 

mechanical, electro-mechanical, or electronic equipment, 

and any ancillary equipment and all software, firmware, 

and documentation required to program, control, and 

support the equipment, all of which is used to define 

ballots, cast and count votes, report and/or display 

election results, and maintain and produce any audit trail 

information.

N/A N/A N/A N/A N/A

Definition of 

terminology

38. Voting System Supporting Software means the 

vendor-supplied software used to

configure and control the election day tabulation and 

accumulation of election results.

N/A N/A N/A N/A N/A

Definition of 

terminology

39. VVPAT means a voter verifiable paper audit trail. VVSG def includes 

additional detail, but 

is questionable for 

inclusion

N/A N/A N/A N/A N/A

Definition of 

terminology

VVSG def is more 

detailed

N/A N/A N/A N/A N/A

Definition of 

terminology

No VVSG def N/A N/A N/A N/A N/A

(?”Audit Trail for N/A N/A N/A N/A N/A

No VVSG def

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.2

6209.2 Polling place voting system requirements. N/A N/A N/A N/A N/A

NYS 

Regulation

6209.2.1

 (1) Provide a full ballot display on a single surface, 

except that proposals may appear on the reverse side of 

any paper ballot, and that such ballot display is easily 

visible under typical lighting found in a poll site.

Y N N B, D N

1

NYS 

Regulation

6209.2.2

(2) For jurisdictions within the State of New York that 

have been identified by the U.S. Department of Justice, 

as requiring that ballots be provided in alternate 

languages,

pursuant to Section 203 of the Voting Rights Act, 42 

USC 1973aa-1a. Voting systems must be able to 

recognize and interpret alternate language ballots.

VVSG Volume 1 3.1.3 

Add 1.5.2 pg 10 last 

bullet

Add 3.2.2.2.C viii 

(audio interface) , 

HAVA a.(4)

Y N N All N

NYS 

Regulation

6209.2.3

(3) Provide a device that produces and retains a voter-

verifiable permanent paper record, pursuant to statute, 

which the voter can review and/or correct prior to the 

casting of their vote. In the case of a paper-based voting 

system, the ballot marked by the voter shall constitute 

the paper record referred to in Section F. The paper 

record shall allow a manual audit and allow for 

preservation in accordance with the provisions of 

Election Law, Section 3-222.

VVSG Volume 1 7.9 

Add Vol 1 Sect. 7.8.1 

bullet 2

HAVA a.(2)

Y N N B, D N 20

22

NYS 

Regulation

6209.2.4

(4) Provide a device or means by which the record of the 

votes cast on the machine can be printed and visually 

reviewed after the polls are closed.

VVSG Volume 1 

5.4.4, HAVA a(2)

Y N N B, D N
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NA N/A

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

Create the EMS or the paper ballot design process  to in forces the full 

ballot display on single surface or one side of the ballot.  Insure that the 

EMS  or the paper ballot design process can have proposals on the reverse 

side of the ballot.  Highest and lowest levels and largest and smallest font 

levels for the ballot display are tested to ensure ease of visibility under 

polling site light conditions.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

During voting session, voters will select different languages that are 

available.  

Ensure that in each language, the presentation, ballot selections, review 

screens and instructions are displayed/played in the language selected.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote a ballot.  Voter is able to review selections on display or  paper record 

to verify the selections match.  Voter then can cast ballot.

This cast ballot will be the paper record  audit and allow for the 

preservation for  a complete record.

Paper record:  Voter is able to review paper record  to verify the selections 

match.  Voter is able to void paper record so changes can be made.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Casting a  ballot will be the paper record  audit and allow for the 

preservation for  a complete record.

Paper record:  Voter is able to review paper record  to verify the selections 

match.  Voter is able to void paper record so changes can be made.
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NYS 

Regulation

6209.2.5

(5) Provide a battery power source in the event that the 

electric supply used to make the voting system 

equipment function, is disrupted. The battery power 

source shall operate the system and allow for the casting 

of votes for a period not less than 2 hours, to ensure that 

the system can shut down and preserve the integrity of 

votes cast prior to the power failure, and can resume 

functionality when power is provided or restored without 

significant or intrusive power-up procedures. Such 

batteries must be rechargeable and have minimum five-

year life when used under normal conditions. In the 

event of a power failure, the equipment shall perform a 

normal shut-down not less than one hour before battery

power is depleted, and shall notify the election inspector 

that the system will do so.

VVSG Volume 1  

2.1.4.b, 2.1.5.1.vi, 

2.3.3.1.e, 4.1.2.4.c, 

2.1.3.a, 2.1.3.c

BMD 2.7.15

Y N N All Y

NYS 

Regulation

6209.2.6

(6) The system shall contain software and hardware 

required to perform a diagnostic test of system status, 

and a means of simulating the random selection of 

candidates and casting of ballots in quantities sufficient 

to demonstrate that the system is fully operational and 

that all voting positions are operable.

VVSG Volume I 

2.1.4.j

VVSG Volume I 

4.3.4.1.b 

BMD 2.6.3

yes a.(6)(B)

Y Y N All Y

NYS 

Regulation

6209.2.7

(7) The system shall incorporate multiple memories, 

including resident vote tabulation, storage of results and 

ballot images in resident memory, serving as a redundant 

means of verifying or auditing election results and ballot 

images, and further, the system

shall be required to alert the election day worker that 

memory capacity is about to be reached.

VVSG Volume 1  

2.1.2.f

yes a.(6)(D)

Y N N All Y 22

54

56

58

60
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Unplug the machine during a voting session and ensure the machine 

resumes normal operation with its backup battery power source.

Cast votes on the backup battery power source for a minimum of 2 hours  

Just before the 2 hour period is complete, shut down the system and verify 

it  preserves the integrity of votes cast prior to the unplug of the power 

source.  

On backup battery power verify that normal shut down of the voting 

system occurs at least 1 hour prior to complete battery depletion

Verify that the functionality of the voting system restores without 

significant or intrusive power-up procedures

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Perform a diagnostic system test on the device and ensure it detects and 

reports the system's status and degree of operability.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the documentation and determine the additional means of retaining 

redundant copies of the original ballot image.

After closing the polls, view the electronic record of all votes cast by the 

voter, including undervotes and ensure the record is accurate.

Review documentation to find the capacity of the electronic record's 

memory capacity.  Load the memory until an alert stating memory capacity 

is about to be reached.
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NYS 

Regulation

6209.2.8

(8) In a DRE voting system, the system must prevent 

voters from overvoting and indicate to the voter specific 

contests or ballot issues for which no selection or an

insufficient number of selections has been made. In a 

paper-based voting system, the system must indicate to 

the voter specific contests or ballot issues for which an 

overvote or undervote is detected.

VVSG Volume 1 

2.3.3.2e-g, 2.3.3.3, 

3.1.2, 4.1.5., 5.4.4 

BMD 4.4.3, HAVA 

a(1)(A)

Y N N B, D Y 22

23

24

25

26

27

28

29

30

31

32

33

35

36

37

39
NYS 

Regulation

6209.2.9

(9) The voting system shall provide a method for write-

in voting and shall report the number of votes cast in 

each contest in write-in voting positions.

VVSG Volume 1 

2.3.3.1.d, 4.1.5.1.dii

yes a.(1)

Y N N All N 4

20

22

23

24

25

26

27

28

29

30

31

32

33

35

36

37

38

39

40

41

42

43

44

45

46

49

54

56

59
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NA It is important to verify that security 

vulnerabilities do not exist in the code 

that prevents voters from over voting. 

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Try vote for one candidate twice. Verify that DRE voting system does not 

allow for overvoting.

Verify that DRE voting system will allow under-voting of a "blank ballot" 

or a partial complete ballot and that he DRE voting system informs voter of 

under vote.

Verify that paper-based voting system notify voter of under and over votes 

and their content.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for write-in.  Type in a write in of "A. Adams" and verify that the 

voting system allows write-ins.  That the write-ins are in the correct 

position.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.10

(10) The voting system shall be capable of accumulating 

and reporting a count of the number of ballots tallied for 

an election district and votes cast for each candidate, and 

the total vote for or against each ballot proposal, and 

shall be capable of separating and

tabulating those election district totals to produce a 

report of the total of ballots tallied by groups of election 

districts such as legislative districts or wards.

VVSG Volume 1 

2.1.2, 2.1.5, 2.1.6, 

5.4.4 a-e

yes a(1)(A)

Y Y N D, O Y 1

2

3

4

5

6

7

8

9

10

11

12

49

52

54

56

58

59

60NYS 

Regulation

6209.2.B

B. In addition to the requirements of subdivision (A) of 

this section, fully-accessible voting

equipment certified by the State Board shall meet the 

following requirements for usability

by voters who are disabled:

yes a.(3) N/A N/A N/A N/A N/A

NYS 

Regulation

6209.2.B.1

(1) The voting system or equipment shall be equipped 

with a voting device with tactile discernible controls, 

pursuant to Election Law Section 7-202. Such controls 

shall allow persons with limited reach and/or hand 

dexterity, the ability to cast their vote, and shall include, 

for example: raised buttons of different shapes and 

colors, large or raised numbers or letters, and light 

pressure switches.

VVSG Volume 1 3.2 

BMD 2.2.3

Y N N B, D N

NYS 

Regulation

6209.2.B.2

(2) The voting system or equipment shall be equipped 

with an audio voting feature, pursuant to Election Law 

Section 7-202. The audio feature shall be able to be used 

either independently or simultaneously with the on-

screen display.

VVSG Volume 1 3.2 , 

1.3.2.b

BMD 2.2.4

Y N N B, D N

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

E
L
E
C

T
IO

N
 C

O
R

E
 S

te
ps

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

C
om

m
en

ts

Sec
uri

ty
 S

ou
rc

e 
C

od
e 

V
al

id
at

io
n

Funct
io

nal
 C

om
m

en
ts

H
ar

dw
ar

e 
C

om
m

en
ts

NA It is important to ensure that security 

vulnerabilities do not exist in the code 

that does the reporting functions.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify tabulation of ballots counts for district for each candidate and 

proposal.  With ballots and audit trail documentation verify that votes have 

been tallied in correct district groups  

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Using the tactile control vote for all candidate and propositions.  When 

voting insure that the tactile device uses light pressure switches or buttons.  

During voting make sure that the tactile device has either raised buttons of 

different shapes and colors or raised numbers of letters.  Cast ballot and 

verify the correct audit trail

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Referencing to vender manuals, turn on the audio for the voting system.  

Using the audio only,  vote for all candidates.   Cast  the ballot and verify 

that the total are correct.  

Using the audio and the on-screen display, vote for all candidates.   Cast  

the ballot and verify that the total are correct.  

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2

(3) The voting system or equipment shall be capable of 

being equipped with a

pneumatic switch, pursuant to Election Law Section 7-

202.

Y N N B, D N

NYS 

Regulation

6209.2.C

C. Standards for noise level N/A N/A N/A N/A N/A

NYS 

Regulation

6209.2.C.1

(1) Voting systems or equipment to be certified by the 

State Board shall be constructed in a manner so that 

noise levels of the system or equipment during operation 

will not interfere with the duties of the election 

inspectors or the voting public.

VVSG 3.1.7.1 Y N N All N

NYS 

Regulation

6209.2.C.2

 (2) The noise level of write-in components of the system 

or equipment shall be so minimal that it will be virtually 

impossible under normal conditions for someone at the 

table used by the inspectors of elections to determine 

that a write-in vote is being cast or has been cast.

BMD 2.4.1.2 Y N N B, D Y 1

NYS 

Regulation

6209.2.D

D. Standards for voter privacy N/A N/A N/A N/A N/A

NYS 

Regulation

6209.2.D.1

(1) Voting systems or equipment shall be constructed so 

that no one within the polling site will be able to see how 

a voter is casting a vote.

VVSG Volume 1 

3.1.7.1 

BMD 2.5.1

yes a.(1)©

Y N N B, D Y
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Install the pneumatic switch for the voting system.   Test and verify that the 

pneumatic switch works correctly and can select the candidates and cast a 

vote.

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

During voting session, the noise level of the operating machinery will be 

monitored to verify that the election inspectors and voting public can easily 

vote without interference

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for write-in.  Insure that under normal condition the noise of voting 

for a write in can not be identified

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates.  At the same time have voting inspector try to 

identify  what the voter is selecting for candidates

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.D.2

(2) The noise level of write-in components of the system 

or equipment shall be so minimal that it will be virtually 

impossible under normal conditions for someone at the 

table used by the inspectors of elections to determine 

that a write-in vote is being cast or has

been cast.

VVSG Volume 1 

3.1.7.1,

BMD 2.5.1.1

yes a.(1)©

Y N N B, D Y

NYS 

Regulation

6209.2

E. Environmental standards N/A N/A N/A N/A N/A

NYS 

Regulation

6209.2.E

The voting system shall be designed to protect against 

dust and moisture during storage and transportation. 

Testing shall be similar to the procedure of MIL-STD-

810F, Method 510.4, for dust, and MIL-STD-810F, 

Method 506.4 for moisture. These tests are intended to 

evaluate exposure to these elements when the system or 

equipment is in a non-operating configuration and the 

equipment or system‘s required protective cover is in 

place.

Add VVSG 4.1.2,  

2.1.4.d 

Y N N All N

NYS 

Regulation

6209.2.F

F. Voter Verified Paper Audit Trails (VVPAT) yes a.(2) N/A N/A N/A N/A N/A

NYS 

Regulation

6209.2.F.1

(1) The voting system shall print and display a paper 

record of the voter‘s ballot choices prior to the voter 

making the ballot choices final. In the case of a paper-

based

voting system, the ballot marked by the voter shall 

constitute the paper record referred to in this Section F.

VVSG Volume 1 

7.9.a, 7.9.1, 7.9.2

Y N N B, D Y X

NYS 

Regulation

6209.2.F.1a

(a) The paper record shall constitute a complete record of 

ballot choices that can be used in audits of the accuracy 

of the voting systems electronic records, in audits of the 

election results, and in full recounts.

VVSG Volume 1 7.9.b Y N Y All Y X
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for write-in.  Insure that under normal condition the noise of voting 

for a write in can not be identified

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

hardware testing

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates.  View all selected choices are correct on display on 

paper.  Cast Vote.  

Automated source code review and 

selective manual source code review 

will be performed in an attempt to 

verify that VVPAT functionality is 

consistent with every voter input 

process.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates. Cast vote.  The paper record produced by the  

casting of a vote is used for audit trails

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.1b

(b) In the case of a DRE voting system, the paper record 

shall contain all information stored in the electronic 

record.

VVSG Volume 1 7.9.c Y N N D Y X

NYS 

Regulation

6209.2.F.1c

(c) The voting system shall be capable of showing the 

information on both the display screen and the paper in a 

font size of 3.0mm, and should be capable of showing 

the information in at least two font ranges, a) 3.0-4.0 mm 

and b) 6.3-9.0 mm, under control of the voter.

VVSG Volume 1 7.9.b 

BMD 2.7.17

Y Y N B, D N

NYS 

Regulation

6209.2.F.1d

(d) In the case of a DRE voting system, the paper and 

electronic display of the voter‘s selections shall be 

presented and positioned so as to allow the voter to 

easily read and compare the two.

VVSG Volume 1 

7.9.6.d

Y N N B, D N X

NYS 

Regulation

6209.2.F.1e

(e) If the paper record cannot be displayed in its entirety, 

a means for moving the paper to show all paper record 

contents shall be provided.

VVSG Volume 1 

7.9.6.e

yes a.(2)(B)(i)

Y N N B, D N X
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates. Cast vote.  Verify that the paper record contains all 

the selected candidates selected and stored in the electronic record.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates.  Measure and verify font size and change font sizes 

from 3.0mm   to 4.0mm  or 6.3 -9.0mm

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates. Cast vote.  Using the  paper record verify that it is 

consistent with the electronic display.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates. Insure that there is some form of scroll to insure 

that all selection can be seen on the paper.
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Regulation

6209.2.F.2

(2) There shall be instructions for performing the 

verification process made available to the voter in a 

location on the voting system.

VVSG Volume 1 

7.9.6.g 

BMD 2.7.18

yes a. (1)(B)(ii)

Y N N B, D N X

NYS 

Regulation

6209.2.F.3

(3) The voting system shall display, print, and store a 

paper record in any of the alternative languages chosen 

for making ballot selections. Candidate names and other 

markings not related to the ballot selection on the paper 

record shall appear in English.

VVSG Volume 1 

7.9.6.c 

BMD 2.7.19

yes a.(4)

Y N N B, D N

NYS 

Regulation

6209.2.F.4

(4) The voting system shall allow the voter to approve or 

reject the paper record, in the case of DRE systems, 

marking the ballot as such in the presence of the voter.

VVSG Volume 1 7.9.2

BMD 2.7.20

yes a.(1)(A)

Y N N B, D N X
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Provide Venders documentation for  "Voting Instruction" easily accessible 

for voter

NA It is important that security vulnerabilities 

do not exist in any of the code used for 

supporting additional languages.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates one of the other supported languages other than 

English. Cast vote.  Using the  paper record verify selections are in the 

selected supported language and that the Candidates names and other 

marking not related to the ballot selection are in English

NA It is important that security vulnerabilities 

do not exist in the code executed when a 

voter approves or rejects the paper record.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates. Verify that the  voting system allows the voter a 

chance to approve or reject the  selection. Cast vote.  

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.4a

(a) Any DRE voting system shall provide a means to 

reconcile the number of rejected paper records with the 

number of occurrences of rejected electronic selections, 

and procedures shall be in place to address any 

discrepancies.

7.9.2.a 

yes a.(1)(A)

Y N N D Y X

NYS 

Regulation

6209.2.F.4b

(b) Prior to reaching the maximum number of ballots 

allowed pursuant to statute, any DRE voting system shall 

display a warning message to the voter indicating the 

voter may reject only one more ballot, and that the third 

ballot shall become the ballot of record.

yes a.(1)(A) Y N Y D Y X

NYS 

Regulation

6209.2.F.5

(5) In case of conditions that prevent voter review of the 

paper record, there shall be a means for the voter to 

notify an election official, and in the case of a DRE 

voting system, shall cause an error message to be 

displayed and shall prevent the recording of the 

electronic record.

VVSG Volume 1 7.9.2

yes a.(1)(A)

Y N N B, D Y X

NYS 

Regulation

6209.2.F.6

(6) In the case of a DRE voting system, procedures by 

which an election official can be notified and prescribed 

actions can be taken to address discrepancies if a voter

indicates that the electronic and paper records do not 

match, shall be documented.

VVSG Volume 1 7.9.2

yes a.(1)(A)

Y N N D N

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Using the EMS system during, polling center counts, reconcile the number 

of rejected paper records with the number of rejected electronic selection.  

Note and document any discrepancies

From this requirement one can infer:

-The 3rd ballot will become the ballot 

of record.

-The 2nd ballot is the last that may be 

rejected.

-The 1st ballot being rejected should 

trigger a warning.

The requirement that rejecting the first 

ballot causes a warning to be displayed 

should lend itself perfectly to functional 

testing.

Automated and manual source code 

review will be performed in an attempt 

to validate that a warning is displayed 

after a first ballot is cancelled.

It is important that security vulnerabilities 

do not exist in the code execute when 

displaying warning messages.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates. Cancel the ballot.  Repeat the procedure, until a 

warning message is displayed indicating  only one more rejected ballot is 

allowed and that the last  ballot will become the ballot of record

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

  Vote for all candidates. Cast vote.  If the paper record can not be reviewed 

insure that an alert is sounded and prevent the recording of the electronic 

record 

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

 Vote for all candidates. Make the election  record and the paper record 

have discrepancies.  Document and notify the election official.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.7

(7) The voting system shall not record the electronic 

record as being approved by the voter until the paper 

record has been stored.

VVSG Volume 1 7.9.2 Y N N B, D N

NYS 

Regulation

6209.2.F.8

(8) Vendor documentation shall include procedures for 

returning a voting system

to correct operation after a voter has used it incompletely 

or incorrectly; this procedure

shall not cause discrepancies between the tallies of the 

electronic and paper records.

VVSG Volume 1 

7.9.2.e

BMD 2.7.21

yes a.(6)(2)(E)

Y N N B, D N

NYS 

Regulation

6209.2.F.9

(9) The voter‘s privacy and anonymity shall be preserved 

during the process of recording, verifying, and auditing 

ballot choices.

VVSG Volume 1 7.9.5

BMD 2.5.1.2

yes a.(2)

Y N N B, D Y X
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NA It is important that security vulnerabilities 

do not exist in the code executed to 

record that a voter has approved the vote.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

  Vote for all candidates. Cast vote.  Verify that the electronic record is not 

approved until the paper record has been stored

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Using the Venders documentation, identify the manual, volume and section 

for procedures for returning a voting system to the correct operation after 

voting has been incomplete or incorrect.  Verify that this procedure does 

not cause discrepancies between the tallies of the electronic and paper 

records.

NA It is important that security vulnerabilities 

do not exist in the code executed during 

the process of recording, verifying, and 

auditing ballot choices.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

 Vote for all candidates. Cast vote.  Verify through this process that privacy 

and anonymity is preserved 

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.9a

 (a) The privacy and anonymity of the voter‘s 

verification of ballot choices and the creation and storage 

of these choices, both electronically and on paper record,

shall be maintained.

VVSG Volume 1 

7.9.5.a 

yes a.(2)

Y N N B, D Y X

NYS 

Regulation

6209.2.F.9b

(b) The privacy and anonymity of voters whose paper 

records contain any of the alternative languages chosen 

for making ballots selections shall be maintained.

VVSG Volume 1 

7.9.5.e

BMD 2.5.1.3

HAVA a.(2)

Y N N B, D Y

NYS 

Regulation

6209.2.F.9c

(c) Information for the purposes of auditing the 

electronic or paper records that may permit a voter to 

reveal his or her ballot choices shall be displayed so as 

not to be memorable to the voter.

VSG Volume 1 7.9.5.i 

BMD 2.5.2,  HAVA 

a.(2)

Y N N B, D N X
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NA It is important that security vulnerabilities 

do not exist in the code executed during 

the process of protecting the privacy and 

anonymity of the voter.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

 Vote for all candidates. Cast vote.  Verify through this process that privacy 

and anonymity is preserved 

NA It is important that security vulnerabilities 

do not exist in the code executed during 

the process of protecting the privacy and 

anonymity of the voter.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

 Vote for all candidates in supported language other than English. Cast 

vote.  Verify through this process that privacy and anonymity is preserved 

NA It is important that security vulnerabilities 

do not exist in the code executed for 

obfuscation of information.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

During voting session, ensure that all electronic and paper records are 

created and stored that will preserve the privacy of the voter.  Determine if 

next voter can determine previous selections.

Attempt to access electronic record to see what last vote recorded was to 

see if it matches actual last vote entered. (Negative testing)

Similar to VVSG Volume 1 7.9.5.d requirement.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.10

(10) The voting system‘s ballot records shall be 

structured and contain information so as to support 

highly precise audits of their accuracy.

VVSG Volume 1 C.1 , 

HAVA a.(2)

Y N N All Y

NYS 

Regulation

6209.2.F.10a

(a) All cryptographic software in the voting system shall 

have been approved by the U.S. Government‘s Crypto 

Module Validation Program (CMVP) as applicable.

VVSG Volume 1 

7.8.2, 7.9.3

Y Y Y All Y

NYS 

Regulation

6209.2.F.10b

(b) This information shall contain, but not be limited to, 

the voting site/election district, type of election, ballot 

style, and whether the system is operating in a ―test‖

mode.

 Y N N All N X

NYS 

Regulation

6209.2.F.11

(11) In the case of a DRE voting system, the electronic 

and paper records shall be linked by including a unique 

identifier within each record that can be used to identify 

each record uniquely and correspond the two 

accordingly.

VVSG Volume 1 

7.9.3.c .

Y N N D Y X
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NA It is important that security vulnerabilities 

do not exist in the code executed for 

constructing information for ballot 

records.  

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Print audit records and verify the content is correct without discrepancies 

against the ballots of record

This requirement is related to the 

inclusion of COTS, or at least third 

party, software, and as such should be 

verifiable through review of vendor 

submitted documentation. Automated 

and manual source code review will be 

performed in an attempt to determine 

undocumented uses of cryptography.

Please see VVSG Volume 1 7.9.3.a Verify the documentation from CMVP that the cryptographic software in 

the voting system shall have been approved .

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify the documentation from CMVP that the cryptographic software in 

the voting system shall have been approved  and that the documentation 

deal with opting site/election district, type of election, ballot style, and 

whether the system is operating in a ―test‖

mode.

NA It is important that security vulnerabilities 

do not exist in the code executed for the 

unique identifier.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

For DRE's - Identify the unique identifier for the electronic and paper 

record and verify that the ballots are correct 

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.12

(12) The voting system shall generate and store a digital 

signature for each electronic record.

VVSG Volume 1 

7.9.3.d 

Y N Y D Y

NYS 

Regulation

6209.2.F.13

(13) The electronic records shall be able to be exported 

for auditing or analysis on standards-based and/or 

information technology computing platforms.

VVSG Volume 1 

7.9.3.e 

Y N Y All Y

NYS 

Regulation

6209.2.F.13a

(a) The exported electronic records shall be in an open, 

non-proprietary

format.

VVSG Volume 1 

7.9.3.e.i

Y N N All N X

NYS 

Regulation

6209.2.F.13b

(b) The voting system shall export the records 

accompanied by a digital signature of the collection of 

records, which shall be calculated on the entire set of

electronic records and their associated digital signatures.

VVSG Volume 1 

7.9.3.e.ii 

Y N Y All Y X

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

E
L
E
C

T
IO

N
 C

O
R

E
 S

te
ps

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

C
om

m
en

ts

Sec
uri

ty
 S

ou
rc

e 
C

od
e 

V
al

id
at

io
n

Funct
io

nal
 C

om
m

en
ts

H
ar

dw
ar

e 
C

om
m

en
ts

Automated and manual source code 

review will be performed in an attempt 

to determine that digital signatures are 

generated and stored for each ballot 

record.

Please see VVSG Volume 1 7.9.3.a Verify and if possible print the digital signature of  on electronic record.  

Compare digital signatures between multiple records

Automated and manual source code 

review will be performed in an attempt 

to determine that records may be 

exported.

It is important that security vulnerabilities 

do not exist in the export functions in the 

code.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify and if possible print the digital signature of  on electronic record.  

Compare digital signatures between multiple records

Export the electronic.  Verify that the records can be opened in pen, non-

proprietary format. Analysis the records for accuracy, consistency and 

uniqueness

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify and if possible print the digital signature of  on electronic record.  

Compare digital signatures between multiple records

Export the electronic.  Verify that the records can be opened in pen, non-

proprietary format. Analysis the records for accuracy, consistency and 

uniqueness

The requirement may be verified 

through functional testing.  Automated 

and manual source code review will be 

performed in an attempt to determine 

that a digital signature is calculated 

over the entire aggregate of the records.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify and if possible print the digital signature of  on electronic record.  

Compare digital signatures between multiple records

Export the electronic.  Verify that the records can be opened in pen, non-

proprietary format. Analysis the records for accuracy, consistency and 

uniqueness

Verify the records exported  are calculated on the entire set of electronic 

records

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.13c

(c) The voting system vendor shall provide 

documentation as to the structure of the exported records 

and how they shall be read and processed by software.

VVSG Volume 1 

7.9.3.iii , HAVA  

a.(6)(2)(E)

Y N N All N

NYS 

Regulation

6209.2.F.13d

(d) The vendor shall provide a software program that 

will display the exported records and such software may 

include other capabilities, such as providing vote tallies 

and indications of undervotes.

VVSG Volume 1 

7.9.3.iv,HAVA  

a.(6)(2)(E) 

Y Y N All Y X

NYS 

Regulation

6209.2.F.14

 (14) The voting system printers shall be physically 

secure from tampering.

VVSG Volume 1 7.9.4

BMD 2.6.4

Y N N All Y X

NYS 

Regulation

6209.2.F.14a

(a) The voting system shall communicate with its 

printers over a standard,

publicly documented printer port using a standard 

communication protocol.

 VVSG Volume 1 

7.9.4.a

BMD 2.6.5

Y N N All Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Record the manual, volume and section from  the vendor that provides the 

structure of the exported records and how they shall be read and processed 

by software.

NA It is important that security vulnerabilities 

do not exist in the code executed to 

display vote tallies, indications of under 

votes, and other information.  

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

 Export the electronic.  Verify that the records can be opened in pen, non-

proprietary  format.

Install and load the vender provided software to read the exported files.

Import the records and verify their tallies and undervotes

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Physically inspect the voting printer.  Perform all procedures to try and 

tamper with the printer.  (These procedures vary dependent on Vender)

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Physically inspect that the Printer port.  Verify that the printer port uses a 

standard communication protocol.  Document  the port type and its 

protocol

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.14b

(b) The paper path between the printing, viewing and 

storage of the paper record shall be protected and sealed 

from access except by authorized election officials.

VVSG Volume 1 

7.9.4.d 

BMD ?

Y N N D Y

NYS 

Regulation

6209.2.F.14c

(c) The printer shall not be permitted to communicate 

with any other system or machine other than the single 

voting system to which it is connected.

VVSG Volume 1 

7.9.4.e

BMD 2.6.6

Y N N All Y

NYS 

Regulation

6209.2.F.14d

(d) The printer shall only be able to function as a printer: 

it cannot store information or contain or provide any 

services that are not essential to system function,

(e.g., provide copier or fax functions) or have network 

capability.

VVSG Volume 1 

7.9.4.f

BMD 2.6.7

Y N N All Y

NYS 

Regulation

6209.2.F.14e

(e) Printer access to replace consumables such as ink or 

paper shall only be granted if it does not compromise the 

sealed printer paper path.

VVSG Volume 1 

7.9.4.g, 7.9.4.j

Y N N All Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Physically inspect the paper path between the printer and storage of the 

paper record is sealed from unauthorized access of ballot information

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Physically inspect the voting printer is not connected to any other device or 

any other system.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Physically inspect the voting printer function as a printer only and does not 

store voter information.  Insure the printer is not a part of a network or 

performing any functionality other then printing

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Physically replace ink and paper and verify that it does not compromise the 

sealed printer paper path

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.14f

(f) Prior to the opening of polls on election day, poll 

workers shall

demonstrate that the ballot storage devices are empty. 

The storage devices shall then be sealed and no further 

access shall be provided to polling place workers.

 VVSG Volume 1 

7.9.4.d

BMD 2.6.9

Y N N All N X

NYS 

Regulation

6209.2.F.14g

(g) Tamper-evident seals or physical security measures 

shall protect the connection between the printer and the 

voting machine, so that the connection cannot be

broken or interfered with without leaving extensive and 

obvious evidence.

 VVSG Volume 1 

7.9.4.b

BMD 2.6.10

Y N N All Y

NYS 

Regulation

6209.2.F.15

(15) The voting system‘s printers shall be highly reliable 

and easily maintained.

VVSG Volume I 

Section 7.9.4.l

BMD 2.6.11

Y N N All N

NYS 

Regulation

6209.2.F.15a

(a) The voting system should include a printer port to 

which a commercial

off-the-shelf printer which complies with sub-section 

F(14) above, could be attached for the

purposes of printing paper records and any additional 

records.

VVSG Volume 1 

7.9.4.a

BMD 2.6.12

NYSBOE - 

"should" = "shall"

Y N N All N
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Before opening the polls open the storage devices and make sure they are 

empty.  Seal the storage devices with the tamper- evident seals or other 

physical security measure

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Before opening the polls open the storage devices and make sure they are 

empty.  Seal the storage devices with the tamper- evident seals or other 

physical security measure.  Inspect the connection again between the 

printer and the ballot storage devices.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Using the Venders documentation maximize the  number of prints  per 

cartage.  Maximize the amount of paper the printer  can use.  Verify that 

the  printer is reliable and easily maintained.   

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the voting system has an off-the-shelf printer.  Physically test 

that it can be attached to the voting system and can print paper records and 

reports

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.F.15b

(b) The voting system shall detect errors and 

malfunctions such as paper jams or low supplies of 

consumables such as paper and ink that may prevent 

paper

records from being correctly displayed, printed and 

stored.

VVSG Volume 1 

7.9.4.g, HAVA 

a.(1)(B)(ii)

BMD 2.6.13

Y N N All N X

NYS 

Regulation

6209.2.F.15c

(c) If an error or malfunction occurs, the voting 

equipment attached to the defective printer shall suspend 

voting operations and shall present a clear indication to 

the voter and election workers of the error or 

malfunction.

VVSG Volume 1 

7.9.4.h

BMD 2.6.14  HAVA 

a.(1)(B)(ii)

Y N N All N

NYS 

Regulation

6209.2.F.15d

(d) There shall be adequate supplies of consumable 

items such as paper

and printer ink on hand to operate from opening to 

closing of polls.

VVSG Volume 1 

7.9.4.j

BMD 2.6.15

Y N N All N X

NYS 

Regulation

6209.2.F.15d

i

(i) Printing devices should contain paper and ink of 

sufficient capacity so as not to require reloading or 

opening equipment covers or enclosures and 

circumvention of security features, or reloading shall be 

able to be accomplished with minimal disruption to 

voting and without circumvention of security features 

such as seals.

VVSG Volume 1 

7.9.4.j

BMD 2.6.16

NYSBOE - 

"should" = "shall"

Y N N All Y X
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NA It is important that security vulnerabilities 

do not exist in the code executed for error 

detection and malfunctions.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Create printer error, such as paper jams or out of paper to ensure that the 

voting system can correctly identify these errors

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Create printer error, such as paper jams or out of paper to emsire that the 

voting system can correctly identify these errors.  

Verify that voting operations are suspended and that the correct the error is 

clear  to the voter and election works 

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Using the Venders documentation, verify that the correct amount of 

consumables items for opening the polls and keeping the polls open for the 

maximum duration are available. 

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Physically test that adding paper and ink  does not circumvent security 

seals and minimize the disruption of  voting.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.2.F.15d

ii

(ii) ~Vendor documentation shall include specifications 

regarding the temperature and humidity ranges specified 

by the manufacturer for the storage of printer 

consumables

VVSG Volume 1 

Section 2.5, 4.1, 4.1.2, 

4.1.2.1, 4.1.2.1.4.a, 

4.1.2.1.4.d,  HAVA 

a.(6)

Y N N All N

NYS 

Regulation

6209.2.F.15e

 (e) The vendor shall make recommendations as to 

appropriate numbers of printers to be used in 

conjunction with the number of voting systems being 

utilized. A sufficient number of replacement printers 

shall be available.

VVSG Volume 1 

7.9.4.l , HAVA a.(6) 

Y N N All N

NYS 

Regulation

6209.2.F.16

(16) Vendor documentation shall include procedures for 

investigating and resolving

malfunctions including but not limited to misreporting of 

votes, unreadable paper records, paper jams, low ink, 

mis-feeds and power failures.

VVSG Volume 1 

7.9.4., HAVA a.(6)

BMD 2.6.18

Y Y N All N

NYS 

Regulation

6209.2.F.17

(17) Vendor documentation shall include procedures for 

ensuring, in the case of malfunctions, that electronic and 

paper records are correctly recorded and stored.

VVSG Volume 1 

7.9.4.k, HAVA a.(6)

BMD 2.6.19

Y N N All N

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Identify the Vender's documentation volume, chapter and section for the 

temperature and humidity ranges for the storage of printer consumables.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Identify the Vender's documentation volume, chapter and section for the to 

the appropriate number of printers used with voting systems.  Vender's 

documentation will also provide number of recommended replacement 

printers.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Identify the Vender's documentation volume, chapter and section for 

resolving malfunction to include but not limited to misreporting votes, 

unreadable paper records, paper jams, low ink, miss---feeds and power 

failures.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Identify the Vender's documentation volume, chapter and section for 

procedures for ensuring, in the case of malfunctions, that electronic and 

paper records are correctly recorded and stored.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.2.F.18

(18) Protective coverings intended to be transparent on 

voting system devices shall be maintainable via a 

predefined cleaning process. If the coverings become 

damaged such that they obscure the paper record, they 

shall be replaced.

VVSG Volume 1 

7.9.4.m

BMD 2.6.20

Y N N All N

NYS 

Regulation

6209.2.F.19

(19) The paper record shall be sturdy, clean, and of 

sufficient durability to be used for manual auditing and 

recounts conducted manually. The paper record shall be 

able to be stored and remain fully readable without 

degradation for 22 months within the temperature and 

humidity ranges specified by the manufacturer, but at a 

minimum temperature range of at least from -20 degrees 

to 140 degrees Fahrenheit, and at a

humidity as high as 98%.

VVSG Volume 1 

7.9.4.n, 4.1.6.1.b, 

HAVA a.(2)(B)

BMD 2.6.21

BMD 3.6.1.6

Y N N All N

NYS 

Regulation

6209.2.G

G. Any submitted voting system‘s software shall not 

contain any code, procedures or other

material which may disable, disarm or otherwise affect 

in any manner, the proper operation of the voting 

system, or which may damage the voting system, any 

hardware, or any computer system or other property of 

the State Board or county board, including but not 

limited to ‗viruses‘, ‗worms‘, ‗time bombs‘, and ‗drop 

dead‘ devices that may cause the voting system to cease 

functioning properly at a future time.

VVSG Volume 1 7.4.2 

, HAVA a.(6)(2)(b)

Y Y Y All Y 
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Identify the Vender's documentation volume, chapter and section for 

maintenance, cleaning procedures, and replacement  of protective covering.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

hardware testing

Automated and manual source code 

review will be performed in an attempt 

to identify any malware and other 

intentionally malicious code.

Fortify SCA primarily identifies security 

vulnerabilities that occur as a result of 

insecure coding; however, Fortify SCA in 

some cases is able to identify code which 

may disarm or disable or affect proper 

operations.  

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

All submitted vomiting system's software or source code will be inspected 

line by line for discrepancies

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.2.H

H. Any submitted voting system shall provide methods 

through security seals or device locks to physically 

secure against attempts to interfere with correct system 

operations. Such physical security shall guard access to 

machine panels, doors, switches, slots, ports, peripheral 

devices, firmware, and software.

HAVA a.(1)© Y N N All Y

NYS 

Regulation

6209.2.I

I. The system shall provide a means by which the ballot 

definition code may be positively

verified to ensure that it corresponds to the format of the 

ballot face and the election

configuration.

VVSG Vol 2.2.1.1e 

BMD 2.7.23

N Y N All Y

NYS 

Regulation

6209.3

6209.3 Additional requirements for voting systems N/A N/A N/A N/A N/A

NYS 

Regulation

6209.3A

A. In addition to voting system requirements provided 

for elsewhere in these rules and

regulations, paper-based systems shall:

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.3A1

(1) Allow the voter, at their choice, to vote a new ballot 

or submit the ballot ‗as is‘.

Y N N B, D N X

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA It is important that security vulnerabilities 

do not exist in code used to provide 

security.  For example, a flawed 

implementation of user access control 

could result in a security vulnerability to 

the entire system.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Physically inspect security seals or locks to insure against attempts to 

interfere with correct system operations.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Physically verify that the EMS ballot definition is exactly the same as the 

ballot face or ballot

NA N/A definition

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all can dates.  Verify that a new ballot  can be selected or the other 

ballot can be submitted 'as is'

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.3A2

(2) An over-vote in one or more office or ballot 

proposals shall not prevent the counting of all other 

offices or ballot proposals contained on the ballot.

Y N N All N X

NYS 

Regulation

6209.3A3

(3) In the case of candidates who appear on one or more 

party lines, the system shall be capable of correctly 

counting the vote according to provisions of Election 

Law §9-

112.

Y N N All N X

NYS 

Regulation

6209.3B

B.  Ballot specifications: N/A N/A N/A N/A N/A

NYS 

Regulation

6209.3B1

(1) As to the printing and arrangement of ballots, all 

ballots shall meet the requirements as to form and 

content provided in section 7-121 of the Election Law, 

and:

Y N N B N X

NYS 

Regulation

6209.3B2

(2) ballots shall be printed in black print on a white 

background or on backgrounds of different colors to 

identify different types of ballots (i.e., emergency, 

affidavit, etc) or in

the case of a primary, to identify ballots for each political 

party according to the color assigned to such party 

pursuant to law, and

BMD 2.3.2, HAVA 

a.(6)(A)

Y N N B N X

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for a can date twice.  Identify if the voting system allows or accepts 

the vote.  If the over- vote is allowed verify that it does not incorrect mark 

any other can date or proposal

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Using the EMS system in designing the ballot, design a ballot that allows 

for split party voting.  Vote for candidates in split party. Tally the ballot 

and verify that the split candidate is voted for in each party

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Using the EMS system in designing the ballot, design a ballot that follows 

the requirements of NYS Laws 7-121.  Print the ballot and verify that is 

does meet NYS Law 7-121

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

In designing the paper ballot.  Design the ballot to be printed in black ink 

on white background or on a background of different color for different 

types of ballots.  Have the paper ballots printed and verify that the ballots 

are in black lettering on white paper or the correct color paper for the 

correct ballot type

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.3B3

(3) coding which is both machine readable and manually 

readable shall be used to identify different ballot styles, 

and

BMD 2.3.3, HAVA 

a.(6)(A)

Y N N B N X

NYS 

Regulation

6209.3B4

(4) ballots used in the paper-based voting system shall be 

able to be counted by hand as well as be counted by 

machine, and

Y N N B, O N X

NYS 

Regulation

6209.3B5

(5) The types of ballots used and their form, type size 

and arrangement must be approved by the State Board of 

Elections.

BMD 2.3.4 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.3C

C. For all paper-based voting systems, the system shall 

count a mark on a ballot that is in a:

BMD 2.4.1.1 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.3C1

(1) Sensitive Area for a candidate whose name is on the 

ballot;

HAVA a.(6)(A) Y N N B, O N

NYS 

Regulation

6209.3C2

(2) Sensitive Area designated for write-in voting for a 

write-in candidate; or

HAVA a.(6)(A) Y N N B, O N

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

During design phase of the paper ballot,  insure  the coding that identifies 

different ballot styles and verify that the ballots are machine readable and 

manually readable.  Have the ballots printed and verify that the ballots 

meet this criteria

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates.  Cast ballot. Use the voting system to  read the 

ballot. Manually count the ballot. Unsure that both the manual and the 

electronic system reads the ballot correctly.

NA N/A definition

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Vote for all candidates.  Cast ballot. Use the voting system to  read the 

ballot, verify that the voting system reads the correct candidate in the 

correct sensitive area. 

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all candidates for all write-ins.  Cast ballot. Use the voting system 

to  read the ballot, verify that the voting system reads the correct write-in in 

the correct sensitive area. 

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.3C3

(3) Sensitive Area for a ballot proposal. HAVA a.(6)(A) Y N N B, O N

NYS 

Regulation

6209.3D

D. With regard to the central counting of absentee, 

affidavit, emergency and special ballots, the 

requirements of 6209.2 (F)(1)(c-e),and (F)(2) not 

consistent with this section shall not apply.

VVSG Volume 1 7.9.6 

(b,d,e,g). 

Y Y N All N

NYS 

Regulation

6209.4

6209.4 Application process N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4A

A. The Election Operations Unit shall forward an 

application form within one week from the date of 

receipt of a request from a vendor, together with a copy 

of applicable rules and regulations and a pre-

qualification test format for both a general and primary 

election ballot

program.

HAVA a.(6)(B) N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4B

B. Said vendor shall return completed ballot layouts 

based upon the pre-qualification test

format to the Election Operations Unit. Upon approval of 

the layouts, the vendor shall program such system or 

equipment and complete the pre-qualification tests for 

both ballot programs provided, and enter the simulated 

votes upon said system or equipment for each election 

program.

BMD 3.5.1

BMD 3.6.1.4, HAVA 

a.(6)(A)

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4C

C. The completed application shall be returned by the 

vendor applicant, with a printout of

tabulated votes from the primary and general election pre-

qualification tests as cast on the

voting system equipment which the applicant requests to 

have certified. The prequalification

test programs shall be retained by the applicant for use in 

the certification process.

HAVA a.(6)(B) N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4D

D. The application and printouts shall be reviewed to 

determine if the voting system shall

be considered for certification and the applicant shall be 

notified of such determination.

HAVA a.(6)(B) N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Vote for all proposals.  Cast ballot. Use the voting system to  read the 

ballot, verify that the voting system reads the correct proposal in the 

correct sensitive area. 

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Using the EMS central count verify that absentee, affidavit, emergency and 

special ballots meet the requirement of 6209.2(F)(1)(c-e) and (F)(2).

NA N/A definition

NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory
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NYS 

Regulation

6209.4E

E. No application shall be deemed to be filed until all 

documentation required by these

rules has been submitted to the State Board or its 

designee.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4F

F. A certified or bank check in the amount of $5,000 

shall accompany such application,

and be applied towards the actual cost of the 

examination.

BMD 3.6.1.2 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4G

G. Fees for the examination of a voting system shall be 

assessed against the vendor by

the State Board based upon the cost to the State Board 

for examination of such voting

system by an outside contractor, laboratory or other 

authorized examiner.

BMD 3.5.2 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4H

H. A vendor submitting an application shall affirm that; BMD 3.5.3.1 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4H1

(1) the submitted voting system complies with all 

applicable rules adopted by the

State Board, and with all applicable 2005 Federal Voting 

System Guidelines not

inconsistent with state law or these regulations, and is 

suitable for use by voters;

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4H2

(2) the vendor will quote and provide a statewide, 

uniform price for each unit of the voting system‘s 

equipment, and;

BMD 3.5.3.2 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4h3

(3) the submitted voting system‘s software does not 

contain any code, procedures or other material (including 

but not limited to ‗viruses‘, ‗worms‘, ‗time bombs‘, and 

‗drop dead‘ devices that may cause the voting system to 

cease functioning at a future time), which may disable, 

damage, disarm or otherwise affect the proper operation 

of the voting system, any hardware, or any computer 

system or other property of the State Board or county 

board;

BMD 3.5.3.3, HAVA 

a.(6)(2)(B)

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4H4

(4) any submitted voting system provides methods 

through security seals or device locks to physically 

secure against attempts to interfere with correct system 

operations. Such physical security shall guard access to 

machine panels, doors, switches, slots, ports, peripheral 

devices, firmware, and software.

BMD 3.5.3.4 N/A N/A N/A N/A Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory
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NYS 

Regulation

6209.4I

I. All vendors shall submit with their application forms, 

sworn affidavits from the president,

chief executive officer or chief operating officer of the 

vendor, disclosing any contributions

made within the United States by any of those officers, 

by the vendor itself, or by any

controlling shareholder to any political party or 

candidate for any office, within two years

prior to the date the application is submitted. After the 

submission of any application forms, or after the 

submission of any such affidavit, a vendor must submit 

to the Election

Operations Unit, an affidavit at the end of each calendar 

quarter (March 31, June 30, September 30 and 

December 31), disclosing whether or not any new 

contribution has been made. The submission of such 

affidavits shall be required throughout the period during 

which the system is certified in New York.

BMD 3.6.1.7 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.4J

J. All vendors shall submit with their application forms, 

information regarding past or pending court cases 

involving their voting systems or its major components, 

any evidence of fraud, faulty systems, or failure to 

correct past problems.

BMD 3.6.1.8 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.5

6209.5 Submission of voting systems equipment BMD 3.6.1 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.5A

A. Voting systems considered for certification by the 

State Board shall be delivered to the State Board or its 

designee. Such equipment shall include documentation, 

operation

manual(s), auxiliary components and equipment used to 

program ballot layout, and any other additional 

equipment used in the operation of said voting system.

BMD 3.5.1, HAVA 

a.(6)

BMD 3.6.1.3

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.5B

B. Vendors submitting systems or equipment for 

certification must also provide additional systems to be 

used by the State Board for the purposes of the Voter 

Demonstration Test.

See Section 6209.6(G)(8).

BMD 3.6.1.9 N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A Not testable by testing laboratory

NA N/A Not testable by testing laboratory

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify vender has a list with all documentation, operation manual(s), 

auxiliary components and equipment used to program ballot layout and all 

additional equipment used in the operation of voting system.  Verify and 

document all these items have been sent.

NA N/A Not testable by testing laboratory
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NYS 

Regulation

6209.5C

C. If the voting systems equipment is certified by the 

State Board, the specific system or equipment and 

components examined by the State Board shall become 

the property of the State Board for as long as the system 

or equipment is in use in the State or for such shorter 

period as the State Board shall so determine. Voting 

systems or equipment not certified shall be disposed of 

pursuant to the vendor‘s direction.

BMD 3.6.1.10 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.5D

D. The applicant shall provide service and normal 

maintenance of said system or equipment after 

certification and shall supply to the State Board, at no 

cost, any

modification to the system or equipment for upgrading 

of any feature during the period that

said system or equipment is offered for sale and use in 

the State.

BMD 3.6.1.11 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.5E

E. The vendor shall provide, either at the time of 

submission or no later than the completion of 

certification testing by the State Board, a list of system 

proprietary and nonproprietary consumables, extended 

warranties, services, and other such items as may be

considered by county boards for purchase, with the 

exception of programming, as county boards are 

prohibited from contracting with a vendor for 

programming services. Such list shall become a 

component of the contract.

BMD 3.6.1.6, HAVA 

a.(6)(b)(1)

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.5G

G. The vendor shall disclose, in the application for 

certification, any pecuniary interest in

or any direct or indirect control over any testing 

laboratory as defined herein or which may

be used in connection with the certification or 

acquisition of any voting system.

BMD 3.5.4 N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A Not testable by testing laboratory - definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

during lab testing verify vender provides service and normal maintenance 

of equipment.  All other requirement are not testable by testing laboratory

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify vender has a list  of system proprietary and nonproprietary 

consumables, extended warranties, services, and other such items. 

NA N/A Not testable by testing laboratory - definition
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NYS 

Regulation

6209.5H

H. Vendors shall make available to the State Board, in a 

quantity to be determined by the State Board, voting 

systems for the purpose of conducting a usability test, 

which will establish the minimum number of voting 

machines required in each polling place and the

maximum number of voters that can vote on one voting 

machine during the course of an ordinary 15-hour 

election day. The ballots to be used for this test shall 

include both primary and general election ballots, with 

ample candidate selection options and ballot proposal 

selections. For the purposes of the usability test, voting 

shall occur by utilizing all the devices which a voter may 

use to make their selections. If a vendor has previously 

performed a usability test on the same or similar voting 

system which meets the requirements of this section, the 

State Board may consider the findings of same. 

Whenever the State Board is satisfied that a voting 

machine or system‘s usability analysis has provided 

adequate and accurate information relative to the 

requirements of Election Law Section 7-203.2, then the 

State Board may, in its discretion, accept such

documentation as satisfaction of the usability test 

required by these regulations.

BMD 3.6.1.5

BMD 3.6.1.6, HAVA 

a.(6)

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.5I

I. For voting systems which are not PC-based, vendors 

shall submit recommendations for acceptance and 

maintenance testing to ensure that the firmware in 

systems purchased and used by county boards is 

identical to certified firmware.

HAVA a.(6) N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6

6209.6 Examination criteria N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6A

A. State Board testing and examination shall be 

performed in an open and public venue.

Testing shall be performed in conformity with written 

procedures adopted by the State

Board. Such procedures and the test reports of the State 

Board and its ITA, shall be available for public 

inspection at the office of the State Board, and at its 

website. Each tested system shall, at a minimum, 

conform to the EAC‘s 2005 Voluntary Voting System

Guidelines, to the extent that they are consistent with 

State Law and these Regulations.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6B

B. The State Board or its designee, as part of its 

examination, may at its discretion, submit the voting 

system for analysis by a testing laboratory.

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Perform a required test in of voting systems for the purpose of conducting 

State defined usability testing. Identify minimum number of voting 

machines required for each polling place.  Identify maximum number of 

voters that can vote during a 15-hour election day.  Verify both primary 

and general election ballots are available in the EMS system.  

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify firm ware in testing voting system is identical to certified firmware 

by version and source code

NA N/A

NA N/A Not testable by testing laboratory - definition

NA N/A Not testable by testing laboratory - definition

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6C

C. Whenever the State Board is satisfied that a voting 

machine or system has been proven to meet the 

Environmental Standards of subdivision (E) of Section 

6209.2 of these regulations; and the vendor is able to 

provide documentation for the State Board‘s testing

authority to establish that those standards have been met; 

then the State Board may, in its discretion, accept such 

documentation as satisfaction of the tests required by 

these regulations.

BMD 4.5 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6D

D. All laboratory testing shall be conducted or verified 

by independent testing authorities

appropriately certified by the National Association of 

State Election Directors, the EAC or

approved by the commissioners of the State Board.

VVSG Volume 2 1.2 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6D1

(1) Software and Hardware Qualification Tests

Qualification of voting system software and hardware 

shall consist of a series of tests,

code analyses, and inspection tests performed at 

the federal and state levels, to verify that

the software and hardware meet design 

requirements and that characteristics are correctly

described in the documentation items. Qualification 

shall also include a Functional

Configuration Audit and a Physical Configuration 

Audit.

VVSG vol 1 9.7.1 & 

9.7.2

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6D2

(2)  Functional Configuration Audit

A functional configuration audit shall be performed 

to verify that the software complies with the 

Software Specification (as defined in subparagraph 

(B)(2)(B)(1) below) and applicable laws and 

regulations. Federal qualification test data may be 

used in partial fulfillment of this requirement; 

however, the State Board or its designee shall 

perform or supervise the performance of additional 

tests, or order additional laboratory testing, to verify 

system performance in all operating modes, 

including but not limited to disability access and 

alternate language modes and to validate the 

vendor's test data reports. The Functional 

Configuration Audit shall be performed in a facility 

selected by the State Board.

VVSG Volume 2  

1.3.1.4

VVSG Vol 1 9.7.2

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A Not testable by testing laboratory - definition

NA N/A Not testable by testing laboratory - definition

Verify testing laboratory is certified by the National Association of State 

Election Directors, the EAC or approved by the commissioners of the State 

Board

NA N/A Not testable by testing laboratory 

NA N/A Not testable by testing laboratory 

Identify the State Board  requirements and perform required testing to 

verify system performance in all operating modes, including disabilities 

access and alternate languages

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6D2a

(a) Vendor Responsibility

The vendor shall provide a list of all documentation and 

data required to be included

as part of the independent review, and vendor 

technical personnel shall be available to the

State Board during the performance of the 

Functional Configuration Audit.

VVSG vol 1 8.7 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6D2b

(b) Technical Data

The vendor shall provide the following technical data:

VVSG  Vol 1 9.7.1 & 

Vol 2 1.3.1.5

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6D2bi

(i) copies of all procedures used for module or unit 

testing, integration testing and system testing;

N/A Y N/A All N/A

NYS 

Regulation

6209.6D2bii

(ii) copies of all cons generated for each module and 

integration test and sample ballot formats or other cons 

used for system;

N/A Y N/A All N/A

NYS 

Regulation

6209.6D2biii

(iii) records of all tests performed by the procedures 

listed above, including error correction and retest.

N/A Y N/A All N/A

NYS 

Regulation

6209.6D2c

(c) Audit Procedure

The State Board, with the assistance of an independent 

testing authority, shall subject

each voting system to a complete functional test, 

including but not limited to actual use testing of all 

components used by voters to enter or review votes. 

Additionally, the State Board and its independent testing 

authority shall review the vendor's test procedures and 

test results. This review shall include an assessment of 

the adequacy of cons and input data to exercise all 

system functions and to detect program logic and data 

processing errors if such be present. The review shall 

also include an examination of all test data which is to 

be used as a basis for qualification.

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A Not testable by testing laboratory 

Verify the  vendor has provided a complete list of all documentation and 

data required. Verify the document names and data match and contain the 

correct information

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify the  vendor has provided complete copies of all procedures for 

voting system that include integration testing and system testing.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify the  vendor has provided complete copies of all cons generated for 

each module and integration test and sample ballot formats and/or other 

cons used for system

NA N/A Not testable by testing laboratory 

Verify al records and all test performed including error correction 

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Perform functional testing of voting system.  Collect all documentation and 

equipment from Vender.  Perform pre-test requirement such as create 

correct and appropriate documentation.  Perform preliminary test of verify 

correct documentation and equipment.  Perform General Election Testing 1-

3.  Perform Primary testing 1-3.  Submit reports and finding to State Board

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6D3

(3) Physical Configuration Audit

The Physical Configuration Audit is an examination of 

the software configuration against its technical 

documentation to establish a configuration baseline 

for approval. The Physical Configuration Audit shall 

include an audit of all drawings, specifications, 

technical data and test data associated with the 

system hardware and this audit shall establish the 

system hardware baseline associated with the 

software baseline. All subsequent changes to the 

software or hardware shall be subject to re-

examination.

VVSG Vol 1 9.7.1 

VVSG Vol 1 8.7, Vol 

1 9.7.1. and 9.7.2 

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6D3a

(a) Vendor Responsibility

The vendor shall provide a list of all documentation and 

data required to be audited by the State Board. 

Vendor’s technical personnel shall be available to 

the State Board during the performance of the 

Physical Configuration Audit.

N/A Y N/A All N/A

NYS 

Regulation

6209.6D3b

(b) Technical Data

The vendor shall provide the following technical data:

VVSG Vol 1 9.7.1

BMD 3.6.1.12

N/A Y N/A All N/A

NYS 

Regulation

6209.6D3bi

(i) identification of all items which are to be a part of the 

software

release;

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Not testable by testing laboratory 

Verify software baseline technical document base line.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Not testable by testing laboratory 

Verify all documentation and data required for the voting system is 

received.  Verify technical personnel is available during testing and audits

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.
NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify all vender documentation listing all part of software release.  Verify 

the part of software match the document listing

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6D3bii

(ii) identification of all hardware which interfaces with 

the software;

N/A Y N/A All N/A

NYS 

Regulation

6209.6D3biii

(iii) configuration baseline data for all hardware included 

within the

system;

N/A Y N/A All N/A

NYS 

Regulation

6209.6D3biv

(iv) copies of all software documentation which is 

intended for distribution to users, including program 

listings, specifications, operator manual, user manual 

and software maintenance manual;

N/A Y N/A All N/A

NYS 

Regulation

6209.6D3bv

(v) proposed user acceptance test procedure and 

acceptance criteria;

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify all vender documentation listing all part of hardware that interfaces 

with software.  Verify the this hardware is physically provided and matches 

the document listing

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify all vender has a baseline source code for all hardware used for the 

voting system

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify all vender documentation listing.  Verify all documentation matches 

it's declaration for specifications, operator manual, user manual and 

software maintenance

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Test user acceptance test procedures and acceptance criteria

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6D3bvi

(vi) an identification and explanation of any changes 

between the Physical Configuration Audit and the 

configuration submitted for the Functional Configuration 

Audit.

N/A Y N/A All N/A

NYS 

Regulation

6209.6D3c

(c) Audit Procedure

Required data items include draft and formal 

documentation of the

vendor's software development program which are 

relevant to the design and conduct of Qualification 

Tests. The vendor shall identify all documents, or 

portions of documents, which the vendor asserts 

contain proprietary information not approved for 

public release. The State Board or its designee 

shall agree to use any proprietary information 

contained

therein solely for the purpose of analyzing and 

testing the software and shall refrain from 

disclosing proprietary information to any other 

person or agency without the prior written consent 

of the vendor or a Court order. The State Board or 

its designee shall review the vendor's source code 

and documentation to verify that the software 

conforms to the documentation, and that the 

documentation is sufficient to enable the user to 

install, validate, operate and maintain the voting 

system. The review shall also include an inspection 

of all records of the baseline version against the 

vendor's release control system

to establish that the configuration, being qualified, 

VVSG Vol 1 9.4, 9.7.1 

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify documentation stating physical configuration differences between 

the Physical audit and the functional audit

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that vender has documentation listing into inspection  all records of 

the baseline version against the vendor's release control system  and that 

the actual information matches the provided list.

Vender will provide a baseline with TDP information for review of source 

code and documentation.  Perform Document Review and verify that the 

document matches the enable the user to install, validate, operate and 

maintain the voting system

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6E

E. Functional Tests, Security Tests and Simulated 

Voting

Prior to certifying a voting system, the state board 

shall designate an independent expert to review, all 

source code made available by the vendor 

pursuant to this section and certify only those 

voting systems compliant with these Regulations. 

At a minimum, such review shall include a review of 

security, application vulnerability, application code, 

wireless security, security policy and processes, 

security/privacy program management, technology 

infrastructure and security controls, security 

organization and governance, and operational 

effectiveness, as applicable to that voting system.

VVSG Vol 1 sec 2.1, 

Vol 2 Sec 2.3

N/A Y N/A All Y

NYS 

Regulation

6209.6E1

(1) For all systems or equipment, functional tests shall 

consist of the validation of equipment functional 

performance, and shall be performed in an open and 

public venue, in conformity with written procedures 

adopted by the State Board.

VVSG vol 2 sec 3.4.

Look into the Regs

N/A Y N/A All N/A

NYS 

Regulation

6209.6E2

(2) All votes entered shall use the identical interfaces as 

would be used by the actual voters during the actual 

voting process. By way of explanation, touch-screen 

votes, or votes cast via alternative accessible devices 

such as tactile-discernible key pads or pneumatic 

switches shall be used as the voter would use them rather 

than casting simulated votes via any of these processes 

into the voting system using any type of diagnostic input 

cartridge.

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Receive all source code made available by the vendor .  Review and 

perform source code review, security test plan to test the security, 

application vulnerability, application code, wireless security, 

security/privacy program management, technology infrastructure and 

security controls,  and governance, and operational effectiveness

Review security policy and processes through vender documentation and 

verify they correlate with source code, application functionality and 

hardware requirements

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Not testable by testing laboratory

Perform functional testing of voting system.  Collect all documentation and 

equipment from Vender.  Perform pre-test requirement such as create 

correct and appropriate documentation.  Perform preliminary test of verify 

correct documentation and equipment.  Perform General Election Testing 1-

3.  Perform Primary testing 1-3.  Submit reports and finding to State Board

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Perform functional testing of voting system.  Collect all documentation and 

equipment from Vender.  Perform pre-test requirement such as create 

correct and appropriate documentation.  Perform preliminary test of verify 

correct documentation and equipment.  Perform General Election Testing 1-

3.  Perform Primary testing 1-3.  Submit reports and finding to State Board

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6E3

(3) Functional tests of voting system software which 

runs on general purpose data processing equipment shall 

include all tests similar to those in procedures which are 

necessary to validate the proper functioning of the 

software and its ability to control the hardware 

environment. The tests shall also validate the ability of 

the software to detect and act correctly upon any error 

conditions which may result from hardware 

malfunctions. Detection capability may be contained in 

the software, the hardware or the operating system. It 

shall be validated by any convenient means up to and 

including the introduction of a simulated failure (power 

off, disconnect a cable, etc.) in any equipment associated 

with vote processing.

BMD 4.4.6

BMD 4.4.7

N/A Y N/A All N/A

NYS 

Regulation

6209.6E4

(4) Each system shall be submitted for electronic and 

technical security and integrity

analysis by independent certified security experts, who 

shall be given full unrestricted access to production units 

of the system, for such analysis. Whenever the vendor is 

able to provide documentation for the State Board and its 

testing authority, to establish that the standards of this 

section of these regulations have been met; then the 

State Board may, in its discretion, accept such 

documentation as satisfaction of the tests required by 

these regulations.

N/A Y N/A All Y

NYS 

Regulation

6209.6E5

(5) Functional tests for the following types of equipment 

shall be required:

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6E5a

(a) Standard commercial, off-the-shelf production 

models of general purpose data processing equipment 

(PC‘S, printers, etc.) shown to be compatible with these 

requirements and with the voting system.

N/A Y N/A All N/A

NYS 

Regulation

6209.6E5b

(b) Production models of special purpose data processing 

equipment (scanners, bar code readers, etc.) having 

successfully performed in elections use and having been 

shown to be compatible with the voting system.

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Perform functional testing of voting system.  Collect all documentation and 

equipment from Vender.  Perform pre-test requirement such as create 

correct and appropriate documentation.  Perform preliminary test of verify 

correct documentation and equipment.  Perform General Election Testing 1-

3.  Perform Primary testing 1-3.  Submit reports and finding to State Board

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Perform Security and Accuracy testing of voting system.  Collect all 

documentation and equipment from Vender.  Perform pre-test requirement 

such as create correct and appropriate documentation.  Perform preliminary 

test of verify correct documentation and equipment.  Perform Security and 

Accuracy test plan.  Submit reports and finding to State Board

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that vender provides documentation with models of the general 

purpose of COTS hardware and software

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that vender provides documentation with models of the general 

purpose of COTS/ non-COT special purpose data processing equipment

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F

F. Software, Hardware, Operating and Support 

Documentation

VVSG 7.4.1, 7.4.3, 8.7 N/A N/A N/A All N/A

NYS 

Regulation

6209.6F1

(1) Software Qualification

The following system software and firmware vendor data 

items shall be submitted as a precondition of 

certification of acceptability for elections use.

N/A N/A N/A All N/A

NYS 

Regulation

6209.6F2

(2) Vendor Documentation

Complete product documentation shall be provided to 

the State Board for voting systems, their components and 

all auxiliary devices. This documentation shall be 

sufficient to serve the needs of the voter, the operator, 

maintenance technicians, and other appropriate county 

board personnel. It shall be prepared and published in 

accordance with

standard industrial practice for electronic and 

mechanical equipment such documentation

shall include:

N/A Y N/A All N/A

NYS 

Regulation

6209.6F3

(3) Software Specification

The Software Specification shall contain and describe 

the vendor's design standards and conventions, 

environment and interface specifications, functional 

specifications, programming architecture 

specifications, and test and verification 

specifications. Vendor must also provide document 

identification, an abstract of the specification, 

configuration control status and a table of contents. 

The body of the specification shall contain the

following material:

N/A Y Y All Y

NYS 

Regulation

6209.6F3a

(a) System Overview

The vendor shall identify the system hardware and the 

environment in which the

software will operate and the general design and 

operational considerations and constraints which have 

influenced the design of the software.

N/A N/A N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.
NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify the vender has provide complete documentation for the voting 

system.  Verify that the list of documentation matches the actual document 

and their version

The vendor provided software 

specification will be used as a guide in 

navigating the software during the 

source code review process, and will be 

validated in that process.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

 Verify that the document software specification, in volume, chapter and 

section  provides the standards and conventions, environment and interface 

specifications, functional specifications, programming architecture 

specifications, and test and verification specification, abstract of the 

specification, configuration control status and a table of contents

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

 Verify that the document software specification,  in volume, chapter and 

section  provides  a system over view.  Verify the identification of  the 

system hardware and the environment in which the software will operate 

and the general design and operational considerations and constraints.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F3b

(b) Program Description

The vendor shall provide descriptions of the software 

system concept, the array of

hardware in which it operates, the intended operating 

environment, the specific software design objectives and 

development methodology and the logical structure and 

algorithms

used to accomplish the objectives.

VVSG Volume 2  

2.5.4 

N/A Y N/A All N/A

NYS 

Regulation

6209.6F3c

(c) Standards and Conventions

The vendor shall provide information which can be 

used as a partial basis for code analysis and test 

design. It should include a description and 

discussion of the standards and conventions used 

in the preparation of this specification and in the 

development of the

software.

VVSG Vol 2 2.5.4 

NYSBOE -

"should" = "shall"

N/A Y N/A All N/A

NYS 

Regulation

6209.6F3d

(d) Specification Standards and Conventions

The vendor shall identify all published and private 

standards and conventions used to document 

software development and testing. Vendor internal 

procedures shall be provided as attachments to this 

Software Specification.

VVSG Vol 2 2.5.4 N/A Y N/A All N/A

NYS 

Regulation

6209.6F3e

(e) Test and Verification Standards

The vendor shall identify any standards or other 

documents which are applicable to the determination 

of program correctness and acceptance criteria.

VVSG Vol 2 2.5.4 N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

 Verify that thee vender provides the document,  in volume, chapter and 

section  for program description.  Verify the identification of  the system 

hardware and the environment in which the software will operate and the 

general design and operational considerations and constraints.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

 Verify that the vender provides partial basis analysis and test design 

document  specification,  in volume, chapter and section for overview.  

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Provide  in volume, chapter and section for overview all published and 

private standards and conventions and internal procedures used for 

software development and testing

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has identify any standards or other documents which 

are applicable to the determination of program correctness and acceptance 

criteria in their documentation

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



R
eq

uir
em

en
t #

62
09

 M
ap

pin
g

R
eq

uir
em

en
t T

yp
e 

( C
at

eg
or

y)

   
   

   
   

   
   

   
   

   
   

   

   
   

   
   

   
   

   
   

   
   

   
   

   
  

R
eq

uir
em

en
t

A
dditi

on
al

 N
ot

es
 &

 

M
ap

pin
gs

N
Y

S R
el

at
ed

 

R
eq

uir
em

en
t(
s)

E
M

S R
eq

uir
em

en
t

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

R
el

at
ed

D
R

E
, B

M
D

, o
r 
O

PSC
A

N
 

(B
, D

, O
, o

r 
A

ll)

Sec
uri

ty
 R

el
at

ed
 (Y

 o
r 
N

)

G
E
N

01
 S

te
ps

G
E
N

02
 S

te
ps

G
E
N

03
 S

te
ps

PR
I0

1 
Ste

ps

PR
I0

2 
Ste

ps

V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

NYS 

Regulation

6209.6F3f

(f) Quality Assurance Standards

The vendor shall describe all standards or other 

documents which are applicable to the examination and 

testing of the software, including standards for 

flowcharts, program documentation, test planning and 

test data acquisition and reporting.

VVSG 

Volume 2  

2.5.5

N/A Y N/A All N/A

NYS 

Regulation

6209.6F3g

(g) Operating Environment

The vendor shall provide a description of the system and 

subsystem interfaces at which inputs, outputs and 

data transformations occur. It shall contain or make 

reference to all operating environment factors 

which influence the software design.

VVSG 

Volume 2  

2.5.5.1

N/A Y N/A All N/A

NYS 

Regulation

6209.6F3h

(h) Hardware Constraints

The vendor shall identify and describe the hardware 

characteristics which influence

the design of the software, such as:

N/A Y N/A All N/A

NYS 

Regulation

6209.6F3hi

(i) the logic and arithmetic capability of the processor, N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has provided all forms of standards for flowcharts, 

program documentation, test planning and test data acquisition and 

reporting documentation.  Verify that the document list matches the actual 

documentation

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has provided all forms of inputs, outputs and data 

transformations documentation. It shall contain or make reference to all 

operating environment factors which influence the software   Verify that 

the document list matches the actual documentation

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has identify and describe the hardware 

characteristics.

 Verify that the hardware matches the actual documentation

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has provided documentation for the  logic and 

arithmetic capability of the processor.  Verify that the physical  processor  

matches the actual documentation.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F3hii

(ii) memory read/write characteristics, N/A Y N/A All N/A

NYS 

Regulation

6209.6F3hiii

(iii) external memory device characteristics N/A Y N/A All N/A

NYS 

Regulation

6209.6F3hiv

 (iv) peripheral device interface hardware data I/O device 

protocols, and

N/A Y N/A All N/A

NYS 

Regulation

6209.6F3hv

(v) operator controls, indicators and displays. VVSG Volume 2  

2.5.5.2

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has memory read/write characteristics 

documentation.  Verify that the physical  memory  matches the actual 

documentation.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for the external memory device.  

Verify that the physical  external memory   matches the actual 

documentation.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for the  peripheral device 

interface hardware data I/O device protocols,.  Verify that the physical  

protocols  matches the actual documentation.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for operator controls, indicators 

and displays.  Verify that the physical  operator controls, indicators and 

displays matches the actual documentation.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



R
eq

uir
em

en
t #

62
09

 M
ap

pin
g

R
eq

uir
em

en
t T

yp
e 

( C
at

eg
or

y)

   
   

   
   

   
   

   
   

   
   

   

   
   

   
   

   
   

   
   

   
   

   
   

   
  

R
eq

uir
em

en
t

A
dditi

on
al

 N
ot

es
 &

 

M
ap

pin
gs

N
Y

S R
el

at
ed

 

R
eq

uir
em

en
t(
s)

E
M

S R
eq

uir
em

en
t

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

R
el

at
ed

D
R

E
, B

M
D

, o
r 
O

PSC
A

N
 

(B
, D

, O
, o

r 
A

ll)

Sec
uri

ty
 R

el
at

ed
 (Y

 o
r 
N

)

G
E
N

01
 S

te
ps

G
E
N

02
 S

te
ps

G
E
N

03
 S

te
ps

PR
I0

1 
Ste

ps

PR
I0

2 
Ste

ps

V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

NYS 

Regulation

6209.6F3i

(i) Software Environment

The vendor shall identify all compilers, assemblers, or 

other software tools to be used for the generation of 

executable code and a description of the operating 

system or system monitor. This section shall also contain 

an overview of the compile-time interaction of the voting 

system software with library calls and linking.

VVSG 2.5.8 N/A Y N/A All N/A

NYS 

Regulation

6209.6F3j

(j) Interface Characteristics

The vendor shall describe the interfaces between 

executable code and system input-output and control 

hardware.

VVSG 

Volume 2  

2.5.6.1

N/A Y N/A All N/A

NYS 

Regulation

6209.6F3k

(k) Software Functional Specification

The vendor shall provide a description of the overall 

functions which the software

performs in the context of its mode or modes of 

operation. The vendor shall also describe

the capabilities and methods for detecting and handling 

exceptional conditions, system failure, data input/output 

errors, error logging and audit record generation and 

security monitoring and control.

VVSG Volume 2  

2.5.6.1 

N/A Y N/A All Y

NYS 

Regulation

6209.6F3l

(l) Configurations and Operating Modes

The vendor shall describe the various software 

configurations and operating modes of the system; such 

as preparation for opening of the polling place, vote 

recording and/or vote processing, closing of the polling 

place and report generation. For each software function 

or operating mode, a definition of the inputs 

(characteristics, tolerances or

acceptable ranges) to the function or mode, how the 

inputs are processed and what outputs are produced 

(characteristics, tolerances or acceptable ranges) shall be 

provided.

VVSG Volume 2  

2.5.8 

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for compilers, assemblers, or 

other software tools to be used for the generation of executable code and a 

description of the operating system.  Verify that the physical  items listed 

above matches the actual documentation.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation to describe the interfaces 

between executable code and system input-output and control hardware..  

Verify that the physical interface matches the actual documentation.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation to describe description of the 

overall functions which the software performs in the context of its mode or 

modes of operation.  Verify that the physical interface matches the actual 

documentation.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation to describe the various software 

configurations and operating modes of the system.  Perform a preliminary  

test to verify that the system is working, on a high level.  Perform  

Accuracy test cases and stress and volume test plan.  Report the report  to 

the appropriate agencies

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F3l

(m) External files

In the event that external files are used for data input or 

output, the definition of information context and record 

formats shall be provided. The vendor shall also describe 

the procedures for file maintenance, access privileges 

and security.

VVSG Vol I Section 7 

VVSG Vol II Section 

2.6

VVSG Vol II Section 

6.4

BMD 2.6.2

Use NIST and 

determine vendor 

security requirements 

with NYSTEC

N/A Y N/A All Y

NYS 

Regulation

6209.6F3n1

(n) Security

1.  Security requirements and security provisions of the 

system‘s software shall be

identified for each system function and operating mode. 

The voting system must be

secure against attempts to interfere with correct system 

operation. The vendor shall

identify each potential point of attack.

VVSG Vol I Section 7 

VVSG Vol II Section 

2.6

VVSG Vol II Section 

6.4

BMD 2.6.2

Use NIST and 

determine vendor 

security requirements 

with NYSTEC

N/A Y N/A All Y

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA It is important that security vulnerabilities 

do not exist in the coding 

implementations of all I/O activities 

throughout the code.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for external files and procedures 

for file maintenance, access privileges and security.  Verify that the 

physical external files and procedures  matches the actual documentation.

NA It is important that all security 

requirements and security provisions are 

met.  It is further important that the 

implementation of all security 

requirements and security provisions are 

done correctly.  A flawed implementation 

of a security provision could provide an 

attack vector for unauthorized access.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for Security requirements and 

security provisions for each system function and operating mode. Create 

security test case.  Perform Security test case  Upon the completion of test 

case, forward the reports to the appropriate organizations.  

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F3n2

2. For each potential point of attack, the vendor shall 

identify the technical safeguards embodied in the voting 

system to defend against attack, and the procedural 

safeguards that the vendor has  recommended be 

followed by the election administrators to further defend 

against that attack. Each defense shall be classified as 

preventative, if it prevents the attack in the first place; 

detective if it allows detection of an attack; or  corrective 

if it allows correction of the damage done by an attack.

N/A Y Y All Y

NYS 

Regulation

6209.6F3n3

3. Security requirements and provisions shall include the 

ability of the system to detect, prevent, log and recover 

from the broad range of security risks identified.

N/A Y Y All Y
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The source code review process will 

employ all reasonable means to expose  

potential vulnerabilities as well as 

identify technical safeguards  in the 

source code.

In some cases vendors will write software 

technical safeguards to defend against 

particular attacks.  It is important that 

these software technical safeguards are 

implemented correctly without 

inadvertently introducing new security 

vulnerabilities.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for Security requirements and 

security provisions for each system function and operating mode. Create 

security test case.  Perform Security test case.  Using  venders 

documentation  identify  the technical safeguards and  procedural 

safeguards for each potential point of attack.   Upon the completion of test 

case, forward the reports to the appropriate organizations. 

Automated and manual  source code 

review will be performed in an attempt 

to determine the presence of coded 

logic to detect, log, prevent and recover 

from security exploits.

It is important that security vulnerabilities 

do not exist in any of the code written as 

part of the system to detect, prevent, log 

and recover from security risks.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for Security requirements and 

security provisions for each system function and operating mode. Create 

security test case.  Perform Security test case.  Verify requirements and 

provisions detect, prevent, log and recover from the broad range of security 

risks identified.  Upon the completion of test case, forward the reports to 

the appropriate organizations.  

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F3n4

4. These procedures shall also examine system 

capabilities and safeguards claimed by the vendor

to prevent interference with correct system operations.

N/A N/A N/A N/A Y

NYS 

Regulation

6209.6F3n5

5. The State Board, with the

assistance of its ITA, shall conduct tests to confirm that 

the security requirements of these

Regulations have been completely addressed.

N/A N/A N/A N/A Y

NYS 

Regulation

6209.6F3n6

6. Notwithstanding any other provisions of these 

Regulations, the State Board shall determine whether all 

or a portion of such security requirements and security 

provisions shall be available for public inspection, but 

shall exclude any information which compromises the 

security of the voting system.

VVSG Volume 2  

2.5.7  

N/A N/A N/A N/A Y

NYS 

Regulation

6209.6F3o

(o) Programming Specifications

The vendor shall provide an overview of the software 

design, structure and implementation algorithms. 

Whereas the Functional Specification of the preceding 

section provides a description of what functions the 

software performs and the various modes in which it 

operates, this section should be prepared so as to 

facilitate understanding of the internal functioning of the 

individual software modules.  Implementation of 

functions shall

be described in terms of software architecture, 

algorithms and data structures and all procedures or 

procedure interfaces which are vulnerable to degradation 

in data quality or security penetration shall be identified.

VVSG Volume 2  

2.7.1 

N/A Y Y All Y
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NA It is important that preventative security 

controls developed in the code are 

implemented correctly without 

introducing additional security 

vulnerabilities.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for Security requirements and 

security provisions for each system function and operating mode. Create 

security test case.  Perform Security test case.  Examine the system 

capabilities and safeguards claimed by the vendor to prevent interference 

with incorrect system operations.  Upon the completion of test case, 

forward the reports to the appropriate organizations.  

NA N/A Not testable by testing laboratory 

NA N/A Not testable by testing laboratory 

The vendor provided software 

specification will be used as a guide in 

navigating the source code during the 

code review process. The document 

will be assessed to validate the 

appropriate level of detail to facilitate 

complete understanding of the 

functionality.

It is important that the software design, 

structure, and implementation algorithms 

do not contain any security vulnerabilities 

in their implementation.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for software design, structure and 

implementation algorithms internal functioning of the individual software 

modules  internal functioning of the individual software modules.  Evaluate 

source code for algorithms and data structures and all procedures or 

procedure interfaces which are vulnerable to degradation in data quality or 

security penetration shall be identified.  Upon the completion of source 

code review, forward the reports to the appropriate organizations.  

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F3p

(p) Test and Verification Specifications

The vendor shall provide a description of the procedures 

used during software development to verify logical 

correctness, data quality and security. This description 

shall

include existing standard test procedures, special 

purpose test procedures, test criteria and

experimental design and validation criteria. In the event 

that this documentation is not available, the 

Qualification Test agency shall design test cases and 

procedures equivalent to those ordinarily used as a basis 

for verification (see below).

VVSG Volume 2  

2.7.2 

N/A N/A N/A N/A Y

NYS 

Regulation

6209.6F3q

(q) Qualification Test Specification

The vendor shall provide a description of the 

specification for verification and validation of overall 

software performance, including acceptance criteria for 

control and data input/output, processing accuracy, data 

quality assessment and maintenance,

exceptional handling and security. The specification 

shall identify specific procedures by means of which the 

general suitability of the software for elections use can 

be assessed and demonstrated. The vendor's 

specification and procedure shall be used to establish the 

detailed requirements of the tests described in 

"Laboratory Environmental Test

Procedures for Hardware and Software" of this Standard.

VVSG vol2 sections 

2.8.3 and 6.6

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F3r

(r) Acceptance Test Specification

The vendor shall provide a description of the 

specification for installation, acceptance and readiness 

verification. This specification shall identify specific 

procedures by means of which the capability of the 

software to accommodate actual ballot formats and 

format logic, and pre-election logic, accuracy and 

security test requirements of using jurisdictions may be 

assessed and demonstrated. The vendor's specification 

shall be used to establish the detailed requirements of the 

tests described in "Laboratory Environmental Test 

Procedures for Hardware and Software" of this standard 

performed to evaluate the adequacy of the vendor's 

procedures and it shall be suitable for inclusion in the 

regulations and procedures of user counties when 

preparing for the conduct of actual elections.

VVSG Volume 2  

2.5.10

VVSG Vol 2 sections 

2.8.7 & 2.9.6

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for software provide a 

description of the procedures used during software development to verify 

logical correctness, data quality and security.  Evaluate software 

documentation for  all procedures existing standard test procedures, special 

purpose test procedures, test criteria and

experimental design and validation criteria.  Upon the completion of this 

review, forward the reports to the appropriate organizations.  

NA It is important that security vulnerabilities 

do not exist in the control, data 

input/output, processing and accuracy.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation for software specification for 

verification and validation of overall software.  Evaluate software 

description of the specification for  all performance, including acceptance 

criteria for control and data input/output, processing accuracy, data quality 

assessment and maintenance.  Upon the completion of this review, forward 

the reports to the appropriate organizations.  

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation fro specification for installation, 

acceptance and readiness verification.  

Evaluate software to accommodate actual ballot formats and format logic, 

and pre-election logic, accuracy and security test requirements

Perform Accuracy and Security test plans.  Upon the completion of reports, 

forward the reports to the appropriate organizations.  

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F3s

(s) Appendices

The vendor shall provide descriptive material and data 

supplementing the various

sections of the body of the Software Specification. The 

content and arrangement of

appendices shall be at the discretion of the vendor. 

Topics recommended for amplification

and treatment in appendix form include:

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F3si

(i) Glossary: Provide a listing and brief definition of all 

software module names and variable names with 

reference to their locations in the software structure. 

Include abbreviations, acronyms and terms which are 

either not commonly used in data

processing and software development or which are used 

in an uncommon semantic

context.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F3sii

(ii) References: Provide a list of references to all related 

vendor documents, data, standards and technical sources 

used in software development and testing.

N/A Y N/A All N/A

NYS 

Regulation

6209.6F3siii

(iii) Program Analysis: Provide the results of software 

configuration analysis, algorithm analysis and selection, 

timing studies and hardware interface studies reflected in 

the final software design and coding.

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the vender has documentation descriptive material and data 

supplementing the various sections of the body of the Software 

Specification in Appendices.   Some of the Appendices topic may include 

glossary,  references, program Analysis, security analysis, operational 

information

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the glossary  has a brief definition of all software, module 

names and variable name with references to their location  Physically 

follow and crosscheck the appendices to verify that they are correct.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the references provides a list of all related vendor documents, 

data, standards and technical sources used in software development and 

testing.

  Physically follow and crosscheck the references to verify that they are 

correct.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the Program Analysis results of software configuration analysis, 

algorithm analysis and selection, timing studies and hardware interface 

studies.

  Physically follow and crosscheck the Program Analysis to verify that they 

are correct.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.6F3siv

(iv) Security Analysis: Provide a detailed description of 

the penetration analysis performed to preclude intrusion 

by unauthorized persons and fraudulent manipulation of 

elections data. Identify security policies and measures 

and selection criteria for audit log data categories.

VVSG vol 2 sections 

2.2.1, 2.8.5, 2.8.6, & 

2.9..1 

N/A Y N/A All Y

NYS 

Regulation

6209.6F4i

(4)  Operator Information:

(i)  This documentation shall include a physical 

description of the equipment sufficient to identify all 

features, controls and displays. It shall include a 

complete procedure for energizing the equipment, for 

testing and verifying operational status and for 

identifying all abnormal equipment states. It shall 

include a complete operating procedure for inserting 

ballots to be tabulated, for controlling the tabulation 

process, for monitoring the status of the equipment, for 

recovering from error conditions and for preparing 

output reports. It shall also include troubleshooting 

instructions.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F4ii

(ii) The documentation shall also include a description of 

the relationship of the Sensitive Area, Voting Target, 

and Ballot Position. For paper-based systems, this 

description shall include a description of the nature of 

the marks the system will and will not count as votes, for 

example, the types of marks made with each of a variety 

of pens and pencils that should be counted and that 

should not be counted.

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Many of the security controls may have 

been written into the software.  For these 

controls, it is important that their 

implementation did not introduce any 

security vulnerabilities.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Verify that the Program Analysis results of software configuration analysis, 

algorithm analysis and selection, timing studies and hardware interface 

studies.

  Physically follow and crosscheck the Program Analysis to verify that they 

are correct.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the Vendor's documentation for descriptions of all specified items.  

This documentation will be utilized through the test campaign so a 

determination of the completeness and accuracy of the documentation can 

be made.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

During the test campaign, measure the sensitive area, voting target and 

ballot position, compare it to the documented measurements.  For paper 

based systems mark ballots at the periphery of the target mark area and 

outside the target mark areas and prove the equipment counts each ballot 

mark accurately.  Test ballots that have been marked with all specified pen 

and pencil types.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F4iii

(iii) For DRE voting systems, this description shall 

include a description of the nature of the voter action 

required to cast a vote in the Sensitive Area, for 

example, the force and duration of contact required.

VVSG Vol 1 section 

8.7 VVSG vol 2, 

sections 1.5,2. 8.5, 

and 2.9.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F5

(5)  Maintenance Information: N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F5a

(a)This documentation shall contain a complete physical 

and functional description of the equipment and a theory 

of operation which fully describes the electrical and 

mechanical function of the equipment, how the 

processes of ballot handling and reading are performed, 

how data are handled in the processor and memory 

sections, how data output is initiated and controlled, how 

power is converted or conditioned and how test and 

diagnostic information is acquired and used.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F5b

(b)A complete parts and materials list shall be provided 

which contains sufficient descriptive information to 

identify all parts by type, size, value or range and 

manufacturer's designation.

BMD 3.2.1.5

BMD 3.3.5

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F5c

(c) Technical illustrations and schematic representations 

of electronic circuits shall be provided with indications 

of all test and adjustment points and the nominal value 

and tolerance or waveform to be measured. Fault 

detection, isolation and correction procedures or logic 

diagrams shall be prepared for all operational 

abnormalities identified by design analysis and operating 

experiences.

VVSG vol 2, section 

2.9.5 and VVSG vol 

1, section 1.4.2 

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Measure the force and duration to vote by pressing the sensitive area.  

Compare this to the vendor's documented specifications.  Attempt to vote 

by pressing outside the sensitive areas to prove the selection does not 

activate.

NA N/A

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Scour the vendor's TDP and verify all specified equipment descriptions are 

adequately documented.  

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Search for a list of consumables in the TDP.  Verify part numbers and 

descriptions are detailed appropriately.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the vendor's TDP for the engineering information specified.  Verify 

the documents include detailed descriptions for all items specified in the 

requirement.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



R
eq

uir
em

en
t #

62
09

 M
ap

pin
g

R
eq

uir
em

en
t T

yp
e 

( C
at

eg
or

y)

   
   

   
   

   
   

   
   

   
   

   

   
   

   
   

   
   

   
   

   
   

   
   

   
  

R
eq

uir
em

en
t

A
dditi

on
al

 N
ot

es
 &

 

M
ap

pin
gs

N
Y

S R
el

at
ed

 

R
eq

uir
em

en
t(
s)

E
M

S R
eq

uir
em

en
t

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

R
el

at
ed

D
R

E
, B

M
D

, o
r 
O

PSC
A

N
 

(B
, D

, O
, o

r 
A

ll)

Sec
uri

ty
 R

el
at

ed
 (Y

 o
r 
N

)

G
E
N

01
 S

te
ps

G
E
N

02
 S

te
ps

G
E
N

03
 S

te
ps

PR
I0

1 
Ste

ps

PR
I0

2 
Ste

ps

V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

NYS 

Regulation

6209.6F6

(6) Logistics, Facilities and Training:

The vendor shall identify all operating and support 

requirements of the system or

component. These requirements include material, 

facilities and personnel, including furnishings, fixtures, 

and utilities which will be required to support system 

operation, maintenance and storage.

VVSG Volume 2  

2.9.2.1 

VVSG vol. 1, sections 

2.5,and 8.7

VVSG vol. 2 section 

2.9.2.2. , 

2.9.3,2.9.4,and 2.10 

BMD 3.1.1

BMD 3.3.6

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F7

(7) Maintenance Training and Supply: N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F7a

(a) The vendor shall identify all corrective and 

preventive maintenance tasks, including the calibration 

of the system, as appropriate, and the level at which they 

shall be performed. Levels of maintenance shall include 

operator tasks, maintenance personnel tasks and factory 

repair.

N/A Y N/A All N/A

NYS 

Regulation

6209.6F7b

(b) Operator tasks shall be limited to the activation of 

controls to identify irrecoverable error conditions and to 

the replenishment of consumables such as printer 

ribbons, paper and the like.

N/A Y N/A All N/A

NYS 

Regulation

6209.6F7c

(c) Maintenance personnel tasks shall include all field 

maintenance actions which require access to internal 

portions of the equipment. They shall include the 

conduct of tests to localize the source of a malfunction; 

the adjustment, repair or replacement of malfunctioning 

circuits or components and the conduct of tests to verify 

restoration to

service.

N/A Y N/A All N/A

NYS 

Regulation

6209.6F7d

(d) Factory repair tasks shall be minimized, and repairs 

shall be made on site whenever reasonably possible. 

Factory repairs shall only include complex and 

infrequent maintenance functions which require access 

to proprietary or to specialized facilities and equipment 

which cannot be obtained by the county board.

N/A Y N/A All N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the vendor's TDP for the engineering information specified.  Verify 

the documents include detailed descriptions for all items specified in the 

requirement.

NA N/A definition

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the vendor's TDP to verify personnel requirements and the 

maintenance manuals are adequately documented and include a 

subdivision of tasks to be performed by each level of personnel defined.  

NA N/A Not testable, this is informational.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the vendor's TDP and verify the maintenance manuals adequately 

document the maintenance tasks and they include the specified tests to 

isolate failures, perform the necessary repairs and verify the repair restored 

the device to service.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



R
eq

uir
em

en
t #

62
09

 M
ap

pin
g

R
eq

uir
em

en
t T

yp
e 

( C
at

eg
or

y)

   
   

   
   

   
   

   
   

   
   

   

   
   

   
   

   
   

   
   

   
   

   
   

   
  

R
eq

uir
em

en
t

A
dditi

on
al

 N
ot

es
 &

 

M
ap

pin
gs

N
Y

S R
el

at
ed

 

R
eq

uir
em

en
t(
s)

E
M

S R
eq

uir
em

en
t

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

R
el

at
ed

D
R

E
, B

M
D

, o
r 
O

PSC
A

N
 

(B
, D

, O
, o

r 
A

ll)

Sec
uri

ty
 R

el
at

ed
 (Y

 o
r 
N

)

G
E
N

01
 S

te
ps

G
E
N

02
 S

te
ps

G
E
N

03
 S

te
ps

PR
I0

1 
Ste

ps

PR
I0

2 
Ste

ps

V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

NYS 

Regulation

6209.6F7e

(e) The vendor shall identify by function all personnel 

required to operate and support the system. For each 

functional category, the number of personnel and their 

skills and skill levels shall be specified.

N/A Y N/A All N/A

NYS 

Regulation

6209.6F7f

(f) The vendor shall specify requirements for the training 

of each category of operating and support personnel, 

including but not limited to voters, poll workers, and 

elections staff. The vendor shall prepare all materials 

required in the training activity and shall provide or 

otherwise arrange for the provision of as many qualified 

instructors as are necessary to properly and fully train 

said personnel in each category.

N/A Y N/A All N/A

NYS 

Regulation

6209.6F7g

(g) The vendor shall recommend a standard complement 

of supplies, spares and repair parts which will be 

required to support system operation. This list shall 

include the identification of these materials and their 

individual quantities and sources from which they may 

be obtained. The vendor shall supply, at vendor's 

expense, any special tools required to repair or maintain 

the equipment.

VVSG Volume 1 

7.9.6.g 

BMD 2.7.18

N/A Y N/A All N/A

NYS 

Regulation

6209.6F7h

(h) The vendor shall provide complete instructions for all 

methods of voting which voters may use to cast their 

vote, including instructions on entering and changing 

votes, write-in voting, verifying votes and accepting the 

cast votes. Written and audio instructions shall be 

provided in each language in which voting shall occur 

within the state.

N/A Y N/A B, D N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the vendor's TDP to verify personnel requirements have been 

provided.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the vendor's TDP to verify training materials and personnel 

requirements have been provided.  All additional responsibilities for this 

requirement is a mandate for the vendor.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Search for a list of consumables in the TDP.  Verify part numbers and 

instructions for ordering these from the vendor are documented or the 

consumables  are available from local suppliers.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the vendor's TDP for the supplied voting instructions.  Utilize 

these instructions throughout the test campaign to verify they are 

adequately detailed for use by the general voting population.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F8

(8)  Usability Test:

Vendors shall make available to the State Board, in a 

quantity to be determined by the State Board, voting 

systems for the purpose of conducting a usability test, 

which will establish the minimum number of voting 

machines required in each polling place and the 

maximum number of voters that can vote on one voting 

machine during the course of an ordinary 15-hour 

election day. The ballots to be used for this test shall 

include both primary and general election ballots, with 

ample candidate selection options and ballot proposal 

selections. For the purposes of the usability test, voting 

shall occur by utilizing all the devices which a voter may 

use to make their selections. If a vendor has previously 

performed a usability test on the same or similar voting 

system which meets the requirements of this section, the 

State Board may consider the findings of same. 

Whenever the State Board is satisfied that a voting 

machine or system‘s usability analysis has provided 

adequate and accurate information relative to the 

requirements of Election

Law Section 7-203.2, then the State Board may, in its 

discretion, accept such documentation as satisfaction of 

N/A Y N/A B, D N/A

NYS 

Regulation

6209.6F9

(9)  Voter Demonstration Test: N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F9a

(a) The purpose of this test is to provide, in a simulated 

election day environment, a public demonstration of the 

usability and accuracy of such systems or machines

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F9b

(b) Vendor must submit, in a quantity to be determined 

by the State Board, additional voting systems or 

equipment that have been submitted for certification. 

These additional systems or equipment will be returned 

to the vendor upon the completion of vote

N/A Y N/A All N/A

NYS 

Regulation

6209.6F9c

(c) The State Board shall make available to the public, 

all nonproprietary documentation submitted by the 

vendor.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10

(10)  Certification: N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Over the course of the test campaign make a reasonable determination as to 

how many voters can vote on a voting device in a 15 hour voting day.  

Submit this estimate to the NYSBOE to assist them in their analysis.

NA N/A

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

If the details of the Voter Demonstration Test are provided the SysTest 

Labs by the NYSBOE, generate the election and perform the voting test.  

Use the acceptability expectations provided by the NYSBOE to prove the 

usability and accuracy of the voting system.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

responsibility.

NA N/A  

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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Regulation

6209.6F10a

(a) The State Board shall escrow a complete copy of all 

certified software that is relevant to functionality, setup, 

configuration, and operation of the voting system, 

including but not limited to, a complete copy of the 

source and executable code, build 

N/A N/A N/A N/A Y

NYS 

Regulation

6209.6F10ai

(i)  Documentation shall include a list of programmers 

responsible for creating the software and a sworn 

affidavit that the source code includes all relevant 

program statements in low-level and high-level 

languages. 

The State Board may require that additional

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10b

(b) The vendor shall immediately notify the state board 

of any change in any item required to be escrowed by 

subdivision (a) of this subsection, and shall provide an 

updated version for deposit.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10c

(c) The chief executive officer of the vendor shall sign a 

sworn affidavit that the source code and other material in 

escrow is the same being used in its voting systems in 

the State. The chief executive officer shall have an 

ongoing obligation to ensure 

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10d

(d) The vendor shall promptly notify the state board and 

each county board using its voting system of any 

decertification of the same system in any state, of any 

defect in the same system known to have occurred 

anywhere, and of any relevant defect known t

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10e

(e) Upon completion of testing, reports shall be produced 

by the ITA and State Board staff, and a recommendation 

either for or against certification shall be made to the 

State Board‘s commissioners.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10f

(f) If the State Board determines that a system meets the 

requirements of these Regulations, and is determined to 

be suitable for use by voters, it shall certify such system. 

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10fi

(i) A notice of provisional certification shall be prepared 

and forwarded to the vendor, forthwith. 

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10fii

(ii) The vendor shall ensure that the voting system‘s 

software has been escrowed as set forth in Election Law 

Section 7- 208, and the vendor has updated any affidavit 

and complied with the affidavit requirements, as set 

forth in Section 6209.4(H) of these

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10g

(g) Upon compliance with the provisions set forth above, 

a Notice of Certification shall be awarded to the vendor. 

Notice of such Certification shall also be provided to all 

county boards.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.6F10h

(h) If the State Board fails to certify a system, the vendor 

shall be so notified.

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA This will be documented in the final 

reports submitted to the NYSBOE at the 

conclusion of the test campaign.

This will be documented in the final reports submitted to the NYSBOE at 

the conclusion of the test campaign.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

responsibility.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.6F10i

(i) Once a certified system is selected for purchase by a 

county board, that system‘s software shall be provided to 

the county board by the State Board, and not the vendor.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.7

6209.7 Modifications and re-examination N/A N/A N/A N/A N/A

NYS 

Regulation

6209.7

A.  Any prospective modification to a previously 

certified voting system shall be submitted to and 

approved by the State Board before such modification is 

made.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.7

B.  No modification of previously certified voting 

systems equipment shall be used in any election until 

such modification has been approved by the State Board.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.7

C.  Prospective modification shall be reviewed by the 

State Board or by an examiner or testing laboratory 

selected by the State Board in accordance with the fee 

schedule established by section 7-201 of the Election 

Law.

Vol. 2 – 1.7.2 & 

1.7.2.1

BMD 4.1

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.7

D.  Upon completion of a review of such prospective 

modification, the State Board may cause a reexamination 

of the entire voting system, or within its discretion, grant 

continuation of certification pursuant to the provisions of 

section 7-201 of the Elect

BMD 4.2 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.8

6209.8 Rescission of certification N/A N/A N/A N/A N/A

NYS 

Regulation

6209.8A

A.  If at any time subsequent to the State Board‘s 

approval of a voting system, the State Board determines 

that the voting system fails to fulfill the criteria 

prescribed by statute and these rules, the State Board 

shall notify any purchasers and vendors 

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.8B

B.  Failure of a vendor, its officers and its controlling 

shareholders to file affidavits as required in Section 

6209.4(I) may result in the rescission of certification. 

Notice of such failure shall be in writing and shall 

specify the reasons why the appr

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.8C

C.  At the State Board‘s discretion and depending on the 

reason for revision, a notice may also provide for a 30-

day period within which the vendor must correct 

deficiencies, and shall further specify the date on which 

the rescission is to become effective

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.8D

D.  Any vendor or purchaser of such voting system, and 

any interested person or organization, may request in 

writing that the State Board reconsider its decision to 

rescind approval or certification of the voting system.

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

E
L
E
C

T
IO

N
 C

O
R

E
 S

te
ps

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

C
om

m
en

ts

Sec
uri

ty
 S

ou
rc

e 
C

od
e 

V
al

id
at

io
n

Funct
io

nal
 C

om
m

en
ts

H
ar

dw
ar

e 
C

om
m

en
ts

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

responsibility.

NA N/A

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

prerogative.

NA N/A If such a modification is submitted to SysTest Labs, the examination will 

be conducted in accordance with the contractual agreement with the 

NYSBOE in force at the time of modification submittal.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

perogative.

NA N/A

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

perogative.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

perogative.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details anyone's  

perogative

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.8E

E.  Upon receipt of such request to reconsider, the State 

Board shall hold a public hearing for the purpose of 

reconsidering the decision to rescind the approval or 

certification, and shall give published notice of such 

hearing at least two weeks in advance

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.8F

F.  The State Board may affirm or reverse its decision. 

Should the State Board affirm its decision, such vendor 

may be prevented from submitting a new application 

form for a period of two years following the date of the 

final decision.

BMD 2.2.6 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9

6209.9 Contracts N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A

A.  In addition to complying with all statutory 

requirements, all contracts for the purchase of voting 

systems by county boards, hereinafter to be designated 

‗purchaser‘, shall include the following requirements:

Vol. 2 – 2.10 (pg. 45-

46)

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A1

(1 ) Training

Vendors of voting systems shall provide for sufficient 

training of boards of elections personnel in the 

following:

BMD 3.3.1 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A1a

(a) training prior to delivery of voting systems and 

equipment on procedures for unpacking, assembling and 

acceptance testing of such equipment;

BMD 3.3.3 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A1b

(b) training for proper use of such equipment including 

maintenance, storage and transportation procedures

BMD 3.1.3.4 N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A1c

(c) the vendor shall provide complete operations 

manuals (including operations manuals for any auxiliary 

features, programming, hardware, telecommunications 

systems and central vote tabulating systems) upon 

delivery of voting systems equipment to a jurisd

Vol. 2 – 2.10.2 (pg. 

45)

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A1d

(d) the vendor shall assist in the training of all elections 

personnel (including election inspectors) during the first 

two elections, to include a general election, in which the 

system or equipment is used. 

Such assistance relating to the number of people

Vol. 2 – 2.10.2 (pg. 

45)

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A1e

(e) sufficient training for county board personnel in the 

use of the vendor‘s voting system‘s supporting software, 

procedures to be used to accomplish ballot face layout 

and ballot programming, and all other features of the 

software.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A2

(2) Service provisions

Vol. 2 – 2.8.6 (pg. 41)

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



V
O

L
U

M
E
/S

T
R

E
SS S

te
ps

A
C

C
U

R
A

C
Y

  S
te

ps

E
L
E
C

T
IO

N
 C

O
R

E
 S

te
ps

Sou
rc

e 
C

od
e 
R

ev
ie

w
 

C
om

m
en

ts

Sec
uri

ty
 S

ou
rc

e 
C

od
e 

V
al

id
at

io
n

Funct
io

nal
 C

om
m

en
ts

H
ar

dw
ar

e 
C

om
m

en
ts

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a NYSBOE 

perogative.

NA N/A

NA N/A Preamble to the following requirements.

NA N/A These are detailed in the BMD requirements tab.

NA N/A These are detailed in the BMD requirements tab.

NA N/A These are detailed in the BMD requirements tab.

NA Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Review the vendor's TDP to verify they have been provided.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Informational

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.9A2a

(a) The contract shall identify the obligations of the 

vendor to promptly rectify any problems identified 

through testing any or all of the voting systems 

equipment delivered to the purchaser.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A2b

(b) The vendor shall, without additional cost, provide to 

the purchaser a five-year guarantee of parts and service, 

that such voting systems equipment shall be kept in good 

working order and that other statutory requirements are 

met. Shipping costs for an

Vol. 2 – 2.9.5 (pg. 44)

BMD 3.1.3.2

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A2c

(c) The vendor shall provide to the purchaser of said 

voting systems equipment a detailed listing of proper 

maintenance, storage and transportation procedures to be 

carried out by each purchaser.

Vol. 2 – 2.9.5 (pg. 44)

BMD 2.7.14

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A2d

(d) The vendor and the purchaser shall agree in writing 

as to the proper maintenance procedures to be 

implemented on each piece of equipment and shall 

further agree in writing as to the obligations of each 

party for servicing and maintenance procedures.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A2e

(e) The vendor must correct any problems or defects in 

the voting equipment or voting systems within a 

commercially reasonable time period. If the time for 

resolving problems or defects is insufficient to allow for 

adequate resolution prior to use in an e Vol. 2 – 2.8.5 (pg. 40)

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A2f

(f) The vendor shall provide the purchaser with the 

criteria necessary for the proper operation of the voting 

system or equipment at a polling place.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A3

(3) Polling site survey Vol. 2 – 2.8.2 (pg. 39) N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A3a

 (a) The vendor, together with the purchaser, shall survey 

the present polling places in a jurisdiction to which its 

voting system or equipment has been sold, to determine 

whether or not such polling places meet environmental 

conditions for the proper open

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A3b

(b) If any polling places are not compatible, the vendor 

shall advise the jurisdiction purchasing the voting 

system or equipment on the methods or procedures that 

the said jurisdiction may use to remedy any such 

problem.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A4

(4) Additional Requirements N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A4a

(a) delivery deadline for a minimum of 10% (ten 

percent) of the systems or machines ordered by a county 

shall be not less than six months prior to the first 

election in which said units shall be used. 

The deadline for the delivery of the balance of system

N/A N/A N/A N/A N/A

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Find the warranty information in the vendor's TDP and verify it specifies a 

5 year warranty.  

NA N/A Review the vendor's TDP and verify the documentation for the specified 

procedures have been included.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor and 

BOE responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor and 

BOE responsibility.

NA N/A Review the vendor's TDP and verify the documentation for the specified 

operating specifications have been included.

NA N/A Informational

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor and 

BOE responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor and 

BOE responsibility.

NA N/A Informational

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008
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NYS 

Regulation

6209.9A4b

(b) acceptance testing requirements; N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A4c

(c) storage and maintenance responsibilities; and N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A4d

(d) shipping delivery guidelines and requirements. N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9A4e

(e) a list of system proprietary and non-proprietary 

consumables, extended warranties, services, and other 

such items as may be considered by county boards for 

purchase, with the exception of programming, as county 

boards are prohibited from contracting w

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9B

B.  A vendor entering into a contract shall affirm that; N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9B1

(1) the submitted voting system complies with all 

applicable rules adopted by the State Board, and with all 

applicable 2005 Federal Voting System Guidelines;

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9B2

(2) the vendor will quote and provide a statewide, 

uniform price for each unit of the voting system‘s 

equipment;

Vol. 1 – 7.4.2 (pg. 

118)

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9B3

(3) the submitted voting system‘s software does not 

contain any code, procedures or other material (including 

but not limited to ‗viruses‘, ‗worms‘, ‗time bombs‘, and 

‗drop dead‘ devices that may cause the voting system to 

cease functioning at a future ti

N/A N/A N/A N/A N/A
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NA N/A Search for these testing requirements in the TDP to verify they have been 

provided.

NA N/A Search for documentation for these responsibilities in the TDP to verify 

they have been provided.

NA N/A Search for these guidelines in the TDP to verify the vendor has provided 

them.

NA N/A Search for a list of consumables in the TDP.  Verify part numbers and 

instructions for ordering these from the vendor are documented or the 

consumables  are available from local suppliers.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A This describes the final results of the test campaign and will naturally be 

detailed in the final test report.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA Fortify SCA primarily identifies security 

vulnerabilities that occur as a result of 

insecure coding; however, Fortify SCA in 

some cases is able to identify code that 

may cause the voting system to cease 

functioning.  

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Procure a virus protection scanning software package and scan the system 

for malicious software.
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NYS 

Regulation

6209.9B4

(4) any submitted voting system provides methods 

through security seals or device locks to physically 

secure against attempts to interfere with correct system 

operations. Such physical security shall guard access to 

machine panels, doors, switches, slots, ports,

peripheral devices, firmware, and software.

N/A N/A N/A N/A Y

NYS 

Regulation

6209.9C

C.  The Vendor shall post a bond or letter of credit to 

cover any and all expenses, costs, and damages, 

including but not limited to all costs of inspecting or 

testing a voting system that does not meet the standards 

contained in these Regulations and all

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.9D

D.  For purposes of the initial purchases of voting 

machines and systems, pursuant to the federal Help 

America Vote Act of 2002, and the state Election 

Reform and Modernization Act of 2005, all contracts 

entered by the State Board or county boards with ve

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.10

6209.10 Acceptance testing Vol. 1 – 1.4.3 (pg. 8)

BMD 3.1.3.1

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.10A

A.  County boards, under the supervision of the State 

Board, shall conduct a public acceptance test on each 

unit of any voting system purchased by such county. 

Such acceptance testing shall begin within seventy-two 

hours of delivery of the equipment from

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.10B

B.  Such testing shall be conducted under the 

supervision of the State Board in accordance with the 

testing requirements and formats provided by the State 

Board. 

This test may consist in part, of the original certification 

test deck as utilized by the St

Vol. 1 – 7.4.5.1 (pg. 

122)

N/A N/A N/A N/A N/A
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NA Some security seals may be software 

security controls that were written into 

the source code.  In these cases, it is 

important that these security controls 

were written with proper secure coding 

and did not introduce new security 

vulnerabilities.

Security source code review focuses on a 

large number of security vulnerabilities as 

documented in "Table 7 - Areas of 

Security Focused Source Code Review" 

of the "Master Technical Data Package 

Review Plan".  

Any of these vulnerabilities existing in 

code applicable to this requirement will 

be detected by Fortify SCA and reviewed 

manually.

Attempt to circumvent security and ensure that the voting system has 

physical security or tamper seals to indicate any tampering.

NA N/A N/A

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details the BOE's 

prerogatives.

NA N/A

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a activities to be 

performed by the BOEs.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details the BOE's 

prerogatives.
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NYS 

Regulation

6209.10C

C.  Acceptance testing for voting systems shall include 

the comparison of software installed on the delivered 

system to certified software, via the use of a Secure Hash 

Signature Standard (SHS) validation program, contained 

in Federal Information Processing

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.10D

D.  Acceptance testing for non-PC-based voting systems 

shall include testing to be prescribed by the State Board 

at the time of system selection, pursuant to 6209.5(i) of 

these Regulations, to verify that the voting system 

delivered to the county board is

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.10E

E.  The results of acceptance testing shall be both 

documented and attested to by the county board and the 

State Board, and the documentation placed in the 

maintenance log for the system, and on file with the 

State Board.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.10F

F.  If the acceptance test reveals any impropriety or fault 

in the ballot counting system‘s equipment, the vendor 

must make corrections to such improper or faulty 

equipment within 15 days from the date of such 

acceptance testing.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.10G

G.  The State Board, upon its review of the acceptance 

testing of such system‘s equipment may, at its 

discretion, rescind certification of said equipment in the 

State of New York in accordance with the provisions of 

Section 6209.8 of these regulations.

N/A N/A N/A N/A N/A

NYS 

Regulation

6209.11

6209.11. Temporary Provision

Notwithstanding any other regulation, no voting machine 

certified after May 1, 2006 may be used in any election 

until the State Board adopts regulations for routine 

maintenance and testing, voting system operations 

procedures,

N/A N/A N/A N/A N/A
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NA Please see VVSG Volume 1 7.9.3.a Perform the verification using the prescribed hash validation program to 

prove the installed software is the correct build.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details the BOE's 

prerogatives.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a activities to be 

performed by the BOEs.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details a vendor 

responsibility.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Details the BOE's 

prerogatives.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Instructions to the BOE.
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BMD NYS Voting System Standards

1 The New York State Board of Elections intends to 

approve for use at elections in New York State 

conducted after September 1, 2008, ballot marking 

devices (BMD) that meet the accessibility provisions of 

the Help America Vote Act of 2002 (Public Law 107-

252) and the provisions contained herein.

N/A N/A N/A N/A N/A

2 In order for a BMD to be considered for approval by the 

State Board for use, it shall comply with the minimum 

requirements stated herein:

N/A N/A N/A N/A N/A

2.1 All capabilities to electronically record or tabulate a vote 

must be disabled or absent.

VVSG Vol 1: 1.5.2.1 Y Y N B Y

X

2.2 Accessibility provisions for usability by voters who are 

disabled:

N/A N/A N/A N/A N/A

2.2.1 Be constructed to allow a voter with disabilities to mark 

his or her vote choices on a paper ballot.

NYS Law 7-202 "1p" Y Y N B N

X

2.2.2 Permit inspectors of elections to easily and safely place 

the BMD in an accessible position.

NYS Law 7-202 "1q" Y Y N B N

X
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NA N/A

NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Refer to sub-sections of section 2.6 below for test details.

NA N/A

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session have the voter sit in front of the 

machine to cast a vote to verify that the voting machine can be  

used by those in wheelchairs.

Determine which other assistive technology devices are part of 

the voting system from the vendor's TDP.  Verify those devices 

are included with the voting system.  perform voting sessions 

utilizing all combinations of the assistive technology devices.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Review and follow vendor's documentation as to how to correctly 

position voting machines.

Before the voting session verify that the voting machine can be 

easily re-positioned in a wheelchair accessible position.  

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



2.2.3 Be equipped with a voting device with tactile discernible 

controls, designed pursuant to Election Law Section 7-

202 to meet the needs of voters with limited reach and/or 

hand dexterity, allow them the ability to mark their 

ballot, and shall include, for example: raised buttons of 

different shapes and colors, large or raised numbers or 

letters, and light pressure switches.

VVSG Vol 1: 3.2.3.b

VVSG Vol 1: 3.2.3.d

NYS Reg 6209.2.B.1

NYS Law 7-202 "2a"

NYS Law 7-202 "2b"

Y Y N B N

22

2.2.4 Be equipped with an audio voting feature, pursuant to 

Election Law Section 7-202. The audio feature shall be 

able to be used either independently or simultaneously 

with the on-screen display.  The audio voting feature 

shall allow for the complete content of the ballot in all 

required languages, to be communicated to the voter in a 

voice which permits a voter who is blind or visually 

impaired to mark a secret ballot using voice-only or 

tactile discernible controls.  The audio voting feature 

shall include a feature that, if selected, will allow a voter 

to control the volume of the voice within the ranges 

contained in the 2005 Voluntary Voting System 

Guidelines.

VVSG Vol 1: 3.2.2.2.b

VVSG Vol 1: 3.2.2.2.c.vi

VVSG Vol 1: 3.2.2.2.c.vii

NYS Reg 6209.2.B.2

NYS Law 7-202 "2b"

Y Y N B N

21

22

2.2.5 Be equipped with a pneumatic switch voting attachment 

which can be operated orally by gentle pressure or the 

creation of a vacuum through the inhalation or exhalation 

of air by the voter including, but not limited to, a sip-and-

puff switch voting attachment.

VVSG Vol 1: 3.2.3.d

NYS Law 7-202 "2c"

Y Y N B N

22

2.2.6 Vendors shall provide documentation, cost information 

and sources for any additional accessibility devices 

which may work in conjunction with their proposed 

system, including but not limited to rocker paddles, if 

available.

VVSG Vol 1: 3.2.3.d

NYS Law 7-204 "1"

NYS Reg 6209.9

Y Y N B N

22
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Use a tool to measure the force to activate controls, ensure the 

force to activate such controls and keys is no greater than 5 lbs.  

Vote using keyboard.  Visually see that the buttons are raised, 

different colors, and different shapes.  Shut eyes and vote using 

keyboard.  All keys are easily to recognize and all audio 

instructions are clear on what each key function is.  

Verify use requiring limited dexterity by voting using only a 

pencil like tool gripped in a fist to activate the controls. 

Measure reach needed to use touch screen.  Sit in wheelchair and 

try to vote ballot with front accessibility and parallel 

accessibility.  Record any obstructions in the way of casting vote 

easily.  

Vote using non-manual input, paddles or sip-and-puff.  

Read/Listen to all instructions.  Vote using instructions.  Make 

changes and write-in and cast ballot.  Record any problems 

encountered during voting with paddles or sip-and-puff.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Vote different languages.  Verify all instructions (display and 

audio) are in represented language.  When using audio, turn 

volume up and down within required ranges.  Vote using audio 

and touch screen.  Turn audio up.  Have another voter outside the 

poll station to see if they can hear the audio.  have voter vote with 

audio use all accessible devices (keyboard, paddles, sip-and-

puff).  Have another voter outside the poll station.  Verify that 

voter selections are cast with privacy.

21

69

71

73

75

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Vote using display/audio and sip-and-puff.  Have voter make 

selections, make changes, do write-in, review ballot, cast vote 

and verify selections cast.  Have voter sip instead of puff for 

action.  Record behavior of voting system.  Voter can recover 

from performing incorrect action.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Look at documentation for cost information and sources to get 

any additional accessibility devices that work with the voting 

system.  Call sources and record accurate cost for additional 

devices.  Verify documentation is correct.
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2.3 Ballot provisions: N/A N/A N/A N/A N/A

2.3.1 As to the printing and arrangement of ballots, all ballots 

shall meet the requirements as to form and content 

provided in the Election Law.

N/A N/A N/A N/A N/A

2.3.1.1 Print a paper ballot that conforms to Election Law 

Sections 7-104 and 7-121, and any other applicable 

provisions of statute, and that such ballot is easily visible 

under typical lighting found in a poll site.

NYS Law 7-104

NYS Law 7-121

NYS Reg 6209.2.A.1

Y Y N B N

2.3.2 Ballots shall be printed in black print on a white 

background and, in the case of a primary, allow for only 

the identification portion of the ballot to appear in 

different colors to identify,  each political party 

according to the color assigned to such party pursuant to 

law.

NYS Reg 6209.3.B.2 Y Y N B N

X

2.3.3 Ballots shall include machine-readable code and  also 

human-readable code, to identify different ballot styles. 

NYS Reg 6209.3.B.3 Y Y Y B N

2.3.4 The types of ballots used and their form, type size and 

arrangement must be approved by the State Board of 

Elections.

NYS Law 7-106 "1"

NYS Reg 6209.3.B.5

Y Y N B N

X

2.4 Provisions for noise level: N/A N/A N/A N/A N/A

2.4.1.1 BMDs shall be constructed in a manner so that noise 

levels of the system or equipment during operation will 

not interfere with the duties of the election inspectors or 

the voting public. 

VVSG Vol 1: 3.2.2.2.c.vi

VVSG Vol 1: 3.1.7.1.b

NYS Reg 6209.2.C.1

Y Y N B N

17

21

22

31

2.4.1.2 The noise level of write-in components of the BMD shall 

be so minimal that it will be virtually impossible under 

normal conditions for someone at the table used by the 

inspectors of elections to determine that a write-in vote is 

being marked or has been marked.

NYS Reg 6209.2.C.2 Y Y N B Y

1

2.5 Provisions for voter privacy: N/A N/A N/A N/A N/A

2.5.1 The BMD shall be constructed so that no one within the 

polling site will be able to see how a voter is marking 

their ballot.

VVSG Vol 1: 2.3.1.2.b

VVSG Vol 1: 3.1.7.1.a

NYS Reg 6209.2.D.1

NYS Law 4-132 "c"

NYS Law 8-300 "b"

Y Y N B Y 20 21 10

31

15 16
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75 NA N/A

NA N/A

NA N/A Print a ballot.  Review Election Law for ballot conformation and 

visually look at ballot to see that it conforms to the Election law.  

Let many other testers look at ballot to verify that ballot is 

visible.

21

71

75

NA N/A Print a ballot.  Visually verify that black print is present on a 

while background.  That different colors are used only pursuant 

to law.

BMD source code can be 

reviewed to verify that logic is 

included to read the machine-

readable paper ballot style 

identification.

N/A Print a ballot.  Visually look at ballot.  There are machine-

readable codes and human-readable code that identifies the 

different ballot styles.  Feed  ballots into voting device document 

the voting device correctly displays the appropriate ballot style 

for the machine readable codes.

21
NA N/A Review ballots approved by the State Board of Elections.  Print a 

ballot.  Visually look at ballot.  Verify form, type size and 

arrangement looks like approved ballot.

NA N/A

NA N/A Vote using touch screen.  Listen for noise coming from running 

system.  Measure level of noise during normal operation.  Have 

other voters listen to noise while waiting for their turn to vote.  

Ask if noise would interfere with the voting process, or the duties 

of the precinct election inspectors.

NA N/A Vote using touch screen.  Have another voter stand outside the 

booth.  Have voter make selections and do write-in.  Ask voter 

standing outside what the voter did inside.  Could it be 

determined that the voter did a write-in?  Do the same without 

doing write-in.  Ask the same to second voter.

Vote using keypad.  Have another voter stand outside the booth.  

Have voter make selections and do write-in.  Ask voter standing 

outside what the voter did inside.  Could it be determined that the 

voter did a write-in?   Do the same without doing write-in.  Ask 

the same to second voter.

Vote using paddles.  Have another voter stand outside the booth.  

Have voter make selections and do write-in.  Ask voter standing 

outside what the voter did inside.  Could it be determined that the 

voter did a write-in?   Do the same without doing write-in.  Ask 

the same to second voter.

Vote using sip-and-puff.  Have another voter stand outside the 

booth.  Have voter make selections and do write-in.  Ask voter 

standing outside what the voter did inside.  Could it be 

determined that the voter did a write-in?   Do the same without NA N/A

23, 24

19

NA N/A Compare vendor documentation to equipment provided.

Have one person cast vote using video and audio and touch 

screen, keypad, paddles, and sip-and-puff.  have another voter 

walk around voting booth and determine if the second voter can 

determine how the voter is voting.
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2.5.1.1 The BMD shall be provided with a curtain, screen, shield 

or other privacy device, which shall allow voters with a 

range of disabilities to, either electronically or manually, 

open, close or otherwise use the device with ease when 

entering and exiting the BMD.

VVSG Vol 1: 2.3.1.2.b

VVSG Vol 1: 3.1.7.1.a

NYS Reg 6209.2.D.2

Y Y N B Y 20 21 10

31

15 16

2.5.1.2 The privacy and anonymity of all voters shall be 

preserved during the process of marking and verifying 

ballot choices. 

VVSG Vol 1: 3.1.C

VVSG Vol 1: 7.9.5

NYS Reg 6209.2.F.9

Y Y N B Y 14 20

2.5.1.3 The privacy and anonymity of all voters whose paper 

records contain any of the alternative languages chosen 

for making ballot selections shall be maintained.

VVSG Vol 1: 3.1.7.2.a

VVSG Vol 1: 7.9.5.e

NYS Reg 6209.2.F.9.B

Y Y N B Y 37

47

63

2.5.2 Information for the purposes of auditing paper records 

that may permit a voter to reveal his or her ballot choices 

shall be displayed so as not to be memorable to the voter.

VVSG Vol 1: 3.1.7 

VVSG Vol 1: 7.9.5.a

NYS Reg 6209.2.F.9.C

Y Y N B Y

17

26

30

2.6 Ballot Marking Device integrity and security: N/A N/A N/A N/A N/A
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23, 24

19

NA N/A Have a person in a wheelchair enter the voting booth.  Record the 

ease of opening and closing privacy devices.  Also record ease of 

opening and closing when exiting the voting booth.  Compare 

vendor documentation to equipment provided.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Have a person vote (wheelchair, no wheelchair, using 

audio/touch screen, and all accessible devices provided).  

Second voter will stand outside the booth and try to determine 

the selections made by the voter and when verifying processes 

are happening.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Vote using many different languages.  Look at paper ballots.  

Can/cannot determine which voter used which language.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Vote many ballots.  Have different voters look at the paper 

ballots.  Ask the voter later to recall what ballot choices were on 

the paper ballot.  

NA N/A
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2.6.1 Not include any device or functionality potentially 

capable of externally transmitting or receiving data via 

the internet or via radio waves or via other wireless 

means.

NYS Law 7-202 "1t" Y Y N B Y

2.6.2 The BMD must be secure against attempts to interfere 

with correct system operation.  The vendor shall identify 

each potential point of attack.  For each potential point of 

attack, the vendor shall identify the technical safeguards 

embodied in the BMD to defend against attack, and the 

procedural safeguards that the vendor has recommended 

be followed by the election administrators to further 

defend against that attack. Each defense shall be 

classified as preventative, if it prevents the attack in the 

first place; detective if it allows detection of an attack; or 

corrective if it allows correction of the damage done by 

an attack. Security requirements and provisions shall 

include the ability of the system to detect, prevent, log 

and recover from the broad range of security risks 

identified. These procedures shall also examine system 

capabilities and safeguards claimed by the vendor to 

prevent interference with correct system operations. The 

NYSBOE, with the assistance of a contractor(s), shall 

conduct tests to confirm that the security requirements 

defined herein have been completely addressed. 

Notwithstanding any other provisions of these 

requirements, the NYSBOE shall determine whether all 

VVSG Vol 1: 7

VVSG Vol 2: 2.6

VVSG Vol 2: 6.4

NYS Reg 6209.6.F.3.N.1

NYS Reg 6209.6.F.3.N.2

NYS Reg 6209.6.F.3.N.3

NYS Reg 6209.6.F.3.N.4

NYS Reg 6209.6.F.3.N.5

Y Y N Both Y

2.6.3 The BMD shall contain software and hardware required 

to perform a diagnostic test of system status, to 

demonstrate that the system is fully operational and that 

all voting positions are operable.

VVSG Vol 1: 2.1.4.j

VVSG Vol 1: 4.3.4.1.b

NYS Reg 6209.2.A.6

Y Y Y Both N
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X NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the hardware testing verify the inability to receive or 

transmit wirelessly.  Before the voting session re-confirm that the 

hardware setup is that which was tested during the hardware 

testing.  

Review the vendor's documentation for references to Ethernet, 

MODEM, infrared or wireless network capabilities.  Specifically 

look for instructions on disabling these devices.  Examine the 

vendor's devices for any externally transmitting devices or ports.  

Attempt to use any documented or discovered device or port to 

prove its disabled or enabled state.  Attempt to disable any 

attached device using the vendor's instructions.  Attempt to use 

the disabled devices to prove they are disabled.  

X NA It is important that the technical 

safeguards coded into the software 

are implemented using secure coding 

and do not introduce new 

vulnerabilities into the system which 

could be compromised to gain 

unauthorized access.  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Review system documentation for general features and 

capabilities of the access control policy to ensure effective voting 

system security.

Refer to VVSG Vol 1 section 7 for testing functionality of 

Security.

BMD source code can be 

reviewed to verify that logic is 

included to perform a diagnostic 

system status test.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Perform a diagnostic system test on the device and read status.  

Create an un-operational state (remove memory devices, unhook 

printer, remove CDROM disk, ...).  Perform a diagnostic system 

test and read status that machine is not fully operational.  
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2.6.4 The BMD printers shall be physically secure from 

tampering. 

NYS Reg 6209.2.F.14 Y Y N B Y

2.6.5 The BMD shall communicate with its printers over a 

standard, publicly documented printer port using a 

standard communication protocol. 

VVSG Vol 1: 7.9.4.a

NYS Reg 6209.2.F.14.a

Y Y N B Y

2.6.6 The printer shall not be permitted to communicate with 

any other system or machine other than the single BMD 

to which it is connected. 

VVSG Vol 1: 7.9.4.e

NYS Reg 6209.2.F.14.c

Y Y N B Y
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NA If printer source code is available 

than it is important to ensure that 

security vulnerabilities do not exist 

in the source code of the printer.

  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Try to remove printer from voting machine.  Try to turn printer 

off.  Try to unplug printer.  Try to unplug printer from voting 

machine.  See that audit logs or messages are displayed to notify 

user that printer has been tampered with.  Attempt to bypass 

physical locks or protective covers, verify the locks or covers are 

resistant to compromise.

X NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Use a standard communication cable to plug the printer into the 

voting machine.  Turn printer on and print test.  

Use a non-standard communication cable to plug the printer into 

the voting machine.  Cable does not fit.  If cable does fit, turn 

printer on and print test.  

X NA If printer source code is available 

than it is important to ensure that 

security vulnerabilities do not exist 

in the source code of the printer.

  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Loot at printer capabilities.  If there are more connection ports, 

try connecting printer to another machine (pc).  Set up printer on 

pc and try to print a file to the printer.
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2.6.7 The printer shall only be able to function as a printer: it 

cannot store information or contain or provide any 

services that are not essential to system function, (e.g., 

provide copier or fax functions) or have network 

capability.

VVSG Vol 1: 7.9.4.f

NYS Reg 6209.2.F.14.d

Y Y N B Y

2.6.8 Printer access to replace consumables such as ink or 

paper shall only be granted if it does not compromise the 

sealed printer paper path.

VVSG Vol 1: 7.9.4.j

NYS Reg 6209.2.F.14.e

Y Y N B N

2.6.9 The BMD shall provide for the ability for poll workers, 

prior to the opening of polls on election day, to 

demonstrate that the ballot storage devices are empty.

VVSG Vol 1: 7.9.4.d

NYS Reg 6209.2.F.14.f

Y Y N Both N

X
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X NA If printer source code is available 

than it is important to ensure that 

security vulnerabilities do not exist 

in the source code of the printer.

  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Look at printer capabilities.  If there are fax or copy functions, 

plug in telecommunication cable into fax line.  Put a test page 

into fax and try to fax to a fax number.  Try to copy a test page.  

Find documentation on the printer using sources other than the 

vendor's TDP, such as the internet.   Review the printer's 

functionality specifications for Ethernet or MODEM capability; 

fax capability; internal hard drive; CDROM drive; any access 

port that could be used to connect memory devices or external 

hard drives.  Make sure these devices do not exist on the vendor 

supplied printers.

NA If printer source code is available 

than it is important to ensure that 

security vulnerabilities do not exist 

in the source code of the printer.

  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Empty printer tray.  Cast a ballot.  Print the ballot.  See message 

indicating that printer paper is out.  Load paper into printer paper 

tray without compromising any seals.    Also load empty ink 

cartridge.  Verify same as above.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Open ballot storage devices and see that they are empty before 

opening poll.
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2.6.10 Tamper-evident seals or physical security measures shall 

protect the connection between the printer and the BMD, 

so that the connection cannot be broken or interfered 

with without leaving extensive and obvious evidence. 

VVSG Vol 1: 7.9.4.b

NYS Reg 6209.2.F.14.g

Y Y N both Y

2.6.11 The BMD‘s printers shall be highly reliable and easily 

maintained.

VVSG Vol 1: 7.9.4.i

NYS Reg 6209.2.F.15

Y Y N Both Y

2.6.12 The BMD shall include a printer port to which a 

commercial off-the-shelf printer could be attached for the 

purposes of printing paper records and any additional 

records.

VVSG Vol 1: 7.9.4.a

NYS Reg 6209.2.F.15.a

Y Y N Both N

2.6.13 The BMD shall detect errors and malfunctions such as 

paper jams or low supplies of consumables such as paper 

and ink that may prevent paper records from being 

correctly displayed and printed.

VVSG Vol 1: 7.9.4.g

NYS Reg 6209.2.F.15.b

Y Y N Both N
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X NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Try to unplug the connection on the printer to the voting 

machine.  Try to unplug the connection on the voting machine to 

the printer.  If possible to unplug from either source, verify 

messages indicating that printer was tampered with.  Verify any 

seals or locks are resistant to tampering and show obvious 

damage if any tampering was attempted.

NA If printer source code is available 

than it is important to ensure that 

security vulnerabilities do not exist 

in the source code of the printer.

  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During voting session, create an error or malfunction condition 

and verify that the vote is not recorded.  Over the course of 

testing, document any printer failures or anomalies in printer 

operation.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Take an off-the-shelf printer and plug into the voting machine.  

Vote a ballot.  Print the ballot.  Print reports.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Empty paper from printer paper tray.  Vote a ballot.  Print ballot.  

Verify message that printer is out of paper.

Put in empty ink cartridge.  Vote a ballot.  Print ballot.  Verify 

message that ink cartridge is out of ink.

Vote a ballot.  Create a paper jam.  Print ballot.  Verify message 

that printer is not functioning properly.
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2.6.14 If an error or malfunction occurs, the BMD attached to 

the malfunctioning printer shall suspend ballot marking 

operations and shall present a clear indication to the 

voter and election workers of the error or malfunction.

VVSG Vol 1: 7.9.4.h

VVSG Vol 1: 7.9.4.k

NYS Reg 6209.2.F.15.c

Y Y N B Y

2.6.15 The vendor shall provide estimated quantities of supplies 

of consumable items such as paper and printer ink 

necessary to operate from opening to closing of polls for 

each fifty (50) ballots voted.

VVSG Vol 1: 7.9.4.j 

NYS Reg 6209.2.F.15.d

Y Y N Both N

2.6.15.1 The vendor shall also provide cost and contact 

information for procurement of supplies of consumable 

items necessary to operate the device. 

VVSG Vol 2: 2.9.4 Y Y N Both Y

2.6.16 Printing devices should contain paper and ink of 

sufficient capacity so as not to require reloading or 

opening equipment covers or enclosures and 

circumventing security features, or reloading shall be 

able to be accomplished with minimal disruption to 

voting and without circumvention of security features 

such as seals. 

VVSG Vol 1: 7.9.4.j

NYS Reg 6209.2.F.15.di

Y Y N B Y
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X NA It is important that security 

vulnerabilities do not exist in the 

code for the error messages.  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Empty paper from printer paper tray.  Vote a ballot.  Try to print 

ballot.  Verify message that printer is out of paper.  Try to change 

ballot selections.  Verify that voter is unable to make additional 

ballot changes and indication of printer malfunction is clear to 

election workers.

Put in empty ink cartridge.  Vote a ballot.  Try to print ballot.  

Verify message that ink cartridge is out of ink.  Try to change 

ballot selections.  Verify that voter is unable to make additional 

ballot changes and indication of printer malfunction is clear to 

election workers.

Vote a ballot.  Create a paper jam.  Try to print ballot.  Verify 

message that printer is not functioning properly.  Try to change 

ballot selections.  Verify that voter is unable to make additional 

ballot changes and indication of printer malfunction is clear to 

election workers.
NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Put estimated quantities of paper and printer ink.  Cast 50 ballots.  

Verify that supplies of paper and printer ink has not run out.

NA N/A View cost and contact information necessary to operate the 

printer.  Check price of paper and ink at local office supply store.  

For consumables that are only available from the vendor, verify 

the vendor has supplied a price list for those consumables.  

Compare the vendor proprietary consumable cost to that found at 

the local office supply store, write a discrepancy if the cost of 

vendor proprietary consumables seem unreasonable so the vendor 

can respond to the price differences.

X NA If printer source code is available 

than it is important to ensure that 

security vulnerabilities do not exist 

in the source code of the printer.

  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Empty printer tray.  Cast a ballot.  Print the ballot.  See message 

indicating that printer paper is out.  Load paper into printer paper 

tray without compromising any seals.    Also load empty ink 

cartridge.  Verify same as above.  

Review the vendor's documentation for an estimate of the number 

of ballots a device can process in a voting day, or make a 

reasonable estimate of the same.  Verify the consumables are not 

depleted during processing of same number of ballots.
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2.6.17 Vendor documentation shall include specifications 

regarding the temperature and humidity ranges specified 

by the manufacturer for the storage of printer 

consumables.

VVSG Vol 1: 2.5.b

VVSG Vol 1: 4.1 (last par.)

VVSG Vol 1: 4.1.2

VVSG Vol 1: 4.1.2.1

VVSG Vol 1: 4.1.2.14.a

VVSG Vol 1: 4.1.2.14.d

NYS Reg 6209.2.F.15.dii

Y Y N Both Y

2.6.18 Vendor documentation shall include procedures for 

investigating and resolving malfunctions including but 

not limited to unreadable paper records, paper jams, low 

ink, misfeeds and power failures. 

VVSG Vol 1: 7.9.4.k

NYS Reg 6209.2.F.16

Y Y N Both N

2.6.19 Vendor documentation shall include procedures for 

ensuring, in the case of malfunctions, that paper records 

are correctly marked. 

VVSG Vol 1: 7.9.4.k

NYS Reg 6209.2.F.17

Y Y N B N

2.6.20 Protective coverings intended to be transparent on BMDs 

shall be maintainable via a predefined cleaning process. 

VVSG Vol 1: 7.9.4.m

NYS Reg 6209.2.F.18

Y Y N B N
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14

66

76

X NA N/A Performance standards will be verified during Hardware testing.

14

66

76

NA It is important that security 

vulnerabilities do not exist in the 

code that is executed when the 

printer malfunctions.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Empty paper from printer paper tray.  Vote a ballot.  Print ballot.  

Verify message that printer is out of paper.  Follow vendor 

procedure to resolve malfunction.  Continue printing ballot.

Put in empty ink cartridge.  Vote a ballot.  Print ballot.  Verify 

message that ink cartridge is out of ink.  Follow vendor procedure 

to resolve malfunction.  Continue printing ballot.

Vote a ballot.  Create a paper jam.  Print ballot.  Verify message 

that printer is not functioning properly.  Follow vendor procedure 

to resolve malfunction.  Continue printing ballot

Vote a ballot.  Print ballot.  During printing of ballot, unplug 

printer.  Verify message that printer is not functioning properly.  

Follow vendor procedure to resolve malfunction.  Continue 

printing ballot.

Review the vendor's documentation, write a discrepancy if 

problem resolution procedures are deficient.

14

66

76

NA It is important that security 

vulnerabilities do not exist in the 

code that is executed when the 

printer malfunctions.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Empty paper from printer paper tray.  Vote a ballot.  Print ballot.  

Verify message that printer is out of paper.  Follow vendor 

procedure to resolve malfunction.  Continue printing ballot.  

Follow vendor procedure to ensure that paper records are 

correctly marked.

Put in empty ink cartridge.  Vote a ballot.  Print ballot.  Verify 

message that ink cartridge is out of ink.  Follow vendor procedure 

to resolve malfunction.  Continue printing ballot.  Follow vendor 

procedure to ensure that paper records are correctly marked.

Vote a ballot.  Create a paper jam.  Print ballot.  Verify message 

that printer is not functioning properly.  Continue printing ballot.  

Follow vendor procedure to resolve malfunction.  

Vote a ballot.  Print ballot.  During printing of ballot, unplug 

printer.  Verify message that printer is not functioning properly.  

Continue printing ballot.  Follow vendor procedure to resolve 

malfunction.

14

NA N/A Review the vendor's documentation for the cleaning processes for 

any transparent protective cover.  Acquire the items necessary to 

perform the cleaning processes.  Perform those cleaning 

processes multiple times throughout the test campaign.  Write a 

discrepancy for any unexpected or undesirable marring or residue 

left by the cleaning process.
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2.6.21 The paper record shall be sturdy, clean, and of sufficient 

durability to be used for manual tabulation.  The paper 

record shall be able to be stored and remain fully 

readable without degradation for 22 months within the 

temperature and humidity ranges specified by the 

manufacturer, but at a minimum temperature range of at 

least from -20 degrees to 140 degrees Fahrenheit, and at 

a  humidity as high as 98%.

VVSG Vol 1: 2.1.10

VVSG Vol 1: 5.3.a

VVSG Vol 1: 4.1.2.14.a

VVSG Vol 1: 4.1.2.14.d

VVSG Vol 1: 4.1.6.1.b

VVSG Vol 1: 7.9.4.n

NYS Reg 6209.2.F.19

Y Y N B Y 62 87 48 47

52

54

56

20

65

2.7 In addition to the requirements above, a BMD shall meet 

the following provisions:

N/A N/A N/A N/A N/A

2.7.1 Be constructed so as to allow for a voter to mark a paper 

ballot for all candidates who may be nominated and on 

all ballot proposals which may be submitted. 

VVSG Vol 1: 2.3.2.a

VVSG Vol 1: 2.3.2.g

VVSG Vol 1: 2.3.3.3.d

NYS Law 7-202 "1b"

Y Y Y B N 10 15

20

33

20

21

22

23

24

25

26

27
2.7.2 The BMD shall provide a method for a voter to mark a 

paper ballot indicating their selection for any person for 

any office, whether or not nominated as a candidate 

(write-in) by any party or independent body.

VVSG Vol 1: 2.3.2.g

VVSG Vol 1: 2.3.3.1.d

NYS Law 7-202 "1b"

Y Y Y Both N 4

12

26

27

29

30

32

4

12

25

26

27

28

29

10 15

19

20

21

22

28

35

20

21

22

23

24

25

262.7.3 Be constructed so that a voter cannot mark a ballot for a 

candidate or for a ballot proposal for whom or on which 

he or she is not lawfully entitled to vote.  

VVSG Vol 1: 2.3.2.c

VVSG Vol 1: 2.3.2.h

NYS Law 7-202 "1c"

Y Y Y B N 10 15

2.7.4 The BMD must prevent voters from over-voting and 

indicate to the voter specific contests or ballot issues for 

which no selection or an insufficient number of 

selections has been made, and provide the voter with the 

opportunity to correct the ballot before the ballot is 

marked.

VVSG Vol 1: 2.3.3.3.f

VVSG Vol 1: 2.3.3.3.g

VVSG Vol 1: 2.3.3.3.h

VVSG Vol 1: 3.1a..1.A.iii.I

VVSG Vol 1: 3.1.a.1.A.iii.II

VVSG Vol 1: 3.1.a.1.A.iii.III

VVSG Vol 1: 3.1.a.1.B.i

VVSG Vol 1: 3.1.a.1.B.ii

VVSG Vol 1: 3.1.2.b

VVSG Vol 1: 3.1.2.d

NYS Law 7-202 "1d"

Y Y Y B N 22

23

24

25

26

27

28

29

30

31

32

33

35

37

39

23

24

25

26

27

28

29

30

31

33

34

35

36

37

38

14

24

25

27

28

31

32

34

20

21

22

24

26

28

33

35

36

39

40

43

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34
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37

77

X NA N/A Use paper records for manual tabulation, many times.  Record 

paper record condition after tabulation.  Store paper records for 

22 months, within temperature and humidity ranges.  Check 

record conditions after 22 months.

NA N/A

20 24

40

42

45

46
19

BMD source code can be 

reviewed to verify that logic is 

included to detect and process 

voter input at all ballot positions.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Vote and validate ballots choosing each candidate possible on 

each ballot proposal (different precincts/split precincts etc)

Vote making selection and deselecting.  While voting the voter 

will see/hear the selections made or canceled.

24

36

40

42

45

46

19

4

12

24

26

28

BMD source code can be 

reviewed to verify that logic is 

included to detect and process 

voter input at all ballot positions, 

and also to accept write-in entries 

by the voter.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Print a paper ballot.  Vote and validate paper ballots choosing 

each candidate possible or write-in.

24

19

BMD source code can be 

reviewed to verify that logic is 

included to only present the voter 

the ballot-style on which the voter 

is entitled to vote.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Have voter cast ballot.  Make sure ballot presented is correct 

ballot for voter identification.  

Vote and validate (different precincts/split precincts etc)

20 24,40 21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

BMD source code can be 

reviewed to verify that logic is 

included to disallow the voter 

from over-voting any contest or 

issue, to detect and inform the 

voter of any under-voted contest 

or issue, and to present the voter 

an opportunity to correct an under-

voted contest or issue prior to 

marking the ballot.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Vote a ballot.  Select more than one candidate in a one of one 

contest.  See message displayed that the voter has attempted to 

vote for two many candidates for a particular contest.  Have the 

voter correct the overvote.  Cast the ballot.

Vote a ballot.  Do not select a candidate for a contest.  See 

message displayed that the voter has no selection for a contest.  

Have the voter correct the undervote.  Cast the ballot.

Vote a ballot.  Do not select the sufficient number of candidates 

in a one of many contest.  See message displayed that the voter 

has selected an insufficient number of candidates for a contest.  

Have the voter correct the undervote.  Cast the ballot.
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2.7.5 Provide an opportunity such that any voter, including 

voters who are blind or visually impaired, may privately 

and independently verify their selections and the ability 

to privately and independently change such selections or 

correct any error before the ballot is marked.

VVSG Vol 1: 2.3.3.3.j

VVSG Vol 1: 3.1.a.1.B.i

VVSG Vol 1: 3.1a..1.B.ii

NYS Law 7-202 "1e"

Y Y Y B N

14

20

32

44

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41
2.7.6 Provide a feature to permit a voter to independently 

verify their paper ballot after it has been marked, 

including voters who are blind or visually impaired.

VVSG Vol 1: 2.3.3.3.k

VVSG Vol 1: 3.1.a.1.A.III

VVSG Vol 1: 3.2.2.2.b.i

NYS Law 7-202 "1e"

Y Y Y B N

24

20

23

25

29

33

20

32

36

39

20

21

22

23

24

25

262.7.7 Be provided with a lock or locks, or other device or 

devices, the use of which, immediately after the polls are 

closed or the operation of the BMD for such election is 

completed, will absolutely secure the BMD and prevent 

the marking of additional ballots.

VVSG Vol 1: 2.4.1.a

NYS Law 7-202 "1g"

Y Y N Both Y

48 65

46

2.7.8 Be provided with sufficient space to display the ballot 

definition information required herein, provided, 

however, in the alternative, such information may be 

displayed within the official ballot;

NYS Law 7-202 "1h" Y Y N B N

20

2.7.9 Retain all paper ballots marked or produced in a manner 

intended and designed to protect the privacy of the voter.  

Such ballots shall allow for manual tabulation and shall 

be preserved in accordance with the provisions of 

Section 3-222 of the Election Law.

VVSG Vol 1: 7.9.5.a

VVSG Vol 1: 7.9.5.d

NYS Law 7-202 "1j"

Y Y N B Y

X
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20 24

40

42

45

46

BMD source code can be 

reviewed to verify that logic is 

included to allow any voter an 

opportunity to independently and 

privately correct any errors on 

their ballot prior to marking.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Select audio and keypad/paddles/sip-and-puff for voting session.  

Listen to all audio instructions for using keypad/paddles/sip-and-

puff.  Listen to audio for candidate selections and make 

selections through entire ballot.  At last contest, listen to review 

of ballot to verify selections.  Select to change selections.  Make 

changes and listen to review again to verify selections.  Cast 

ballot.

Select audio and keypad/paddles/sip-and-puff for voting session.  

Listen to all audio instructions for using keypad/paddles/sip-and-

puff.  Listen to audio for candidate selections and make 

selections through entire ballot.  Cast an overvote for one of the 

contest.  Listen to instructions for fixing overvote.  At last 

contest, listen to review of ballot to verify selections.  Select to 

change selections.  Make changes and listen to review again to 

verify selections.  Cast ballot.

Select audio and keypad/paddles/sip-and-puff for voting session.  

Listen to all audio instructions for using keypad/paddles/sip-and-

puff.  Listen to audio for candidate selections and make 

selections through entire ballot.  Cast an undervote for one of the 

contest.   At last contest, listen to review of ballot to verify 
20 24,40

23

BMD source code can be 

reviewed to verify that logic is 

included to allow any voter an 

opportunity to independently and 

privately verify their marked ballot 

content after marking.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Vote a ballot using audio.  Print ballot after casting ballot.  Listen 

to audio that all selections are played back to the voter.  

If the voting system includes an independent scanner for 

independent verification, feed the ballot into that scanner and 

verify the voters intended selections are displayed or spoken, 

spoken correctly and in the language selected by the voter during 

63

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Log in as authorized user and close the polls.  Print reports.  Turn 

voting machine off.  Lock or secure all devices.  Attempt to 

compromise the locks or seals and open the device.  Verify the 

locks an seals are resistant to compromise.  Verify any damage 

done to the device the locks or seals during this attempt is readily 

noticeable upon cursory examination.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session verify that the entire ballot is displayed 

to the voter by the system as it would be on a printed ballot.

X NA N/A Gather all ballots cast during voting session.  Store in ballot 

container for manual tabulation.

NYS_Voting_NYSBOE_LOT_1_Systems_Master_Requirements_Matrix_Rev1.0 Document Date April 10, 2008



2.7.10 Provide sufficient illumination to enable the voter to see 

the ballot.

NYS Law 7-202 "1k" Y Y N B N

20

2.7.11 Contain a device which enables all the election 

inspectors and poll watchers at such polling place to 

determine when the BMD has been activated for voting 

and when the voter has completed marking his or her 

ballot.

VVSG Vol 1: 4.1.4.3.a.i

VVSG Vol 1: 4.1.4.3.a.ii

NYS Law 7-2-2 "1n"

Y Y N B Y

20

2.7.12 Permit the primaries of at least five parties to be 

conducted at a single election utilizing the BMD, and 

accommodate such number of different ballot styles at a 

single election as may be required by the New York State 

Board of Elections and/or the county board of elections. 

NYS Law 7-202 "1o" Y Y N Both N X

2.7.13 Be capable of conducting both pre-election and post-

election testing of the BMD that demonstrates accurate 

ballot layout presentation and the ability to accurately 

mark ballots reflecting the choices made by voters.

VVSG Vol 1: 2.2.5.d

NYS Law 7-202 "1r(i)"

Y Y N B N 17 16

18
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Vote a ballot using touch screen.  Have voter change display font, 

screen contrast, colored background.  Visually verify that all 

different display methods are adequate for voter to see the ballot.

X NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Voter login to voter machine.  BMD has indicator that voting is 

in progress.  When voting has completed and ballot has been 

cast, the BMD indicator should show that voting is no longer in 

progress.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During the voting session verify that the voting machine can 

accommodate at least 5 separate ballot types during an election 

by voting all 5 ballot types.  Run reports to verify all 5 ballot 

types are correctly recorded.

25

32

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Review vendors documentation for tests that verify the proper 

functioning of the device, this should include a test voting 

session.  Run this test before and after the election testing effort.  

If no test is provided by the vendor attempt this test with the 

SysTest Labs generated ballot definition in a test mode before the 

polls are opened and after they are closed to verify the ballot 

layout is correctly presented.
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2.7.14 Permit alternative language accessibility pursuant to the 

requirements of section 203 of the Voting Rights Act of 

1965 (42 U.S.C. 1973aa-1a) such that it must have the 

capacity to display the full ballot in the alternative 

languages required by the federal Voting Rights Act if 

such BMD is to be used where such alternative 

languages are required or where the local board deems 

such feature necessary. 

VVSG Vol 1: 1.5.2 "last 

bullet"

VVSG Vol 1: 2.2.1.3.a

VVSG Vol 1: 3.1.3

NYS Law 7-202 "1s"

NYS Reg 6209.9.D

Y Y N B N

16

17

18

15

16

17

18

19

8

30

13

14

15

2.7.14.1 The vendor shall provide, documentation and cost 

figures, if any, related to the addition of new language 

capabilities which may be required by reason of 

demographic changes identified by the decennial federal 

census.

Y Y N Both N

2.7.15 Provide a battery power source in the event that the 

electric supply used to make the BMD function is 

disrupted. The battery power source shall operate the 

device and allow for the marking of ballots for a period 

not less than 2 hours to ensure that the device can shut 

down prior to the battery power failure, and can resume 

functionality when power is provided or restored without 

significant or intrusive power-up procedures. Such 

batteries must be rechargeable and have a minimum five-

year life when used under normal conditions. In the 

event of a power failure, the device shall perform a 

normal shut-down not less than one hour before battery 

power is depleted, and shall notify the election inspector 

that the system will do so. 

VVSG Vol 1: 2.4.1.b

VVSG Vol 1: 2.1.5.1.a.vi

VVSG Vol 1: 2.3.3.1.e

VVSG Vol 1: 2.1.3.a

VVSG Vol 1: 2.1.3.c

VVSG Vol 1: 4.1.2.4.c

NYS Reg 6209.2.5

Y Y N Both N

48 65
6

19

11

20

27

46

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34
2.7.16 The paper record shall allow for a manual tabulation and 

allow for preservation in accordance with the provisions 

of Election Law, Section 3-222.

VVSG Vol 1: 7.9.1.a

VVSG Vol 1: 7.9.1.b

VVSG Vol 1: 7.8.1 (1,2 

bullets)

NYS Law 7-202 "1i"

NYS Reg 6209.2.A.3

Y Y N B N

X

2.7.17 The BMD shall be capable of showing the information 

on the display screen in a font size of 3.0 mm, and 

should be capable of showing the information in at least 

two font ranges, a) 3.0-4.0 mm and b) 6.3-9.0 mm, under 

control of the voter.  The voter shall also be able to 

control the contrast of the display screen. 

VVSG Vol 1: 7.9.6.b

VVSG Vol 1: 3.1.5.d

VVSG Vol 1: 3.1.5.e

VVSG Vol 1: 3.2.2.1.b

NYS Reg 6209.2.F.1.c

Y Y N B N

15

19
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18,19 NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Vote in each language supported.  Ballot has all information 

present in respected language selected.

NA N/A Review the vendors documentation for cost to add additional 

languages after the voting system has been approved and is in use 

in the state of New York.

15 17

21

24

36

40

42

45

46

47

21

63

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During voting session, unplug power to wall.  Continue testing 

for an additional 2 hours.  Plug power back into wall.  Voting can 

continue without disruption or power-up procedures.

During voting session, unplug power to wall.  Continue testing 

until battery power source is about to run out.  Device will 

perform normal shut-down and will notify inspector that system 

is going down.

NA N/A Verify the paper audit record prints the voter selections in a 

manner that it can be used to tabulate the votes cast on that 

device after the close of polls.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Verify the voting device is capable of displaying the ballot in 2 

screen font sizes.  Generate the ballot programming to utilize w 

font sizes.  During a voting session, display both font sizes and 

measure them.  Verify the voter is able to switch between both 

font sizes during a voting session.  Vote a ballot exercising this 

capability.
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2.7.18 There shall be instructions for performing the 

verification process made available to the voter, in 

accessible formats, in a location on or near the BMD.  

VVSG Vol 1: 7.9.6.g

VVSG Vol 1: 3 #1

VVSG Vol 1: 3.1.a.1.B..ii

NYS Reg 6209.2.F.2

Y Y N B N

14

20

2.7.19 The BMD shall display and print a paper record in any of 

the alternative languages chosen for making ballot 

selections. Candidate names and other markings not 

related to the ballot selection on the paper record shall 

appear in English.  

VVSG Vol 1: 7.9.6.c.i

VVSG Vol 1: 7.9.6.c.ii

NYS Reg 6209.2.F.3

Y Y N B N

X

2.7.20 The BMD shall allow the voter to approve or reject the 

paper record.

VVSG Vol 1: 7.9.2.a

VVSG Vol 1: 7.9.2.b

VVSG Vol 1: 7.9.2.c

VVSG Vol 1: 7.9.2.d

NYS Reg 6209.2.F.4

Y Y N B N

X

2.7.21 Vendor documentation shall include procedures for 

returning a BMD to correct operation after a voter has 

used it incompletely or incorrectly.   

VVSG Vol 1: 7.9.2.e

NYS Reg 6209.2.F.8

Y Y N B N

2.7.22 The vendor shall, without additional cost, provide to the 

purchaser a five-year guarantee of parts and service that 

such BMD equipment shall be kept in good working 

order.  Shipping costs for any factory repairs or part 

replacement will be incurred by the vendor (bidder).

NYS Law 7-204 "2" Y Y N Both N
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

View system documentation on where the instructions for the 

verification process is on the voting machine.  Verify the 

instructions are visible to the voter.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

During a voting session ensure that candidate names during 

manual auditing are presented in the same language as used on 

the summary screen and that information on the paper record not 

needed to perform verification is in English.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Vote a ballot.  Voter is able to review selections on display and 

paper record to verify the selections match.  Voter is able to void 

paper record so changes can be made.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Search the vendor's TDP for procedures to return the voting 

devices to correct operation if a voter exits the voting station 

before completing the voting session or otherwise puts the voting 

device into an abnormal state.  During the execution of the test 

cases, put the devices into these states and use the documented 

procedures to return the device to working order at the screen 

normally displayed at the start of a voting session.  Verify the 

next voting session can be completed successfully.

NA N/A Search the vendor's TDP for warranty information.  Document 

the warranty provides a 5 year guarantee on parts and service, 

that the vendor will provide maintenance to keep the equipment 

functional and shipping costs and replacement parts will be 

provided by the vendor at no cost.
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2.7.23 The BMD shall provide a means by which the ballot 

definition code may be positively verified to ensure that 

it corresponds to the format of the ballot face and the 

election configuration.

VVSG Vol 1: 2.2.1.1.e

NYS Reg 6209.2.I

Y Y N Both N
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2.7.24 The vendor shall provide cost terms and documentation 

to include alternative options for BMD printers that are 

capable of printing ballots in a size where the 

measurement of the smallest width of such ballot is 

greater than 8-1/2 inches.

Y Y N B N

3 Education, Training and Required Documents: N/A N/A N/A N/A N/A

3.1 INSTRUCTION OF PERSONNEL: N/A N/A N/A N/A N/A

3.1.1 The vendor shall provide detailed information regarding 

in-person training as follows: 

NYS Reg 6209.6.F.7.f Y Y N Both N

3.1.1.1 The maximum number of participants per training 

session.

Y Y N Both N

3.1.1.2 The duration of training based on vendor-recommended 

roles and responsibilities.

Y Y N Both N

3.1.1.3 The cost and terms for training to include both 

regionalized and on-site county training.

Y Y N Both N

3.1.2 Within ten business days of acceptance by the Contractor 

of a Purchase Order, the Contractor and the Authorized 

User shall agree upon mutually-acceptable training dates 

for the contractor to provide live instruction by qualified 

personnel sufficient to ensure that the product is 

operating correctly and operator-maintained so as to 

perform to the full extent of its design capabilities.  The 

Authorized Users shall designate personnel to receive 

instruction. 

Y Y N Both N

3.1.3 In addition, Contractors of BMDs shall, prior to delivery, 

provide training for Authorized User personnel in the 

following areas:

Y Y N Both N

3.1.3.1 Training on unpacking, assembling and acceptance 

testing of the equipment. 

NYS Reg 6209.9.A.1.a Y Y N Both N

3.1.3.2 Training for proper use of the equipment, including 

maintenance, storage and transportation procedures.

NYS Reg 6209.9.A.1.b Y Y N Both N

3.1.3.3 Training in the procedures to be used to accomplish 

ballot face layout and ballot programming. 

NYS Reg 6209.9.A.1.e Y Y N Both N

X

3.1.3.4 Instruction on procedures to be followed by inspectors at 

polling places. 

VVSG Vol 2: 2.10.2

NYS Reg 6209.9.a.1.c

Y Y N B N

3.2 INSTRUCTION MATERIALS: N/A N/A N/A N/A N/A
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1, 16, 17 15

17

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Find in the vendors documentation the means by which precincts 

and corresponding ballot definitions are verified.  During 

execution of the test cases utilize this information to match the 

ballot definition codes to the election configurations.

NA N/A Review the vendor's TDP for printer devices.  Document the 

printer devices capabilities to utilize paper sized larger than 8-1/2 

inches wide.

NA N/A

NA N/A

NA N/A Review the vendor's TDP for personnel education and training.

NA N/A Judge the appropriateness of the maximum number of 

participants per training session with respect to the effectiveness 

of training a group of maximum size.  Attempt to train a group of 

maximum participant size to assist in making this judgment.

NA N/A During the maximum participant training session determining if 

the length of training is provides an appropriate level of expertise 

to the trainees.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Request to the 

vendors for training cost information.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This is a 

mandate to the vendor to provide training.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This is a 

mandate to the vendor to provide training.  Section 3.2 below 

describes the actions SysTest Labs will perform in this regard.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This is a 

mandate to the vendor to provide training.  Section 3.2 below 

describes the actions SysTest Labs will perform in this regard.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This is a 

mandate to the vendor to provide training.  Section 3.2 below 

describes the actions SysTest Labs will perform in this regard.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This is a 

mandate to the vendor to provide training.  Section 3.2 below 

describes the actions SysTest Labs will perform in this regard.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This is a 

mandate to the vendor to provide training.  Section 3.2 below 

describes the actions SysTest Labs will perform in this regard.

NA N/A
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3.2.1 Prior to the commencement of any training, the 

Contractor(s) shall furnish to the Authorized User 

complete instruction materials, (video, graphics, audio or 

text) for the BMD and all accessibility features.  These 

instruction materials shall include the following:

N/A N/A N/A N/A N/A

3.2.1.1 Training on unpacking, assembling and acceptance 

testing of the equipment. 

Y Y N Both N

3.2.1.2 Training on adjusting and aligning the equipment. Y Y N Both N

3.2.1.3 Training for proper use of the equipment, including 

maintenance, storage and transportation procedures. 

Y Y N Both N

3.2.1.4 Training in the procedures to be used to accomplish 

ballot face layout and ballot programming.

VVSG Vol 1: 2.2.2

VVSG Vol 1: 2.2.2.a

VVSG Vol 1: 2.2.2.b

VVSG Vol 1: 2.2.1.1.a

Y Y N Both N

1
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24

37

3.2.1.5 Training on operating the product (including layout and 

interconnection diagrams and schematic and wiring 

diagrams).

NYS Reg 6209.6.F.5.c Y Y N Both N

3.2.1.6 Training on preventive and corrective maintenance 

procedures (including complete part lists, manufacturer's 

catalog numbers, and ordering information, if 

applicable).

NYS Reg 6209.6.F.7.a Y Y N Both N

3.2.1.7 Training on voter education on the use of the BMD and 

any accessibility devices (including methods to be used 

by eligible voters to mark a ballot). 

VVSG Vol 1: 3.1.a.1.B.i

VVSG Vol 1: 3.1.a.1.B.ii

NYS Law 3-212 "4b"

Y Y N B N

14

20

3.2.1.8 Training on procedures to be followed by inspectors at 

polling places. 

NYS Law 3-412 "1"

NYS Law 3-412 "1a"

NYS Law 3-412 "2"

NYS Law 3-412 "3"

NYS Law 3-412 "4"

NYS Law 3-412 "5"

Y Y N B N
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NA N/A

NA N/A Read the training materials on unpacking, assembling and 

performing acceptance testing of the voting devices.  Use these 

materials to unpack and pack, assemble and disassemble and 

execute the acceptance tests on the devices.  Assess this materials 

usefulness in training election workers to perform these tasks.

NA N/A Review the training materials on adjusting and aligning the 

voting devices.  Attempt the adjusting and aligning procedures 

covered in the materials.  Assess their training information's 

ability to adequately train the target audience to perform the 

procedures accurately and timely.
NA N/A Read the training materials targeted at maintenance, storage and 

transportation procedures.  Assess their ability to train the 

election workers who will transport, store and maintain the 

voting devices to correctly perform the necessary tasks.  
1

16

17

15

17

1

2

3

17

19

NA N/A Read the training materials for ballot face layout and ballot 

programming.  Determine their effectiveness in preparing an 

election officials to generate an election.  Use the training 

materials to generate an election.

NA N/A Read the training materials on operating the voting devices.  

Assess their effectiveness if used by Board of Elections personnel 

tasked with system operation.  Also assess the effectiveness of 

layout and interconnection diagrams and schematic and wiring 

diagrams if used by trained electricians.
NA N/A Review the training materials for preventative and corrective 

maintenance procedures.  Judge the targeted audience's ability to 

maintain and repair the devices if these materials are used to train 

them on the procedures.  Make sure the training materials include 

procedures to find the manufacturer's catalog numbers from their 

parts lists  and directions on ordering parts from the vendor.

NA N/A In reviewing the voter education training materials, determine 

these provide potential voters with clear, concise and 

understandable instructions in using the voting system and 

casting a ballot.
NA N/A Review the training materials targeted at polling place inspectors.   

Determine the effectiveness of these materials to provide targeted 

at the polling place inspectors that are understandable and 

valuable.
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3.2.1.9 All training materials shall also be provided to the 

Authorized Users at no additional cost in electronic 

version to enable the Authorized User to incorporate the 

training material in the Authorized User‘s training 

procedures and training manuals and outreach materials. 

VVSG Vol 2: 1.5

VVSG Vol 2: 2.1.1.1

VVSG Vol 2: 2.8

VVSG Vol 2: 2.8.1

Y Y N Both N

3.2.2 This requirement is separate from, and in addition to, 

any materials otherwise provided.

Y Y N Both N

3.3 In addition, within ten (10) business days of the State 

Board approving for use such BMD, and prior to the 

commencement of any training of Authorized Users, the 

Contractor(s) shall furnish to the NYSBOE five (5) 

complete sets of instruction materials, (video, graphics, 

audio or text) for each product and component supplied 

to the Authorized Users.  These instruction materials 

shall include:

N/A N/A N/A N/A N/A

3.3.1 Training on unpacking, assembling and acceptance 

testing of the equipment

NYS Reg 6209.9.A.1.a Y Y N Both N

3.3.2 Training on adjusting and aligning the equipment. Y Y N Both N

3.3.3 Training for proper use of the equipment, including 

maintenance, storage and transportation procedures.

NYS Reg 6209.9.A.1.b Y Y N Both N

3.3.4 Training in the procedures to be used to accomplish 

ballot face layout and ballot programming.

NYS Reg 6209.9.A.1.e Y Y N Both N

3.3.5 Training on operating the product (including layout and 

interconnection diagrams and schematic and wiring 

diagrams).

NYS Reg 6209.6.F.5.c Y Y N Both N

3.3.6 Training on preventive and corrective maintenance 

procedures (including complete part lists, manufacturer's 

catalog numbers, and ordering information, if 

applicable). 

NYS Reg 6209.6.F.7.a Y Y N Both N

3.3.7 Training on voter education on the use of the new voting 

machines and any accessibility devices (including 

methods to be used by eligible voters to mark a ballot).

VVSG Vol 1: 3.1.a.1.B.i

VVSG Vol 1: 3.1.a.1.B.ii

NYS Law 3-212 "4b"

Y Y N B N

14

20
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NA N/A While reviewing the training materials, judge their suitability to 

be incorporated into any Authorized User's training procedures 

and outreach materials.  Determine if the potential target 

audience will be able to comprehend and utilize the materials in 

the effective use, maintenance and voter education materials they 

generate. 
NA N/A Informational.

NA N/A

NA N/A Search the TDP for training materials detailing the unpacking, 

assembling and acceptance criteria for the voting system 

equipment.  Read the training documentation and determine if it 

is sufficiently detailed to allow the target personnel to 

comprehend the information and perform the tasks described.

NA N/A Search the TDP for training materials detailing the adjustment 

and aligning of the voting system equipment.  Read the training 

documentation and determine if it is sufficiently detailed to allow 

the target personnel to comprehend the information and perform 

the tasks described.

NA N/A Search the TDP for training materials detailing the use, 

maintenance storage and transportation of the voting system 

equipment.  Read the training documentation and determine if it 

is sufficiently detailed to allow the target personnel to 

comprehend the information and perform the tasks described.

NA N/A Search the TDP for training materials detailing the generation of 

ballot face layout and ballot programming.  Read the training 

documentation and determine if it is sufficiently detailed to allow 

the target personnel to comprehend the information and perform 

the tasks described.
NA N/A Search the TDP for training materials detailing the operation of 

the voting devices.  Read the training documentation and 

determine if it is sufficiently detailed to allow the target 

personnel to comprehend the information and utilize it to operate 

and maintain the equipment.
NA N/A Search the TDP for training materials detailing the preventative 

and corrective maintenance procedures for the voting devices.  

Read the training documentation and determine if it is 

sufficiently detailed to allow the target personnel to comprehend 

the information and utilize it to operate and maintain the 

equipment.

20

NA N/A Search the TDP for training materials detailing voter education 

on the use of the voting devices.  Read the training 

documentation and determine if it is sufficiently detailed to allow 

the target personnel to comprehend the information and utilize it 

to use the equipment to mark a ballot.
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3.3.8 Training on procedures to be followed by inspectors at 

polling places. 

NYS Law 3-412 "1"

NYS Law 3-412 "1a"

NYS Law 3-412 "2"

NYS Law 3-412 "3"

NYS Law 3-412 "4"

NYS Law 3-412 "5"

Y Y N B N

3.3.9 This requirement is separate from, and in addition to, 

any materials otherwise provided.

Y Y N Both N

3.3.10 The vendor shall permit the NYSBOE and Authorized 

Users to duplicate these materials for use in public 

education and training programs. 

Y Y N Both N

3.3.10.1 All training materials shall also be provided to the 

NYSBOE at no additional cost in electronic version to 

enable the NYSBOE and/or Authorized Users to 

incorporate the training material in the Authorized 

User‘s training procedures and training manuals and 

outreach materials.

Y Y N Both N

3.4 Submission, Testing and Examination:  The NYSBOE 

shall cause the BMD to be examined and a report of the 

examination to be made. Such examination shall include 

a determination as to whether the BMD meets the 

provision of these requirements, and shall include a 

thorough review and testing of any electronic or 

computerized features of the device.  Such report shall 

state an opinion as to whether the kind of BMD so 

examined can safely and properly be used by voters and 

local boards of elections at elections, under the 

conditions prescribed herein and the requirements of the 

federal Help America Vote Act. If the report states that 

the BMD can be so used, and the board after its own 

review so determines, in accordance with subdivision 

four of Section 3-100 of the Election Law, the BMD 

shall be deemed approved, and may then be purchased 

for use at elections as herein provided. 

NYS Law 7-201 "1" Y Y N Both N

3.5 Submission. N/A N/A N/A N/A N/A

3.5.1 The vendor shall submit, completed ballot layouts and 

ballot coding based upon the pre-qualification test format 

as defined in Exhibit A.      

NYS Reg 6209.4.B

NYS Reg 6209.5.A

Y Y N Both N

3.5.2 The vendor shall acknowledge that the fees for the 

examination of a BMD shall be assessed against the 

vendor by the NYSBOE based upon the cost to the 

NYSBOE for examination of such BMD by an outside 

contractor, laboratory or other authorized examiner.

NYS Reg 6209.4.G Y Y N Both N

3.5.3 A vendor shall affirm that: N/A N/A N/A N/A N/A

3.5.3.1 The submitted BMD complies with all applicable 

requirements found herein, and is suitable for use by 

voters to mark a paper ballot at elections in New York 

State.

NYS Reg 6209.4.H.1 Y Y N B N

3.5.3.2 The vendor shall quote and provide a statewide, uniform 

price for each unit of the BMD.

NYS Reg 6209.4.H.2 Y Y N Both N
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NA N/A Search the TDP for training materials detailing inspector 

activities at the polling places.  Read the training documentation 

and determine if it is sufficiently detailed to allow the target 

personnel to comprehend the information and utilize it to operate 

and maintain the equipment.

NA N/A Informational.

NA N/A Attempt to copy or electronically reproduce the vendors TDP 

materials.

NA N/A Verify the vendor provided these materials in electronic form.

X NA N/A Perform the system test campaign as agreed by contract between 

the ITA and the NYSBOE as specified in the test plans and test 

cases as approved by the NYSBOE.

NA N/A

NA N/A If the vendor provides sample ballot layouts and ballot coding 

verify they conform to exhibit A.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Instructions to 

the vendors.

NA N/A

NA N/A Beyond the scope of SysTest Labs' test campaign.  Instructions to 

the vendors.

NA N/A Beyond the scope of SysTest Labs' test campaign.  Instructions to 

the vendors.
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3.5.3.3 The submitted BMD‘s software shall not contain any 

code, procedures or other material which may disable, 

disarm or otherwise affect in any manner, the proper 

operation of the BMD, or which may damage the BMD, 

any hardware, or any computer system or other property 

of the NYSBOE or county board, including but not 

limited to ‗viruses‘, ‗worms‘, ‗time bombs‘, and ‗drop 

dead‘ devices that may cause the BMD to cease 

functioning properly at a future time.      

NYS Reg 6209.4.H.3 Y Y N Both N

3.5.3.4 Any submitted BMD shall provide methods through 

security seals or device locks to physically secure against 

attempts to interfere with correct device operations. Such 

physical security shall guard access to device panels, 

doors, switches, slots, ports, peripheral devices, 

firmware, and software.

NYS Reg 6209.4.H.4 Y Y N Both N

3.5.4 The vendor shall disclose, any pecuniary interest in or 

any direct or indirect control over any testing laboratory 

as defined (NYCRR 9 Part 6209.1 (34) ) or which may 

be used in connection with testing (or acquisition) of 

BMD or voting systems. 

NYS Reg 6209.5.G Y Y N Both N

3.6 Submission to the NYSBOE.  N/A N/A N/A N/A N/A

3.6.1 BMD and other devices accessible to individuals with 

disabilities, must be approved for use by the NYSBOE 

prior to use.  Each complete BMD, all documentation 

prescribed herein, must be submitted to the NSYBOE for 

testing purposes no later than 11 am Eastern Standard 

Time ten (10) business days after a bid opening.  

Deliveries must be completed as inside delivery and 

include the following:

NYS Reg 6209.4.E Y Y N B N
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NA Fortify SCA primarily identifies 

security vulnerabilities that occur as 

a result of insecure coding; however, 

Fortify SCA in some cases is able to 

identify code which may disarm or 

disable or affect proper operations.  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Source code reading.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Beyond the scope of SysTest Labs' test campaign.

SysTest Labs can not affirm for the vendor that the device is 

configured with the specified physical security guards.

However SysTest Labs can verify that such physical security 

guards exist on the units submitted to SysTest Labs for testing.  

Verify these provide sufficient deterrence to prevent 

unauthorized access to any security sensitive feature of the voting 

device.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This defines 

conduct between the NYSBOE and the vendor.

NA N/A

NA N/A Beyond the scope of SysTest Labs' test campaign.  Instructions to 

the vendors.
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3.6.1.1 Each complete BMD including all accessibility 

components. 

VVSG Vol 1:  1.6.3.2 Y Y N B N

3.6.1.2 A certified or bank check in the amount of $5,000 shall 

accompany such submission, and be applied towards the 

actual cost of the examination. 

NYS Reg 6209.4.F Y Y N Both N

3.6.1.3 The election management software. NYS Reg 6209.5.A Y Y Y Both N

3.6.1.4 Media containing the test general election and test 

primary election ballot definition code in all required text 

and audio translations of alternative languages, including 

English.

NYS Reg 6209.4.B Y Y N Both N

X

3.6.1.5 The BMD shall be pre-programmed with the test general 

election ballot definition code in all required (?) text and 

audio translations of alternative languages, including 

English.

VVSG Vol 1: 3.1.3 Y Y N Both N

30
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Verify each submitted voting device has all of the assistive 

technology devices detailed in the vendors TDP.

NA N/A Beyond the scope of SysTest Labs' test campaign.

N/A - The requirement describes 

physical delivery to the NYSBOE.

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Verify each submitted voting device arrives with the election 

management software

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

If the vendor submits a test election, either general or primary, 

with their TDP or their system, verify all required text and audio 

translations for alternate languages is included.  Also verify 

English text and audio files were submitted.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

If the vendor submits the test elections, verify the same have 

been installed on the voting devices, including all alternative 

language text and audio files.  Also verify English text and audio 

files have been installed on the voting devices.
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3.6.1.5.1 Audio translation shall include instruction for voters to 

utilize the BMD for all test ballot styles in alternative 

languages, including English (Spanish, Korean, 

Mandarin, and Cantonese).  

VVSG Vol 1: 3.1.3

NYS Law 7-202 "1s"

Y Y N B N

30

3.6.1.6 An adequate supply of proprietary and non-proprietary 

consumables as follows:    

NYS Reg 6209.5.E Y Y N Both N

3.6.1.6.1 Vendor-recommended paper ballot stock sufficient to 

test the marking of 1,100 ballots

Y Y N B N

3.6.1.6.2  If ballots are to be pre-printed, the vendor shall provide 

500 pre-printed test general election ballots and for each 

of the three test primary election ballots, 200 each. 

Y Y N B N

3.6.1.6.3 All test ballots shall include alternative languages 

including English (Spanish, Korean, Mandarin, and 

Cantonese). A minimum of ten percent (10%) of the test 

ballots shall be presented in English plus one of each of 

the alternative languages identified above.

Y Y N B N

X

3.6.1.7 All vendors shall submit to the NYSBOE with their 

BMD, sworn affidavits from the president, chief 

executive officer or chief operating officer of the vendor, 

disclosing any contributions made within the United 

States by any of those officers, by the vendor itself, or by 

any controlling shareholder to any political party or 

candidate for any office, within two years prior to the 

date the BMD is submitted. After the submission of any 

BMD, or after the submission of any such affidavit, a 

vendor must submit to the Election Operations Unit, an 

affidavit at the end of each calendar quarter (March 31, 

June 30, September 30 and December 31), disclosing 

whether or not any new contribution has been made. The 

submission of such affidavits shall be required 

throughout the period during which the BMD is 

approved for use in New York. 

NYS Reg 6209.4.I Y Y N B N

3.6.1.8 All vendors shall submit with their BMD, information 

regarding past or pending court cases involving their 

BMD or its major components, any evidence of fraud, 

faulty systems, or failure to correct past problems. 

NYS Reg 6209.4.J Y Y N Both N

3.6.1.9 Vendors submitting a BMD for approval must also 

provide additional systems to be used by the NYSBOE 

for the purposes of conducting tests.

NYS Reg 6209.5.B Y Y N Both N

3.6.1.10 If the BMD is approved for use by the NYSBOE, the 

specific BMD and components examined by the 

NYSBOE shall become the property of the NYSBOE for 

as long as the BMD or equipment is in use in the State or 

for such shorter period as the NYSBOE shall so 

determine.  BMD‘s not approved shall be disposed of 

pursuant to the vendor‘s direction. 

NYS Reg 6209.5.C Y Y N Both N
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

If the vendor submits a test election, verify all languages have the 

required voting instructions.

NA N/A Peruse the vendors TDP for a list of consumables used by any 

device that is part of the voting system.

NA N/A If the vendor submits paper ballot stock initiate a count of the 

sheets to verify there are enough to mark 1,100 ballots.

NA N/A If the vendor submits pre-printed ballots, initiate a count to verify 

500 ballots match the general test election and 200 ballots match 

the primary test election.

NA N/A Initiate a second count to verify at least 10 percent of the pre-

printed ballots are in English and for each language, Spanish, 

Korean, Mandarin, and Cantonese, at least 1 ballot is printed in 

the respective language.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This defines 

conduct between the NYSBOE and the vendor.

NA N/A Search the vendor's TDP for these documents.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This defines 

conduct between the NYSBOE and the vendor.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This informs 

potential vendors of their requirement to relinquish equipment to 

the NYSBOE.
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3.6.1.11 The vendor shall provide service and normal 

maintenance of said BMD or equipment after approval 

and shall supply to the NYSBOE, at no cost, any 

modification to the BMD for upgrading of any feature 

during the period that said BMD is offered for sale and 

use in the State.  

NYS Reg 6209.5.D Y Y N Both N

3.6.1.12 Vendors shall submit recommendations for acceptance 

and maintenance testing to ensure that the software ad/or 

firmware in BMDs purchased and used by county boards 

of elections is identical to that which was approved.

NYS Reg 6209.6.D.3.B.v Y Y N Both N

4 Examination:  The BMD shall be examined by 

examiners or testing laboratories to be selected for such 

purpose by the NYSBOE. Each examiner or laboratory 

shall receive compensation and expenses for making an 

examination and report as to each BMD examined by 

him or it. Neither any member of the NYSBOE nor any 

examiner or owner or employee of any testing laboratory 

shall have any pecuniary interest in any BMD. Any form 

of BMD not so approved, cannot be used at any election.

NYS Law 7-201 "1" N/A N/A N/A N/A N/A

4.1 When any change is made in the operation or material of 

any feature or component of any BMD which has been 

approved pursuant to the provisions of this section, such 

BMD must be submitted for such re-examination and re-

approval pursuant to the provisions defined herein as the 

state board of elections deems necessary.   

NYS Reg 6209.7.C

NYS Law 7-201 "2"

Y Y N Both N

4.2 If at any time after any BMD has been approved 

pursuant to the provisions of the Election Law, the state 

board of elections has any reason to believe that such 

BMD does not meet all the requirements for BMDs, it 

shall forthwith cause such BMD to be examined again in 

the manner prescribed herein.  If the opinions in the 

report of such examinations do not state that such BMD 

can safely and properly be used by voters at elections, 

the NYSBOE shall forthwith rescind its approval of such 

BMD.  After the date on which the approval of any BMD 

is rescinded, no BMD of such type may be used or 

purchased for use in this state. The NYSBOE may 

examine all BMDs of such type which were previously 

purchased, to determine if they may continue to be used 

in elections in this state.    

NYS Reg 6209.8.A

NYS Law 7-201 "3"

Y Y N Both N
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NA N/A Beyond the scope of SysTest Labs' test campaign.  This defines 

conduct between the NYSBOE and the vendor.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This defines 

conduct between the NYSBOE and the vendor.

NA N/A

NA If the source code has been modified, 

SysTest Labs will perform another 

security source code review.  

Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

If a modified device is submitted to SysTest Labs to validate 

system compliance, Write a test plan and test cases, perform the 

testing, and write a test report in accordance with the contract in 

force with the NYSBOE at the time the modified device is 

submitted.

NA If a modified device is submitted to 

SysTest Labs to validate system 

compliance, Write a test plan and test 

cases, perform the testing, and write 

a test report in accordance with the 

contract in force with the NYSBOE 

at the time the modified device is 

submitted.

If a modified device is submitted to SysTest Labs to validate 

system compliance, Write a test plan and test cases, perform the 

testing, and write a test report in accordance with the contract in 

force with the NYSBOE at the time the modified device is 

submitted.
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4.3 Compliance during warranty period.  If the NYSBOE 

determines, during the applicable warranty period, that 

existing BMD requirements requires that the BMD be 

modified, the vendor shall make such modifications 

without additional charge or cost to the State or county 

boards of elections.  Such modifications may be 

necessary to conform the BMD to  full system 

certification compliance criteria.  Such full system 

compliance shall be performed by the NYSBOE and any 

contractor(s) authorized to examine such device or 

system.

Y Y N Both N

4.3.1 If the NYSBOE determines, after the applicable warranty 

period and during any period of maintenance and 

support, that existing state law requires, that existing 

BMD requirements require that the BMD be modified, 

the vendor shall make such modifications without 

additional charge or cost to the State or county boards of 

elections.   

Y Y N Both N

4.4 Examination will have  the following principal 

objectives: 

N/A N/A N/A N/A N/A

4.4.1 To demonstrate the ability of a voter to mark a ballot 

using the BMD.             

 VVSG Vol 1 : 2.3.3.2.b Y Y N B N 29

40

20

21

22
4.4.2 To demonstrate the ability of the BMD to mark a ballot 

accurately.

 VVSG Vol 1 : 2.3.3.3.o Y Y N B N 20

34

38

47

20

21

22

234.4.3 To demonstrate the ability of the voter to verify their 

ballot, to include notification of any undervote(s), and/or 

overvote(s) and that the BMD allows the voter to correct 

same; if they choose.   

 VVSG Vol 1 : 2.3.3.2.h

VVSG Vol 1 :  3.1.a.1.A.iii

NYS Reg 6209.2.8

Y Y N B N 23

24

25

26

27

28

29

30

31

32

24

25

26

27

28

29

30

31

33

34

24

30

39

40

20

21

22

23

24

25

26

27

28

294.4.4 To demonstrate the ability of the voter to independently 

verify their ballot after the BMD has marked the ballot.

NYS Law 7-202 "1e" Y Y N B N

X
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NA If a modified device is submitted to 

SysTest Labs to validate system 

compliance, Write a test plan and test 

cases, perform the testing, and write 

a test report in accordance with the 

contract in force with the NYSBOE 

at the time the modified device is 

submitted.

If a modified device is submitted to SysTest Labs to validate 

system compliance, Write a test plan and test cases, perform the 

testing, and write a test report in accordance with the contract in 

force with the NYSBOE at the time the modified device is 

submitted.

NA N/A Beyond the scope of SysTest Labs' test campaign.  This defines 

conduct between the NYSBOE and the vendor.

NA N/A

20 NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

Vote and verify voting field.

20, 29, 33, 

34, 35

24, 

40,42,45,

46

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Verify the ballot is marked as voted per the test case.

20 22

23

24

25

26

27

28

29

30

31

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

During voting session, have the voter select more than one 

candidate for a single office (overvote).  Ensure voter is able to 

correct the overvote before casting ballot.

Voter will undervote a contest (not select enough candidates or 

select no candidate).   Ensure the voter is provided a message 

indicating the undervote.

View/listen to the summary screen to validate voter selections, 

make changes to voter selections prior to casting a ballot.

NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Verify the BMD displays or speaks the ballot selections after the 

ballot is cast or there is an independent verification device which 

will display or speak the ballot selections when the ballot is feed 

into the device.  

Perform this verification and validate the selections displayed or 

spoken match the selections voted based on the selections called 

for in the test case.
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4.4.5 To demonstrate that the BMD‘s hardware and software 

operate in a manner consistent with a voter‘s ability to 

mark a ballot.

Y Y N B N

X

4.4.6 To demonstrate that the BMD‘s vendor-provided 

security requirements and security provisions are 

identified for each system function and operating mode, 

and that all features function as described.   

NYS Reg 6209.6.E.4

NYS Reg 6209.6.F.3.n1

Y Y N Both Y

4.4.7 Independently identify any additional security 

procedures, tasks or features which the BMD shall 

accommodate, and verify that such additional 

requirements are in place and function as required.    

NYS Reg 6209.6.E.4

NYS Reg 6209.6.F.3.n1

Y Y N Both Y

4.5 Whenever the state board is satisfied that a BMD has 

been proven to meet or exceed these requirements and 

the vendor is able to provide documentation for the state 

board to establish that those requirements have been met, 

then the state board, may, in its discretion, accept such 

documentation as satisfaction of the required tests.  

NYS Reg 6209.6.C Y Y N Both N
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NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Perform voting sessions utilizing all assistive technology devices 

available for the voting device under test.  After the ballot is cast 

verify the selections marked are those called for in the test case.

X NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Perform Security and Accuracy testing of voting system.  Collect 

all documentation and equipment from Vender.  Perform pre-test 

requirement such as create correct and appropriate 

documentation.  Perform preliminary test of verify correct 

documentation and equipment.  Perform Security and Accuracy 

test plan.  Submit reports and finding to State Board

X NA Security source code review focuses 

on a large number of security 

vulnerabilities as documented in 

"Table 7 - Areas of Security Focused 

Source Code Review" of the "Master 

Technical Data Package Review 

Plan".  

Any of these vulnerabilities existing 

in code applicable to this 

requirement will be detected by 

Fortify SCA and reviewed manually.

Perform Security and Accuracy testing of voting system.  Collect 

all documentation and equipment from Vender.  Perform pre-test 

requirement such as create correct and appropriate 

documentation.  Perform preliminary test of verify correct 

documentation and equipment.  Perform Security and Accuracy 

test plan.  Submit reports and finding to State Board

NA N/A Beyond the scope of SysTest Labs' test campaign.
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