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INTRODUCTION

1.1 Project Overview

This Document is a report on the Functional Testing conducted on the upgrade
of the previously certified software and firmware, as submitted by Election Systems and
Software (ES & S), for their voting system and ballot marking device. The corresponding
trusted build version consists of the EMS EVS (ES&S Voting System) version 5.0.0.2. The
EVS 5.0.0.2 suite consists of the following components: ElectionWare (EW) v 4.3.0.0,
Election Reporting Module (ERM) v 8.8.0.0, Event Log Service v 1.5.2.0, Removable
Media Service v 1.4.2.0, RMCOBOL (COTS) 12.06, and VAT Preview 1.8.3.0. These
new versions, if certified, will replace the current versions of the NYS Certified System
(see table below):

Module New Version Current Version

EMS EVS Suite 5.0.0.2 5.0.0.1
ElectionWare (EW) 4.3.0.0 4.1.0.1
Election Reporting Module (ERM) 8.8.0.0 8.6.0.2
Event Log Service 1.5.2.0 1.5.0.1
Removable Media Service 1.4.2.0 1.4.0.1
RMCOBOL (COTS) 12.06 12.06

VAT Previewer 1.8.3.0 1.8.11

DS200 Scanner 2.9.0.0 2.7.0.1

DS200 Scanner Board 2.24.2.0 2.240.1
AutoMARK VAT firmware 1.8.3.0 1.8.1.1
DS200 Power Management Firmware 1.2.8.0 1.2.6.1

The upgrades submitted are intended to address, inter alia, the ES&S system's
change notes, which include the ability to crate and display elections in Bengali, as
recently mandated by the language requirements of the Voting Rights Act.



1.2 System Enhancements

This upgrade includes the following updates and enhancements to the ES&S voting
system:

- Addition of the Bengali Language font throughout the EVS 5.0.0.2 system.

1.3 Purpose

The purpose of this functional testing was to verify that the upgrade to the software
and firmware still perform the required functions of its certified predecessor and
addresses change requests required by end users and also as a result of industry-
standard software maintenance.

This document describes:

e The overall Test Plan and approach implemented to thoroughly test the
upgraded software and firmware

e The overall results and findings from the functional testing performed

2. APPROACH AND PROCEDURES

2.1 Requirements

Testing verifies that the system changes and upgrades did not disrupt, disable or
otherwise disaffect the required functions of the certified build and that the
incorporation of the Bengali language is operational. Multiple variations of
elections were generated to test the upgrade. The following ballot variations were
used in the functional testing performed by SBOE staff. Both comprehensive and
standard test decks were used as part of the logic and accuracy testing required by
the test plan:

e Primary Elections consisting of 17 inch ballots in length were created from
scratch using the EVS 5.0.0.2 EMS suite. This election was required so that
testing would accommodate landscape layouts.

e General Elections of 14 inch ballots in length were created from saved Data
and Ballot Layout Import Files using the EVS 5.0.0.2 EMS suite. These



elections were required so that testing would accommodate landscape and
multiple page ballot layout.

General Elections of both 17 inch and 19 inch ballots in length will be
imported from a previously-created election using the EVS 5.0.0.2 EMS.
These elections were required so that testing would accommodate both
landscape and portrait layouts. One of these elections would also
accommodate the verification of the language requirements.

Primary Elections of 19 inch ballots in length will be imported from a
previously created election using the EVS 5.0.0.2 EMS. These elections
were required so that testing would accommodate portrait layouts.

These requirements resulted in five separate test cases that would test each
variation:

Test Case #1 — Created Primary 17 Inch Landscape

Test Case #2 — Imported Multi-Page General 14 inch Landscape

Test Case #3 — Imported General 19 Inch (91 Timing Marks) Landscape
Test Case #4 — Imported Multi Language General 17 Inch Portrait (Grid)
Test Case #5 — Imported Primary 19 Inch (70 Timing Marks) Portrait
(Column)

Test Cases 6-10 were created to verify the trusted build of the software.

Test Case #6 — Trusted Build Created Primary 17 Inch Landscape

Test Case #7 — Trusted Build Imported Multi-Page General 14 inch
Landscape

Test Case #8 — Trusted Build Imported General 19 Inch (91 Timing Marks)
Landscape

Test Case #9 — Trusted Build Imported Multi Language General 17 Inch
Portrait (Grid)

Test Case #10 — Trusted Build Imported Primary 19 Inch (70 Timing Marks)
Portrait (Column)

These Test Cases were tested over 2 different Hardware Configurations:

Standalone System — Single workstation containing the EVS 5.0.0.2 EMS



e C(Client/Server — 2 systems networked (Server which contains the SQL
database and a Client which utilizes the SQL database on the Server
through a network)

Test Cases 1-10 were required to be verified on each system configuration.

Each Test Case requires a Test Deck marked in a predetermined fashion. Some Test
Cases used multiple ED’s while others used only one. The majority had smaller (6 or
7 ballot) Test Decks consisting of multiple ballot styles, while others had full
Comprehensive Test Decks created based on SBOE Standards. The following table
lists the Test Decks built for the functional testing:

Test Case Title Type of Election Number of Ballots
Created Primary 17 Inch Landscape Primary 2 Ballot Styles (6 ballots per style)
1% Style (Page 1) = 7
Imported Multi-Page General 14 Inch Landscape General
2" Style (Page 2) = 7
Imported General 19 Inch (91 Timing Marks) Landscape General 1% Style = 151
1% Style (Election Day) = 7
Imported Multi Language General 17 Inch Portrait (Grid) General
2" Style (Absentee) = 7
1% Style =51
Imported Primary 19 Inch (70 Timing Marks) Portrait (Column) Primary
2" Style = 19
TRUSTED BUILD ELECTIONS
Trusted Build - Created Primary 17 Inch Landscape Primary 2 Ballot Styles (6 ballots per style)
1% Style (Page 1) = 7
Imported Multi-Page General 14 Inch Landscape General
2" Style (Page 2) = 7
Imported General 19 Inch (91 Timing Marks) Landscape General 1% Style = 151
1% Style (Election Day) = 7
Imported Multi Language General 17 Inch Portrait (Grid) General
2" Style (Absentee) = 7
1% Style =51
Imported Primary 19 Inch (70 Timing Marks) Portrait (Column) Primary
2" style = 19




3. Test Plan

The Test Plan was designed to work in several phases:

Phase 1 — Planning and Test Case Development

e Verify requirements and draft designs of the Test Cases

e Prepare Test Case Procedures

e Recreate Imported Election Restore files on EVS 5.0.0.2 in the same fashion
as those previously created elections on EVS 5.0.0.1.

e Create Elections from scratch using the EVS 5.0.0.2 EMS Suite.

Phase 2 — Implementation

e Receive and Install the testing workstations and the upgraded software
e Receive training on the upgrades by ES&S representatives

e Perform the Dry Run on each of the initial 5 Test cases

e Correct and amend Test cases to accommodate the upgrades

e Perform the Official Run For Record of the final 5 Test Cases

e Archive the results and data from the Official Run for Record

e Perform a Trusted Build Run for Record of the final 5 Test Cases

Phase 3 —Finalizing Documentation and Records

e Perform final formatting adjustments to Test Cases

e Collect Test Materials (Marked Ballots, Tape Results) and Records for Final
Archive

e Prepare finalized reports on project

3.1 Procedure

The procedures performed are detailed in the supplemental Test Case documents.
The first Test Cases required creating an election from scratch utilizing the Capture module.
The next Test Cases required creating an election utilizing importable text files and ballot
styling templates The next three Test Cases required importing the election backup files
created earlier. The Trusted Build Test Cases were exactly the same as the Official Run
cases, but emphasis was placed on verifying needed adjustments uncovered during testing
of the previous build.

Nine (9) test decks were run in the 10 test cases to verify that the upgrades did not
affect the logic and accuracy of the voting machines. The Test Decks were marked in a pre-
determined pattern to verify the logic and accuracy of the system. The majority of the



ballots were marked by hand while at least one ballot in each Test Deck was marked using
the BMD. The Test Decks Consisted of the following elections:

Test Case Name Test Deck Election | # of # of Contests Vote For
Type Ballots | Contests
X Test Deck 1 Primary 6 1 1 vote for 2
Created Primary 17 Inch
Landscape
Test Deck 2 6 1 vote for 1
Imported Multi-Page Test Deck 3 General 7 4 4 vote for 1
General 14 Inch Landscape
Test Deck 4 General 7 5 1 vote for 1, 1 vote for 4, 3 Propositions
Imported General 19 Inch Test Deck 5 General 151 9 5 vote for 1, 1 vote for 4, 3 Propositions
(91 Timing Marks)
Landscape
Multi Language Imported Test Deck 6 General 8 2 vote for 1, 1 vote for 2, 3 Propositions
General 17 Inch Portrait (Election Day)
(Grid)
Test Deck 7 General 8 2 vote for 1, 1 vote for 2, 3 Propositions
(Absentee)
X Test Deck 8 Primary 19 3 3 vote for 1
Imported Primary 19 Inch .
. (Republican)
Portrait (Column) -
Test Deck 9 Primary 51 2 1 vote for 1, 1 vote for 4
(Democratic)

Once all of the Test Cases were completed and results were verified, backup files
were made of the 10 Test Case elections. Along with the reports, these files were saved to
a DVD. All of the Test Decks, results tapes, and associated materials were collected and
organized for filing and archiving.

The New York City Board of Elections’ Voting System Unit Lead as well as
interpreters were on-site, participating in a review of the upgrades, to ensure that the
system worked as expected, and that ballot displays and voter messages had been properly
translated.

In addition, a public test of the Imported General 19-inch (91 Timing Marks)
Landscape and the Multi-Language Imported General 17 Inch Portrait (Grid) was
successfully performed on March 28, 2013.




4. Results

4.1 Overall

The five base test cases performed as expected as well as the Trusted Build Test

Cases and the Public Test. The created elections were able to be created and run without
issue as were the imported elections.

Test Case Name Test Deck Election | # of # of Contests Vote For Pass/Fail
Type Ballots | Contests
Test Deck 1 Primar 6 1 1 vote for 2
Created Primary 17 Inch v PASS
Landscape
Test Deck 2 6 1 vote for 1
Imported Multi-Page Test Deck 3 General 7 4 4 vote for 1 PASS
General 14 Inch Landscape
Test Deck 4 General 7 5 1 vote for 1, 1 vote for 4, 3
Propositions
Imported General 19 Inch Test Deck 5 General 151 9 5 vote for 1, 1 vote for 4, 3 PASS
(91 Timing Marks) Propositions
Landscape
Multi Language Imported Test Deck 6 General 8 2 vote for 1, 1 vote for 2, 3 PASS
General 17 Inch Portrait Propositions (Election Day)
(Grid)
Test Deck 7 General 8 2 vote for 1, 1 vote for 2, 3
Propositions (Absentee)
Test Deck 8 Primar 19 3 3 vote for 1
Imported Primary 19 Inch X imary v PASS
. (Republican)
Portrait (Column) -
Test Deck 9 Primary 51 2 1 vote for 1, 1 vote for 4

(Democratic)

All changes presented in the ES&S System Change Notes were verified by Test Cases
#1-5 or by Test Cases #6-10.

Any changes that were not functionally tested due to the nature of the change were
identified and reviewed by SLI (NYSBOE’s Independent Testing Lab) during source code

review.




4.2 Findings/Workarounds

The following are findings/workarounds that became apparent in the test cases:

® Due to database changes, elections created in prior versions cannot be
imported into EVS 5.0.0.2

® Due to the utilization of Uniscribe on the AutoMARK for the Bengali font, the
rendering of screens and button response time is a little slower. Requires
additional time for rendering and button press response.

® In Electionware, the ability to create a copy of the ballot image is available
and referred to as Print Ballot Image (Facsimile). This produces an image of
a scanned ballot with an added header indicating that the ballot is a
facsimile. The image produced is ‘stretched’ and difficult to read.

o Workaround: When the ballot images are exported from
Electionware, a watermark can be applied to indicate the image is a
copy, and the same intended information is produced. This finding
will be addressed in a future update.

® |n Electionware, the ability to export the Caste Vote Record to an excel
spreadsheet and display images for the write-in votes is available. Some of
the images for the write-ins are inaccurate and captured the wrong portion
of the ballot.

o Workaround: The Cast Vote Record can be exported without images
or can be obtained in separate reports. The images for the write-ins
can be obtained by exporting the ballot images and viewing them.
This finding will be addressed in a future update.

® |n Electionware, the text editor in paper ballot for editing textual elements
has difficulty rendering the Bengali Vrindi font. In the editor, extra spacing is
appears between the individual words but the spacing is part of the word.
Any attempt to make edits in those "spaces" segments the Bengali word.
o Workaround: Perform textual edits in another editor such as
Wordpad or Word, which can render the font without the extra
spaces and then copy and paste into the Electionware editor.



5. Conclusion

During our functional testing we did not encounter any issues that would be
considered show stoppers and otherwise jeopardize the voting integrity of the election
process. The logic and accuracy of the DS200 scanner functioned as intended and the
voting results obtained with all of the Test Decks used matched the pre-determined
expected vote results. The testing confirmed that the EMS allowed the SBOE testing team to
create ballots from scratch and to back-up and restore elections previously created in this
same version, in both Landscape and Portrait orientations.

Based on NYSBOE functional testing and all source code reviews of the ES and S
submission of EVS 5.0.0.2 EMS Suite upgrade, DS200 firmware upgrade, and AutoMARK
firmware upgrade, we recommend that the ES&S voting system upgrades described herein
be certified for use in New York State.



Managing technology risk

SI I 216 16th Street 303.575.6881
Suite 700 866.575.6881

GLOBAL SOLUTIONS Denver, CO 80202 sliglobalsolutions.com

NYSBOE ES&S Upgrade Source Code Review Findings
EVS 5.0.0.2, DS850 2.6.0.0, DS200 2.9.0.0, AutoMARK 1.8.3.0

1.0 Introduction

Voting system certification efforts for the New York State Board of Elections by SLI Global
Solutions included the verification that all of the source code modules that comprise the
subject ES&S voting system were compliant with the best practices and coding
requirements as described in the following documents and standards:

e VVSG 2005, (Volume | and Volume II)
2011NYElectionLaw.pdf

* 6210Regulations09052008.pdf

e Ciber_COTSStandard.pdf

e NYS_voting_systems_standards-4-20(6209).pdf

e havalaw.pdf
e Table of known vulnerabilities

SLI’s testing efforts performed for the State of New York included a secure source code
review to evaluate and ensure protection against all vulnerabilities identified and
described within prior ITA reports, voting system tests, risk assessment final reports, and
other comparable examinations.

All source code submitted for certification was reviewed by SLI personnel at SLI Global
Solutions’” Compliance Testing Facility in Denver, Colorado. The vendor source code, build
scripts, and any modified Commercial Off-the-Shelf (COTS) code were reviewed for
format, structure, and functionality. All delivered code was also reviewed for the
presence of malicious code, Trojan horses, and viruses by use of both automated and
manual review methods. A trusted build that included the reviewed source code was
completed at Wyle Labs’ facility in Huntsville, Alabama during the period March 12
through March 14, 2013. The trusted build process was observed for SLI and the State of
New York by SLI staff on site in Huntsville.

The entirety of the upgraded ES&S system’s source code was initially reviewed for
compliance with the 2005 Voluntary Voting Systems Guidelines (VVSG) by Wyle Labs as
part of the Federal review process. As directed by NYSBOE, SLI performed an additional
review of a sample of the system’s source code as a verification of Wyle Labs’ review, and
also performed a complete review of changes made to the source code for compliance

March 19, 2013 Page 1
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with requirements of voting system source code as described in New York State
regulations. In the course of performing its review, SLI also evaluated the current states
of previously described and outstanding discrepancies cited against prior submissions of
the source code. The evaluation of previously described non-compliant items included
reviews of items that had previously been revealed through usages of security and other
automated source code review tools.

2.0 Review Scope and Criteria

The scope of the latest source code review effort performed for the State of New York
was comprised of only those lines of project source code that had been edited since the
last previous review, and their surrounding contexts. The review of edited source code
lines was conducted to analyze changes made by the vendor to the software, and to
assure the source code’s continued compliance with criteria as set forth by the State of
New York. The criteria against which the source code was reviewed for compliance
included the following aspects:

1) The availability of the system audit log, and the inclusion of logic related to real
time audit logging,

2) Cognitive issues related to system and user warnings, alerts, and error messages,
and the appropriateness of both their placements and content,

3) Verification of the presence of data validation logic,

4) The presence of process controls to assure that the system cannot be executed
outside of its intended manner,

5) Usage of certified software where cryptographic and hashing methods are
employed,

6) Password management security, and access controls,

7) Appropriateness of exception handling routines in the event of the non-
catastrophic failure of a device,

8) Confirmation of the absence of telecommunications capabilities within the system.

Any discovered violations of either the listed review criteria, or of the aforementioned
standards, were noted in discrepancy reports. Discrepancy reports were provided to the
system vendor for their review and remediation. Only one new discrepancy was cited by
SLI during its review, and three previously cited discrepancies were found to have been
addressed, and were therefore closed.

As part of the source code review, SLI also confirmed the results of Wyle Labs’ VVSG
review of the same source code. As SLI personnel reviewed the edited source code, SLI
attempted to confirm the overall compliance with the requirements of the 2005 VVSG.

Page 2
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Only non-conformities related to the presence and content of comments as required by
the VVSG were found during SLI’s verification of Wyle’s review. None of the non-
conformities discovered by SLI during the VVSG review verification were related to the
execution of the programs, nor were any considered by SLI to be of concern.

3.0 Overview of Findings

ltems found to be non-compliant during this and prior reviews were described in
discrepancy reports that were then provided to the vendor for their consideration and
remediation. Items described as non-compliant have included:

1) Declared and un-used variables

2) Lack of logic to log certain conditions and events

3) Improper dispositions of system file handles

4) Usages of hard-coded numeric constants without explanatory comments
5) Ambiguous database transaction terminations

4.0 Conclusion

While several items within the source code bases were initially cited by SLI as being non-
compliant with the 2005 Voluntary Voting Systems Guidelines and New York state
regulations, after a succession of source code submissions and reviews, the last of which
was performed on a code set received by SLI on March 11, 2013, all except one of the
non-compliant items found in the EMS, DS200, DS850, and AutoMark code bases have
been satisfactorily addressed by ES&S and resolved. Only one item within the DS200
component’s source code that was cited as being non-conforming remains open. That
one item that remains open is not seen by SLI as posing a risk to the operation of the ES&S
system.

Based on the reviews performed on the last submitted ES&S source code packages, SLI
recommends the following source code versions for certification as the ES&S EVS v.
5.0.0.2 voting system:

AutoMARK VAT v. 1.8.3.0

DS200v. 2.9.0.0
PowerManagementMsp430 v. 1.2.8.0
ScannerC8051 v. 2.24.2.0

Page 3
March 19, 2013
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DS850v. 2.6.0.0
MCP850v. 2.6.0.0
Ul850v. 2.6.0.0

EMS, comprised of the following component versions:

CB_Evtv. 2.3.0.0
CB_XMLv. 2.3.0.0
CB_XMLConv v. 2.3.0.0
CreatelLogv. 1.5.2.0
Electionware v. 4.3.0.0
ElectionWarePaperBallot v. 3.3.0.0
ERM v. 8.8.0.0
ERMXMLConvDLL v. 3.3.0.0
ERMXMLDATA v. 2.3.0.0
EssEvtv. 1.5.2.0
EssEvtAv. 1.5.2.0
EssEvtMsg v. 1.5.2.0
EssXml v. 4.3.0.0
EvtSvcv. 1.5.2.0
EXITWIN v. 2.3.0.0
libCoNG v. 1.4.0.0
LogEventv. 1.5.2.0
MYDLLv. 2.3.0.0

RegUtil v. 2.3.0.0
RmuCliv. 1.4.2.0
RmuDllv. 1.4.2.0
RmuSvcv. 1.4.2.0
RSACrypto v. 3.3.0.0
Shell v. 2.3.0.0
ShellSetup v. 2.3.0.0

Page 4
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NYSBOE ES&S Witness Build — Analysis & Recommendation

1. Introduction

For the current certification efforts being performed by NYSBOE, SLI verified source
code, sampling code reviewed by Wyle Labs to the VVSG standards, as well reviewing the
modified code to the NYSBOE specific requirements. Trusted Builds were performed by
Wyle Laboratories in Huntsville, AL. Trusted Builds for the following applications were
performed:

e DS850 version 2.6.0.0d

e DS200 version 2.9.0.0i

e AutoMARK version 1.8.3.0g
e EMS

The pre-source images used for all builds were from previous builds at Wyle Labs.

Election Systems and Software (ES&S) has made changes to their voting system, which
has been reviewed for conformance against the VVSG 2005 requirements by Wyle Labs.
As contracted by NYSBOE, SLI has conducted an analysis of the review done by Wyle
Labs including a thorough examination of the changes made to the code that have been
reported by the vendor via change notes. SLI also conducted an evaluation of the newly
submitted code with regard to the New York specific requirements.

2. Scope of Build and Methodology

The scope of the build was to create binaries for the modified applications that had been
reviewed by both Wyle Labs and SLI. SLI provided the source code to be built.

Representatives from Wyle, ES&S and SLI participated in the Trusted Build process.

All Pre-source environments used in the Trusted Builds included re-installation of pre-
source images created in previous Trusted Builds.

Source code was applied to the environment, whereupon an image was taken and hash
codes generated for the environment.

Then the build was process was executed, and a post build image was taken and hash codes
generated for the environment.

Confidential Page 1
March 15, 2013
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3. Conclusion

All Trusted Builds were successfully performed.

4. Recommendation

SLI’s recommendation is to conduct a compatibility test of all new versions of ES&S
software by NYSBOE prior to implementation of the modified applications. These tests
would be normal for any software that is being upgraded from one minor release to
another, including verification of each modification as well as any potentially affected
areas of the application/system.

Managing technology risk
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System Change Notes

‘

. INTRODUCTION

System change notes detail the functional changes added between the previous and current voting
system certifications. Changes are organized by system component and version implemented.

1.1 SCOPE

Change notes for ES&S Voting System 5.0.0.2 detail changes implemented between ES&S Voting
System 5.0.0.1 and ES&S Voting System 5.0.0.2.

1.2 TARGET AUDIENCE

The primary audience for this document includes test stakeholders and system end users.

1.3 USING THIS DOCUMENT

This document is organized to satisfy the requirements listed in the 2005 EAC Voluntary Voting
System Guidelines (VVSG) and directly addresses the following requirements.

VVSG Requirements Addressed in this Document

VVSG Section Title

V II, Section 2.12 System change notes

Other Requirements Addressed in this Document

Reference Title

N/A

1.4 DEFINITIONS AND ACRONYMS

Definitions used in this document conform to company standards set forth herein and to definitions
included in the EAC 2005 Voluntary Voting System Guidelines. Other definitions are consistent with
those found in ANSI/IEEE Std 610.12-1990, IEEE Standard Glossary of Software Engineering
Terminology.

1.4.1 DEFINITIONS

Term Definition

N/A

Customer Confidential — Contains product information or procedures that derive independent economic value. Approved for customer use
only.
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2 System Change Notes

1.4.2 ACRONYMS

Acronym Definition

N/A

1.5 REFERENCED DOCUMENTS AND RESOURCES

The following documents were used as reference for this book. The latest revisions apply.

Document Title Description

N/A
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1. SYSTEM CHANGE NOTES

1.1 DS200

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change Description

ENH26462 language support Added Bengali translations for all voter facing screens.
ENH26795 Enhancement Improved ballot processing time and poll closing time.
BUG27008 language support Corrected language handling to return the scanner to the default

language (English) Welcome screen after a ballot is rejected.

BUG27043 language support Corrected language handling to return the scanner to the user
selected language after a ballot jam.

1.2 AUTOMARK

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change Description
ENH26460 Language support Added support for Bengali font throughout VAT Previewer.
ENH26461 Language support Added the ability to display fonts associated with any language

that is not natively supported by the Windows CE Operating
System. This feature was added to support the display of Bengali
translation text, but is not language specific.

BUG26172 Cleanup Firmware is not spelled correctly during updates
BUG26261 Cleanup Minimum is not spelled correctly during updates/exports
ENH27275 Language support Create selection on Maintenance Menu to turn on/off Uniscribe

in OS registry

1.3 ELECTIONWARE —ACCESSIBLE BALLOT

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change Description

BUG25998 Bug fix Corrected a condition where default labels for <ElectionWide>
and <Local> were displayed improperly on the accessible ballot
layout.

ENH26257 Usability Modified the Save dialog that occurs out of Paper Ballot when

updating Accessible Ballot.

ENH26224 Usability Added functionality to persist alternate file setting when
importing scripts.
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4 System Change Notes

1.4 ELECTIONWARE — ACQUIRE

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Description
Change
ENH25801 Usability Modified options to export table in Acquire.

1.5 ELECTIONWARE — CAPTURE

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change Description

BUG26238 Bug fix Removed an unnecessary confirmation warning message that
appeared while deleting entities with associations

ENH22362 Language support Added system-wide support for Bengali voter facing text.

ENH26249 Usability Moved the "Generate Ballot Styles" command from the Ballot
Styles menu to the Tools menu.

BUG26883 Usability Created a warning informing the user to re-create election
media if ballot styles are regenerated after media is already
created.
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System Change Notes 5

1.6 ELECTIONWARE — CONFIGURE

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change Description

BUG26051 Usability Updated the terminology used by the DS850 to identify
unreadable marks for a user.

ENH26246 Usability Changed the default reporting level for DS200 Election Day
reports from Poll to Precinct/Election District.

1.7 ELECTIONWARE — ELEMENT LIBRARY

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change Description

1.8 ELECTIONWARE — FRAMEWORK

Change ID Reason for Change  Description

ENH25316 Language support Added support for Bengali language translations.

BUG26545 Stability Updated to incorporate critical fixes released for PostgreSQL.

ENH26245 Usability Updated the title bar to identify the open election or election
template.

ENH26247 Usability Updated all import and export dialogs to remember the last
used directory path.

ENH26361 Security Added a password lock after three incorrect log in attempts.

ENH26475 Usability Added a simplified identifier to reference marked ballot sheets

throughout the system.

ENH26459 Language support Added support for Bengali language translations.

1.9 ELECTIONWARE — HOME

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change  Description

BUG22742 Bug fix Corrected an incorrect title in the restore election dialog.
Browse screens both use “Select Backup File”

ENH26256 Home Added Paper Ballot Save and finalize dates to the status screens.
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6 System Change Notes

1.10 ELECTIONWARE — MANAGE

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change Description

1.11 ELECTIONWARE — PACKAGE

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change Description

ENH26478 Usability Added a warning message to indicate that resetting election
media will erase totals stored in ElectionWare.

ENH26468 Language support Added support for Bengali text translations for the AutoMARK.

1.12 ELECTIONWARE — PAPER BALLOT

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change  Description

ENH25446 Enhancement Added the ability to format contest headings to span more than
one ballot column. Column Portrait ballot only

ENH25447 Enhancement Added the ability to format contest text to span more than one
ballot column. Column Portrait ballot only

ENH25448 Enhancement Added the ability to format office text to span more than one
ballot column. Column Portrait ballot only

ENH25450 Enhancement Option to allow Offices to flow down or to the right. Column
Portrait ballot only

BUG26196 Clean up District Additional Text fields can now be displayed on the
ballot.

ENH26250 Usability Added the substitution variables, "BALSETNAME,"

corresponding to the Ballot Set Name field and "BALSETPREFIX,"
for the Ballot Set Prefix field.

ENH26251 Usability Added a button on the Toolbar to run Finalize.

ENH25264 Usability Added support for Bengali language translations.

ENH25864 Usability Enabled Anytime Edits for Grid Ballots.

ENH26463 Usability Added a check to detect whether fonts assigned to a ballot are
available on the ElectionWare PC.

ENH26476 Usability Updated to prevent finalization if any style sheet contains no
data items.

ENH24179 Usability Added support for using the <TARGET> option in Contest Level
Text.

BUG27263 Clean Up The GELECDATEFMT variable was corrected to display election

date rather than the current date.
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System Change Notes 7

Change ID

Reason for Change Description

ENH27623 Clean Up Removed selected default from checkbox that suppresses timing

marks if no votable positions exist on a ballot face.

1.13

ELECTIONWARE — PRODUCE

In addition to bug fixes and code optimization, the following changes were added:

Change ID Reason for Change Description

ENH25515 Reports Updated the Ballots Printed report to include the Cast Vote
Record number.

ENH25516 Cast vote record Added a Cast Vote Record column and Precincts column to

export exported cast vote record files.

ENH25517 Cast vote record Updated the Cast Vote Record created for all ballot types to

export include the record ID number.

ENH25518 Ballot image export ~ Updated to use the Cast Vote Record number as the PDF file
name for files generated using the Export Ballot Images
command.

ENH25521 Usability Enhanced the table view to include the cast vote record.

ENH25523 Usability Enhanced the ballot view to display the cast vote record
number.

ENH25528 Usability Changed the formats of exported files to a file type of .xIsx and
added additional columns of information.

ENH25513 Reports Added a validation to check that the number of CVRs matches
the number of ballots reported by the poll place collection.

ENH25522 Usability Added a search for cast vote record numbers.

ENH24665 Cast vote record Added menu and toolbar commands to support cast vote record

export export.

ENH25507 Cast vote record Added a file (report or export) that contains the write-in images

export from the ballots for a set of contests.

ENH25902 Usability Provided the ability to view the ballot image and Cast Vote
Record together in split window of the Ballot Viewer.

ENH25981 Image export Modified the Export Images and Cast Vote Record file to display
as separate .pdf documents.

ENH19343 Usability Updated to allow the user to choose whether to print both
image and manifest.

ENH25230 Usability Added a feature to open ballot view without requiring a right-
click or menu action.

ENH25787 Usability Added a feature to allow a user to save and print only 1 side of
the ballot sheet.

ENH25788 Usability Enhanced the “Ballot Details” information available in Produce
Ballot Viewer.

ENH25792 Usability Provided a table filter and a “View by Machine Serial Number”

option.
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8 System Change Notes

Change ID Reason for Change Description

ENH25793 Usability Enhanced filter, view, and reporting for additional exception
conditions.

ENH25794 Security Updated the Export Ballot Images function to identify images as
copies that cannot be scanned.

ENH25796 Usability Updated the Ballot view to scroll rather than zoom, when the
mouse wheel is used.

ENH26549 Usability Added the ability to click, drag and reposition ballot images in
Ballot View.

ENH27616 Clean Up Updates made to ERM XML for State export file

1.14 ELECTION REPORTING MANAGER

Change ID Reason for Change Description

ENH25351 Usability Added screen messages indicating when database table limits
are exceeded.

BUG25666 Usability Corrected an issue that caused the selection of the "update and
stop checking" command after a timestamp mismatch to issue a
user warning after each occurrence rather than the first
occurrence only.

ENH25621 Usability Added an option to skip the required user response when
processing results for precincts that include zero totals.
Added this feature to support.DS200 early voting units that may
tabulate results for multiple precincts.

BUG27612 Clean Up The State export file was corrected to remove trailing spaces
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