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1 INTRODUCTION

1.1 Project Overview

The New York State Board of Elections (NYSBOE) requires that before any
voting system may be eligible to be purchased in New York State, it must
be certified by the NYSBOE that such system(s) meet the requirements of
the NYS Election Law, Section 6209 of Subtitle V of Title 9 of the Official
Compilation of Codes, Rules and Regulations of the Stafe of New York,
and the federal 2005 Voluntary Voting System Guidelines (VVSG), Volumes
1 and 2 (collectively referred to as the Requirements Matrix). SysTest Labs
has been engaged by the NYSBOE to provide verification testing services
to support the process of voting system verification by the NYSBOE.

1.2 Purpose

The purpose of this Master Technical Data Package (TDP) Review Plan (a
component of Deliverable 5: Review of Technical Data Packages (TDP's))
is to document a clear and precise plan of methods and processes that
SysTest Labs, as NYSBOE's Independent Test Authority (TA), will use
throughout the course of voting system TDP review and assessment. This
Master Technical Dafta Package (TDP) Review Plan was developed to the
Institute of Electrical and Electronics Engineers (IEEE) Standard for Software
Test Documentation, IEEE Std 829-1998, as these are more comprehensive
than the 2005 VVSG, Volume 2 standards. Any VVSG standards that are
not called for in the IEEE standards are included within this document o
ensure this Master TDP Review Plan is all-inclusive.

Planning and documenting these methods and processes will serve as the
basis for ensuring that all magjor milestones and activities required for
effective TDP review and assessment can effectively and successfully be
accomplished. This TDP Review Plan will be modified and enhanced as
required throughout the verification testing engagement. The overall
purpose of this document:

e |dentifies the Vendors and proposed voting systems to be tested.

o |dentifies the TDP items associated with each Voting System Under
Test (VSUT).

o Defines the overall TDP review and assessment approach based on
the criteria identified in the Requirements Matrix.

e Identifies forms and tools 1o be used to support the TDP review and
assessment efforts.

e Defines the types of TDP review and assessments 1o be performed.

e lIdenfifies and establishes traceability from the Requirements Matrix
to the TDP review and assessment criteria.
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Defines the process for recording and reporting TDP review and
assessment results.

Defines the process for regression reviews and assessments, and
closure of discrepancies.

1.3 Scope of TDP Review and Assessment

SysTest Labs will provide TDP review and assessment on each voting
system identfified by the NYSBOE based on the guidelines established for
voting system TDP review and assessment as defined by the NYSBOE. This
effort includes adll levels of source code and documentation associated
with a voting system required to demonstrate that each voting system
meets the requirements of the 2005 VVSG, NYS laws and regulations, and
associated Vendor specific requirements. SysTest Labs’ high level tasks for
voting system TDP review and assessment include:

Physical Configuration Audit (PCA)

o lIterative documentation review and assessment whenever
discrepancies are resolved.

o lferative source code review and assessment whenever
discrepancies are resolved.

o Software and Hardware Configuration Audit. Verlflco’non of
sofftware  and hardware  functional and  physical
configurations

Functional Configuration Audit (FCA)

o Review of Vendor's Completed System Test Cases and Results

o Review of Test Cases and Reports from prior ITAs, Election
Assistance Commission (EAC) Voting System Test Labs (VSTL)
and prior or current SysTest Labs engagements.

o Review/Assessment of Vendor documentation and source
code review by prior ITAs and/or Election Assistance
Commission (EAC) Voting System Test Labs (VSTL) and prior or
current SysTest Labs engagements

o Review/Assessment and applicability of prior festing results by
ITAs and/or Election Assistance Commission (EAC) Voting
System Test Labs (VSTL) and prior or cumrent Syslest Labs
engagements.

o Regression Reviews and Assessmen’rs

Management of Vendor supplied deliverables and SysTest Labs'
TDP review and assessment artifacts

Traceability and fracking of TDP review and assessments to the
requirements of the 2005 VVSG, NYS laws and regulations, and
associated Vendor specific requirements.

Reporting of all TDP review and assessment resulfs in the TDP Review
and Assessment Results and the Final Voling System Specific Test
Report.
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SysTest Labs will develop and submit to the NYSBOE a Final Voting System
Specific Test Report (defined as Deliverable 10: Final Test Reports) for each
VSUT that includes all test results and findings as a result of each TDP
review and assessment effort.

1.4 Assumptions

The start of the TDP Review and assessment Document Review
activities require that the Vendor identify and deliver all documents
that are included in the Vendor's TDP. The Vendor must provide a
listing of all documents provided or to be provided within the TDP.,

o If any TDP document is not received at the start of the
Review, a discrepancy will be recorded in the Discrepancy
Report. Upon receipt of the document(s), they will be
formally checked-in using SysTest Labs check-in procedures
and the discrepancy in the Discrepancy Report will be
closed.

The start of the TDP Review and assessment Source Code Review
activities require that the Vendor: The Vendor must provide a listing
of source code modules provided or 1o be provided within the TDP.

o ldentify all coding languages that are used to develop the
source code included in the Vendor's TDP.

o Deliver all published source code coding standards used
in development of the source code,

o If any source code module is not received at the start of
the review, a discrepancy will be recorded in the Source
Code Discrepancy Report. Upon receipt of the source
code module(s), they will be formally checked-in using
Syslest Labs check-in procedures and the discrepancy in
the Source Code Discrepancy Report will be closed.

The Vendor will have the opportunity to address and correct all
discrepancies identified during the TDP review and assessment.
Discrepancies will be resolved and fixes provided to SysTest Labs
with sufficient time for review and assessment prior to the expected
‘Source Code Review of Vendor Application’ task completion date
as identified in the Master Program Plan (MPP)!.

1 STATE OF NEW YORK STATE BOARD OF ELECTIONS Integrated Master Program Plan For
NYSBOE Vofing System Examination And Certification Testing, SysTest Labs, 28 February,

2008
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e There will be no witnhess builds at the vendor’s facility; all builds will
be frusted builds performed at SysTest Labs. SysTest Labs will review
the Quality Assurance Plan and the Configuration Management
Plan confained within the TDP to examine the vendor’s quality
assurance and configuration management practices.

e [EEE standards specify that this document should contain the
sections Responsibilities, Staffing and Training Needs, Schedule, and
Risks and Contingencies. These are all covered as part of the MPP
and are not part of this Master TDP Review Plan.

1.5 Applicable Standards and References
1.5.1 Required Voting System Standards

All reviews, assessments, and tfesting will determine whether or not each
voting system meets the requirements from the following Standards, New
York law and regulations, and US law:

2005 VVSG, Volumes 1 and 2

NYS 2007 Election Law (Amended Through October 16, 2006)

NYS 6209 Regulations

New York State Office of General Services Purchasing
Memorandum - Centralized Coniracts for the Acquisition of Voting
Systems and Ballot Marking Devices, November 6, 2007 (NYS BMD
Requirements)

1.5.2 Applicable Test Method Standards

ER A

All reviews, assessments, and testing will be conducted based on the
following testing standards and guidelines:

1. Quality System Manual, Version, 1.0.1, Syslest Labs, February 18,
2008

2. National Institute of Standards and Technology (NIST) 800-53A,
Guide for Assessing Security Controls in Federal Information Systems,
December 2007

1.5.3 References

The following references were used in development of SysTest Labs’
Quality Assurance Manual.

1. NIST HANDBOOK 150 2006 EDITION National Voluntary Laboratory
Accreditation Program PROCEDURES AND GENERAL REQUIREMENTS
(February 2006)

2. NIST HANDBOOK 150-22 2005 National Voluntary Laboratory
Accreditation Program VOTING SYSTEM TESTING (DRAFT Version 1.0,
2005)
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3. NIST HANDBOOK 150-22 2007 Edition (DRAFT) National Voluntary
Laboratory Accreditation Program VOTING SYSTEM TESTING (DRAFT
December 2007)

4. EAC Testing and Certification Program Manual, United States
Election Assistance Commission, December 2006 (Version 1.0
Effective January 1, 2007) ,

5. VSIL Accreditation Program Manual, United States Election
Assistance Commission (DRAFT December 2007, Version 1.0)

6. Help America Vote Act (HAVA) — Section 301

7. |EEE Standard for Software Test Documentation IEEE Sid 829-1998,
September 16, 1998

8. IEEE Standard for Software Verification and Validation IEEE Std 1012-
1998, June 8, 2005

9. IEEE Standard for Software Quality Assurance Plans IEEE Sid 730-
1998, June 25, 1998

10.1EEE Standard for Software Configuration Management Plans |EEE
Std 828-1998, June 25, 1998

11.IEEE  Recommended Practice for Software Requirements
Specifications [EEE Std 830-1998, October 20, 1998

12.lEEE Standard for Software Unit Testing I|EEE Std 1008-1987,

- December 29, 1986

13.1SO 17025 General requirements for the competence of festing and
cdalibration laboratories, Second edition, May, 15, 2005

14.1EEE Standard Glossary of Software Engineering Terminology IEEE Std
610.12-1990 (R2002), September 11, 2002

1.6 Terms, Abbreviations and Definitions

The following terms and definitions in Table 1 — Terms, Abbreviations and
Definitions are used throughout this document:

" Table 1 - Terms, Abbreviations and Definitions

Term | Abbreviation | -~ . Definition

American A2LA A nonprofit, non-governmentail,

Association for public service, membership society

Laboratory whose mission is to provide

Accreditation comprehensive services in laboratory
accreditation and laboratory-related
fraining.
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Ballot Marking

BMD

An accessible computer-based

Device voting system that produces a
marked ballot (usually paper) that is
the result of voter interaction with
visual or audio-prompts.

CdliberkM n/a A Borland application tool that
manages requirements.

Compact Flash CF This is a type of flash memory card in

card a standardized enclosure often used
in voting systems 1o store ballot '
and/or vote results data.

Commercial Off COTS Computer software that is ready-

the Shelf Software made and available for sale, lease,
or license to the general public.

Direct Recording DRE Voting systems that, using Touch

Electronic Screen or other user interfaces,
directly record the voter’s selections
in each race or contest on the ballot
in electronic form.

Election Assistance EAC An independent, bipartisan

Commission commission created by the Help
America Vote Act (HAVA) of 2002
that operates the federal
government’s voting system
certification program.

Election EMS Typically a database management

Management system used to enter jurisdiction

System information (district, precincts,

languages, etc.) as well as election
specific information (races,
candidates, voter groups (parties),
etc.). In addition, the EMS is also
used to layout the bdallots, download
the election data to the voting
devices, upload the results and
produce the final results reports.
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Electromagnetic

The goal of EMC is to validate the

Compatibility correct functioning of different
equipment in the same environment
and the avoidance of any
interference effects between them.

Functional FCA The testing activities associated with

Configuration the Functional testing of the system.

Audit

Independent Test ITA This is a fest lab that is not connected

Authority with the vendor or manufacturer of
the voting system. '

Institute of IEEE A non-profit organization, IEEE is the

Electrical and world’s leading professional

Electronics association for the advancement of

Engineers . tfechnology.

Master Program MPP A SysTest Labs’ document defining

Plan the program responsibilities, staffing
and fraining needs, schedule, and
risks and contingencies.

National Institute NIST NIST is a non-regulatory federal

of Standards and agency within the U.S. Dept. of

Technology Commerce. lts mission is to promote
U.S. innovation and industrial
competitiveness by advancing
measurement science, standards,
and technology in ways that
enhance economic security and
improve our quality of life.

National Voluntary NVLAP A division of NIST that provides third-

Laboratory party accreditation to testing and

Accreditation calibration laboratories.

Program

New York State NYS Acronym for the State of New York.
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New York State

The New York State Board of Elections

NYSBOE
Board Of Elections is a bipartisan agency vested with
the responsibility for administration
and enforcement of all laws relating
to elections in New York State,
New York State NYSTEC NYSTEC is a private, not-for-profit
Technology engineering company with offices in
Enterprise the state of New York. [t acis as a
Corporation frusted technology advisor to
government agencies and private
institutions.
Personal PCMCIA An international standards body that
Computer Memory defines and promotes the PC Card
Card International (formerly known as "PCMCIA card"),
Association and ExpressCard standards. This is
another type of electronic memory
card in a standardized enclosure
offen used in voting systems 1o store
ballot and/or vote results data.
Physical PCA The reviews, assessment, and testing
Configuration activities associated with the physical
Audit aspects of the system (hardware,
documentation, source code, efc.).
Request For RFI A form used by testing laboratories to
Information (form) request, from the NYSBOE,
interpretation of a technical issue
related fo testing of voting systems.
Requirements n/a This is the matrix created by

Matrix

NYSBOE/NYSTEC and maintained by
SysTest Labs that traces the
requirements fo the various test
cases, test steps, and test methods.
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Technical Data
Package

T1DP

This is the data package that is
supplied by the vendor and includes:
Functional Requirements,
Specifications, End-user
documentation, Procedures, System
Overview, Configuration
Management Plan, Quality
Assurance Program, and manuals for
each of the required hardware,
software, firmware components of
each voting system.

Voluntary Voting
Systems Guidelines
Volumest & 2

VVSG

A set of specifications and
requirements against which voting
systems can be tested to determine if
the systems provide all of the basic
functionality, accessibility and
usability, and security capabilities
required of these systems.

\/o’rer Verifiable
Paper Audit Trail

VVPAT

An independent verification system
for voting machines designed to
allow voters o verify that their vote
was cast correctly, fo detect possible
election fraud or malfunction, and to
provide a means to audit the stored
electronic results.

Voting System Test
Lab

VSTL

This is the lab where the voting system
is being tested.

Voting System
Under Test

VSUT

The designation for a voting system
that is currently being tested.
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2 TEST ITEMS AND FEATURES

2.1 Features to be Reviewed and/or Assessed

The basis for all verification reviews, assessments, and tfesting for the
NYSBOE is the Requirements Matrix - NYS Vofing NYSBOE LOT 1 Systems
Master Requirements Matrix. The Requirements Matrix is stored and
maintained in SysTest Labs’ CaliberRM™ requirements management ool
and includes the following:

e 2005 VVSG, Volume 1
2005 VVSG, Volume 2
NYS 2007 Election Law
NYS 6209 Regulations
NYS BMD Requirements
Document Review Forms
Source Code Review Forms
Source Code Review Criteria
Traceability from Requirements to TDP review and assessment
activities

Each Vendor is required to produce and submit- documentation 1o
support independent testing of their products. The description of the TDP
as defined in 20056 VVSG Volume 1, Section 8.7, and 2005 VVSG Volume 2,
Section 2 and Section 5, identifies the documentation required and is
shown in Table 2 - lfems fo be Reviewed and/or Assessed. These items
form the core of the TDP review and assessment items for all NYSBOE TDP
review and assessment activities and are explicitly defined in each
Vendor's TDP submission to the NYSBOE. A detailed list of each Vendor
and their TDP deliverables is in Section 9 APPENDIX B - TDP ITEMS FOR EACH
VOTING SYSTEM UNDER TEST (VSUT).

Table 2 - Items to be Reviewed and/or Assessed

ltem

Vendor Specific Documents
System Overview
System Configuration Overview
System Functionality Description
Software Design and Specification
System Hardware Specification
System Security Specification
System Test and Verification Specification
System Operations Procedures
System Maintenance Procedures
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: = ler
Personnel Deployment and Training Requirements
Configuration Management Plan
Quality Assurance Program
System Change Notes (optional only if not a previously certified
system) -
Vendor Specific Soffware/Firmware
Initial Review of Documentation
Source Code Review

In addifion to the items shown in Table 2, SysTest Labs will review the items
shown in Table 3 - lfems to be Reviewed 1o assess their applicability to
each Vendor's specific voting system ftfest effort. Per contractual
obligations shown in the NYSBOE Request for Proposal (RFP) for
Independent Testing Authority Services Proposal #13962 specific to
Deliverable 4: Evaluation of Prior Work, results from the items in Table 3
may be used in the verification testing efforts and therefore, not require
duplicate testing. Any results that SysTest Labs deems to be duplicate
testing will be identified to the NYSBOE. The NYSBOE will be asked to
provide approval and agreement that the previous tests were sufficient.

Table 3 - Hems to be Reviewed

Vendor’'s Completed Test Cases and Results

Prior ITA TDP Review and Assessment:
o Test Cases
o Documentation Reviews
e Source Code Reviews
e Hardware Testing Results and Reports
' Functional Testing Results and Reports

Prior VSTL TDP Review and Assessment:

e Test Cases

2 A Request for Proposal (RFP) is being solicited by the New York State Office of General
Services On behalf of the New York State Board of Elections for iIndependent Testing
Authority Services for Voting System Examination and Certification Testing, Proposal
Number 1396, September 4, 2007
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« Documentation Reviews |
e Source Code Reviews
» Hardware Testing Results and Reports

Functional Testing Results and Reports

Prior or current SysTest Labs Engagements:
o Test Cases

¢ Documentation Reviews

e Source Codé Reviews

e Hardware Testing Resulfs and Reports
¢ Functional Testing Results and Reports

2.2 Features Not to be Reviewed or Assessed

There are no defined features of a voting system’s TDP that will not be
reviewed and assessed.

2.3 TDP Review and Assessment Pass/Fail Criteria

SysTest Labs will evaluate review and assessment results against the
associated requirements in the Requirements Matrix and the documents
and source code provided by each Vendor in their submitted TDP. Voting
system TDP performance to pass/fail criteria shall. be measured against
documented criteria for each TDP item contained in the PCA and FCA
review forms. The inifial set of pass/fail criteria defined for both source
code and documents are defined in Section 8 APPENDIX A — TDP REVIEW
AND ASSESSMENT CRITERIA and within the Requirements Matrix. These are
intended to provide a high level definition for the success criteria for the
TDP review and assessment.

When documenting the pass/fail status there will be enough evaluation
evidence for an independent body to determine what evaluation work
was actually done for each voting system and can concur with the result.

2.4 Review/Assessment Suspension Criteria and Resumption
Requirements

There are several situations that can cause suspension of a TDP review
and assessment. These include the severity and type of discrepancies
encountered during the TDP review and assessment, moderate/significant
delays in the delivery of items required for the TDP review and assessment,
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the infroduction of a moderate/significant amount of new requirements
and/or related source code after the TDP review and assessment has
begun. These situations can impact the TDP review and assessment as
well as other, outside TDP review and assessments that may rely upon the
same personnel and resources. To ensure a timely, efficient, and effective
use of resources, this section defines the criteria, as shown in Table 4 —
Review/Assessment Suspension Criteria and Resumpfion Requirements
below, for suspending and resuming testing. The Vendor is expected to
provide resolution to any test suspension items in a timeframe that allows
SysTest Labs to meet the expected TDP Review and Assessment task
fimelines as identified in the MPP.

Table 4 - Review/Assessment Suspension Criteria and Resumption
Requirements

~ Suspension item. | Criteria |-~ - Criteria for Resumption. =

Type/Severity of e Vendor e Receipt and check-in of

Discrepancy Documentatio updated documentation from
n - Crifical vendor. Documents added to
Discrepancy appropriate folders and

e Test Cases -

F:nhool , available to resume TDP
lnf_or_mo’rlon Review effort

missing or ’

partially Receipt of correcting
available information relevant to Test

e Source Code —
Critical

discrepancy, of updated source code TDP
missing code, documents received,
unsecure checked-in and added 1o
code, PCA/FCA. Personnel and
malicious environment resources

code available to resume TDP

formally reviewed. Personnel
and environment resources

Case.

Receipt, check-in and review

Review effort.

Delay in Delivery

e Expected TDP

TDP documents and source

of Items Required documents code received checked-in
for the TDP review and source and added 1o appropriate
and assessment code not folders. Personnel and
received, environment resources
available to resume TDP
Review effort.
Master TDP Review Plan SysTest Document Date April 10, 2008
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o New
requirements
that are not
currently

New
Requirements

ed in existing

accommodat

e Existing PCA/FCA review
documentation updated and
approvals obtained from all
stakeholders. Personnel and
environment resources
available to resume TDP

PCA/FCA Review effort.
review

documentatio

n.

New Functionality | « New TDP  TDP documents and/or source
documents code received checked-in
and/or source and added to appropriate
code folders. Personnel and
received. environment resources

available 1o resume TD_P
Review effort.
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3 TDP REVIEW AND ASSESSMENT TYPES

This section of the Plan defines the overall types of TDP review and
assessments that SysTest Labs will use for each Vendor's Voting System TDP
for the NYSBOE.

3.1 Physical Configuration Audit
3.1.1 Documentation Review and Assessment

SysTest Labs will conduct a PCA review and assessment of all documents
submitted in the initial delivery of each Vendor’'s TDP. The first step of the
documentation review and assessment is to determine if the TDP confains
all the required documentation. If there is undelivered documentation, a
discrepancy report will be written. Each document included in the
Vendor's TDP will be reviewed for compliance with the 2005 VVSG and NY
laws and requirements as identified in the Requirements Matrix.

Subsequent reviews of documentation will be the result of fixes to
discrepancies identified in the Documentation Review activity or because
of documentation deliveries that were expected, but not included in the
TDP. Each Vendor is expected 1o deliver documentation with sufficient
fime for SysTest Labs to complete the reviews and assessments within the
‘PCA Review — TDP Documents’ task timeframe as identified within the
MPP.

Results from the review and assessment will provide inputs into the
development of the Vendor's Voting System Specific Test Cases. The tasks
for PCA review and assessment of all documents are detailed below in
Section 5.1.1 Document Review.

3.1.2 Source Code Review

Syslest Labs will conduct a full source code review of all source code
submitted in each Vendor's TDP. Each source code module included in
each Vendor's TDP will be reviewed for compliance fo the coding
requirements and best practices defined in the 2005 VVSG and within the
Requirements Matrix. This includes a source code review to ensure
protection against all identified and approved vulnerabilities.

Subsequent reviews of source code will be the result of fixes to
discrepancies identified in the Source Code Review activity or because of
source code deliveries that were expected, but not included in the initial
source code. Each Vendor is expected 1o deliver source code with
sufficient tfime for SysTest Labs to complete the reviews and assessments
within the ‘Source Code Review of Vendor Applications’ task timeframe
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as identified within the MPP. Each Vendor’'s Voting System Specific Test
Plan will provide a detailed listing of each module associated with the
Vendor's voting system software and firmware.

Results from the review and assessment will provide inputs info the
development of the Vendor's Voting System Specific Test Cases. The tasks
for source code review are detailed below in Section 5.1.2 Source Code
Review.

3.1.3 Software and Hardware Configuration Audit

The software and hardware configuration audit will be conducted prior to
SysTest Labs’ test execution efforts and will be completed on site at SysTest
Labs’ facility. The purpose of the software and hardware configuration
audit is fo:

e Verify that the system configuration conforms to vendor
specifications of the systemm under ftest, inciuding TDP
documentation (can include hardware and  software
specifications, approved parts list, etc.).

o Verify that the system configuration is consistent with the
configuration assessed in any previous [TA reports.

o Verify that the system configuration is consistent with the system
used in hardware environmental tests for the current ITA test
campaign.

e Perform an operational status check.

The tasks for Software and Hardware Configuration Audit are detailed
pbelow in Section 5.1.3 Software and Hardware Configuration Audit.

3.2 Functional Configuration Audit
3.2.1 Review of Vendor's Completed System Test Cases and Resulis

SysTest Labs will evaluate the qudlity and coverage of system festing
completed by the Vendors prior to the voting system'’s submission to the
NYSBOE for verification. This activity provides SysTest Labs with an
indication of the amount of system testing coverage obtained during the
Vendor's own internal quality assurance and system testing activities prior
to delivery to SysTest Labs. This is not an evaluation of their QA or CM
processes. The document created during this review wili be included in
Deliverable 4: Evaluation of Prior Work. The tasks for the review of vendor's
completed system test cases and results are detailed below in Section
5.2.1 Review of Vendor's Completed System Test Cases and Results.
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3.2.2 Review of Prior VSTL/ITA TDP Review and Assessment Results

As part of its contractual obligation, SysTest Labs will evaluate the quality
and coverage of prior cerification reviews, assessments, and festing
completed by EAC accredited VSILs, the previous NYSBOE ITAs, and
current or prior SysTest Labs’ validation and certification testing efforts.
This activity will include documentation reviews and assessments, source
code reviews and assessments, test plans, test cases, hardware testing
results and reports, and functional testing results and reports. This activity
will determine if any of the prior certification test results can be substituted
for current verification testing activities. The goal is to leverage the efforts
completed by NVLAP accredited fest labs that have tested the exact
same versions of voting systems or voting system components and
therefore, save both time and money while ensuring testing effectiveness.
The document created during this review will be included as part of
Deliverable 4: Evaluation of Prior Work. The tasks for prior ITA TDP review
and assessment resulfs are detailed below in Section 5.2.2
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Review of Prior VSTL/ITA TDP Review and Assessment Results.
3.2.3 Regression Reviews and Assessments

Regression reviews and assessments validate a fix to a specific
discrepancy and comprehensive reassessment of any potential affected
areas after the fix to the discrepancy or series of discrepancies has been
made. Regression reviews and assessments will rely on the procedure
used fo uncover the discrepancy to validate that changes made meet
the requirements. Any time a fix is provided by the Vendor, a complete
review of the source code must be done before the code is included in a
Trusted Build. The fasks for regression reviews and assessments are
detailed below in Section 5.2.3 Regression Reviews and Assessments.

3.2.4 Discrepancy Closure

A discrepancy can be closed if the response from the vendor adequately
describes how the vendor has made modifications to the code, hardware
and/or documentation to meet the requirement and SysTest Labs has
confirmed through review and/or testing that the requirement has been
met. The tasks for discrepancy closure are detailed below in Section 5.2.4
Discrepancy Closure.
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4 TDP REVIEW AND ASSESSMENT ARTIFACTS

An illustration of the documentation and deliverables that will be
developed and submitted as a part of the NYSBOE TDP review and
assessment effort are shown in Figure 1 - TDP Review and Assessment
Artifacts. All grayed out items in Figure 1.are not part of this document
and details can be found in the Final Master Test Plan (Deliverable 6: Final
Master Test Plan). A list of the other test related deliverables is shown in
Table 5 - Verification Review and Assessment Deliverables.
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Figure 1 - TDP Review and Assessment Artifacts
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Table 5 - Verification Review and Assessment Deliverables

Master TDP A clear and precise plan (this document) of overall

Review Plan TDP review and assessment methods and processes
that SysTest Labs will use throughout the course of
voting system TDP review and assessment. This
document is defined as a component of Deliverable
5: Review of Technical Data Packages (TDP's).

Document Document review forms provide checklists to verify

Review Forms

that document requirements are met These
automated forms include criteria by which each
document will be assessed and provides mechanisms
fo record and cross-reference resulfs.

Source Code
Review Forms

Source code review forms provide checklists to verify
that source code requirements are met. These
automated forms include criteria by which each line
of source code in a module will be assessed and
provides mechanisms to record and cross-reference
results.

Source Code
Review Criteria

The criteria contained within the Requirements Matrix
by which each line of source code in a module will
be assessed.

Source Code Reviews are performed under two
circumstances. Initial reviews are performed the first
fime a voting system is reviewed for validation. All
source code is reviewed. Also, any fixes to the
source code are reviewed and follow the same
process as the inifial review. Source code reviews
are an iterative process comprised of the following
tasks.

e Examine the source code. Review 2005 VVSG,
NYS Laws, 6209 regulations and BMD
requirements for subject area of review.
Record initial findings in the appropriate
Source Code review form. Record
discrepancies for areas not in compliance with
these requirements.

e Peerreview of code evaluation. Indicate
source code review form progression.
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e Receive vendor response and re-review,
Vendor responds with comments and updated
source code. Record re-review findings in
source code review form and/or source code
review discrepancy report.

Source Code Review will be performed to meet the
following criteria (as paraphrased from IEEE
standards):

o Verification that the software product satisfies
requirements where appropriate.

e Verification of conformance of code to vendor
referenced standards through automated and
manual, visuadl source code review.

« ldentification of deviations from s’rondqrds and
specifications.

Document
Review Criteria

The criteria contained within the Requirements Matrix
by which each document will be assessed.

TDP Review and

The detailed results (pass/fail) of all review and

Assessment assessment activities.

Results

Discrepancy There will be two distinct types of discrepancy reports
Reports created or updated during each TDP review and

assessment effort. These are “Discrepancy Reports”
and “Source Code Discrepancy Reports™.

Discrepancy reports refer to documentation-related
problems, defects, discrepancies, etc. identified
during a TDP review and assessment or Source Code-
related problems, discrepancies, or defects identified
during review of the source code.

In either case, discrepancies entered into each
Report document the inability of the voting system 1o
satisfy a specific requirement as defined in the
Requirements Matrix.

Informational- refers to discrepancies that are
encountered during review and assessment, but are
not related to the Requirements Matrix.
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Document
Review Summary

A report containing all results from the Document
Review including a summary of the review activities,
results, a list of all discrepancies discovered during
the course of the review and any associated
resolutions or recommendations.

Source Code
Review Summary

A report containing all results from the Source Code
Review including a summary of the review activities,
results, a list of all discrepancies discovered during
the course of the review and associated resolutions
or and recommendations.

Final Voting
System Specific
Test Report

A document, in hard copy and electronic format for
the NYSBOE that provides a Pass/Fail summmary for the
voting systemn and details of all of the results from
examinations, assessments, evaluations, and testing
performed. Each Final Voting System Specific Test
Report will provide the following information:

 The results from review and validation of TDP
documentation including a listing of all
resolved discrepancies and associated
resolutions along with any unresolved
discrepancies

The results from review and validation of source
code including a listing of all resolved
discrepancies, associated resolutions along
with any unresolved discrepancies.

A listing of all Test Cases, election definitions,
ballot definitions and any other data created
and used during test execution.

A complete analysis of the results from
software and systems testing including a listing
of all resolved discrepancies and associated
resolutions along with any unresolved
discrepancies.

The results from all required hardware
environmental analysis and testing including a
listing of all resolved discrepancies and
associated resolutions along with any
unresolved discrepancies.

A final assessment and evaluation of the voting
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p

system’s ability to comply with the
Requirements Matrix.
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5 REVIEW AND ASSESSMENT TASKS

NYSBOE Verification TDP review and assessment tasks required to ensure
compliance 1o the approved Requirements Matrix are provided in this
section. High level TDP review and assessment criteria associated with TDP
review and assessment activities are provided in Section 8 APPENDIX A -
TDP REVIEW AND ASSESSMENT CRITERIA. It should be noted that the results
and discrepancy reports for each of the TDP review and assessment
activities are documented and maintained throughout each activity until
the activity has been completed. Upon completion of the verification test
engagement, all results are provided in the Final Test Report (Deliverable
10: Final Test Reporis) and archived with all testing artifacts.

5.1 Physical Configuration Audit
5.1.1 Document Review
5.1.1.1 General

Document review and assessment activities relative 1o NYSBOE verification
fest efforts involve the following primary tasks and subtasks:
¢ Examine content of TDP.
o Determine if all documentation has been delivered.
o Record a discrepancy for each missing document.
¢ Examine content of Vendor documents.
o Review voting standard requirements.

o Review Vendor documents for compliance  with
requirements.

o Establish whether the TDP documents submitted are sufficient
to enable:

= Source Code review.

= Design and perform tests at every level of the soffware .
structure 1o verify that software meets vendor’s design
specifications and performance requirements.

e Record results of examination.
o Record initial findings in the appropriate review form.
o Record discrepancies.

o Peer review of examination.

¢ Vendor response to examination,
o Receive Vendor responses: comments and updated
documents.
o Review updated documents.
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o Update review form and discrepancy report.

o Complete documentation reviews and prepare Document Review
Summary.

e Provide input info the Voting System Specific Test Cases being
developed.

Refer fo Section 7.3 TDP Review and Assessment Sequence for the
sequence of the TDP review and assessment,

Refer to Table 2 - Items to be Reviewed and/or Assessed for identification
of the documentation required for the validation effort.

5.1.1.2 Security

Security focused Document Review insures that documentation
adequately addresses all Security and Access Control Policies defined in
the Requirements Matrix.

There are numerous areas within the documentation that will be
evaluated for Security and Access Control Policies best practices. Table 6
- Areas of Security Focused Document Review provides a high level
description of the area of focus for security related documen’r review. This
list is not infended to be all inclusive.

Table 6 - Areas of Secuniy Focused Document Review

Type of Review L e e Description

Documen’ro’non AII vendor dooumen’ro’non is rewewed ’ro vohdo’re O”
Vendor Security and Access Conirol Policies
pertaining to:

e General, software, hardware access controls
e Communications
¢ Effective password management

¢ Protection Obllmes of a particular operating
system

o Generol characteristics of supervisory access
privileges

e Segregation of duties
e Vendor's access privileges
- & Access control measures
o Physical security measures
e Poliing place security
o Central count location security
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e Software security

e Software and firmware installation

¢ Protection against malicious software

e Data integrity

e Data interception prevention

¢ Protection against external threats

¢ |dentification of COTS products

e Use of protective software

¢ Monitoring and responding to external threats
e Shared operating environment

e Access to incomplete election returns and
interactive queries

e Documentation of mandatory security activities
¢ Any other relevant characteristics

5.1.2 Source Code Review

5.1.2.1 General

The source code review encompasses examinations of all application and
related source code and firmware source code for compliance against
the requirements in 2005 VVSG Voll, Vol2, and all applicable NYS specific
requirements identified in the Requirements Mairix. SysTest Labs will review
the vendor’s source code, at a minimum, for programming completeness,
consistency, correctness, modifiability, structure, and traceability, along
with ifs modularity and construction. Results from the source code review
will provide input into the Vendor’s Voting System Specific Test Cases.

SysTest Labs inspects all modified or modifiable COTS generated software
source code (as defined in Cerfified voting System Software and Source
Code Escrow Requirements?), e.g., .NET forms, WOW for COBOL, etc., for
embedded code or unauthorized changes.

Unmodified COTS source code is not subjected 1o code review (as
defined in certified voting System Software and Source Code Escrow

3 Certified Voting System Software and Source Code Escrow Requirements for New York
State Board, New York State Technology Enterprise Corporation, January 21, 2008
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Requirements). For purposes of source code review, the COTS units shall
be treated as unexpanded macros.

The Source Code Review activities relafive to NYSBOE verification test
efforts involve the following tasks and subtasks, identified within the MPP as
fask ‘Source Code Review Preparation’:
¢ Establish the Source Code Review Criteria.
o Review the 2005 VVSG and the NYS laws and requirements.
o Review the Vendor's published coding standards.

o Update the review definitions and specific review criteria for
the Vendor's specific coding language and published
Coding Standards.

o Create Vendor specific Source Code Review Ciriteria

e Execute Automated Tools, e.g., static analysis tools.
e Conduct the Language Specific source code review.
o Review each source code module for compliance to the
Source Code Review Ciriteria.

o Record initial findings.

o Record discrepancies for areas not in compliance with 2005
VVSG and the NYS laws and requirements.

e Peerreview of code evaluation.
o Submit source code review results to NYSBOE for Review.
o Submit source code review results to Vendor for review after
the NYSBOE review is completed.
o Submit source code review discrepancies fo NYSBOE for
review and Vendor for resolution.
e Receive Vendor response and re-review.
o Vendor responds with comments and updated source code.
o Record re-review findings in source code review form and/or
source code review discrepancy report.
o Complete source code reviews and prepare Source Code Review
Summary. \

e Provide input into the Voting System Specific Test Cases being
developed.

The coding languages anficipated for each voting system may include
the following:

o C/C++

e VB.NET

e« C#

e« COBOL

e Assembler
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Visual Basic
Java

Perl

Delphi

HTML
PowerBuilder

5.1.2.2 Security

Security focused Source Code Review insures source code meets the
coding guidelines defined in the Requirements Matrix and provides
additional protection against security flaws into the system. Potential
security issues may include:

e Incomplete parameter validation

e Inconsistent parameter validation

o Implicit sharing of privileges/confidential data

e Asynchronous validation/inadequate serialization

e Inadeqguate identification/authentication/authorization
o Violable prohibition/limit '

o Exploitable logic error

There are numerous areas within the source code that will be evaluated
for secure best practices. Security Source Code Review applies 1o a
number of the requirements from the VVSG, NY Law, and 6209
Regulations. For a list of applicable requirements, please see the
Requirements Matrix. For each applicable requirement, the following
programming languages are supported:

e C/C++
e C#
e HIML
e Java
Table 7 - Areas of Security Focused Source Code Review provides a high
level description of the area of focus for security related source code
review. This list is not intended 1o be all-inclusive.

Table 7 - Areas of Security Focused Source Code Review

. Type of Revfiew S | | Description

Buffer Overflow Writing outside the bounds of allocated memory
can corrupt data, crash the program, or cause
the execution of an atiack payload.
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Command
Injection

Executing commands from an untrusted source or
in an untrusted environment can cause an
application to execute malicious commands on
behalf of an atfacker.

Format String

Allowing an attacker to control a function’s format
string may result in a buffer overflow.

Ilegal Pointer Value

This function can return a pointer 1o memory
oufside of the buffer to be searched. Subsequent
operations on the pointer may have unintended
consequences.

Integer Overflow

Not accounting for integer overflow can result in
logic errors or buffer overflows.

Log Forging

Writing unvalidated user input info log files can
allow an attacker to forge log entries or inject
malicious content into logs.

Path Manipulation

Allowing user input to control paths used by the
application may enable an attacker to access
otherwise protected files.

Process Control

Executing commands or loading libraries from an
untrusted source or in an untrusted environment
can cause an application to execute malicious
commands (and payloads) on behalf of an
aftacker.

Resource Injection

Allowing user input to conirol resource identifiers
may enable an attacker to access or modify
otherwise protected system resources.

Setting
Manipulation

Allowing external control of system settings can
disrupt service or cause an application to behave
in unexpected ways.

SQL Injection

Constructing a dynamic SQL statement with user
input may allow an attfacker to modify the
statement's meaning or to execute arbitrary SQL
commands.
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String Termination
Error

Relying on proper string termination may result in a
buffer overflow.

Struts: Duplicate
Validation Forms.

Multiple validation forms with the same name
indicate that validation logic is not up-to-date.

Struts: Erroneous

validate() Method.

The validator form defines a validate() method but
fails to call super.validate().

Struts: Form Bean
Does Not Extend
Validation Class.

All Struts forms should extend a Validator class.

Struts: Form Field
Without Validator

Every field in a form should be validated in the
corresponding validation form.

Struts: Plug-in
Framework Not In
Use

Use the Struts Validator to prevent vulnerabilities
that result from unchecked input.

Struts: Unused
Validation Form

An unused validation form indicates that
validation logic is not up-to-date.

Struts: Unvalidated
Action Form

Every Action Form must have a corresponding
validation form.

Struts: Validator
Turned Off

This Action Form mapping disables the form’s
validate() method.

Struts: Validator
Without Form Field

Validation fields that do not appear in forms they
are associated with indicate that the validation
logic is out of date.

Unsafe JNI

Improper use of the Java Native Interface (JNI
can render Java applications vulnerable to
security bugs in other languages. Language-
based encapsulation is broken.

Unsafe Reflection

An attacker may be able to create unexpected
control flow paths through the application,
potentially bypassing security checks.

XML Validation

Failure to enable validation when parsing XML
gives an attacker the opportunity to supply
malicious input.

Master TDP Review Plan

SysTest Document Date April 10, 2008

Report No. SL-MTP-08-V-NYSBOE-0347, Rev 1.0. labs® Page 36 of 126



Dangerous
Function

Functions that cannot be used safely should never
be used.

Directory Restriction

Improper use of the chroot() system call may allow
attackers to escape a chroot jail.

Heap Inspection

Do not use realloc() to resize buffers that store
sensitive information.

J2EE Bad Practices:
getConnection(

The J2EE standard forbids the direct management
of connections.

J2EE Bad Practices:
Sockets

Socket-based communication in web applications
is prone to error.

Often Misused:
Authentication

Do not rely on the name getloginQ) family of
functions returns because it is easy to spoof.

Often Misused:
Excepftion Handling

A dangerous function can throw an exception,
potentially causing the program to crash.

Often Misused: File
System

Passing an inadequately- sized output buffer to a
path manipulation function can result in a buffer
overflow.

Often Misused:
Privilege
Management

Failure to adhere to the principle of least privilege
amplifies the risk posed by other vulnerabilities.

Often Misused:
Strings

Functions that manipulate strings encourage
buffer overflows.

Unchecked Return
Value

Ignoring a method’s return value can cause the
program o overlook unexpected states and
conditions.

Insecure
Randomness

Standard pseudo-random number generators
cannot withstand cryptographic attacks.

Least Privilege
Violation

The elevated privilege level required to perform
operations such as chroot() should be dropped
immediately after the operation is performed.
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Missing Access
Control

The program does not perform access conitrol
checks in a consistent manner across all potential
execution paths.

.| Password Storing a password in plaintext may result in a
Management system compromise.
Password Using an empty string as a password is insecure.
Management:
Empty Password in
Config File
Password Hard coded passwords may compromise system
Management: security in a way that cannot be easily remedied.
Hard-Coded
Password
Password Storing a password in a configuration file may
Management: result in system compromise.

Password in Config
File

Password
1 Management:
Weak

Cryptography

QObscuring a possword with a trivial encoding does
not protect the password.

Privacy Violation

Mishandling private information, such as customer
passwords or social security numbers, can
compromise user privacy and is often illegal.

5.1.2.3 Source Code Review Tools

SysTest Labs employs the use of several tools for specific voting system

source code reviews.

These tools are summarized in Table 8 - Source

Code Review Tools to provide a basic overview of their functionality.
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Table 8 - Source Code Review Tools

Compare

GUI fool that shows if differences
exist between files or folders
containing files. It allows for side-
by-side folder comparisons and
has several display filters for easy
viewing. Reviewing tool for
possible use.

fext and zip

Scooter
Software

Ccount

GUl tool that is used for the
analysis of the syntactic
readability of source code. If
has several metrics that count
various aspects of source code.

Joerg
Lawrenz —
Universita
et
Karlsruhe

CodeWiz
ard, JTest,
C++Test

GUl tools that enforce coding
standards based on patented
Source Code Analysis
technology. They enforce over
70 coding standards and
provide detailed information for
any violations. Have used
sparingly on code review
engagements and are
confinuing to review the tools for
benefits & possible use.

C++ & Java

ParaSoft
Corporati
on

ExamDiff
Pro

GUI tool that shows if differences
exist between files or folders
containing files. It highlights
document syntax and allows
side-by-side file comparison at
the line level. Used in
preparation for manuail Static
Source Code Review.

fext and
binary

PrestoSoft

Fortify
SCA

GUl tool that performs security
and static source code analysis.
it finds more than 200 different
security issues and vuinerabilities
in muiltiple software languages.

ASP,
ColdFusion,
Java, .NET,
C/C++,
PLSQL, XML

Fortify
Software
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FxCop

GUl or command line tool that
does static code analysis of .NET
managed code. It checks
compiled object code, not
source code, for more than 200
defects.

.NET source
code

Microsoft

KEdit

A commercial text editor
application running a SysTest
Labs proprietary macro used to
parse module names from
COBOL code and populate the
identified module names into
the review document.

COBOL

Mansfield
Software
Group,
IncC.

Module
Finder

A SysTest Labs proprietary
application used to parse
module nhames from C/C++ and
VB code and populate the
resulting module names into the
review work documents.

C/C++ and
VB

SysTest
Labs

Practiline
Line
Counter

A commercial application used
fo determine the counts of
executable and comment lines.

All

Practiline
Software

Project
Analyzer

GUl fool that performs a source
code quality check. It can
calculate metrics and report
coding issues.

VB

Aivosto
Oy
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GUl tool that scans source code

Rough :
o and flags common security
Auditing L ,
Tool for related programming errors. !’r C/C++, Perl, Fortify
Security performs g rough OnolySI_s, so it PHP, Python Software
may miss items and flag items
(RATS) i
at are not errors.
GUI tool that performs source
code analysis for code reviews M
RSM and acceptance testing. It C/C++, Java, | Squared
measures source code quality C# Technolo
metrics and cyclic complexity. gies
Reviewing tool for possible use.
Adaq, Brad
Assembly, Appleton
GUI tool that is used for statistical | Awk, C/C++, |-
Sclc information in providing various | Eiffel, Java, Distribute
source code attribute counts. Lisp, Pascal, d under
Perl, Tcl, shell, | the Perl
make license
Command line tool that
Shaldee | generates 160 bit SHA hash All
p.exe values. Source code review
frusted build process.
GUl tool that performs reverse
engineering, documentation
Understa | and metrics checks for source Scientific
nd for code. Itis an IDE designed to C/C++ Tool Inc
C++ help maintain and understand '
large amounts of legacy or
newly created source code,
GUl tool that shows if differences
exist between ASCII text files or
folders containing ASCHI text files.
WinDiff It displays file results in an output ASCHl fext files | Microsoft

list or a detailed line-by-line
single file comparison. Used in
preparation for manual Static
Source Code Review.
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5.1.3 Software and Hardware Configurdtion Audit

The PCA compares the voting system components (hardware and
software) to the TDP. package submitted by the vendor. The vendor
provides a list of all documentation and data to be audited, cross-
referenced to the contents of the TDP. This audit establishes a
configuration baseline of the sofftware and hardware fo be fested.
Software and hardware configuration audit tasks relative to the NYSBOE
test campaigns involve the following fasks and subtasks:

e Set up the system test environment
o Set up, install and configure the received soﬁwore/hordwore
system per the vendor's product user manual.

e Audit the configuration: hardware, software and media
o Verify the test environment sefup whereby all existing
components are properly documented in the vendor’s user
documentation. This examination shall establish the system
hardware baseline associated with the software baseline.

o Verify the vendor's documentation is sufficient for a user to
install, validate, operate, and maintain the voting system.

o Verify the vendor’s submitted source code conforms to the
vendor's baseline documentation. If changes are made fo
the version, Syslest Labs shall verify that the wvendor's
engineering and test data are for the software version
submitted for verification.

o Verity that any physical system changes that occur during
testing are documented and that any necessary updates
are made to tfest plans, cases, or procedures regarding
system changes that occur during testing.

o All changes to the system hardware or software that may
produce a change in system operation shall also be subject
fo additional examination.

e Perform an operational status check
o The operational status check will be performed at either
SysTest Labs’ hardware test subcontractor site or SysTest Labs.

o Using the Operational Status Check Test Case created from
the Vendor's submitted test case(s), operate the equipment
in all modes, demonstrating all functions and features that
would be used during election operations:

» Configure the system for normal operation.

= Power up, allowing sufficient time for the system 1o
reach optimal operating temperature.

Master TDP Review Pian SysTest Document Date April 10, 2008
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» Perform any additional actions necessary to ensure
normal operation.

= Run the voting system in all modes, exercising all
functions and features used during election operations,
verifying they perform accepiably.

o Complete software and hardware configuration audit and
prepare Software and Hardware Configuration Audit
Summary.

5.2 Functional Configuration Audit

5.2.1

Review of Vendor's Completed System Test Cases and Results

The results of SysTest Labs evaluation of the quality and coverage of
system festing completed by the Vendors prior fo submission fo the
NYSBOE for verification will provide input into the Vendor- System Specific
Test Cases.

Specific tasks associated with this FCA vendor test review include:

Locate the vendor test frace and vendor test documentation

Review the vendor test documentation — Ensure that the Vendor
fests are evaluated for both positive and negative testing.

Record review resulis

Submit results for peer review

Update review results after peer review and save a new revision of
the FCA vendor test review for use in creating Vendor-Specific Test
Cases..

Master TDP Review Pian SysTest Document Date April 10, 2008
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5.2.2 Review of Prior VSTL/ITA TDP Review and Assessment Results

Review of Prior VSTL/ITA Review and Assessment Results and current or
prior SysTest Labs’ validation and certification testing efforts, will be made
to the same standards as review and assessment of Vendor TDP’s.

The acceptance and use of prior certification reviews, assessments, and
festing performed by accredited VSTLs or the previous NYSBOE ITA and
SysTest Labs current or prior Syslest Labs’ validation and ceriification
testing efforts is based on the following criteria:

e The configuration of the equipment being used in tfesting is
substantially identical to the equipment that was previously used in
festing and that all changes made to the hardware configuration
of the equipment being used in the NYSBOE verification testing
efforts, from the hardware that was previously used in prior
verification testing are confirmed to be de minimis changes

e The previous festing and verification was performed against the
2005 VVSG.

¢ There have been no significant changes to the test methods.

e The lab that completed the prior verification testing meets the
EAC’s requirements for VSIL accreditation and is currently an
NVLAP accredited ITA or the lab is the previous NYSBOE ITA,

This effort will require access to all prior cerfification documentation and
source code reviews and assessments, test plans, test reports, and test
results as well as detailed information regarding the configurations and
versions of each component within the voting system.

The documents to be reviewed in this effort Include:

e Prior ITA TDP Review and Assessment:

o Test Cases,

o Documentation Reviews,

o Source Code Reviews,

o Hardware Testing Results and Reports

o Funcftional Testing Results and Reports:
o Prior VSIL TDP Review and Assessment:

o Test Cases,

o Documentation Reviews,

o Source Code Reviews,

o Hardware Testing Results and Reports

o Functional Testing Results and Reporis
e Prior or current SysTest Labs Engagements:

o Test Cases, Documentation Reviews,

o Source Code Reviews,

o Hardware Testing Results and Reporis

Master TDP Review Plan SysTest Document Date April 10, 2008
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o Functional Testing Results and Reports

Specific tasks associated with this review and assessment include:

e Examine content of documents from prior verification testing).
o Review voting standard requirements.
o Review prior VSTL/ITA or Syslest Labs documents for
complionce with requirements.
Record results of examination.
Record initial findings in the appropriate review form.
Peer review of examination.
Complete documentation reviews and prepare a summary of
findings for referral to the NYSBOE for action.

The deliverable from this activity (defined as Deliverable 4: Evaluation of
Prior Work) will be a list of system tests that will not be required to be
included in this current verification testing effort for a specific Vendor's
voting system. Any results that SysTest Labs deems to be duplicate testing
will be identified to the NYSBOE. The NYSBOE will be asked to provide
approval and agreement that the previous tests were sufficient. The tests
and results that are accepted are then exempted from the current
NYSBOE verification test effort and will be reflected as such in the
Requirements Matrix specified for the voting system.

5.2.3 Regression Reviews and Assessments

SysTest Labs’ approach to regression reviews and assessments against the
documentation or source code discrepancies found during the TDP
review is defined below. Regression testing performed after the TDP
review and assessment is completed is identified in the Master Test Plan,
Section 5.2.6.1.

e Compare the updated documentation or source code against the
original documentation or source code that the discrepancy was
written against o determine the extent of the changes provided
with the fix.

e If other sections of documentation or source code were added or
modified in support of the fix, these will be reviewed to determine
impact.

e The updated documentation or source code will be assessed
against the applicable requirements.

e Security tools will be rerun against any code that is delivered.

¢ |f the document or code is unacceptable, it will be sent back to the
Vendor and the discrepancy will not be resolved. '

e Depending on how much information is provided by the Vendor's
development organization, an evaluation of the magnitude of the
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changes to fix the discrepancy, the associated modules affected,
and the interface touch points will be done to determine the level
of additional documentation or source code review that will be
required.

5.2.4 Discrepancy Closure

A discrepancy can be closed if the response from the Vendor adequately
describes how the Vendor has made modifications to the code,
hardware and/or documentation to meet the requirement in the
Requirements Matrix and SysTest Labs has confirmed through re-review
and/or re-testing that the requirement has been met.

e A description of the reason why the discrepancy can be closed
must be noted in the Description field of the appropriate
Discrepancy Report, along with the date it was added and the
name of the person making the entry.

e {f a Vendor’s response indicates that they believe that the identified
discrepancy is NOT a discrepancy per the Requirements Matrix, an
Interpretation Request must be prepared and submitted fo the
NYSBOE.
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6 MATERIALS REQUIRED FOR TDP REVIEW AND
ASSESSMENT

6.1 Materials

lfems identfified in Table 9 - TDP Review and Assessment Materials reflect a
high level of the TDP review and assessment materials required to perform
the PCA activities. The vendor specific details can be found in Section 9
APPENDIX B - TDP ITEMS FOR EACH VOTING SYSTEM UNDER TEST (VSUT)

Table 9 - TDP Review and Assessment Materials

: ', I’rem

Documents from the TDP

Source Code Review Forms

Document Review Forms

Source Code Coding Standards

Source Code Modules from the TDP

6.2 Proprietary Data

SysTest Labs will indicate which portions of reports are considered
proprietary information.  SysTest Labs understands that material not
classified as proprietary, including test plans and fest reports, will become
available to the public. Proprietary information will be submitfed to the
NYSBOE in a separate attachment marked “Proprietary.”
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7 PROCEDURES AND CONDITIONS

7.1 Facility Requirements

All TDP review and assessments will be performed on site at SysTest Labs in
Colorado. All TDP and test documentation is stored in the secure project
directory on SysTest Labs' secure NYSBOE Server.

7.2 Setup

Each Vendor's voting system test platform will be configured, as part of
the PCA, in the standard configuration identified in the Vendor's TDP
documents. Following documented procedures, the sofftware will be
installed, versions verified and made operational. In addition, using the
documented procedures, the hardware will also be configured and
versions verified according to the Vendor's TDP documents.

7.3 TDP Review and Assessment Sequence

While there is no required sequence for performing voting system TDP
review and assessment, there are prerequisite tasks for some activities.
Tasks and any applicable predecessor tasks, as outlined in 2005 VVSG,
Volume 2: Section 1.4, are identified in Table 10 - High-Level TDP Review
and Assessment Milestones in Sequence.

Table 10 - High-Level TDP Review and Assessment Milestones in Sequence

| \VerificafionTask | . Prerequisite Task_

Scope Definition Ascertain previous verification
Information for the voting system, if
applicable.

Quality Assurance Program (QAP) | Scope Definition.
and Configuration Management
Plan (CMP) Examination

NYSBOE Master TDP Review Plan QAP and CMP Examination.

PCA - Voting System Specific Mapping of voting system specific
document review criteria requirements and supported
development functionality to the Requirements
Matrix.
Master TDP Review Plan SysTest Document Date April 10, 2008
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PCA — Voting System Specific
source code review criteria
development

Mapping of voting system specific
requirements for the specific coding
languages and supported
functionality o the Requirements
Matrix.

PCA — System Configuration Audit

Equipment received at SysTest Lalbs,
staff trained on system, and
documentation available.

Documentation Review
Verification Report

Successful completion of all TDP
document review and assessment
tasks.

Source Code Review Verification
Report

Successful compiletion of all TDP
source code review and assessment
tasks.

PCA —Discrepancy Reporting

Al TDP review and assessment
discrepancies are reported as
encountered during TDP review and
assessment.

PCA — Regression and
Discrepancy Re-Reviews

Receipt of applicable discrepancy
fixes (source code or
documentation) and/or Vendor’s
response.

7.4 TDP Review and Assessment Procedures

SysTest Labs will perform an inventory to verify the TDP received contains
documentation and source code elements as defined by the Vendor.

The PCA will include verification that the system can be configured using

the system operations manuals,

Throughout the TDP review and assessment effort, the review forms will be

marked as follows:

e Accepf- accepied as successful.

e Reject - rejected as unsuccessful.

e NT - Not Testable is used for assessments that cannot be followed.
For example, if failure of one assessment precludes attempting
subsequent assessmenits, the latter will be marked as NT.

e NS - Not Supported is used for requirements not supported in the

configuration.
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e NA — Not Applicable - If an assessment is not applicable to the
current verification TDP review and assessment effort, it will be
marked as NA.

TDP review and assessment results marked as Reject, NI, and NA will
include comments by the Reviewer explaining the reason for the result.

Discrepancies encountered during TDP review and assessment will be
documented in a discrepancy report. Discrepancies that do not conform
fo the Requirements Matrix will be marked as Document Discrepancies or
Source Code Discrepancies (a discrepancy occurs when the
documentation or source code does not meet criferia established to
ensure compliance to the requirements in the Requirements Matrix). Each
discrepancy will contain, at a minimum, the following information:

e A unigque identifier

e Vendor's Name

e Voting System Name and Version
e Date Discrepancy Opened

e Status (Open, Awaiting Vendor Response, In Regression Test,
Closed)

e Date of Last Update 1o Discrepancy
e Type of Discrepancy (Document, Source Code, Informc:ﬁonol)

e Details of Discrepancy (PCA Doc <name>, Assessment Form
Identification, Requirement, Narrative and Comments, etc.)

e Tester Names

o Type of Review (Documentation, Source Code)
e Applicable Requiremeni(s)

e Vendor's Response

Each Vendor must address all discrepancies. Discrepancies that are
encountered during TDP review and assessment, but are not related 1o
the Requirements Matrix will be added to the discrepancy report and
noted as Informational. All responses by each Vendor are included in the
associated discrepancy. report. All discrepancy reports will be included as
an attachment fo the Voting System Individual Test Reports (Deliverable 9:
Voting System Individual Test Reports). :
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9 APPENDIX B - TDP ITEMS FOR EACH VOTING SYSTEM UNDER TEST
(VSUT)

9.1 Dominion

System Overview Democracy Suite System Configuration Overview

System functionality description | Democracy Suite EMS Functional Description

Democracy Suite Imagecast Precinct Tabulator Functional
Specification

System hardware specifications | ImageCast System Hardware Specification
ImageCast System Hardware Characteristics

Software design/specifications | Democracy Suite EMS Software Design and Specification
ImageCast Precinct Software Design and Specification
imageCast Precinct Authenticating Flash Contents

ImageCast Precinct FlashAuth Data File Creation
Document

System security specifications | Pemocracy Suite System Security Specification

System test specs/test Democracy Suite Test and Verification Specification
documentation VVSG Vendor Testing and TDP Trace Rev06a
User/system operations Democracy Suite EMS System Operations Procedures
procedure Imagecast Precinct Operations Procedures

Democracy Suite EMS EED Users Guide
imageCast Ballot Marker Operator Manual PLAN A
ImageCast Ballot Marker Operator Manual PLAN B

System maintenance ImageCast System Maintenance Procedures
procedures
Personnel deployment/training | Democracy Suite Personnel Deployment and Training
requirements Requirements
Configuration management Democracy Suite Configuration Management
plan ProcessQuality assurance program
Qual“y assurance program- Democrccy Suite @UO"TY Assurance ProgrOm
Master TDP Review Plan SysTest Document Date April 10, 2008
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92 ES&S

System Overview

System Overview
SYSTEM INTRODUCTION

System functionality description

DS200 System Functionality Description

Audit Manager Software Functionality Description

Digital Scan Image Manager System Functionality
Description

Election Reporting Manager System Functionality
Description

Reqguirements of the FECVSS 2002 Trace to Vendor Testing
and Technical Data Package

SYSTEM FUNCTIONALITY

System hardware specifications

DS200 System Hardware Specification

ElectionWare Database Schema

SYSTEM HARDWARE SPECIFICATIONS

Cable Schematics - Power Inlet to PSU

PRINTER ENGINE BOARD

POWER SUPPLY BOARD

Graphics Controlier

Scanner

Gas Gage Board

Switch Interface Board

Ultrasonic Sheet Detector (USD) Complete detector
System Hardware Specification

GRAPHICAL USER INTERFACE (GUI) DESIGN SPECIFICATIONS

Software design/specifications

Appendix A — DS200 Flowcharts Digital Scan 200 Software
Design and Specifications

Appendix B ~ DS200 Report Examples Digital Scan 200
Software Design and Specifications

DSIM (EML) XML File Schema
DS200 Software Design and Specifications

Digital Scan Image Manager Software Design and
Specifications

Election Data Manager Software Design and
Specifications

ElectionWare Software Design and Specifications

Master TDP Review Plan
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Election Reporting Manager Software Design and
Specifications

Jurisdiction Security Procedures Election Systems and
Software

Audit Manager Software Design Specifications

COMPACT FLASH MEMORY CARD DESIGN SPECIFICATIONS
Programming Specifications Details

SOFTWARE DESIGN SPECIFICATIONS

BALLOT IMAGE PROCESSING SPECIFICATIONS

BALLOT SCANNING AND PRINTING SPECIFICATION

DRIVER APPLICATION PROGRAMING INTERFACE (API)
SPECIHCATIONS

OPERATING SOFTWARE DESIGN SPECIHCATIONS
Programming Specifications Details

Rapid Application Development Methodology (RAD)
SOFTWARE DESIGN SPECIFICATIONS

SOFTWARE DEVELOPMENT ENVIRONMENT SPECIFICATIONS
SOFTWARE STANDARDS SPECIFICATION

EMBEDDED DATABASE INTERFACE SPECIFICATION
OPERATIONS AND DIAGNOSTIC LOG SPECIHCATIONS

System security specifications

SYSTEM SECURITY SPECIFICATIONS

System test specs/test
documentation

Audit Manager Test Case Specifications New York Unity 2.0
DS200 Test Cases

DS200 Test Case Specifications

DSIM Test Case Specifications

Election Data Manager Test Case Specifications
ElectionWare Test Case Specifications

Election Reporting Manager Test Case Specifications

Unity Test Plan

Requirements of the 2005 VVSG Trace 1o Vendor Testing
and Technical Data Package

Validating Boot Block Memory Device
SOFTWARE DIAGNOSTC SPECIFICATIONS
SYSTEM SECURITY TEST CASES .

SYSTEM SECURITY TEST PROCEDURES

Master TDP Review Plan
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SYSTEM SECURITY SPECIFICATIONS
ENVIRONMENTAL TEST CASES
ENVIRONMENTAL TEST PLAN

Environmental Test Procedures

OPERATIONS & DIAGNOSTIC LOG TEST CASES
SySTem Level Test Cases

SYSTEM LEVEL TEST PLAN

System Level Test Procedures

User/system operations
procedure

ES&S Audit Manager System Operations Procedures
ES&S DS200 System Operations Procedures

DSIM SOP Manual

ES&S ElectionWare System Operations Procedures

ES&S Election Reporting Manager System Operations
Procedures

ES&S DS200 System Maintenance Manual

DSIM Training Manual

Election Data Manager Training Manual

ElectionWare Training Manuail

Election Reporting Manager Election Day Training Manual

Election Reporting Manager Pre-Election Day Training
Manual

Personnel Deployment and Training Requirements
ElectionWare Build Environment Compile-Instail Guide

DS200 Operating System Installing/Replacing
CompactFlash® Procedure

DS200 Firmware to USB Update Media File Copy Procedure
Development Practices and Coding Standards

Election Systems and Software

DS200 System Disk Validation Procedure

DS200 Precinct Baliot Scanner Election Day Training
Manual

DS200 Precinct Ballot Scanner Pre-Election Day Checklist
Software Validation Utility Instructions

System Limitations Election Systems and Software Unity
2.0.00

Master TDP Review Plan
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Election Official’s Guide

SYSTEM OPERATIONS PROCEDURES

OPERATIONS & DIAGNOSTIC LOG TEST PROCEDURES
Jurisdiction Guide

Voter's Guide

System Installation and

Maintenance Guide
AutoMARK 3010 Poll Workers Guide
Using an Assistive Technology Device to MARK your baliot

System maintenance
procedures

Personnel deployment/training
requirements

ES&S Ballot Production Handbook
ATS EMPLOYEE TRAINING PROCEDURE

Personnel Deployment and Training Requirements

Configuration management
plan

Configuration Management Plan
VAT Software and Firmware Compilation Instructions
Configuration Management Policy

ATS 3010 Software and Hardware Release Process AQS-13-
2011-000-R

CONFIGURATION MANAGEMENT PLAN

Initial Software Installation Procedure

Quality assurance program

Quality Assurance Program Software and Firmware
Verification

Quality Assurance Program Manufacturing
QUALITY ASSURANCE POLICY & PROCEDURES
AIMS Quality Assurance Test Cases

AIMS QUALITY ASSURANCE TEST PROCEDURES
CORRECTIVE ACTION Confrol Log

Design Review Attendance Sheet

Design Review Minutes |

Document Change Order

Document Change Pending Release
Engineering Change Order/Change Request Form
System Bug Report Form

Master TDP Review Plan
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Quality System Audit Schedule

Quality Systems Procedures Master List

Integration & Testing Bug Report

Reledse Notes

AUutoMARK VAT Requirements Trace Matrix
SOFTWARE QUALITY ASSURANCE TEST PLAN
SOFTWARE QUALITY ASSURANCE TEST CASES
SOFTWARE QUALITY ASSURANCE TEST PROCEDURES
Component Storage and Handling Procedure
Design Review Policy

Document Change and Issue Procedure
Document Control Policy

Engineering Change Request/Change Order Process
Engineering Development Policy

Purchasing Procedure

QUALITY ASSURANCE POLICY

Quality System Audit Process

Receiving Procedure

System Report (Bug Reporting) Procedure

9.3 Liberty
_VVSGDocumentReference |~ TDPDocumentName
System Overview LIBERTY CONTROL SYSTEM CONFIGURATION AND

INSTALLATION

SOFTWARE VERSION DESCRIPTION AND SURVEY OF
CHANGES LIBERTYCONTROL/EMS

SYSTEM OVERVIEW

DOCUMENT SURVEY LIBERTY ELECTION SYSTEM

TDP CLASSIFICATION OVERVIEW

LibertyControl Introduction Guide

SYSTEM OVERVIEW LIBERTY ELECTION SYSTEM WITH BMD
DOCUMENT SURVEY LIBERTY ELECTION SYSTEM BMD
System functionality description FUNCTIONAL SPECIFICATION SSUT; NEDAP LIBERTYVOTE

Master TDP Review Plan SysTest Document Date April 10, 2008
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(VM-SYS)
FUNCTIONAL SPECIFICATION SPU1; NEDAP LIBERTYMARK
FUNCTIONAL SPECIFICATION PRU Ul

System hardware specifications

TDP REQUIREMENTS CROSSINDEX

PCB information (VM-HW)

PCB information Control Panel (VM-HW)

PCB layout voter panel junction board (VM-HW)

PCB information connection PCB led current

PCB information baliot module 16Mbit (VM-HW)

PCB information mainboard XS (VM-HW)

PCB information headphone connection (VM-HW)

PCB documentation connection board disabled (VM-HW)
LibertyVote Electronic Voting Machine (VM-HW)

SOD LED INDICATION PCB (VM-HW)

component layout led indication PCB (VM-HW)

Parts list led indication PBA ESUT (VM-HW)

schematic led indication PCB (VM-HW)

HARDWARE SPECIFICATION LED INDICATION PCB (VM-HW)
PCB TEST LED INDICATION BOARD (VM-HW)

SOD CONTROL PANEL PCB (VM-HW)

PCB Control Panel ESUT (VM-HW)

PCB information control panel PBA Parts List (VM-HW)
schematic control panel PCB (VM-HW)

HARDWARE SPECIFICATION CONTROL PANEL PCB (VM-HW)
PCB TEST SPECIFHCATION CONTROL PANEL PCB (VM-HW)
SOD VOTER PANEL JUNCTION PCB (VM-HW)

PCB Junction Voter Panel ESUT (VM-HW)

Parts list voter panel junction board (VM-HW)

PCB Junction Voter Panel ESUT (VM-HW)

HARDWARE SPECIFICATION VOTER PANEL JUNCTION
BOARD (VM-HW)

PCB TEST VOTER PANEL JUNCTION BOARD(VM-HW)
PCB information mainboard XS Parts List (VM-HW)
SOD CONNECTION LED CURRENT PCB (VM-HW)

Master TDP Review Pian
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PCB Connection ESUT (VM-HW)
Parts list connection PCB led current (VM-HW)
PBC Connection ESUT (VM-HW)

HARDWARE SPECIFICATION CONNECTION BOARD ESU1
(VM-HW)

PBA TEST CONNECTION BOARD CURRENT
MEASUREMENT(VM-HW)

SOD POWER SUPPLY ESIV (VM-HW)

power supply ESIV component layout B (VM-HW)

SOD BALLOT MODULE 16MBIT (VM-HW)

PCB information ballot module 16Mbit (VM-HW)

Parts list ballot module 16Mbit (VM-HW)

schematic ballot module 16Mbit (VM-HW)

HARDWARE SPECIFICATION 16 MBIT BALLOT MODULE (VM-
HW)

Main Board Voting Machine ES3 SMD (VM-HW)

Main Board Voting Machine ES3 smd (VM-HW)

PBA TESTPLAN MAINBOARD XS (VM-HW)

SOD HEADPHONE CONNECTION (VM-HW)

PCB Headphone Connection (VM-HW)

Parts list headphone connections (VM-HW)

Specification Power supply Voting machine ESIV (VM-HW)
SOD CONNECTION BOARD DISABLED PCB (VM-HW)
Connection Board Disabled (VM-HW)

Parts list connection board disabled PBA (VM-HW)
Connection Box Disabled (VM-HW)

HARDWARE SPECIFICATION CONNECTION BOARD
DISABLED (VM-HW)

PCB TEST CONNECTION BOARD DISABLED (VM-HW)

LINE THERMAL PRINTER MECHANISM (LTP251) TECHNICAL
REFERENCE (VM-HW)

Quadravox QV5N MP3 Sound Module (VM-HW)

SPECIFICATION THERMAL PRINTER CONTROLLER PRN251-001
(VM-HW)

MECHANICAL PROPERTIES (VM-HW)

ESUT VOTING MACHINE HARDWARE TEST PLAN (VM-HW)

Master TDP Review Pian
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ESUT VOTING MACHINE HARDWARE TEST RESULTS (VM-HW)
PARTS LISTS ESUT VOTING MACHINE (VM-HW)

ESUT SYSTEM HARDWARE DOCUMENT (VM-HW)
PRODUCT STRUCTURE ESUT (VM-HW)

END OF LINE TEST VOTING MACHINE ESU1

PRU END OF LINE TEST (VM-HW)

UNIVERSAL PRU HARDWARE DOCUMENT UT (VM-HW)
VVPAT-P PRODUCT SPECIFICATION (VM-HW)

ESUT POWER STATION HARDWARE DOCUMENT (VM-HW)
PCB ASSY POWER SUPPLY ES IV (VM-HW)

Power Supply ES4 (VM-HW)

Power Supply ES4 PFC and Mains Failure Circuit (VM-HW)
ES IV power supply (VM-HW)

HARDWARE DOCUMENTATION ESU1T; VERSION 2.00 (VM-
HW)
SOD PCB DOCUMENTATION MAINBOARD XS

HARDWARE SPECIHCATION VOTING MACHINE
MAINBOARD XS

BALLOT MODULE PBA TEST PLAN

Software design/specifications

LIBERTY CONTROL DATABASE SCHEMA
LibertyConitrol Ballot Layout Specification
CODING STANDARD

SOFTWARE VERSION DESCRIPTION AND SURVEY OF

CHANGES SIPRU

SIPRU INTERFACE DESCRIPTION

SOFTWARE VERSION DESCRIPTION AND SURVEY OF
CHANGES SSU1 (VM-SW)

SOFIWARE DESIGN DOCUMENT SSUT (VM-SW)

SOFTWARE SPECIFICATION AND DESIGN SSU1 (VM-SW)
"LES Software authentication (VM-SW)

procedures"

INTERFACE SPECIFICATION VVPAT PAPER BALLOT (VM-SYS)
RELIABILITY OF THE VOTING MACHINE (VM-SYS)

System security specifications

LES security description user guide
SECURITY RISK ANALYSIS LES

Master TDP Review Plan
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LES scoe o .-'. -

SECU.7

System test specs/test
documentation

FUNCT
User AL
SYSTER
NYSBC:
SOFTW
Static t-
SYSTE:.
TEST ke

technc

TEST RE=
Inform::
DEL}. ©

User/system operations
procedure

LES o
Libert
Liber
Libert::
User &
Libert.
Libert,
Liberty
User Gu: -
Libert, .
LES o
Votin:

Mainfe- -

Liberty <.

LibertyCor
LibertyCor
LibertyCon®.
LibertyCc:

User Accep: -‘
LibertyMarl

Master TDP Review Plan
Report No. SL-MTP-08-V-NYSBOE-0347,Rev 1.0

Sys

R L, -
e ¥ -y T S Y Lo =
OTIONY USSr GUCE 4D

T2 ESUT/SSUT (VM-SYS)

2201 L0780-T Information

f - “/oting System

= ook /EPUT

~g user guide

Document Date April 10, 2008
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Maintenance Manual LibertyMark
LES operational procedures user guide (BMD)

Voter Verification Instructions

System maintenance
procedures

Personnel deployment/training
requirements

LES personnel deployment and fraining user guide

Configuration management
plan

CONFGURATION AND CHANGE MANAGEMENT PLAN

CONHGURATION AND CHANGE MANAGEMENT PLAN
LIBERTY ELECTION SYSTEM

LIBERTY CONTROL SYSTEM CONFIGURATION AND
INSTALLATION

Quality assurance program

C coding standard Nedap Speciails

QUALITY ASSURANCE PLAN FOR THE DEVELOPMENT OF THE
LIBERTY ELECTION SYSTEM

QUALITY ASSURANCE PLAN

9.4 Premier

VVSG bocument Reference |

TDP Documeni Name

System Overview

2005 VVSG AccuVo’re OSX 1.1.1 Technical Do’ro Pockoge

System Overview

2005 VVSG AccuVote-OSX Technical Data Package
Infroduction

2005 VVSG AccuVote-OSX Technical Data Package
System Overview

2005 VVSG ASM 1.1.1 Technical Data Package Sys’rem
Overview

2005 VVSG GEMS 1.21.1 Technical Data Package System

-Overview
2005 VVSG PCS 2.1.1 Technical Data Pockoge System

Overview
System Overview (ASSURE 1.2 TDP Appendix A)

ASSURE 1.2 Product Overview Guide (ASSURE 1.2 TDP
Appendix W)

AutomarkTM INFORMATION MANAGEMENT SYSTEM
(AIMS)SYSTEM OVERVIEW

Master TDP Review Plan
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Automark System Introduction
AutoMARKTM SYSTEM OVERVIEW

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Introduction

System functionality description

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
System Functionality Description

2005 VVSG AccuVote-OSX Technical Data Package
System Functionality Description

AVOSX Functional Specification Approval (AccuVote-OSX
TDP Appendix A)

2005 VVSG ASM 1.1.1 Technical Data Package System
Functionality Description

2005 VVSG GEMS 1.21.1 Technical Data Package System
Functionality Description

2005 VVSG PCS 2.1.1 Technical Data Package Sys’rem
Functionality Descripftion

AutoMARKIM INFORMATION MANAGEMENT SYSTEM
(AIMS)System Functionality

AutoMARKTM SYSTEM FUNCTIONALITY

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Appendix E: Redundant Storage Logic

2005 VVSG GEMS 1.21.1 Technical Data Package
Appendix H: System and Data Integrity

2005 VVSG GEMS 1.21.1 Technical Data Package
Appendix I. Performance Metrics

Ballot Station Smart Card Format 1.0 (AccuVote-OSX 1.1.1
TDP Appendix D)

System hardware specifications

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
System Hardware Specification

2005 VVSG AccuVote-OSX Technical Data Pockoge
System Hardware Specification

2005 VVSG AccuVote-OSX Technical Data Package
Appendix B: Hardware Specifications

2005 VVSG AccuVote-OSX Technical Data Package
Appendix I: System and Data Integrity

Battery charger & fuel gauge, Board, Components, Labels,
Wiring (AccuVote-OSX TDP Appendix C
Drawings\ AccuVote-OSX)

Miotors Ballot Box Drawings (AccuVote-OSX TDP Appendix

Master TDP Review Plan
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C\ Ballot Box)

Audio Jack, Battery, LCD, Memory Card, Modem, Power
Jack, Power Supply, Printer, Scan Head Specifications
(AccuVote-OSX TDP Appendix D)

2005 VVSG AccuVote-OSX Technical Data Package
Appendix E: Materials Specifications

LNP* Stat-kon* Compounds: A Guide to Thermoplastic
Compounds for Electrostatic Discharge Protection
(AccuVote-OSX TDP Appendix E)

Combined Data Sheet (AccuVote-OSX TDP Appendix E)

SABIC Innovative Plastics - DATASHEETS (AccuVote-OSX
TDP Appendix E)

Engineering Change Request (AccuVote-OSX TDP
Appendix G)

2005 VVSG ASM 1.1.1 Technical Data Package System
Hardware Specification

2005 VVSG GEMS 1.21.1 Technical Data Package System
Hardware Specification

2005 VVSG PCS 2.1.1 Technical Data Package System
Hardware Specification

ASSURE 1.2 Technical Data Package Appendix F: Surface
Specification Standards

Hardware Development (ASSURE 1.2 TDP Appendix C)

QSP00004 Design and Development (ASSURE 1.2 TDP
Appendix C)

AUtoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)System Hardware Specification

Automark Cable Phase 2 POWER INLET TO PSU
Automark PRINTER ENGINE BOARD

Automark POWER SUPPLY BOARD

Automark SBC Schematics

Automark Scanner P1211TMC

Automark Gas Gauge Board (GGB)
Automark Switch Interface Board (SIB)
Automark Ultrasonic Sheet Detector (USD)
AutoMARK System Hardware Specification

QEPBOQO1 DESI Certification Process Map (ASSURE 1.2 TDP
Appendix C)
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- VVSG Docu

Part and Model Number Scheme (ASSURE 1.2 TDP
Appendix C)

QMIMMO002 EC Flow for Manufacturing (ASSURE 1.2 1DP
Appendix C)

QSP00023 Section3 - Part Number Control (ASSURE 1.2 TDP
Appendix C)

QSP00023 Section 5 Engineering Change Process (ASSURE
1.2 TDP Appendix C) '

QSP00023 Development & Manufacturing Standards
(ASSURE 1.2 TDP Appendix C)

‘QSP00023 Section 6 Product Appearance (ASSURE 1.2 TDP

Appendix C)

QPPB00O1 DESI Product & Project Management Process
Map (ASSURE 1.2 TDP Appendix C)

QSI0A019 S_PAP (Supplier Part Approval Process) (ASSURE
1.2 TDP Appendix C)

QSICA021 Conformance of fen (10) (ASSURE 1.2 TDP
Appendix C)

QSP00006 Purchasing (ASSURE 1.2 TDP Appendix C)

QSF00104 Supplier Cerification Brochure (ASSURE 1.2 TDP
Appendix C)

Software design/specifications

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Software Design and Specification

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Appendix A: Software Specifications

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Appendix B: Program Specifications

GEMS AVServer Baliot Station Protocol 1.0 (AccuVote-OSX
1.1.1 TDP Appendix H)

GEMS AVServer Bdllot Station Upload Message Format 1.0
(AccuVote-OSX 1.1.1 TDP Appendix H)

GEMS AVServer Download Message Format 2.0
(AccuVote-OSX 1.1.1 TDP Appendix H)

TCPIP (AccuVote-OSX 1.1.1 TDP Appendix H)

2005 VVSG ASM 1.1.1 Technical Data Package Software
Design and Specification

2005 VVSG ASM 1.1.1 Technical Data Package Appendix
A: Software Specifications

2005 VVSG ASM 1.1.1 Technical Data Package Appendix
B: Program Specifications
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ASSURE Security Manager Smart Card Format 1.0 (ASM
1.1.1 TDP Appendix D)

Model Specification (ASM 1.1.1 TDP Appendix F)

2005 VVSG GEMS 1.21.1 Technical Data Package Software
Design and Specification

2005 VVSG GEMS 1.21.1 Technical Data Package
Appendix A: Software Specifications

2005 VVSG GEMS 1.21.1 Technical Data Package
Appendix B: Program Specifications

2005 VVSG GEMS 1.21.1 Technical Data Package
Appendix C: Program Structure and Flow

GEMS Voter Card Data Expor’r' Format 2.1 (GEMS 1.21.1 TDP
Appendix F)

GEMS Voter Card Data Export Format 2.2 (GEMS 1.21.1 TDP
Appendix F)

GEMS AccuVote-OS Central Count Protocol 1.0 (GEMS
1.21.1 TDP Appendix G)

GEMS AccuVote-OS Precinct Count Protocol 1.0 (GEMS
1.21.1 TDP Appendix G)

GEMS AVServer Ballot Station Download Message Format
1.0 (GEMS 1.21.1 TDP Appendix G)

GEMS AVServer Ballot Station Protocol 1.0 (GEMS 1.21.1
TDP Appendix G)

GEMS AVServer Ballot Station Upload Message Format 1.0
(GEMS 1.21.1 TDP Appendix G)

GEMS AVServer CTS Download Format 1.0 (GEMS 1.21.1
TDP Appendix G).

GEMS AVServer Download Message Format 2.0 (GEMS
1.21.1 TDP Appendix G)

GEMS AVServer Vote Center List Message Format 1.0
(GEMS 1.21.1 TDP Appendix &)

GEMS AVServer Vote Center Queue Message Format 1.0
(GEMS 1.21.1 TDP Appendix G)

GEMS Region Server Upload Message Format 1.0 (GEMS
1.21.1 TDP Appendix G)

GEMS Region Server Upload Message Format 2.0 (GEMS
1.21.1 TDP Appendix G)

2005 VVSG PCS 2.1.1 Technical Data Package Software
Design and Specification

2005 VVSG PCS 2.1.1 Technical Data Package Appendix
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A: Software Specifications

FEC 2002 PCS 2.1.1 Technical Data Package Appendix B:
Program Specifications

2005 VVSG PCS 2.1.1 Technical Data Package Appendix
G: System and Data Integrity

Premier Central Scan Election Data Format 3.0 (PCS 2.1.1
TDP Appendix C)

ASSURE Security Manager Smart Card Format 1.0 (PCS
2.1.1 TDP Appendix D)

GEMS AVServer Ballot Station Protocol 1.0 (PCS 2.1.1 TDP
Appendix F)

GEMS AVServer Ballot Station Upload Message Format 1.0
(PCS 2.1.1 TDP Appendix F)

GEMS AVServer Download Message Format 2.0(PCS 2.1.1
TDP Appendix F)

ASSURE 1.2 Technical Data Package Appendix J: File
Management

C/C++ Coding Style (ASSURE 1.2 TDP Appendix H)

SSL Protocol 3.0 Specifications (ASSURE 1.2 TDP Appendix
K)

SECURE HASH STANDARD (ASSURE 1.2 TDP Appendix V)

AccuVote Software Validation Utility Soffware Design
Document 1.0.1 (ASSURE 1.2 TDP Appendix X)

AccuVote Software Validation Utility Software
Requirements Specification 1.0.1 (ASSURE 1.2 TDP
Appendix X)

AUtoMARKTM INFORMATION MANAGEMENT SYSTEM (AIMS)
COMPACT FLASH MEMORY CARD DESIGN SPECIHCATIONS

AutoMARKTM INFORMATION MANAGEMENT SYSTEM (AIMS)
Programming Specifications Details

AUutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)SOFTWARE DESIGN SPECIFICATIONS

AutoMARK BALLOT SCANNING AND PRINTING
SPECIFICATION

AUtoMARK DRIVER APPLICATION PROGRAMING INTERFACE
(AP SPECIFICATIONS

AutoMARK EMBEDDED DATABASE INTERFACE
SPECIFICATION

AutoMARK GRAPHICAL USER INTERFACE (GUI) DESIGN
SPECIFICATIONS
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AutoMARK OPERATING SOFTWARE DESIGN SPECIFICATIONS
AUtoMARK Programming Specifications Details

AutoMARK Rapid Application Development Methodology
(RAD) '

AutoMARK SOFTWARE DESIGN SPECIFICATIONS
AutoMARK SOFTWARE DIAGNOSTIC SPECIFHCATIONS
AutoMARK SOFTWARE STANDARDS SPECIFICATION
AUutoMARK BALLOT IMAGE PROCESSING SPECIFICATIONS

AutoMARK SOFTWARE DEVELOPMENT ENVIRONMENT
SPECIFHCATIONS

AutoMARK OPERATIONS AND DIAGNOSTIC LOG
SPECIFICATIONS

Ballot Station Smart Card Format 1.0 (AccuVote-OSX 1.1.1
TDP Appendix D)

System security specifications

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
System Security Specification

2005 VVSG AccuVote-OSX Technical Data Package
System Security Specification

2005 VVSG ASM 1.1.1 Technical Data Package
Systemn Security Specification

2005 VVSG GEMS 1.21.1 Technical Data Package System
Security Specification

2005 VVSG PCS 2.1.1 Technical Data Package System
Security Specification '

Premier's Client Security Policy (ASSURE 1.2 TDP Appendix
W)

Premier's Windows Security Updates Policy

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)SYSTEM SECURITY SPECIFICATIONS

AUutoMARK SYSTEM SECURITY SPECIFICATIONS

System test specs/test
documentation

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Systemn Test and Verification Specification

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Appendix |: System and Data Integrity

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Appendix L: Administrative Test Plans

AccuVote-OSX Election Data Format 1.0 (AccuVote-OSX
1.1.1 TDP Appendix C)

Master TDP Review Pian
Report No. SL-MTP-08-V-NYSBOE-0347,Rev 1.0

SysTest Document Date April 10, 2008
Page 115 of 126

labs’



Regression Test Plan (AccuVote-OSX 1.1.1 TDP Appendix
K\ Executed Test Plans)

Regression Test Plan (AccuVote-OSX 1.1.1 TDP Appendix
K\Test Plan)

AccuVote-OSX 1.1.1 Test Specifications (\ AccuVote-OSX
1.1.1 TDP Appendix K\ Test Specifications)

Test Summary (AccuVote-OSX 1.1.1 TDP Appendix K Test
Plans\ Testing Summary)

VERIFICATION TEST PLAN (AccuVote-OSX 1.1.1 TDP
Appendix K Test Plans\ Verification List)

2005 VVSG AccuVote-OSX Technical Data Package
System Test and Verification Specification

2005 VVSG AccuVote-OSX Technical Data Package
Usability and Accessibility Requirements

Requirements of the 2005 VVSG Trace to Vendor Testing
and Technical Data Package

2005 VVSG AccuVote-OSX Technical Data Package
Appendix M: Administrative Test Plans

SABIC Innovative Plastics - DATASHEETS (AccuVote-OSX
TDP Appendix E)

REGRESSION TEST (AccuVote-OSX TDP Appendix L Test
Plans\Executed Test Plans)

REGRESSION TEST (AccuVote-OSX TDP Appendix L\ Test
Plans)

AccuVote-OSX 1.1.1 Test Specifications (AccuVote-OSX
TDP Appendix L Test Plans\ Test Specifications)

TS_AVOSx_1-0-2.pdf (AccuVote-OSX TDP Appendix L Test
Plans\Testing Summary)

Test Summary (AccuVote-OSX TDP Appendix L Test
Plans\Testing Summary)

VERIFICATION TEST PLAN (AccuVote-OSX TDP Appendix L)

2005 VVSG ASM 1.1.1 Technical Data Package System Test
and Verification Specification

2005 VVSG ASM 1.1.1 Technical Data Package Appendix
H: Performance Metrics '

2005 VVSG ASM 1.1.1 Technical Data Package Appendix
J: Administrative Test Plans

MAIN FUNCTIONALITY Executed Test Plan (ASM 1.1.1 TDP
Appendix 1)

MAIN FUNCTIONALITY Test Plans (ASM 1.1.1 TDP Appendix )
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ASM 1.1.1 Test Specifications (ASM 1.1.1 TDP Appendix I)

2005 VWSG GEMS 1.21.1 Technical Data Package System
Test and Verification Specification

2005 VVSG GEMS 1.21.1 Technical Data Package
Appendix K: Adminisirative Test Plans

GEMS 1.20 REGRESSION TEST (GEMS 1.21.1 TDP Appendix J
Test Plans\ Executed Test Plans)

GEMS 1.21 REGRESSION TEST (GEMS 1.21.1 TDP Appendix J
Test Plans\ Executed Test Plans)

GEMS 1.21.1 Test Specifications (\GEMS 1.21.1 TDP
Appendix J Test Plans\Test Specifications)

Test Summary (GEMS 1.21.1 TDP Appendix J Test Plans)

2005 VVSG PCS 2.1.1 Technical Data Package System Test
and Verification Specification

2005 VVSG PCS 2.1.1 Technical Data Package Appendix I:
Performance Metrics

2005 VWSG PCS 2.1.1 Technical Data Package Appendix
K: Administrative Test Plans

PCS MAIN FUNCTIONALITY (PCS 2.1.1 TDP Appendix J Test)
PCS MAIN FUNCTIONALITY (PCS 2.1.1 TDP Appendix J)
PCS 2.1.1 Test Specifications (PCS 2.1.1 TDP Appendix J)

QSPO00T1 Control of Inspection, Measuring and Test
Equipment (ASSURE 1.2 TDP Appendix E)

Requirements of the FECVSS 2002 Trace to Vendor Testing
and Technical Data Package

AUtoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)Integration & Testing Bug Report

AutoMARK SYSTEM SECURITY TEST CASES

AUtoMARK SYSTEM SECURITY TEST PROCEDURES
AutoMARK ENVIRONMENTAL TEST CASES

AutoMARK ENVIRONMENTAL TEST PLAN

AutoMARK Environmental Test Procedures

AUtOMARK OPERATIONS & DIAGNOSTIC LOG TEST CASES

AutoMARK OPERATIONS & DIAGNOSTIC LOG TEST
PROCEDURES

AUutoMARK SOFTWARE QUALITY ASSURANCE TEST CASES

AutoMARK SOFTWARE QUALITY ASSURANCE TEST
PROCEDURES
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AutoMARK System Level Test Cases
AutoMARK SYSTEM LEVEL TEST PLAN
AutoMARK System Level Test Procedures

AUtoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)Quality Assurance Test Cases

AutoMARKIM INFORMATION MANAGEMENT SYSTEM
(AIMS)QUALITY ASSURANCE TEST PROCEDURES

AUtoMARK SOFTWARE QUALITY ASSURANCE TEST PLAN

User/system operations
procedure

ABasic 2.2.4 Reports Guide (2005 VVSG AccuVote-OSX
1.1.1 TDP Revision 1.0 Product documentation)

AccuVote-OSX 1.1.1 System Administrator’s Guide (2005
VVSG AccuVote-OSX 1.1.1 TDP Revision 1.0 Product
documentation)

AccuVote-OSX 1.1.1 User’'s Guide (2005 VVSG AccuVote-
OSX 1.1.1 TDP Revision 1.0 Product documentation)

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
System Operations Procedures

AccuVote-OSX Hardware Guide (2005 VVSG AccuVote-
OSX TDP Revision 1.0 Product documentation)

AccuVote-OSX Pollworker's Guide (2005 VVSG AccuVote-
OSX TDP Revision 1.0 Product documentation)

Ballot Specifications Guide (2005 VVSG AccuVote-OSX TDP
Revision 1.0 Product documentation)

2005 VVSG AccuVote-OSX Technical Data Package
System Operations Procedures

ASSURE Security Manager 1.1.1 User's Guide (2005 VVSG
ASM 1.1.1 TDP Revision 1.0 Product documentation)

2005 VVSG ASM 1.1.1 Technical Data Package System
Operations Procedures

ABasic 2.2.4 Reports Guide (2005 VVSG GEMS 1.21.1 TDP
Revision 1.0 Product documentation)

GEMS 1.20 Results Server File Format 1.1 (2005 VVSG GEMS
1.21.1 TDP Revision 1.0 Product documentation)

GEMS 1.21.1 Election Administrator's Guide (2005 VVSG
GEMS 1.21.1 TDP Revision 1.0 Product documentation)

GEMS 1.21.1 Reference Guide (2005 VVSG GEMS 1.21.1
TDP Revision 1.0 Product documentation)

GEMS 1.21.1 System Administrator's Guide (2005 VVSG
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GEMS 1.21.1 TDP Revision 1.0 Product documentation)

GEMS 1.21.1 User's Guide (2005 VVSG GEMS 1.21.1 TDP
Revision 1.0 Product documentation)

GEMS Audio Import Format 1.0 (2005 VVSG GEMS 1.21.1
TDP Revision 1.0 Product documentation)

GEMS BCWin Results Export Format 1.0 (2005 VVSG GEMS
1.21.1 TDP Revision 1.0 Product documentation)

GEMS California Results Export Format 1.0 (2005 VVSG
GEMS 1.21.1 TDP Revision 1.0 Product documentation)

GEMS Card Data Export Format 1.1 (2005 VVSG GEMS
1.21.1 TDP Revision 1.0 Product documentation)

GEMS Comma Delimited Export Format 1.0 (2005 VVSG |
GEMS 1.21.1 TDP Revision 1.0 Product documentation)

GEMS Delaware Import Format 1.0 (2005 VVSG GEMS
1.21.1 TDP Revision 1.0 Product documentation)

GEMS Delaware Results Export Format 1.0 (2005 VVSG
GEMS 1.21.1 TDP Revision 1.0 Product documentation)

GEMS DIMS Results Export Format 1.0 (2005 VVSG GEMS
1.21.1 TDP Revision 1.0 Product documentation)

GEMS Florida Results Export Format 1.0 (2005 VVSG GEMS
1.21.1 TDP Revision 1.0 Product documentation)

GEMS L A. Import Format 1.0 (2005 VVSG GEMS 1.21.1 TDP
Revision 1.0 Product documentation)

GEMS Michigan Results Export Format 1.0 (2005 VVSG
GEMS 1.21.1 TDP Revision 1.0 Product documentation)

GEMS Minnesota Results Export Format 1.0 (2005 VVSG
GEMS 1.21.1 TDP Revision 1.0 Product documentation)

GEMS Mississippi Results Export Format 1.0 (2005 VVSG
GEMS 1.21.1 TDP Revision 1.0 Product documentation)

GEMS Ohio Results Export Format 1.0 (2005 VVSG GEMS
1.21.1 TDP Revision 1.0 Product documentation)

GEMS RTF Export-Import Format 2.0 (2005 VVSG GEMS
1.21.1 TDP Revision 1.0 Product documentation)

GEMS Standard Import Format 1.5 (20056 VVSG GEMS 1.21.1
TDP Revision 1.0 Product documentation)

GEMS Standard Results Export Formart 1.0 (2005 VVSG
GEMS 1.21.1 TDP Revision 1.0 Product documentation)

GEMS Voter Registration Import Format 1.0 (2005 VVSG
GEMS 1.21.1 TDP Revision 1.0 Product documentation)
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| Operations Procedures

GEMS 1.21.1 TDP Revision 1.0 Product documentation)
2005 VVSG GEMS 1.21.1 Technical Data Package System

2005 VVSG GEMS 1.21.1 Technical Data Package Usability
and Accessibility Requirements

AccuFeed Hardware Guide (2005 VVSG PCS 2.1.1 TDP
Revision 1.0 Product documentation)

AccuVote-OS Ceniral Count 2.0.13 User’s Guide (2005
VVSG PCS 2.1.1 TDP Revision 1.0 Product documentation)

AccuVote-OS Hardware Guide (2005 VVSG PCS 2.1.1 TDP
Revision 1.0 Product documentation)

ASSURE Security Manager 1.1.1 User's Guide (2005 VVSG
PCS 2.1.1 TDP Revision 1.0 Product documentation)

Ballot Specifications Guide (2005 VVSG PCS 2.1.1 TDP
Revision 1.0 Product documentation)

Premier Central Scan 2.1.1 System Administrator’'s Guide
(2005 VVSG PCS 2.1.1 TDP Revision 1.0 Product
documentation)

Premier Central Scan 2.1.1 User’s Guide (2005 VVSG PCS
2.1.1 TDP Revision 1.0 Product documentation)

DRS PhotoScribe PSQ00 iM2/PS960 Hardware Guide (2005
VVSG PCS 2.1.1 TDP Revision 1.0 Product documentation)

2005 VVSG PCS 2.1.1 Technical Data Package System
Operations Procedures

LRC1000 User Guide and Specifications.pdf (PCS 2.1.1 TDP
Appendix H)

QSP0O0001T Management Responsibilities (ASSURE 1.2 TDP
Appendix C)

QSP10001 Policy and Procedure for Engineering
Development (ASSURE 1.2 TDP Appendix C)

Bugzilla User's Guide (ASSURE 1.2 TDP Appendix G)

Development Office Backup Guide (ASSURE 1.2 TDP
Appendix M)

DESI Help Desk Charter (ASSURE 1.2 TDP Appendix N)

DESI Help Desk Quick Reference (ASSURE 1.2 TDP Appendix
N)

DESI Help Desk Work Flow Updated (ASSURE 1.2 TDP
Appendix N)

Help Desk Brochure (ASSURE 1.2 TDP Appendix N)
Premier Product Advisory Notice Revision 1.0 (ASSURE 1.2

Master TDP Review Plan
Report No. SL-MTP-08-V-NYSBOE-0347,Rev 1.0

SysTest Document Date April 10, 2008

labs® Page 120 of 126



TDP Appendix T)
AccuBasic 2.2 User's Guide (ASSURE 1.2 TDP Appendix U)

GEMS 1.20.2 Election Administrator’s Guide (ASSURE 1.2
TDP Appendix W)

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)SYSTEM OPERATIONS PROCEDURES

AutoMARK Jurisdiction Guide
AutoMark Poll Worker's Guide
AutoMARK Voters Guide

AutoMARK Information Management System Election
Official’'s Guide

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Usability and Accessibility Requirements

TSText 4.1.16 Reference Guide (2005 VVSG GEMS 1.21.1
TDP Revision 1.0 Product documentation)

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Appendix J: Performance Metrics

System maintenance
procedures

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package

.| System Maintenance Manual

2005 VVSG AccuVote-OSX Technical Data Package
System Maintenance Manual

2005 VVSG ASM 1.1.1 Technical Data Package System
Maintenance Manual

2005 VVSG GEMS 1.21.1 Technical Data Package System
Maintenance Manual

2005 VVSG PCS 2.1.1 Technical Data Package System
Maintenance Manual

QSP00022 Regulatory and Type Approval Procedures
(ASSURE 1.2 TDP Appendix C)

AutoMARK System Instaliation and Maintenance Guide

Personnel deployment/training
requirements

005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Personnel Deployment and Training Requirements

2005 VVSG AccuVote-OSX Technical Data Package
Personnel Deployment and Training Requirements

2005 VVSG ASM 1.1.1 Technical Data Package Personnel
Deployment and Training Requirements

2005 VVSG GEMS 1.21.1 Technical Data Package
Personnel Deployment and Training Requirements

2005 VVSG PCS 2.1.1 Technical Data Package Personnel
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Deployment and Training Requirements

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)Personnel Deployment and Training Requirements

AutoMARK ATS EMPLOYEE TRAINING PROCEDURE

AutoMARK Personnel Deployment and Training
Requirements

Configuration management
plan

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Configuration Management Plan

2005 VVSG AccuVote-OSX Technical Data Package
Configuration Management Plan

2005 VVSG ASM 1.1.1 Technical Data Package
Configuration Management Plan

2005 VVSG GEMS 1.21.1 Technical Data Package
Configuration Management Plan

2005 VVSG PCS 2.1.1 Technical Data Package
Configuration Management Plan

QSPO0006 Purchasing (ASSURE 1.2 TDP Appendix B )

QSF00104 Supplier Cerification Brochure (ASSURE 1.2 TDP
Appendix B)

Configuration Management (ASSURE 1.2 TDP Appendix B)
Configuration Management (ASSURE 1.2 TDP Appendix C)

ASSURE 1.2 Technical Data Package Appendix C:
Hardware Configuration Management

Premier's Windows Configuration Guide (ASSURE 1.2 TDP
Appendix W)

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)CONFIGURATION MANAGEMENT PLAN

AutoMARK ATS Election Systems Configuration
Management Policy

AutoMARK ATS Software and Hardware Release Process
AutoMARK CONFIGURATION MANAGEMENT PLAN
AutoMARK Premier VAT Software and Firmware
Compilation Instructions |

AutoMARK ATS Component Storage and Handling
Procedure

QEPBO0OO1 DESI Certification Process Map (ASSURE 1.2 TDP
Appendix C)

Part and Model Number Scheme (ASSURE 1.2 TDP
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Appendix C)

QMIMMO02 EC Flow for Manufacturing (ASSURE 1.2 TDP
Appendix C)

QSP00023 Sectiond - Part Number Conirol (ASSURE 1.2 TDP
Appendix C)

QSP00023 Section 5 Engineering Change Process (ASSURE
1.2 TDP Appendix C)

QSP00023 Development & Manufacturing Standards
(ASSURE 1.2 TDP Appendix C)

QSP00023 Section 6 Product Appearance (ASSURE 1.2 TDP
Appendix C)

QPPB0001 DESI Product & Project Management Process
Map (ASSURE 1.2 TDP Appendix C) ‘

QSIOA019 S_PAP (Supplier Part Approval Process) (ASSURE
1.2 TDP Appendix C)

QSI0A021 Conformance of ten (10) (ASSURE 1.2 TDP
Appendix C)

QSPO0006 Purchdsing (ASSURE 1.2 TDP Appendix C)

QSFO0104 Supplier Certification Brochure (ASSURE 1.2 TDP
Appendix C) '

Quality assurance program

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Appendix J: Performance Metrics

2005 VVSG AccuVote-OSX 1.1.1 Technical Data Package
Quality Assurance Program

2005 VVSG AccuVote-OSX Technical Data Package
Quality Assurance Program

2005 VVSG ASM 1.1.1 Technical Data Package Quality
Assurance Program

2005 VVSG ASM 1.1.1 Technical Data Package Appendix
G: System and Data Integrity

2005 VVSG GEMS 1.21.1 Technical Data Package Quality
Assurance Program

2005 VVSG PCS 2.1.1 Technical Data Package Quality
Assurance Program

QSP00004 Design and Development (ASSURE 1.2 TDP
Appendix B)

QSP00017 Internal Quality Audits (ASSURE 1.2 TDP Appendix
B)

QSMO00001 North America Quality System Manual (ASSURE
1.2 TDP Appendix C)
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QSP0O000? Process Control (ASSURE 1.2 TDP Appendix C)

QSP00013 Control of Nonconforming Product (ASSURE 1.2
TDP Appendix C)

QSP00014 Corrective and Preventive Action (ASSURE 1.2
TDP Appendix C)

QSP00015 Preservation of Products (ASSURE 1.2 TDP
Appendix C)

QSPO0017_Internal_Quality_Audits (ASSURE 1.2 TDP
Appendix C)

QSICAO030 Tool Development & Maintenance

Quality Assurance Methodology (ASSURE 1.2 TDP Appendix
D)

QCMPO0002 Partners for Excellence (ASSURE 1.2 TDP
Appendix E)

QSP00012 Inspection and Test Status (ASSURE 1.2 TDP
Appendix E)

QCI20057 Material Review Process (ASSURE 1.2 TDP
Appendix E)

QCPB0004 Touch Screens Incoming Inspection Process
Map (ASSURE 1.2 TDP Appendix E)

QEPB0002 DESI Configuration Testing Process Map (ASSURE
1.2 TDP Appendix E)

QSPO0005 Document and Data Control Procedure
(ASSURE 1.2 TDP Appendix I)

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)QUALITY ASSURANCE POLICY & PROCEDURES

AUutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)Design Review Aftendance Form

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)Design Review Minutes Form

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)Quality Systems Procedures Master List Form

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)Quality System Audit Master Schedule

Automark Technical Systems Design Review Policy
AutoMARK ATS Document Change and Issue Procedure
AutoMARK ATS Document Control Policy

AutoMARK ATS Engineering Change Request/Change
Order Process
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AutoMARK ATS Engineering Development Policy
AutoMARK ATS Purchasing Procedure

AutoMARK ATS QUALITY ASSURANCE POLICY

AutoMARK ATS Quality System Audit Process

AutoMARK ATS Receiving Procedure

AutoMARK ATS System Report (Bug Reporting) Procedure

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)Corrective Action Control Log Form

ASSURE Security Manager Election Data Format 1.1 (ASM
1.1.1 TDP Appendix C)

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)Quality Assurance Test Cases

AutoMARKTM INFORMATION MANAGEMENT SYSTEM
(AIMS)QUALITY ASSURANCE TEST PROCEDURES

AutoMARK SOFTWARE QUALITY ASSURANCE TEST PLAN
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APPROVAL SIGNATURES

Signing below indicates approval of this Master TDP Review Plan for the NYSBOE Voting System Examination and
Verification Testing project.

Rex Reed, PMP, SysTest Labs, Senior Project Manager Date
Test Plan Author and Program Manager

Glenn Truglio, SysTest Labs, Chief Operating Officer Date
Project Director and Project Advisory Board

Robert Warren, NYSBOE, Date
Verification Project Manager

Tarry Breads, NYSBOE, Date
Admuinistrative Project Manager

Anna Svizzero, NYSBOE, Date
Director Of Election Operations :

Kim Galvin, NYSBOE Date
Deputy Director Of Election Operations

End of Master TDP Review Plan
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