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Document Revision History

The following is a record of the changes that have occurred in this document since the time of its original approval.

Version

2.0

a
a

Change Description
Section 1.4: Removed references to VSTL certification test efforts

Enhanced Section 1.4 to include high-level description of master test
plan, vendor-specific test plans, and vendor-specific test cases

Added Section 1.5 to introduce SysTest Labs’ ATOM methodology
Enhancements and additions to Section 2.2: In-Scope

Added Section 4.1 to introduce detailed implementation plan and
included the implementation plan in Appendix 8.2

Section 4.2: Added NY'S laws and requirements to list of schedule
factors

Section 5.2.2: Added responsibilities for security specialist

Author(s)

Rex Reed

03-Apr-08

3.0

Expanded Section 3.2 to note that the mapping of requirements to test
cases/test steps will be stored and maintained in the Master Requirements
Matrix

Expanded the Functional Configuration Audit table in Section 4.1 to
define the initial functional test pass, the regression test pass, and the run
for the record test pass

Outdent Section 6.2.2 (now Section 6.5) to produce a separate section for
list of deliverables, deliverable development, cm and versioning, and
deliverable submittal and acceptance by the NYSBOE

Added Section 6.3 to define the hardware testing change control

Added Section 6.4 to reference change management during test execution
to the Master Test Plan and Master Technical Data Package Review Plan

Updated Detailed Project Implementation Plan in Appendix 8.2

Rex Reed

29-Apr-08

4.0

Removed Section 1.5 to eliminate all specific references to SysTest Labs’
proprietary quality assurance methodologies and processes. The Quality
Management Plan is referenced in Section 6.6.

Rex Reed

05-May-08

5.0

Updated Section 2.4 to note that the deliverable due dates are the court-
mandated dates

Updated the order of project activities and start / finish dates in the
Overall Project Schedule in Section 4.1

Expanded Section 6.3.4.1 to verify that the hardware test cases will be
mapped to the Master Requirements Matrix

Included an updated detailed project implementation plan in Section 8.1.

Rex Reed

13-May-08
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1 PROJECT DESCRIPTION

1.1 Project Overview

HOEENEEE NYSBOE Voting System Examination and Certification Testing
NYSBOE Administrative Project Manager REUNARICEES
NYSBOE Compliance Project Manager [RR{o]JolsRWETef:!
SysTest Labs Program Manager (X QaGCE MY
SIS SRR EINES RV EYEGEICE Jennifer Garcia and James “Jet” Henry
SysTest Labs Hardware Test Manager [WARSEWSII)
SysTest Labs Project Director Kejllalslngils]ils]
MO 11-December-2007 through 10-December-2010

1.2 Project Background

The Help America Vote Act of 2002 was approved by Congress to address the issues of timely and accurate elections in the
United States. Specifically, the act was established to:

... “provide funds to States to replace punch card voting systems, to establish the Election Assistance Commission to assist in
the administration of Federal elections and to otherwise provide assistance with the administration of certain Federal election
laws and programs, to establish minimum election administration standards for States and units of local government with
responsibility for the administration of Federal elections, and for other purposes.”

Congress subsequently allocated $ 3.6 billion to support the Act. These funds are being allocated to states for a number of
purposes — especially to update voting systems (ballot creation, vote recording, vote tallying, and voter reporting) and to
establish a central, statewide list of all registered voters in each state.

New York State has passed its own HAVA legislation in July 2005 mirroring many requirements of the Federal legislation.

Before any voting system may be eligible for purchase in New York State (NYS), it must be certified by the New York State
Board Of Elections (NYSBOE) that such system(s) meet the requirements of the New York State election law (Section 6209
of Subtitle V of Title 9 of the Official Compilation of Codes, Rules and Regulations of the State of New York) and the
federal 2005 Voluntary Voting System Guidelines (2005 VVSG).

SysTest Labs has been contracted by the NYSBOE to act as the State’s federally certified Independent Testing Authority
(ITA) for the purpose of examination and testing for the State Board’s certification, decertification, and re-certification of
voting systems.

1.3 Project Purpose and Objectives

The purpose of the NYSBOE Voting System Examination and Certification Testing project is the examination and testing of
voting systems that have been submitted for purchase to New York State. The objective of this project is to subject each
voting system to complete and thorough testing to verify that each system satisfies the standards and requirements of the
Election Assistance Commission (EAC) 2005 VVSG, plus the additional requirements specified by New York State Law and
6209 regulations.

1.4 Program Plan Purpose

This integrated Master Program Plan shall be used to guide project planning, project execution, and project controlling and
monitoring. It is structured to ensure that the various elements of the project are properly coordinated and managed.

This master program plan will reference other specific project plans (i.e. Communications Management Plan, Quality
Management Plan, Master Test Plan, Vendor-Specific Test Plans, etc.). Where there is a discrepancy between the plans, this
Master Program Plan shall prevail.

To manage the anticipated workload, SysTest Labs has assigned a Senior Project Manager, Rex Reed, PMP, as the program
manager for the entire NYSBOE Voting System Examination and Certification Testing project. In this role, Mr. Reed is
responsible for the delivery of each of the voting systems submitted for testing, overall program and project management,
day-to-day management of the program, management of the test managers, status reporting, and attendance at the NYSBOE
meetings. Mr. Reed will be the primary project contact with the NYSBOE.
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Each of the voting systems submitted to SysTest Labs will be established as an individual test project within the scope of the
overall program. A test manager will initiate and execute the project as a typical SysTest Labs’ voting system certification
test effort. (However; this test effort differs from a typical certification test effort because of the inclusion of testing for New
York State requirements). This will allow for the use of SysTest Labs’ standard procedures and repeatable processes.
SysTest Labs’ standard document templates (test plans, test cases, discrepancy reports, certification reports, etc.) shall be
utilized and modified as required to satisfy NYSBOE requirements. This will assure that each system submitted for testing
will receive full attention from the program manager and assigned test manager to verify that all testing is thorough and
complete.

1.5 Master Test Plan, Vendor-Specific Test Plans and Vendor-Specific Test Cases

In addition to this Master Program Plan, SysTest Labs shall develop a Master Test Plan, Vendor-Specific Test Plans, and
Vendor-Specific Test Cases.

The purpose of the Master Test Plan is to create clear and precise documentation of the test methods and processes that
SysTest Labs, as NYSBOE’s Independent Test Authority (ITA), will use throughout the course of the NYSBOE Voting
System Examination and Certification Testing project. The Master Test Plan will be developed to IEEE and 2005 VVSG
standards

Documenting the test methods and processes will serve as the basis for ensuring that all major milestones and activities
required for effective verification testing can effectively and successfully be accomplished. The Master Test Plan will be
modified and enhanced as required throughout the test effort.

The overall purpose of the Master Test Plan is as follows:
o Defines the overall test approach
e Identifies required voting system hardware and software to be tested
o Identifies hardware, software, and tools to be used to support the testing efforts
o Defines the types of tests to be performed
o Defines the types of election and vote data required for effective testing
o Defines the types of security threats and vulnerabilities against which each voting system will be tested

e Identifies and establishes traceability from the Requirements Matrix to test cases, and from test cases to the
Requirements Matrix

o Defines the process for recording and reporting of test results
o Defines the process for regression testing and the closure of discrepancies

As part of the test effort for each Vendor, a Vendor-Specific Test Plan shall be developed. The purpose of the Vendor-
Specific Test Plan is to create a clear and precise plan of the specific test methods and processes that SysTest Labs will use to
test the Vendor-specific election procedures. All Vendor proprietary and confidential information will be included in this test
plan.

Utilizing the Master Test Plan and the Vendor-Specific Test Plan, SysTest Labs will develop a suite of detailed and
repeatable test cases for each Vendor that will ensure that the voting system meets all applicable requirements of the 2005
VVSG, NYS laws and 6209 regulations, and associated Vendor specific requirements.
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2 ScorE
2.1 Objectives and Scope Statement

NYSBOE currently anticipates that ten to fourteen voting systems may be initially submitted for certification testing —
consisting of both optical scan systems and DRE systems, each with assistive devices for persons with disabilities.
Subsequent tasks will be sporadic, occurring as new systems are submitted for full certification, or when upgrades and/or
modifications are made to previously certified systems.

The project scope defines all the work required, and only the work required, to successfully complete the NYSBOE Voting
System Examination and Certification Testing project. The following sections shall serve to define and control what is, and
what is not, included as part of this project.

2.2 In-Scope
The following program tasks shall be considered in-scope for the NYSBOE Voting System Examination and Certification
Testing project.
Q Project kick-off meeting
Q Master Program Plan (this document) containing the following deliverables:
o SysTest Project Organization Chart
Program Schedule
Program Quality Assurance Plan
Program Change Control Plan
Program Communications Plan
o Program Issue and Risk Management Plan
On-going project management tasks and activities
On-going project status reporting and meetings
On-going project issue and risk management

Requirements traceability (to include all VVSG and NYSBOE requirements), management, and verification of
testing

Evaluation of prior ITA/VSTL artifacts for possible re-use
Evaluation of prior SysTest Labs’ VSTL testing artifacts for possible re-use

o O O O

000 Oo

Review of Technical Data Packages (TDP’s) as part of each individual test project

Creation and maintenance of the Master Test Plan and Master TDP Review Plan

Voting system specific test plans, as part of each individual test project

Voting system specific test cases (to verify all VVSG and NYSBOE requirements), as part of each individual test
project

Voting system specific test execution and regression testing (to verify all VVSG and NYSBOE requirements), as
part of each individual test project

Voting system specific final test reports, as part of each individual test project

O Project closure activities, including hash-checking, software escrow, return of hardware, archival of all project
artifacts, lessons learned, etc.

OO0D0O0O0D

O

Voting system manufacturers will submit systems to the NYSBOE in one of two configurations:
O Lot1 - full system testing
O Lot 2 —ballot marking device and election management system testing
O Newly submitted systems — full system testing of Vendor voting systems submitted after the Lot I test effort
O Vendor modifications — system testing of NYSBOE approved Vendor modifications and enhancements
To successfully manage the anticipated workload, each of the voting systems submitted to SysTest Labs for testing will be

established as an individual test project. Project management, test management, and test tasks that shall be considered in-
scope for each individual test effort are:

Q Internal test kick-off meeting

O Creation of the vendor-specific test plan and schedule

O Customization of test cases with vendor-specific modifications
O Delivery management
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Documentation review

Source code review

Functional testing

Discrepancy reporting, tracking, and regression testing
Test reporting and status meetings

Q Creation of the final test report

2.3 Out-Of-Scope

00000

Any work that is outside of the agreed-upon work defined in the “In-Scope” section is considered out of scope and must be

processed through the change control process.

2.4 Major Project Deliverables

The following is a summary of the major project activities and deliverables and the court-mandated deliverable due dates.

Deliverable Due

Project Activity / Deliverable Date Approver(s)

Deliverable 1 - Project Kick-Off Meeting January 08, 2008 NYSBOE
Deliverable 1 - Integrated Master Program Plan (this document), to include the
following deliverables:

O SysTest Project Organizational Chart

O Program Schedule

a Program Quiality Assurance Plan February 28, 2008 NYSBOE

Q Program Change Control Plan

Q Program Communications Plan

Q Program Issue and Risk Management Plan
Deliverable 2 — Ongoing Project Management Services, consisting of the following:

O Regularly scheduled project status meetings with NYSBOE

O Weekly written project status reports On-going NYSBOE

Q Participation in regularly scheduled Project Steering Committee meetings

O Project issue and risk tracking and management
Sgllql(\j/aerrgsfni N'Lgsgg%?:gﬂ::zmzzg Confirmation Matrix containing 2005 VVSG February 07, 2008 NYSBOE
Eﬁ::]\:aerr?'?f 4 — Evaluation Of Prior certification testing artifacts developed by May 15, 2008 NYSBOE
Deliverable 5- Review Of Manufacturer’s Technical Data Packages (TDP’s) June 26, 2008 NYSBOE
Deliverable 6 — Master Test Plan April 10, 2008 NYSBOE
Deliverable 7 — Voting System Specific Test Plans July 17, 2008 NYSBOE
Deliverable 8 — Voting System Specific Test Execution October 01, 2008 NYSBOE
Deliverable 9 — Voting System Specific Individual Test Reports October 06, 2008 NYSBOE
Deliverable 10 — Voting System Specific Final Test Reports October 22, 2008 NYSBOE

2.5 Completion Criteria

A project activity and/or deliverable shall be considered complete when the following tasks have been accomplished:

1. The activity and all corresponding documentation are complete.

2. The deliverable(s) for the activity has been forwarded to the NYSBOE for review and approval.

3. The deliverable(s) for the activity has been approved and accepted by the specified NYSBOE reviewer(s) and

approver(s).
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3 REQUIREMENTS AND TRACEABILITY

3.1 NYSBOE Requirements

Each of the voting systems submitted to SysTest Labs for testing shall be tested to verify compliance with the 2005 VVSG
standards and all New York State elections laws and 6209 regulations.

The NYSBOE will provide a requirements matrix. As part of the program kick-off meeting and subsequent work sessions,
the NYSBOE and SysTest Labs will discuss the requirements and jointly develop a final Master Requirements Matrix, which
will be used to verify compliance with the requirements for each of the vendor-specific test projects.

3.2 Requirements Traceability

SysTest Labs will develop traceability for all 2005 VVSG standards, New York state election laws, and 6209 regulations to
their respective test artifacts and test cases. This traceability will confirm that all 2005 VVSG standards and NYSBOE
requirements that are in scope for this project have corresponding tests of the proper type, and that all standards and
requirements have been satisfied as part of the test execution of each of the vendor-specific test projects.

The traceability of each requirement to its corresponding test case(s) and test step(s) will be stored and maintained in
Borland’s CaliberRM requirement management tool, and the NYSBOE Master Requirements Matrix.
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4 SCHEDULE
4.1 Overall Project Schedule

The following table displays all of the high-level tasks required to complete the NYSBOE Voting System Examination and

Certification Testing project, and the start and finish date for each task.

Project Activity / Task

Initial Project Planning — Completion of the review and analysis of NYSBOE
requirements matrix

Start Date
January 11, 2008

Finish Date
January 24, 2008

Initial Project Planning — Meetings with NYSBOE to discuss requirements
and jointly develop the final Master Requirements Matrix

January 25, 2008

February 07, 2008

Development of the Master Program Plan (this document)

February 08, 2008

February 28, 2008

NYSBOE review and approval of the Master Program Plan

February 29, 2008

March 20, 2008

Development of the Master Test Plan March 21, 2008 April 10, 2008
NYSBOE review and approval of the Master Test Plan April 11, 2008 May 01, 2008
Erg/?g\:/sl Configuration Audit — Pre-Hardware Testing System Configuration May 04, 2008 May 04, 2008
Hardware test planning and execution May 05, 2008 June 06, 2008
Physical Configuration Audit - System Configuration Review June 09, 2008 June 09, 2008
Physical Configuration Audit — PCA Document Review April 30, 2008 June 18, 2008
Development of Vendor-Specific Test Plans April 29, 2008 May 20, 2008
NYSBOE review and approval of Vendor-Specific Test Plans May 21, 2008 June 11, 2008
Physical Configuration Audit — PCA source code review May 22, 2008 June 11, 2008
Functional Configuration Audit — consisting of: N/A N/A
Development of Vendor-Specific Test Cases April 25, 2008 June 10, 2008

Physical Configuration Audit — Pre-Functional Testing System
Configuration Review

June 09, 2008

June 09, 2008

Functional Testing / Trusted Build Before Initial Test Pass

May 30, 2008

June 11, 2008

Functional Testing / Initial Test Pass — consisting of test execution of all

test cases June 12, 2008 July 18, 2008
Functional Testing / Trusted Build Before Regression Test Pass July 23, 2008 July 24, 2008
Functional Testing / Regression Test Pass — consisting of testing of July 25, 2008 August 15, 2008

discrepancy fixes

Functional Testing / Trusted Build Before Run For The Record Test Pass

August 20, 2008

August 22, 2008

Functional Testing / Run For The Record — consisting of vendor code
freeze and test execution of required test cases

August 25, 2008

September 29, 2008

Development of Vendor-Specific Final Test Report

September 08, 2008

October 01, 2008

NYSBOE review and approval of Vendor-Specific Test Report

October 02, 2008

October 22, 2008

4.1 Detailed Project Implementation Plan

Appendix 8.2 — Detailed Project Implementation Plan contains the implementation plan (in Microsoft Project) including the

deliverables, activities and tasks, dependencies, durations, and resources.

The first sections of the implementation plan include the project and test planning tasks and cover the following deliverables:

Q Deliverable 1 — Initial Project Management Deliverables

O Deliverable 3 — Testing Requirements Confirmation Matrix
Q Deliverable 4 — Evaluation Of Prior Work

Q Deliverable 5 — Review Of Technical Data Package

Q Deliverable 6 — Master Test Plan

The remaining sections of the implementation plan include the Vendor-specific tasks and cover the following deliverables:

O Deliverable 2 — On-Going Project Management Services

Q Deliverable 4 — Evaluation Of Prior Work
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a

Deliverable 5 — Review Of Technical Data Package
Deliverable 7 — Vendor-Specific Test Plans
Deliverable 8 — Vendor-Specific Test Execution
Deliverable 9 — Draft Vendor-Specific Test Reports
Deliverable 10 — Final VVendor-Specific Test Reports

While the activities will remain the same for all Vendor-specific activities, the duration and resources will change for each
Vendor, based on the factors specified in the next section. The schedule and detailed implementation plan for the testing of
each Vendor-specific voting system shall be included as part of each Vendor-specific test plan.

4.2 Schedules of Vendor-Specific Test Efforts

The schedule for the testing of the vendor-specific voting systems will vary based on a number of factors; including, but not

limited to:

O The size, complexity, and quality of the Vendor’s voting system and the number of components that make up the
entire voting system

O The number of lines of code included in the Vendor’s source code, the number of languages utilized, and the quality
of the code

Q The number of documents included in the Vendor’s TDP package, the size of the documents, and the quality of the
documentation

Q The increased level of test planning and test execution required by the inclusion of all New York State Law and
6209 requirements

aQ The amount of source code review, documentation review, and system testing that can be leveraged from the
previous ITA’s or other VSTL labs’ artifacts, assuming that there have been no hardware or software changes since
the system was submitted to the previous ITA or VSTL

a The amount of source code review, documentation review, and system testing that can be leveraged from previous

or current testing being performed by SysTest Labs, assuming that there have been no hardware or software changes
since the system was submitted to SysTest Labs

The schedule and detailed implementation plan for the testing of each Vendor-specific voting system shall be included in
each Vendor-specific test plan.
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5 ORGANIZATION AND RESOURCE MANAGEMENT

5.1 Project Team Composition
5.1.1 NYSBOE Project Team Composition

The following chart identifies the members of the NYSBOE Election Operations Unit.

Anna Svizzero
Director

[ Klim Galvin
Debutv Director

Tarry Breads
Administrative Project Manager

[ Lisa Shaw

_[ Secretary 1

I
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5.1.2  SysTest Labs Project Team Composition

The following chart identifies the members of the SysTest Labs NYSBOE Voting System Examination and Certification
Testing project team.

NYSBOE Program
Management Office

Jerry Prochazka
SysTest Labs
Internal Quality
Assurance Manager

SysTest Labs Advisory Board
- Brian Phillips
- Glenn Truglio
- James Nilius

SysTest Labs Administrative
Assistant

Rex Reed, PMP,
————— SysTest Labs —_———
Program Manager

Kevin Keelan
SysTest Labs
Account Manager

Al Backlund
SysTest Labs
Voting Systems
Hardware Test
Manager

Jennifer Garcia
SysTest Labs
Voting Systems Test
Manager

James Henry
SysTest Labs
Voting Systems Test
Manager

Daniel Weiske, CISSP,
CISA,CAP, NSA-IAM
SysTest Labs
Senior Security
Specialist

Sridevi Jakileti
SysTest Labs
Senior Source
Code Reviewer

Vendor-Specific
SysTest Labs
Senior Voting

Test Specialists

Source Code Reviewers, Document Reviewers, and Voting NVLAP or A2LA Accredited
System Test Specialists Hardware Testing Labs

5.2 Roles and Responsibilities
5.2.1 NYSBOE Project Team and Roles

The following table identifies the NYSBOE project team (as identified in the Communications Management Plan) and
defines each team member’s role within the New York State Board of Elections.

Team Member ‘ Role
Robert Warren Certification Project Manager
Tarry Breads Administrative Project Manager
Douglas Kellner Commissioner
Stanley Zalen Co-Executive Director
Anna Svizzero Director Of Election Operations
Kim Galvin Deputy Director Of Election Operations
Allison Carr Special Counsel
Lee Daghlian Public Information Officer
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Team Member ‘ Role

Robert Brehm Deputy Public Information Officer
Todd Valentine Co-Executive Director

Paul Collins Deputy Counsel

Robert Gronczniak, PMP, NYSTEC Consultant to the NYSBOE

Nils Ekberg, NYSTEC Consultant to the NYSBOE

Rob Zeglen, CISSP, NYSTEC Consultant to the NYSBOE

5.2.2 SysTest Labs Project Team Roles and Responsibilities

The following table identifies the SysTest Labs project team and defines each team member’s roles and responsibilities
within the project.

Team Member ‘ Role | Responsibilities

O Primary SysTest Labs contact with NYSBOE

Q Overall program management and project
delivery

Rex Reed, PMP Program Manager 0 Development, delivery, and maintenance of all
project deliverables

Q Verification of quality assurance throughout the
project

O Project support with ITA process, business
policy-related matters, management issues and

Brian Phillips, CEO Project Advisory Board concerns

Q Quality review of project deliverables

Q Backup for project team

Project support with ITA process, business

policy-related matters, management issues and

Glenn Truglio, COO and Project Proiect Advisorv Board concerns
Director oJec sory boa Quality review of project deliverables

O

Backup for project team
Contract management

Project support with ITA process, business
policy-related matters, management issues and

Jim Nilius, VP of Compliance Project Advisory Board concerns
Quality review of project deliverables

0|00 O

Backup for project team
Quality Assurance Subject Matter Expert

Provide QA oversight, coordination, and
support

Assure adherence to all quality standards
In-house quality audits

O Maintenance of SysTest Labs Quality System
Manual and Standard Lab Procedures

000D

Jerry Prochazka, Quality Assurance Internal Quality
Manager Assurance

0D
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Team Member Responsibilities

Q Functional testing and requirements Subject
Matter Expert

O Management of vendor-specific test efforts

O Functional test input into Master Test Plan and
Master TDP Review Plan

O Development and management of requirements
traceability

a Development of vendor-specific test plans and
test cases

O Management of test leads and test analysts

Q Development of vendor-specific test reports

O Responsibility for all technical aspects of the
project

Q Verification of quality assurance throughout
testing

O Management of vendor-specific test efforts

Q Management of Master Test Plan development
effort

Q Development and management of requirements
traceability

Q Development of vendor-specific test plans and
test cases

O Management of test leads and test analysts

a Development of vendor-specific test reports

O Responsibility for all technical aspects of the
project

Q Verification of quality assurance throughout
testing

O Hardware testing Subject Matter Expert

O Management of vendor-specific hardware test
efforts

O Development of vendor-specific hardware test
plans and test cases

O Management of hardware testing and liaison
with hardware test labs

O Development of vendor-specific test reports

Q Verification of quality assurance throughout
testing

O Security testing Subject Matter Expert

O Security test input into Master Test Plan and
Master TDP Review Plan

O Development and management of requirements
traceability

O Security input into development of vendor-
specific test plans and test cases

O Development of security specific test cases

Q Security input into development of vendor-
specific test reports

QO Responsibility for all security technical aspects
of the project and monitoring of security testing

O Account management

Account Management O Primary contact with NYSBOE contracting
office

Jennifer Garcia, Voting Systems Test | Individual Test Project
Manager Management

James Henry, Voting Systems Test Individual Test Project
Manager Management

Hardware Test
Al Backlund, Hardware Test Manager | Management For All
Individual Test Projects

Daniel Weiske, CISSP, CISA, CAP,

NSA-IAM Senior Security Specialist

Kevin Kealan, SysTest Labs Account
Manager
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6 PROJECT MANAGEMENT PROCESSES

6.1 Communications Management Plan

The Communications Management Plan describes the communications requirements and expectations for the project; how
and in what format information will be communicated and stored; when and where each communication will be made; which
stakeholders require what information; and who is responsible for providing each type of communication.

The Communications Management Plan for the NYSBOE Voting System Examination and Certification Testing project is
contained in a separate document titled “Communications Management Plan For NYSBOE Voting System Examination and
Certification Testing”.

6.2 TDP Check-In and Change Control

This change control plan describes the process for the receipt, check-in, and storage of Technical Data Package (TDP)
documents and source code that is received from the Vendors, as well as the receipt and storage of other Vendor-specific
documentation.

6.2.1 Scope

This procedure pertains to all vendor TDP deliverable check-in activities performed by SysTest Labs as part of the NYSBOE
Voting System Examination and Certification Testing project.

These deliverables include documents, source code, executables, and software. The vendor also provides items that do not
require check-in or version control, but are saved in the project folder on the NYSBOE server. These items include the TDP
trace, Supported Functionality Declaration (SFD), development status reports, and other correspondence from the vendor.

6.2.2  Description of the Supported Functionality Declaration (SFD)

6.2.2.1 A list of vendor-supported functionality and vendor-specific requirements is supplied to SysTest
Labs by each vendor via the Supported Functionality Declaration (SFD) Form. This form contains
a fixed set of voting system functional features, based on the Voluntary Voting System Guidelines
(VVSG 2005). The vendor completes the form by marking which listed features are included or
excluded from the system’s functionality set. The completed SFD form then becomes the set of
vendor-supplied requirements, and shall be a scope-defining artifact for that vendor-specific test
engagement.

The SFD form is received from the vendor at project startup and shall be stored in the non-TDP folder on the secured
NYSBOE server. The SFD form is then used, unchanged, throughout the project.

If the vendor chooses to revise the SFD after its initial submittal, the prior form shall be dated and labeled “Do Not Use”, and
retained in the project directory. The updated submittal shall become the SFD form of record.

6.2.3 Objectives

TDP check-in for the NYSBOE Voting System Examination and Certification Testing project involves the following tasks
and subtasks.

O Check-in of documents, source code, and executable code
o ldentifying what to check-in and storing non-TDP items
o Placing electronic files in the Project sub-folder of the TDP folder
o Providing a receipt and notifying SysTest Labs Managers
o Entering TDP items into the check-in system
o  Storing or returning removable media used to convey electronic files

O Running TDP reports as needed

6.2.4 Responsibilities

The check-in of TDP documents, code, and executables shall be performed by the Delivery Manager or a Voting Specialist(s)
assigned by the Project Manager.

The execution of TDP reports shall be performed by the Delivery Manager, Chief Engineer, or a VVoting Specialist who has
access to the reporting system.
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6.2.5 Check-In of TDP Documents and Code

The acceptance and check-in of TDP items shall be governed by SysTest Labs standard quality assurance policies and
procedures. TDP items from a Vendor or from another voting test laboratory arrive via an FTP site (with email notification
from the provider), via email using encryption, or on removable media such as CD-ROMs. TDP items must be checked-in as
soon as possible, preferably within one (1) business day of receipt, to maintain accurate records and to facilitate assessment.
This task addresses the check-in of TDP documentation, source code, and executable code.

6.2.6 Resources and Locations for Document and Code Check-In

Items to be checked in shall be stored on the secured NYSBOE server, in the TDP folder, in a sub-folder created for the
specific Vendor. All TDP items shall be stored in folders named according to the date of receipt.

6.2.7 Identifying What to Check-In and Storing Non-TDP Items

The following items received from the vendor do not need to be checked-in or kept under version control. The following
items shall be stored in a sub-folder, within the vendor folder, named Non-TDP Items:

O Supported Functionality Declaration (SFD)
a Vendor trace
O Discrepancy report responses

The following items received from the vendor do not need to be checked-in or kept under version control. The following
shall be stored in a sub-folder, within the vendor folder, named Correspondence:

Q Vendor status reports, such as schedule of code delivery

Q Other emailed or scanned correspondence between SysTest Labs, the NYSBOE and the vendor; if the Project
Manager or Vice President of Compliance Services deems these necessary to be saved based on relevance to the
project

The following vendor delivered items shall be checked-in and stored in the vendor folder and kept under strict version
control:

TDP documents corresponding to the VVVSG Volume 2 Section 2 and related supporting documents
Source code
Witnessed builds

Other electronic files provided for testing, such as ballots and configuration files

0O 0o 0 O

Reports, source code, documentation, and other TDP items from other ITA/VSTL labs
6.2.8 Storing Electronic Files in the Vendor TDP Folder

In the vendor sub-folder within the TDP folder on the secured NYSBOE server; a new folder shall be created. The name of
this new folder shall identify:

O The date the materials were received by SysTest Labs, in the format YYYYMMDD
O The item type (SC for source code, D for documentation, TB for trusted build, O for other items)
O The three-letter code assigned to the vendor, subcontractor, or hardware lab

The received files shall be stored in the newly created sub-folder. If the vendor provides files in a compressed format, such
as a zip or tar file, the file shall be unzipped into a folder that has the same name as the zipped file. When source code files
are decompressed, the zip or tar file shall be retained. The compressed source code file shall always be retained.

6.2.9 Notification of Receipt of TDP Items

The vendor and the NYSBOE shall be notified, via email, of the receipt of TDP item(s) and source code. The SysTest Labs
Project Manager and Test Manager (and the Source Code Review Lead if source code was submitted) shall be included in
this notification.

6.2.10 Voting Check-In System

The SysTest Labs Delivery Manager shall check-in and manage all new and existing TDP items received from the Vendors.
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As stated in the 2005 VVSG, Volume 2, Section 2.1.1.1, the following is the minimal documentation required for inclusion in
a vendor’s TDP package:

Q System configuration overview

System functionality description

System hardware specifications

Software design and specifications

System test and verification specifications
System security specifications

User/system operations procedures

System maintenance procedures

Personnel deployment and training requirements

Configuration management plan

0O 000D 00D 0 0 O

Quality assurance program
Q System change notes

Items that are supplemental to the TDP and include multiple related files (such as hardware schematics or manuals for the
vendor’s configuration management software) shall be checked in as a group rather than individually.

6.2.11 Storage of Removable Media Used to Convey Electronic Files

After checking-in electronic files to the TDP sub-folder, the Delivery Manager shall archive all CD-ROMs, disks, and other
media in the secure voting repository, unless the Project Manager authorizes returning them to the vendor.

6.2.12 Running TDP Reports

In the Voting Check-In system, users shall be able to generate reports of documents or deliveries by date. This is helpful to
track receipt of items or audit check-in activities. The report lists all items delivered for the project in order by TDP
submission date. The Document Report lists documents submitted in alphabetical order, omitting documents flagged as
“replaced”. The reports can be saved in PDF format using FileMaker Pro. Reports shall be saved on an as-needed basis, as
authorized by a SysTest Labs Manager.

6.3 Hardware Testing and Change Control

This procedure documents SysTest Labs’ processes and procedures to verify a consistent method for hardware test
management and change control throughout hardware test execution.

6.3.1 Scope

This procedure pertains to the management of all environmental hardware tests that will be performed by SysTest Labs as
part of the NYSBOE Voting System Examination and Certification Testing project, including the change control
methodology for the review, evaluation, testing, and tracking of hardware engineering changes.

6.3.2 Objectives
Hardware test management involves the following primary tasks and multiple subtasks.
O Hardware Test Definition
o Define the hardware test effort
o Develop the hardware test plans
O PCA System Configuration Audit
o Perform system configuration — environmental audit
o Photograph system components
o  Take accessibility measurements
o Coordinate with the Vendor to complete the audit

Q FCA Hardware Test Review
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O Track Hardware Lab Status
Q Process Engineering Changes
o Check-in engineering changes approved by the NYSBOE
o Test execution of the engineering change
o Receive completed engineering change form from hardware lab
o Track status of engineering change and testing
o Provide regular status report of engineering change testing to Project Manager
o Provide input from engineering change to Vendor Final Test Report
O Receive and review test report from hardware lab

Q Provide input to Vendor-Specific Final Test Report
6.3.3 Responsibilities

To complete the hardware test definition, the SysTest Labs Hardware Test Manager creates a list of the test set requirements
and generates the hardware test plans for each Vendor.

The Hardware Test Manager and/or the Lead Voting Test Specialist is responsible for conducting the PCA System
Configuration Environmental Audit.

The Hardware Test Manager is responsible for the evaluation and review of engineering changes approved by the NYSBOE.

The Hardware Test Manager or Lead Voting Test Specialist is responsible for the check-in and review of engineering
changes.

The Hardware Test Manager or Lead Voting Test Specialist is responsible for completing the engineering change report,
reporting the status to the NYSBOE, and providing input from the report for the Vendor-Specific Final Test Report.

The Hardware Test Manager is responsible for regular status reports to the Project Manager and input of hardware test results
into the Vendor-Specific Final Test Report.

6.3.4 PCA System Configuration Audit
6.3.4.1 Defining the Hardware Test Effort

The Hardware Test Manager will review the hardware testing that was performed by the prior ITA, as well as prior and/or
current hardware testing performed by SysTest Labs for the purpose of identifying previous hardware testing that may be
leveraged.

The acceptance and use of previous hardware environmental testing will be based on the following criteria:

O The configuration of the equipment being presented for testing is substantially identical to the equipment that was
previously tested and certified and that all changes made to the hardware configuration of the equipment being
presented for testing, from the hardware that was previously tested and certified, are confirmed to be de minimis
changes.

O The standards and requirements under which the previous testing and verification was performed are equal to or
more demanding than the current requirements.

O There have been no significant changes to the test methods.

Q The lab that completed the hardware environmental testing and verification meets the NYSBOE’s requirements for
accreditation as defined in NIST HANDBOOK 150-22: 2005.

The Hardware Test Plans shall contain the results of this evaluation and display a list of the hardware testing that SysTest
Labs recommends be accepted by the NYSBOE. The hardware test reports from the prior testing will be included as part of
the Hardware Test Plans.

All hardware tests shall be executed, except for prior hardware tests that have been accepted by SysTest Labs and the
NYSBOE.

All hardware tests shall be mapped to the corresponding 2005 VVSG requirements, NYS Laws, and 6209 regulations in the
Master Requirements Matrix.
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The following table displays the list of hardware tests and the corresponding VVSG requirement(s) satisfied by each.

Test | Task | 2005 VSSG Requirement
Non-Operating
Maintainability V2,4.7.2
Safety Evaluation V1, 3.4.8
Environmental - Non-Operating
Bench Handling V2,4.6.2
Vibration V2,4.6.3
Low Temperature V2,4.6.4
High Temperature V2,4.6.5
Humidity (85%) Soak V2,4.6.6

Environmental - Operating

Accessibility and Human Engineering Evaluation V1,349,V1,227.2

Temperature/Power Variation and Reliability V2,4.7.1
Data Accuracy V2,4.7.1.1
Other Environmental Tests
(Electrical)
Power Disturbance V2,4.8.1
Electromagnetic Radiation V2,482
Electrostatic Disruption V2,4.8.3
Electromagnetic Susceptibility V2,484
Electrical Fast Transient V2,4.85
Lightning Surge V2,4.8.6
Conducted RF Immunity V2,487
Magnetic Fields Immunity V2,4.8.8

6.3.4.2 Developing the Hardware Test Plans
The Hardware Test Manager will develop the Hardware Test Plans.

The purpose of the Hardware Test Plans is to document the testing requirements of the Vendor’s voting system. The
Hardware Test Plans will be used by the Hardware Test Lab to perform all required testing and verify that all 2005 VVSG
and New York State requirements are satisfied.
The following two (2) Hardware Test Plans shall be developed for each Vendor:

O Hardware EMC Test Plan

O Hardware Environmental Test Plan

The Hardware EMC Test Plan consists of the following sections:
Q Introduction
o Overview
o Qualifications
o Vendor
o Vendor Restricted Information
o Reference Documents
Q Test Summary
O Product Description
o Intended Use

o Equipment Under Test
o Power Supplies
o Accessories
o Oscillator Frequencies
o Interconnecting cables
o Software

O TestPlan

o Operating Modes and Configurations For EMC Testing
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a

a
a

o Treatment of Test Failures
o Test Documentation
o Test Facility Location
EMC Tests
o Electromagnetic Emissions
o Electromagnetic Immunity
List of Tables
List of Figures

The Hardware Environmental Test Plan consists of the following sections:

a

a
a

a

Introduction
o Overview
o Qualifications
o Vendor
o Vendor Restricted Information
o Reference Documents
Test Summary
Test Hardware and Software
o Equipment Under Test
o Power Supplies
o Accessories
o Software
Test Requirements
o Test Procedures
o Non-Operating Environmental Tests
o Operating Environmental Tests

6.3.4.3 PCA System Configuration Audit

The PCA System Configuration Checklist. HW_Traveler (called the PCA Traveler) template contains the following tabs for
the relevant hardware tests.

a

a

a

Test Case tab: The Hardware Test Manager completes this tab upon completion of all hardware testing. The
purpose of this tab is document all hardware tests performed.

System Configuration — Environmental tab: The Hardware Test Manager or Lead Voting Test specialist completes
this tab. The hardware contents of this worksheet are entered when the equipment is received from the vendor for
testing and is updated by the functional test team with software configuration information prior to the start of
functional testing.

Operational Status Check tab: The steps required to perform an operational status check are defined for the
hardware equipment under test. The operational status check is performed before and after each non-operational test
to verify proper operation of the equipment.

Accessibility Test tab: The Common Standards section is completed by the Hardware Test Manager for all other
requirements where applicable.

Maintainability Test tab: The Hardware Test Manager completes the applicable sections of this tab.

The Hardware Test Manager reviews the information received from the Hardware Test Lab and the SysTest Labs voting test
team to ensure accuracy, then combines the worksheets into one PCA document.

6.3.4.4 Storage Location for System Configuration Audit

The test environment hardware configuration and accessibility measurements are documented in the PCA System
Configuration Checklist HW Traveler (called the PCA Traveler). The traveler for each Vendor is stored in the “PCA
Hardware-Software Audit” folder on the secured SysTest Labs NYSBOE server.
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6.3.4.5 Auditing the System Configuration for Environmental Hardware Testing

The Hardware Test Manager will complete the System Configuration — Environmental tab of the PCA Traveler. This tab
contains instructions for completing the form to reflect the system configuration and all components and versions of the
Vendor’s hardware.

6.3.4.6 Photographing the System Components

The Hardware Test Manager will photograph the Vendor’s voting system while completing the system configuration audit.
All components of the voting system shall be photographed with the serial numbers visible. The digital photographs are
stored in the same folder as the PCA Traveler and will be referenced in the PCA Traveler.

6.3.4.7 Performing HAVA Accessibility Measurements

The Hardware Test Manager will measure the Vendor’s voting system to verify compliance with the HAVA 301 accessibility
requirements for height, clearance, and reach. The measurements and pass/fail status are recorded in the Common Standards
area of the Accessibility Test tab of the PCA Traveler.

6.3.5 Hardware Test Execution

The Hardware Test Manager or the Lead Voting Test Specialist will always be on-site at the Hardware Test Lab throughout
the execution of the Vendor hardware test effort. The purpose is to track the status of the testing being performed by the
Hardware Test Lab and to identify and follow up on any issues that arise so that the NYSBOE and the SysTest Labs Project
Manager will always be informed of test progress.

Discrepancies discovered during test execution will be documented and forwarded to the NYSBOE and the Vendor for
review, analysis, and resolution.

The Hardware Test Manager is responsible for daily status reports to the SysTest Labs Project Manager and input into the
weekly status report to the NYSBOE.

Upon completion of the hardware tests, the Hardware Test Manager will record the test results and pass/fail status in the
System Configuration — Environmental tab of the PCA Traveler.

6.3.6 Change Control and Processing Engineering Changes
6.3.6.1 Definitions

When issues are identified during hardware environmental testing, a SysTest Labs discrepancy report is forwarded to the
NYSBOE and the Vendor. An Engineering Change (EC) is provided by the Vendor in response to the hardware related
discrepancy. The Hardware Test Manager shall review the discrepancy resolution to ensure that the changes documented in
the EC are equivalent to any change implemented as a result of mitigating an issue during hardware testing.

If the Vendor desires to make a hardware change to the voting system that is not included in their original application to the
NYSBOE, the Vendor must submit an update to their application to the NYSBOE explaining the scope and purpose of the
change. Upon approval by the NYSBOE, an engineering change may then be submitted to SysTest Labs. The Hardware
Test Manager shall evaluate the change and determine which hardware tests require execution to completely and thoroughly
test the modification.

6.3.6.2 Process

For an engineering change, the Vendor shall describe the change and the reason for the change. The Vendor shall also
provide all documentation for the affected subassembly, and the top-level BOM or configuration showing where the
subassembly is used in the voting system. The Hardware Test Manager will evaluate the change and document the results of
the evaluation using the SysTest Labs’ Engineering Change Evaluation Review form.

The objectives of the evaluation are to:

Describe the change(s)

O Describe the testing, test methodology, and /or documentation updates required
Q Upon completion of the testing, describe the test results
O Document the results, provide status to the SysTest Labs Project Manager and the NYSBOE, and provide input for

the Vendor Final Test Report

The status of the engineering change is tracked on the Engineering Change Report Log.
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The Hardware Test Manager will download the engineering changes and all associated documentation, prepare the
Engineering Change Evaluation and Review form, update the Engineering Change Report Log, and schedule testing with the
Hardware Test Lab.

The Hardware Test Lab will complete the testing and the Hardware Test Manager shall update the Engineering Change
Report Log.

When there are outstanding ECs, the status of the engineering change will be reported as part of the weekly status report to
the NYSBOE.

6.3.6.3 De Minimis Determination

The Hardware Test Manager will make an independent determination of a Vendor claim that an engineering change is de
minimis and therefore does not require hardware testing. The evaluation will be forwarded to the NYSBOE for review and
approval.

SysTest Labs’ determination for the NYSBOE will be based on the following EAC 2007 Guideline, Section 3.5:

“Manufacturers must submit any proposed de minimis change to an EAC VSTL for review and endorsement.
The Manufacturer will provide the VSTL (1) a detailed description of the change; (2) a description of the facts
giving rise to or necessitating the change; (3) the basis for its determination that the change will not alter the
system’s reliability, functionality, or operation; and (4) upon request of the VSTL, a sample voting system at
issue or any relevant technical information needed to make the determination. The VSTL will review the
proposed de minimis change and make an independent determination as to whether the change meets the
definition of de minimis change or requires the voting system to go through additional testing as a system
modification. If the VSTL determines that a de minimis change is appropriate, it shall endorse the proposed
change as a de minimis change. If the VSTL determines that modification testing and certification should be
performed, it shall reject the proposed change. Endorsed changes shall be forwarded to the EAC Program
Director for final approval, per document “Testing and Certification Program Manual, Version 1.0, OMB 3265-
0004, Section 3.5.2.1.” Rejected changes shall be returned to the Manufacturer for resubmission as system
modifications.”

6.3.6.4 Check-In Of Engineering Changes
The following process shall govern the check-in of engineering changes.

Q Upon approval of the engineering change by the NYSBOE, the Vendor will forward the engineering change via
email, on a CD-ROM, or posted to the Vendor’s FTP site.

O The Documentation Coordinator will download the engineering change and store all Vendor-supplied
documentation in the EC folder set up in the Vendor’s “Other” directory on the secured SysTest Labs NYSBOE
Server.

O The Hardware Test Manager will check-in the engineering change on the Change Report Log.
o Aline will be added at the top of the table in the log so that the latest engineering change appears first.
o Enter the EC ID, date received, and the date the evaluation is due.
Complete the Description field from the Vendor’s documentation that has been input into the engineering change.

In the System column, complete the system and component fields. Review the changes and forward to the
Hardware Test Lab.

Review the documentation supplied by the Vendor to determine the nature and extent of the change(s).
For each engineering change:
o Complete the top portion of the Engineering Change Evaluation and Review form.

o Complete the information regarding the Date Created, Created By, Evaluation Response Due, Vendor,
Engineering Change ID, Relevant Hardware, Systems, Revision/Version, Serial Numbers or Part(s),
Description of Change and the section titled “EC Package From Vendor”.

6.3.6.5 Determination Of Required Testing

The Hardware Test Manager will evaluate the engineering change to determine what testing is required and what
documentation is required. The Hardware Test Manager will complete the evaluation, identify testing, documentation, and
other action required, and document the reasons. This evaluation will be completed within five (5) business days and will be
forwarded to the NYSBOE for review and approval.
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De Minimis Changes: A de minimis change is a change to voting system hardware, which is so minor in nature and
effect that it requires no additional testing and certification. Such changes require SysTest Labs review and the
NYSBOE approval. Any proposed change not accepted as a de minimis change is a modification and shall be
submitted for the appropriate review and hardware testing. An approved de minimis change is not considered a
modification.

The time required for testing depends on when the hardware equipment, with the required change(s), is received, and the
extent of testing required.

Upon completion of the hardware testing, the Hardware Test Manager will complete the Validation Required, Test
Execution, and Signature sections of the Engineering Change Evaluation and Review form. The form is forwarded to the
Hardware Test Manager.

6.3.6.6 Engineering Change Acceptance

Upon receipt of the Engineering Change Evaluation and Review form, the Hardware Test Manager will update the
Engineering Change Report Log in the Vendor’s EC folder.

The Hardware Test Manager shall review and accept the completed testing and the engineering change by signing and dating
the Engineering Change Evaluation and Review form.

The Hardware Test Manager shall inform the SysTest Labs Project Manager of the completion and acceptance of the
engineering change for inclusion in the weekly status report to the NYSBOE.

6.3.6.7 Tracking the Status of the Engineering Change Evaluation and Review Form

The file name of the Engineering Change Evaluation and Review form identifies the status of the EC, along with its location
in one of five directories:

O 1EC Received: Vendors have forwarded an engineering change that requires an Engineering Change Evaluation
Review form be prepared.

O 2EC Evaluating & Validating: The EC is currently being evaluated. The file is named “Evaluation Vendor EC #”.
If the evaluation determines that hardware testing is required, the file remains in this folder, but the file name is
changed to “Testing Vendor EC #”.

O 3EC Completed: The engineering change has been completed, either with no requirement for further validation or
after testing has been completed. It has been submitted to the NYSBOE for review and approval. The file remains
in the folder, but the file name is changed to “Completed Vendor EC #”.

O Withdrawn or rejected EC’s will be archived to a “Withdrawn” folder and returned to the vendor. The “Withdrawn”
status will also be reflected in the Engineering Change Report Log form.

A copy of the EC’s requiring de minimis changes will be sorted in the “De Minimis Changes” folder.

4EC Returned: The EC and report log have been forwarded to the NYSBOE. The file name remains unchanged but
is moved to a folder named with the current date. The EC form and report log will be converted to PDF format
before being forwarded to the NYSBOE.

6.3.7 Receipt and Acceptance of Hardware Test Lab Reports

When SysTest Labs receives the hardware test reports from the Hardware Test Labs, the Hardware Test Manager will review
each report for content, completeness, and accuracy. The approved hardware test reports shall become attachments to each
Vendor-Specific Final Test Report.

The hardware test reports shall be archived to the secured SysTest Labs NYSBOE server in the following path:
FAC Test Plan & Cases \ Environmental Hardware Testing \ HW Test Results
The Hardware Test Manager shall convert all hardware test reports to PDF format and archive each in the path above.

The Hardware Test Manager shall provide input concerning the results of the Vendor’s hardware testing for the Vendor-
Specific Final Test Report.

6.4 Functional Testing and Change Control

The SysTest Labs’ process and procedures for the check-in and change control of documentation, source code, and software
is documented in Section 6.2 of this Master Program Plan — TDP Change Control Plan. The process and procedures for the
management of changes to the voting system application during the three phases of test execution is documented in the
SysTest Labs’ test plans “Final Master Test Plan” and “Master Technical Data Package Review Plan”.
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6.5 Project Deliverables Provided to the NYSBOE

This section of the Master Program Plan describes the process and procedures to be used by SysTest Labs to track, modify,
and control the versioning of the project deliverables to be delivered to the NYSBOE throughout the life of the project and
provide the NYSBOE with updated versions.

6.5.1 List of Deliverables

The following is a summary of the major project deliverables.

Project Deliverable

Deliverable 1 - Project Kick-Off Meeting

Deliverable 1 - Integrated Master Program Plan (this document), to include the following
deliverables:
Q SysTest Project Organizational Chart
Program Schedule
Program Quality Assurance Plan
Program Change Control Plan
Program Communications Plan
Q Program Issue and Risk Management Plan
Deliverable 2 — Ongoing Project Management Services, consisting of the following:
Q Regularly scheduled project status meetings with NYSBOE
Q Weekly written project status reports
Q Participation in regularly scheduled Project Steering Committee meetings
Q Project issue and risk tracking and management

Deliverable 3 — Testing Requirements Confirmation Matrix containing 2005 VVSG standards and
NYSBOE requirements

Deliverable 4 — Evaluation Of Prior certification testing artifacts developed by former ITA
Deliverable 5 - Review Of Manufacturer’s Technical Data Packages (TDP’s)

Deliverable 6 — Master Test Plan

Deliverable 7 — Voting System Specific Test Plans

Deliverable 8 — Voting System Specific Test Execution

Deliverable 9 — Voting System Specific Individual Test Reports

Deliverable 10 — Voting System Specific Final Test Reports

000D

6.5.2 Responsibilities

The SysTest Labs Program Manager is ultimately responsible for the development, maintenance and change control of all
project deliverables. The Program Manager is responsible for the delivery of all project deliverables to the NYSBOE,
following the process as documented in Section 6.2.3 below.

6.5.3 Development of Project Documentation
The following deliverables are project documents that shall be developed by SysTest Labs for delivery to the NYSBOE.

Deliverable 1 — Integrated Master Program Plan

O Deliverable 6 — Master Test Plan
O Deliverable 7 — Voting System Specific Test Plans
O Deliverable 9 and 10 — Voting System Specific Final Test Reports

6.5.4 Document Configuration Management and Versioning

All SysTest Labs project plans, test plans, test cases, and test reports are developed directly from SysTest Labs’ approved
quality templates.

All project documents for the NYSBOE Voting System Examination and Certification Testing project shall be stored on the
secured NYSBOE server at SysTest Labs. Access to the project deliverables is limited to authorized staff that are
developing, reviewing, maintaining, or referencing the documents.

NYSBOE Master Program Plan_v5.0.doc Page 25 Of 38



As draft versions of project documents are developed in-house, each document will be initially labeled as Version 1.0 and
dated with the date of creation.

Draft documents shall be labeled as DRAFT in the filename, with a DRAFT watermark displayed on each page of the
document. The version of the draft document shall be displayed as Version 1.0 DRAFT. Draft documents submitted for
review are not subject to formal submission as documented in Section 6.2.3. Draft documents may be forwarded to the entire
NYSBOE communications list, as documented in the Communications Management Plan, or a subset of the list as instructed
by the NYSBOE.

Draft documents shall be submitted for internal SysTest Labs review before submittal to the NYSBOE for review. Upon
completion of the internal review, modifications and updates to the draft document will be made. The date shall display the
date of the latest modifications and the version of the document shall be incremented as follows:

O Major modifications, updates, additions, or deletions shall increment the first number of the version number (i.e.
Version 1.0 will increment to 2.0)

Q Minor modifications, formatting corrections, spelling corrections, etc. shall increment the second number of the
version number (i.e. Version 1.0 will increment to 1.1)

All versions of draft and formally submitted documents shall be stored and archived on the secured NYSBOE server at
SysTest Labs for historical purposes.

After the internal reviews are complete and all modifications have been made, the draft documents may be delivered to the
NYSBOE for review and feedback.

Subsequent modifications and updates to these draft documents shall be governed by the same versioning control as specified
for in-house documents above.

Upon completion of the NYSBOE review, modifications may be made to the draft document. The deliverable shall then be
formally submitted to the NYSBOE as defined in Section 6.2.3 below. The version of the document shall be returned to
Version 1.0 and all references to “Draft” shall be removed from the filename, version number, and watermark. Formally
submitted documents and deliverables shall be forwarded to the entire NYSBOE communications list, as documented in the
Communications Management Plan.

Subsequent modifications and updates to formally submitted documents shall be governed by the same versioning control as
specified for in-house documents above and formally re-submitted as defined in Section 6.2.3 below.

6.5.5  Process of Deliverable Acceptance by NYSBOE

All SysTest Labs deliverables shall undergo a formal review process by the NYSBOE. The deliverables for the NYSBOE
Voting System Examination and Certification Testing project are defined in Section 2.4 — Major Project Deliverables.

All deliverables shall be delivered to the NYSBOE Administrative Project Manager (Tarry Breads), via email, on or before
the deliverable due date; with a cc: to the entire NYSBOE communications list, as documented in the Communications
Management Plan.

A NYSBOE “Deliverable Transmittal Form” shall be completed and attached with each deliverable or re-submission of a
deliverable.

The process for the delivery and review of deliverables has been established by the NYSBOE and has been adopted by
SysTest Labs. The following is copied directly from the NYSBOE document “SBOE Deliverable Transmittal And Review
Procedures”.

“Each deliverable will undergo a formal review in order to assess that it has satisfactorily met the project’s requirements.
Below are the steps in the transmittal and review process:

1) ITA Project Manager submits required deliverables in both MS Word and Adobe to SBOE’s Administrative Project
Manager on or before the due date.

a) A “Deliverable Transmittal Form” shall be attached, with “Consultant Deliverable Information” section
completed.

2) The Administrative Project Manager receives the deliverable.
a) Documents the receipt of the deliverable in the “Deliverable Review Log”.
b) Saves an electronic copy to the Project’s Library in the shared drive folder.

c) Assigns Reviewer(s) and due dates for response, following the designated schedule of identified Reviewers and
timeframes for each deliverable.

d) Distributes informational copies.
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e) Internal meetings, conference calls, and other communications take place. As needed, the Administrative
Project Manager will schedule meetings and arrange for space.

3) Reviewer(s) formally evaluate/analyze deliverables assigned.

a) Provide written assessment and comments via the “Deliverable Transmittal Form” in the “SBOE Reviewer” or
“Other Reviewer” section, as appropriate.

b) Submit “Deliverable Transmittal Form” to the Administrative Project Manager on or before the scheduled due
date.

4) The Administrative Project Manager receives the deliverable review(s) and forwards them to the Director and
Deputy Director for formal determination.

a) Documents the receipt of the deliverable review(s) in the “Deliverable Review Log”.

5) The Director and Deputy Director may render formal determination regarding the deliverable, or make a formal
recommendation to the State Board’s Commissioners for their approval.

a) Director and Deputy Director enter comments (recommending acceptance, rejection, modifications, or referral
to the State Board regarding the submitted deliverable) via the “Deliverable Transmittal Form” in the “Formal
Determination” section.

b) Submit “Deliverable Transmittal Form” to the Administrative Project Manager on or before the scheduled due
date.

€) Administrative Project Manager saves an electronic copy to the Project’s Library on the shared drive folder.

d) Administrative Project Manager assigns formal recommendation to the State Board, as appropriate and forwards
documentation to Board Members for review and decision-making.

e) Administrative Project Manager documents the receipt of the “Formal Determination” in the “Deliverable
Review Log”.

6) Administrative Project Manager prepares formal response (acceptance, rejection, modifications requested) to
consultant.

a) Drafts response (acceptance, rejection, modification requested) for review by Executive Staff and shepherds it
through to final version / decision.

b) Sends response, including formal determination and reviewer comments to ITA Project Manager.
c) Documents decision in the “Deliverable Review Log”.
d) Saves an electronic copy to the Project’s Library on the shared drive folder.

Distributes copies as appropriate, including notification to agency Administration, to authorize payments tied to the accepted
deliverables.”

6.6 Quality Management Plan
The Quality Management Plan describes SysTest Labs’ internal quality management practices and policies.

The Quality Management Plan documents SysTest Labs’ Quality Assurance methodologies, processes, and procedures,
which consist of a systematic quality assurance approach that has been audited and approved by the EAC as the methodology
used for conducting Voting System Test Lab (VSTL) Certification Testing of electronic voting systems.

SysTest Labs’ Quality Management Plan is based on best practices and industry standards articulated by the PMI® PMBOK®,
CMMI, IEEE, and 1SO.

The Quality Management Plan for the NYSBOE Voting System Examination and Certification Testing project is contained in
a separate document titled “Quality Management Plan for NYSBOE Voting System Examination and Certification Testing”.

6.7 Issue and Risk Management Plan

Project risk management includes the processes concerned with conducting risk management planning, identification,
analysis, response, and monitoring and control of a project. The objectives of project risk management are to increase the
probability and impact of positive events, and decrease the probability and impact of events adverse to the project.

The SysTest Labs’ Project Risk Management Plan includes the following:

e Risk Management Planning — deciding how to approach, plan and execute the risk management activities for a
project
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e Risk Identification — determining which risks might affect the project and documenting their characteristics

e Qualitative Risk Analysis — prioritizing risk for subsequent further analysis or action by assessing and combining
their probability of occurrence and impact

e Quantitative Risk Analysis — numerically analyzing the effect on overall project objectives of identified risks

¢ Risk Response Planning — developing options and actions to enhance opportunities, and to reduce threats to project
objectives

Project risk is an uncertain event or condition that, if it occurs, has a positive or a negative effect on at least one project
objective, such as time, cost, scope, or quality. A risk may have one or more causes and, if it occurs, one or more impacts. If
either of these uncertain events occurs, there may be an impact on the project cost, schedule, or performance. Risk conditions
could include aspects of the project’s or organization’s environment that may contribute to project risk, such as poor project
management practices, lack of integrated management systems, concurrent multiple projects, or dependency on external
participants who cannot be controlled.

Project risk has its origins in the uncertainty that is present in all projects. Known risks are those that have been identified
and analyzed, and it may be possible to plan for those risks using the aforementioned processes. Unknown risks cannot be
managed proactively, and a prudent response by the project team will be to allocate general contingency against such risks, as
well as against any known risks for which it may not be cost-effective or possible to develop a proactive response.

Organizations perceive risk as it relates to threats to project success, or to opportunities to enhance chances of project
success. Risks that are threats to the project may be accepted if the risk is in balance with the reward that may be gained by
taking the risk.

To be successful, SysTest Labs is committed to addressing the management of all risks proactively and consistently
throughout the project.

6.7.1 Risk Management Plan

SysTest Labs recognizes the immense importance that each VVendor-Specific test effort has to the State of New York and
understands that identifying any and all risks that may affect the successful completion of each voting system test effort is
one of the most important activities our team will bring to the NYSBOE Voting System Examination and Certification
Testing project.

The SysTest Labs’ risk management methodology is based on industry standards (Mil-Std 882D), the PMI® PMBOK®, and
industry best practices.

6.7.1.1 Risk Planning and Identification

Although the SysTest Labs’ Risk Management Plan addresses risks, issues, and problems, it categorizes any threat to the
project as a risk.

The specific definitions of each are as follows:

e Risk - A risk is an area of concern that can potentially become a problem later in the project. Risks can include
budget overruns, schedule slippage, staffing shortages, miscommunications, and even company politics. An
identified risk that is not addressed can become an issue, and eventually a problem.

e Issue - An issue is a risk that has a probability of occurring, with a measurable impact if the risk actually occurs. An
identified issue that is not addressed most likely turns into a problem.

e Problem - A problem is an event that is causing a negative impact on the project and must be corrected
immediately. Problems that are not resolved in a timely manner have the potential to significantly impact the
budget, schedule, and ultimately the success of the project.

Risks may be internal (within the project scope) or external (outside the influence of the project). Risks can be identified
during any phase of the project. The SysTest Labs’ Risk Management Methodology makes the Project Team aware and
helps to identify risks throughout the life of the project. Once risks are identified, they are assessed by the Program Manager
and Test Managers, often in concert with the entire Project Team, to help determine the appropriate response.

The SysTest Labs risk assessment process uses the combination of the probability of occurrence and the impact of the
occurrence to the business, should it occur, to assess the risk. These factors depend on an analysis of both qualitative and
quantitative data. For example, qualitative data sources can be based on the experience of the Project Team members at the
time the risk is identified because experienced staff is sensitive to routine pitfalls of compliance test efforts. On the
quantitative side, the risk assessment may depend on an analysis of more concrete data such as budget and cost information.
This data gathering is part of the risk assessment activity.
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Project risks relating to schedule, costs, and/or quality shall be identified, documented, analyzed, and tracked. SysTest Labs
uses a risk assessment methodology based on Mil-Std 882D that utilizes the combination of the probability of occurrence and
the impact to the project should the risk occur.

The objectives of risk assessment are to:
O Eliminate the risk
a Prevent or minimize the occurrence of the risk
O Control the risk if it occurs
O Minimize the damage if the risk occurs

The risk assessment methodology identifies each potential software, human, hardware, or interface failure or error by
reviewing the system and component level requirements.

Each potential failure or error is recorded and assigned a probability of occurrence.

Level Probability Definition
A Frequent Likely to occur frequently
B Probable Likely to occur several times in the life of the system
C Occasional Likely to occur in the life of the system
D Remote Unlikely, but possible to occur in the life of the software
E Improbable So unlikely that it may be assumed that the occurrence may not be experienced

Then each potential failure or error is assessed for system impact, including an assessment of any mitigating factors.

Category Impact Definition
. A failure that will cause loss of a major business function, data corruption, and/or system

1 Catastrophic

crash
2 Major A failure that will cause loss of business function, data loss, and/or system performance

. A failure that will cause loss of an auxiliary business function, minor impact to system

3 Minor A 2.

performance, and/or negative impact usability

No effect on system performance or business function within the system design, but
4 No Effect

cumbersome to the user

Once the probability and impact are identified, the risk is classified using the following color-coding scheme:
O Red indicates an unacceptable risk; one that SysTest Labs highly recommends be addressed
O Yellow indicates a risk that may be acceptable to NYSBOE, but requires a team decision

O Green indicates an acceptable risk

Probability Of System Impact

oeedrrence 4— No Effect
A ‘ 4A
B ‘ 4B
c ‘ 4C
) ‘ 4D
E 4E

6.7.1.2 Risk Response Planning

The assessment of the risk determines which risks need the most attention and priority to select and plan the appropriate
response.

The objectives of Risk Response Planning are to:
O Avoid or eliminate the risk through project planning or other means
O Mitigate or minimize the occurrence of the risk and/or impact

a Accept/Control the risk if it occurs
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Q Minimize the damage (Contingency)

The reporting of both types of risk assessment ratings (probability and impact) provide insight into the potential risk, the
probability of the risk occurring, the impact should it materialize, and a plan for its mitigation, so a decision as to the
implementation of the mitigating factor can be assessed. Once the mitigation is planned, the SysTest Labs Project Manager,
Test Managers, and Project Team continue to track the risk to assure that the mitigating actions are completed.

6.7.1.3 Risk Monitoring and Control

Monitoring and control of risk(s) must be effectively managed over the course of the project. As changes occur during the
project, new risks may be identified, as well as impacts to previously identified risks. This is part of the iterative process of
Risk Management that is encompassed in this methodology. When an identified risk occurs, the previously defined response
is adapted as needed and executed. Regular reports are published to the Project Team on the status of all identified risks and
their associated impact. This allows team members to be part of the process of monitoring risks and encourages them to
communicate information that may impact a risk.

All risks, mitigation strategies, and updates will be posted using SharePoint on the following SysTest Labs’ web site
(location):

https://portal.systest.com/compliance/nysboe/lot1testing/default.aspx
6.7.1.4 Risk and Mitigation Strategies Tracking

As part of the Risk Mitigation Monitoring and Control function, it is important to track and monitor risks as well as their
mitigation strategies. Because risks and mitigating actions may change over time, it is also necessary to constantly assess
their effectiveness on reducing risk and adjust the approach as needed. SysTest Labs shall employ the NYSBOE SharePoint
portal for this purpose. The use of SharePoint shall maintain a consistent method for performing risk identification, analysis,
mitigation and monitoring. It shall also allow NYSBOE 24/7 access to view and respond to all known project risks.

As risks are identified, SharePoint provides a means for the identification of the risk, the probability of the risk occurring, the
failure impact level, mitigating factors assessment, the probability after mitigation, and a classification of each risk. Also
included is a status for the implementation of the mitigating factors, as well as a notes field for documenting any discussions
and decisions for each identified risk.

Fields used to track and reports risks include:

Risk Identifier (unique, sequential number)
Title

Risk Description

Vendor (if applicable)

Risk Status

System Impact

Probability of Occurrence

Risk Category

0o 0000 0 0 o

Mitigation Plans
O Resolution Description
In summary, SysTest Labs Risk Management Methodology provides for:

Ongoing identification and assessment from an overall project perspective and for each vendor-specific test effort

O A mechanism to ensure that risks are communicated to the NYSBOE in an easily understandable format
O A complete risk assessment
O The information required for SysTest Labs and the NYSBOE management to make risk mitigation decisions in a

timely manner
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8 APPENDICES

8.1 Acronyms and Definitions

The following table identifies acronyms and other definitions relative to the NYSBOE Voting System Examination And
Certification Testing project.

Term Or Acronym Definition

EAC Election Assistance Commission

HAVA Help America Vote Act of 2002

IEEE Institute Of Electrical And Electronic Engineers

ITA Independent Testing Authority

NYS New York State

NYSBOE New York State Board Of Elections

NYSTEC New York State Technology Enterprise Corporation

PMI® Project Management Institute

PMBOK® Project Management Body Of Knowledge from the Project Management Institute (PMI®)
PMP® Project Management Professional certification from the Project Management Institute (PM1®)
MCDL Master Controlled Document List

NASED National Association of State Election Directors

NIST National Institute of Standards and Technology

NVLAP National Voluntary Laboratory Accreditation Program

SFD Supported Functional Declaration

TDP Technical Data Package

VSTL Voting System Test Lab
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8.2 Detailed Project Implementation Plan
The following Detailed Project Implementation Plan contains the implementation plan including the deliverables, activities and tasks, dependencies, durations, and resources.
The first sections of the implementation plan include the project and test planning tasks and cover Deliverables 1, 3, 4, 5, and 6.
The remaining sections of the plan include the Vendor-specific tasks and cover deliverables 2, 4, 5, 7, 8, 9, and 10.

While the activities will remain the same for all Vendor-specific activities, the duration and resources will change for each Vendor, based on the factors specified in the next section. The
schedule and detailed implementation plan for the testing of each VVendor-specific voting system shall be included as part of each Vendor-specific test plan.
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NYSBOE Voting System Examination And Certification Testing Lot 1 Project Timeline
D [Task Mame |F'reu: | Duration Resources Work Start Finish [0l
Deliverable 1: Initial Project Management Deliverables 30 days 360 hrs Fri 218108 Thu 3120/08
4 |Deliverable 3: Testing Requirements Confirmation Matrix 82 days 233333 hrs Tue 1211807 Wed 4/9/08
18 |Deliverable 3: Review of Technical Data Packages (TDP) 91.63 days 34 hrs Tue 1211807 Wed 412308
45 |Deliverable &: Master Test Plan 43 days 2.240 hrs Tue 34108 Thu 3108
111 |Vendor-Specific Tasks [These Tasks Will Be Required For Each Vendor Test Effort And Documented In 344 days 13,343 hrs Thu 1110DE Fri 3/8/09
Each Vendor-Specifc Test Plan)
112 Deliverable 2 - On-Going Project Management Activities 278 days 1.148 hrs Fri 4111108 Fri S18/09
113 Generate Vendor-Specific WBS 45 G days RR 40 hrs Fri4/11/08 Thu 4/17/08
114 Baseline Vendor-Specific WBS 113 1 day RR 8 hrs Fri 4/18/08 Fri 4/18:/03
118 | ntemnal Project Kick-off Meeting 114 1 day  TestMgr 8 hrs Mon 4/21/08 Mon 4121/08
116 On-Going Project’Program Management 45 136 days | RR[BO0%] BED hrs Mon 4/21/08 Thu 10020/08
117 | Project Status Meetings 45 136 days | RR[G%] 58 hrs Mon 4/21/08 Thu 10020/08
118 Project Status Reporing 45 136 days | RR[G%] 5 hrs Fri 10/21/08 Fri 5/8/09
11E | Project Execution (PCA and FCA Activiites) 202 days 11,831 hrs Thu 111008 Wed 10/22/08
120 Deliverakle 4 - Evaluation OFf Pricr Work 20 days 496 hrs Fri 47111008 Thu 3/8/08
121 Evaluate Prior Test Cases 10 days 112 hrs Fri 47111008 Thu 4/24/08
122 Ewaluate Test Cases And Test Reporis From Prior NYSBOE ITA 46 2days TS4 18 hrs Fri 4/11/08 KMaon 4/14/08
123 Ewaluate Test Cases And Test Reporis From Ciher Prior WVSTL Labs Certificatons 46 2 days [ TSZ 18 hrs Fri 4/11/08 KMaon 4/14/08
124 Ewvaluate Test Cases And Test Reporis From Prior And!/Or Cumrent SysTest Labs Engagemsnts 46 10 days ' TS3 80 hrs Fri 4/11/08 Thu 4/24/08
125 Evaluate Prior Vendor-Documentation Review 5 days T2 hrs Fri 4111108 Thu 4117108
126 Evaluate Documentation And Reports From Pricr NYSBOE ITA 45 2 days 'DR1 18 hrs Fri4/11/08 Mon 4/14/08
127 Evaluate Documentation And Reports From Other Pror VSTL Labs Cenifications 45 2 days 'DR2 18 hrs Fri4/11/08 Mon 4/14/08
128 Ewaluate Documentation And Reports From Pricr And!Cr Current SysTest Labs Engagements 45 G days Drd 40 hrs Fri4/11/08 Thu 4/17/08
128 Evaluate Prior Source Code Review 5 days 72 hrs Fri 411108 Thu 4117108
BEN Evaluate Scurce Code Rewew And Reporis From Prior NYSBOE ITA 46 2 days | 5C1 18 hrs Fri 4/11/08 Maon 4/14/08
131 Ewaluate Scurce Code Rewew And Reports From Other Prior VSTL Labs Certifications 46 2days SC2Z 18 hrs Fri 4/11/08 Maon 4/14/08
EEN g-.ralua'.e Source Code Review And Reports From Prior And!Or Current SysTest Labs 46 8 days | 5C3 40 hrs Fri4/11/08 Thu 417/08
Engagements

133 Evaluate Prior Hardware Testing 20 days 240 hrs Fri 4111108 Thu 58108
124 Evaluate Hardware Testing And Regoris From Pricr NYSBOE ITA 45 10 days ' Hdwrhgr 80 hrs Fri4/11/08 Thu 4/24/08
135 Evaluate Hardware Testing And Reporis From Other Prior VETL Labs Certifications 134 10 days - Hdwrhgr 80 hrs Fri 4/25/08 Thu S/8/08
136 Ewaluate Hardware Testing And Regors From Pricr And/Or Current SysTest Labs Engagements | 134 10 days | HowrMgr2 80 hrs Fri 4/25/08 Thu 5/8/08
137 Deliverakle 5 - TDP Review 133 days 3.792 hrs Thu 1110DE Wed 811308
128 Physical Configuration Audit (PCA) 114 days 688 hrs Thu 111008 Wed BI18/08
BEN Iniial Receipt And Check-In Of TOP Documents 1 day 'DeliveryMgri a hrs Thu 111008 Thu 1/10/08
140 Iniia’ Receipt And Check-In Of TOP Source Code 1 day DeliveryMgr2 a hrs Thu 111008 Thu 1/10/08
IEEN Send 2 Encrypted Copies Of Initial TDP Te NYSBOE 46 2 days  DeliveryMgri[50%] a hrs Fri 4/11/08 Maon 4/14/08
142 PCA Review - TDF Documents 35 days 536 hrs Wed 4730008 Wed BI18/08

Thu 5/15/08 B:05 AM Page 1
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NYSBOE Voting System Examination And Certification Testing Lot 1 Project Timeline
I |Task Mame |Pr\e-: | Dwration Resources Waork Start Finish .0
143 Rewiew TOF contents for compleieness 1day T2 a hrs ‘Wed 4730008 Wed 4730108
144 System Owverview Documents I days 24 hrs Thu 3108 Mon 315108
145 Ciocumentation Reviews, Discrepancy Reports, And Regression Tesfing 143 Jdays | TS4 24 hrs Thu 5M1/08 Mon 5/5/08
146 System Functionality Description Documents 9 days 72 hrs Tue 3608 Fri 3MEI08
147 Cocumentation Reviews, Discrepancy Reporis, And Regression Testing 145 Odays TS54 72 hrs Tue S/GI0E Fri 5/16/08
148 System Hardware §pecification Documents 3 days 72 hrs Mon 511508 Fri 5130008
148 Cocumentation Reviews, Discrepancy Reports, And Regression Testing 147 B days HW1 T2 hrs Mon S18/08 Fri 5130/08
150 Software Design And Specifications Documents A days 144 hrs Thu 58108 Tue 5120108
151 Ciocumentation Reviews, Discrepancy Reporis, And Regression Testing 143F5 O days SCR2ECR 144 hrs Thu S/8/08 Tuwe 5/20/08
152 System Security Specification Documents B days 64 hrs Mon G/2/08 Wed EBI11/08
153 Cocumentation Reviews, Discrepancy Reports, And Regression Testing 144 Bdays TS4 4 hrs Waon G62/08 Wed 8/11/08
154 System Test/ Verificaton Specification Documents 3 days 24 hrs Thu 612708 Mon BI16I08
1585 Crocumentation Reviews, Discrepancy Reporis, And Regression Tesfling 153 Jdays TS4 24 hrs Thu 8712108 Mon 6/16:08
156 System Operations Progedure Documents B days 64 hrs Mon 31208 Thu 5/128/08
157 Crocumentation Reviews, Discrepancy Reporis, And Regression Testing 147 8 days ‘TSI G4 hrs Maon S/18/08 Thu S5/28/08
158 System Maintenance Procedures Documents 3 days 24 hrs Fri 330008 Tue G308
150 Cocumentation Reviews, Discrepancy Reports, And Regression Testing 157 Jdays TE2 24 hrs Fri 5120008 Tue 61308
160 Personnel Deployment §/ Training Requirements Documents I days 24 hrs Wed 64108 Fri /608
181 Ciocumentation Reviews, Discrepancy Reporis, And Regression Testing 159 Jdays TSI 24 hrs Wed 64708 Fri 8/8/03
162 Configuration Management Plan Documents B days 64 hrs Mon G308 Wed EI18/08
183 Cocumentation Reviews, Discrepancy Reporis, And Regression Testing 161 8days TS2 G2 hrs Non G808 Wed G/18/08
164 Guality Assurance Program Documents B days &4 hrs Mon 311508 Thu 5/129/08
185 Crocumentation Reviews, Discrepancy Reporis, And Regression Tesfling 147 Bdays TS3 G4 hrs Mon 511808 Thu 5/2B/0D8
1686 Systemn Change Motes 1 day B hrs Tue BMTIDE Tue 6MTIDE
187 Ciocumentation Reviews, Discrepancy Reports, And Regression Testing 155 1 day | T51 4 hrs Tue 8/1TI0B Tuwe GM17/08
188 Dewvelop Docurment Review Test Report For Input Inte Final Test Repen 167 1 day | TstMgr 3 hrs Wed & Wed G/18/08
160 PCA Review - TDP Source Code 37 days 3,104 hrs Fri 4/11/08 Wed B/13/08
170 Source Code Review Preparation 9 days 72 hrs Fri 4111108 Wed 4123/08
171 Revew Vendor Coding Standards 46 2 days | SCMar 18 hrs Fri4/11/08 Maon 4/14/08
172 Create / Customize Review Forms 171 Sdays SCMar 40 hrs Tue 41508 Maon 412108
173 COTS Review 172 2days | SCMgr 18 hrs Tue 4722108 Wed 4723108
174 Source Code Review Of Vendor Applications T3 days 3.024 hrs Thu 511/08 Wed BI13108
175 SCR and Functional Teamn Communication 40 days  PMSC LSC1 540 hrs Fri G/6/08 Fri 8/1/08
176 Source Code Reviews WWEG Section §, Discrepancy Repors, And Regression Testing 20 days | 5C1,5C2,5C3 5C4 540 hrs Thu 5M1/08 Thu 5/28/D8
177 Source Code Reviews VWEG Section §, Discrepancy Repors, And Regression Testing Jdays SC18.5C18,5C17 72 hrs Mon 714008 Wed 7/16/08
176 Source Code Reviews VWEG Section §, Discrepancy Reporis, And Regression Testing Jdays SC18.5C18,5C217 72 hrs Mo 811108 Wed 8/13/08
178 Source Code Reviews NYS and NYSTEC Req, Discrepancy Reports. And Regression Testin 40 days | 501,502,503, 5C4,5C5 1,600 hrs Thu /12108 Thu 8/7/08
180 Dewelop Source Code Rewew Test Report For Input Into Final Test Report 174 1 day SCMar a hrs Fri 8/8/08 Fri 8/8/08
Thu 5/15/08 B:05 AM Page 2
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NYSBOE Voting System Examination And Certification Testing Lot 1 Project Timeline
D [Task Name |F'rec: | Duraton Resources Work Start Finsh [l
181 Deliverakle 8 - Perform Hardware Testing 43 days 393 hrs Fri 4111108 Wed GM11/08
182 Functional Configuration Audit 43 days 395 hrs Fri 4111108 Wed 611108
183 System Configuration Management Review 1 day B hrs Fri 4111108 Fri 4i11/08
184 HW Team Check-In Hardware And Scftware Eguipment | Update Travelisr Form 46 1 day : Hdwhgr a hrs Fri4/11/08 Fri 411108
185 Hardware Test Preparation B days 64 hrs Mon 3I5/08 Wed SM14/08
186 Develop Hardware Test Plan 8 days  Hdwr3 40 hrs Waon §/5/08
187 Preparations For Compliance Testing 188 2 days  Hdwrd 18 hrs Maon 5112008
188 Forward Test Plan To Hardware Test Labs 187 1 day | Hdwr3 3 hrs Wed 5114708 Wed 511408
180 Hardware Testing 22 days 451 hrs Mon SM2i08 Wed 611108
180 Environmental Testing |1 system) 22 days 259 hrs Mon SM2i08 Wed 611108
181 Temperature | Power Variation And Reliabl=ty (163 hr test in chamber, use EMC systerm 203 5 days 163 hrs Fri 512308 Sun &/25/08
182 Hurnidity (85 % ) Soak (Humidity Storage) 18d 10 days  Howr1[50%] 40 hrs Mon 5112108 Wed S/2B/08
183 Vibration 192 4 hrs | Hdwr1 4 hrs Thu /20008 Thu 5/2B/D8
124 Bench Handling 183 2 hrs ' Hdwr1 2 hrs Thu SI20008 Thu 528/08
125 Low Termperature 104 5 hrs | Hawr1 5 hrs Thu SI20006 Fri 5/30:/08
186 High Temperature 185 & hrs | Howr1 Shrs Fri 5120008 Fri 5130108
187 Rain And Dust T days 0 hrs Tue S/27108 Wed 64408
188 Envircnmental Test Reporn 187 5 days | Hawr1 40 hrs Thu G508 Wed 871108
188 EMC Testing (1 system) 14.25 days 72 hrs Mon 512108 Man G/2/08
200 | Eleztromagnetic Radiation B hrs | Hdwr2 4 hrs Maon 5112008 Mon 5M12/08
201 Eleztrostatic Disruption 200 3 hrs ; Hdwr2 3 hrs Tue S/M308 Tue 51308
202 | FPower Disturbance 201 G s | Howr2 G hrs Tue S/13006 Wed Sr14/08
203 Electromagnetic Susceptibility 202 § hrs | Howr2 5 hrs Wed 514708 Wed 5114008
N Electrical Fast Transient 2 hrs | Hdwr2 2 hrs Thu S/Z2108 Thu 572208
205 Lighting Surgs 204 2 hrs | Hdwr2 2 hrs Thu 522108 Thu Si22/08
206 | Conducted BF Immunity 205 2 hrs | Hdwr2 2 hrs Thu SIZ2108 Thu S522/08
07 Magnstc Fields Immunity 208 4 s Hdwr2 £ hrs Thu 522108 Fri 5123/08
208 | ME 207 0 days 0 hrs Fri 6/23/D8 Fri 6/23/08
200 EMC Test Repon 207 S days | Hdwr2 40 hrs Fri 2308 heon 6/2:08
210 Safety Testing (1 system) 13 days 120 hrs Mon 311208 Man GI2/08
211 Safety Evaluation 10 days | Hdwrhgr 80 hrs Mon 512008 Fri 5123/08
212 Safety Test Report 211 5 days  Hawrd 40 hrs Tue S/2708 Mon 6/2/08
213 Receive, Review, And Accept Final Hardware Test Reports From Test Labs 9 days 72 hrs Tue J2TIDE Fri G/GI08
214 Envircnmental Test Report 181 2 days | Hdwr1 18 hrs Tue SI2TI0E Wed 5/28/08
218 EMC Test Report 11 2 days  Hdwr2 18 hrs Waon 6/2/08 Tue 61308
216 Safety Test Report 1 2 days | Hdwrd 18 hrs Tue SI2TI0E Wed S/28/08
217 Develop Hardware Test Report For Input Inte Final Test Report 1 3 days | HdwrhMgr 24 hrs Wed G408 Fri 8/6/03
218 Deliverable 7 - Voting Specific Test Plans And Test Cases 33 days 1,000 hrs Fri 4725108 Wed 611108
Thu 5/15/08 B-0D5 AM Page 3
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NYSBOE Voting System Examination And Certification Testing Lot 1 Project Timeline
I |Task Mame |Pr\e-: Dwration Resources Waork Start Finish .0
11| Vendor-Specific Test Plan Development 45 31 days 236 hrs Tue 412508 Wed 611108
220 Develop Wendor-Specific Test Plan 10 days  TesiNgr, TestLzad 160 hrs Tue 4120008 Mon 512108
21 Dewvelop Test Execution Schedule 220 1 day | TestMgr.TestLead 18 hrs Tue S/1308 Tuwe 51308
222 Intermal Test Plan Reviews 221 Sdays  TesiMgr.TestLzad 80 hrs Wed 514708 Twe 520008
223 M¥SBOE Rewew And Approval Of Vender-Specific Test Plan 222 15 days 0 hrs Wed 521/08 Wed 6/11/08
124 Vendor-Specific Test Case Modifications 32 days 744 hrs Fri 4725108 Tue GM10/08
125 Modify Data Accuracy Test Case 227 S days AC1T 40 hrs Tue S/13/108 Maon &18:/08
226 Maodify Genl1 Test Case 87F5+ 10 days ;| TC2 80 hrs Tue 4720008 Maon 5/12/08
227 Maodify Genl2 Test Case 87F5+ 10 days : TCH 80 hrs Tue 4720008 Maon 5/12/08
228 Modify Genl3 Test Case 227 10 days : TC1 80 hrs Tuwe 52708
12m Modify PrioD1 Test Case 224 10 days ' TC2 B0 hrs Tue B127/08
230 Modify Prili2 Test Case 224 8 days TC2 4 hrs Fri 8/6/08
231 Modify Security Test Case 103 15 days | SEC1.5EC2 240 hrs Thu 5ME/DE
N Modify GenSecurty Test Cass 233 Sdays TCH 40 hrs Tuwe &10/08
233 Maodify Wolume!Stress Test Case 228 Sdays ‘TCH 40 hrs Tue 6308
234 | Deliverable 8 - Perform Functional Testing 87 days 3,608 hrs Fri 330008 Wed 100108
135 SW TEAM Check-In Hardware And Softwars Equipment ! Update Traveller Form 217 1 day ' Hdwrhigr a hrs Waon G808 Mon 6/8/08
N SCR and Functional Team Communication 40 days LST1.FPMSC 540 hrs Fri 6/6/08 Fri a/M1/03
37 Initial Test Pass (Will Require % Complete Vendor Voting Systems) 35 days 1,696 hrs Fri 3130008 Fri 718108
N Perform Trusted Build 178 Odays 5C1,3C2 144 hrs Fri 5/30/D8 Wed 8/11/08
23p Executz Senlt Test Case 233 8days | TSE,TES 123 hrs Thiu 8712108 Maon 62308
240 | Executz Genll Test Case 234 8 days TSETES 128 hrs Tue G/24/08
41 Executz Genl Test Case 240 Bdays ATHACCTATIATZATIATE 384 hrs Won TiTi08 Wed 7/16/08
EEEN Executz Pril1 Test Case 233 Bdays TS514.T7513 128 hrs Thu 8712108 Maon 612308
243 Executz Pril2 Test Case 242 Bdays TS513.T514 128 hrs Tue 8/24/08 Thu 73/08
234 | Execute Security Test Cases 233 21days |SEC1,T515 338 hrs Thiu 8712108 Fri 7/11/08
245 Execute GenSecurity Test Cases 240 10 days « TS, TS5 160 hrs Waon 7708 Fri 7/18/08
246 | Executz Volume / Siress Test Cass 243 10 days | TS16.TS17 160 hrs Won 7708 Fri 7/18/08
247 Regression Test Pass 18 days 1.072 hrs Wed 7723008 Fri /1508
4B Perform Trusted Build 248F3 2 days ' 5C1,5C2,5C3 48 hrs Wed 7/23/08 Thu Tr24/08
24p Execute Test Cases To Verify Discrepancy Faes 243 16 days | T56, TS5, T57,T58, 7513, T514.T 1,024 hrs Fri Tr25/08 Fri 8/15/08
250 ALL Vendor Documentation, Functional, And Security Discrepancies Must Be Addressed 243 0 days 0 hrs Thu 7/24/08 Thu 7/24/08
And Delivered. This Milestone Is The Cut-Off Date
251 Run-For-The-Record Test Pass 237,24 28 days 2,160 hrs Wed 8720008 Mon 3/Z3/08
252 Perform Trusted Build 249F3 Jdays S5C1,5C2 43 hrs Wed 8720708 Fri 8i22/03
253 Executz Data Accuracy Test 252 20 days |AT4 AT3IATZATI ACCTATS BEQ hrs Mon Bi25/08 Maon Br22108
254 | Executz Senlt Test Case (use previous elsction) 252 fdays TSETES 80 hrs Mon B25/08 Fri 8/29/08
L Execute Genl2 Test Case{uss previous electon) 254 fdays TSETES 80 hrs Tue BI2/08 Mon 8/8/08
ﬂl Executz Senl2 Test Case{uss previous electon) 253 Sdays ATSACCTATYATZATIATS 240 hrs Tue /23008 Maon B/28:/08
Thu 5/15/08 B:05 AM Page 4
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NYSBOE Voting System Examination And Certification Testing Lot 1 Project Timeline
D [Task Mame | Pred | Duration Resources Work Start Finish 0]
5T Executz Pril1 Test Case{use pravious election) 252 Sdays TS14.T513 80 hrs Maon Bf25/08 Fri 8/20/08
5B Executz Pril2 Test Case(use prewvious election) 257 Sdays TS13.TE14 80 hrs Tue Bi2iDE Mon 8/8/08

5B Executs Security Test Case 252 21 days | SEC1,TS15 338 hrs Mon Br25/08 Tue BI23/08

280 Execute GenSecurity Test Cases 258 Bdays TS13.T514 128 hrs Tue B/BIDE Thu B/1E/DB

281 Executs Volume ! Siress Test Case 255 8 days TS5 TEE 128 hrs Tue B/B0B Thu B/1E8/DB

262 Input Test Results Into Final Test Report 259 2 days  Tesilead 18 hrs Wed 2024708 Thu 82508

263 Hash-Check 23 2 days 16 hrs Tue 2030/08 Wed 10/1/08

284 Performn Hash-Check 0.5 days Tesilead 4 hrs Tue 230008 Tue BIA0DE

285 Forward Hash-Check Resulis To NYSBOE 264 0.5 days Tesilead 4 hrs Tue 230008 Tue 8130008

206 Input Hash-Check Results Into Final Test Plan 265 1 day Tesilead 4 hrs Wed 10i1/08 Wed 1071708

267 Deliverable 9 - Draft Vendor-Specific Test Report 17 days 232 hrs Mon 2/8/08 Tue 5/130/08

288 Develop Final Test Report 12 days 192 hrs Mon 28108 Tue 32308

L] Dewelop Final Test Report 255F5 7 days | TesiMgr.TestLzad 112 hrs Wan /808 Tue BIM1E/D8

270 | Update And Add Appendices 269 0.5 days ' TesiMgr, TestLead 4 hrs Wed Q/1T/06

7 Update And Attach PCA Documentation Review Report 270 1.5 days ' TesiMgr.TestLead 24 hrs Thu BI1E/DE

72 Update And Attach PCA Source Code Review Summary Repor 271 1.5 days | TesiNgr, TestLzad 24 hrs Fri 8/1R/08 Maon B22/08

73 Update And Attach MY SBOE Regquiremants Matrix 272 0.5 days  TesiNgr.TestLzad 4 hrs Maon 8122008 Man B8/22/08

274 | Attach Discrepancy Reporis 273 0.5 days | TesiMgr, TestLead 3 hrs Tuwe 22308 Tue B23D08
78 Attach TOP Document List 74 0.5 days  TesiMgr.TestLead d hrs Tue 23108 Tue BI23/08
276 | Internal Rewews OF Final Test Report 275 5 days RewewTzam 40 hrs ‘Wed 2/24/08 Tue BI30/DE
arr Deliverakle 10 - Final Test Report 267 16 days 128 hrs Wed 1001708 Wed 10722108
278 | Submit Final Test Report Te NYSBOE 27 1 day ' RexR 3 hrs Wed 100i1/08 Wed 10711/08

2re NYSBOE Review And Approval Of Vendor-Specific Test Plan 278 15 days | RexR 120 hrs Thu 1002008 Wed 10022108
B0 Deliverable 2- On-Going Project Management Activities/Project Closure Activities T 348 days 344 hrs Thu 10023108 Maon 12715108
B1 Praoject Management Closure 37 days 336 hrs Thu 10023108 Fri 12112108

282 Convene And Docurmnent Lessons Learned Sessions S days RexR 40 hrs Thu 123/08 Wed 10720008

283 Project Team Closure 282 18 days 144 hrs Thu 10/30/08 Mon 11124108

284 Clzan Test Lab §days | Tesilead 40 hrs Thu 10030008 Wed 11/5/08

285 D=liver All Hardeopy And Soficopy Test Artfacts To Delivery Manager For Archival 284 4 days | Tesilead 32 hrs Tues 11/11/08

286 Destroy All Hardeopy Materials Mot Required To Be Archived 285 4 days Tesilead 32 hrs Mon 11/17/08

287 Return All Hardware To Vendor 288 S days | HdwrMgr 40 hrs Tue 11/18/08 Mon 11/24/08

288 Delivery Management And Artifact Archival 282 19 days 152 hrs Tue 11118108 Fri 12112108

28R Forward 2 Encrypted Copies Of Final TOP To NYSBZE 285,28 4 days  DeliveryMar 32 hrs Tues 11/18/08 Fri 11/21:08

280 Archive All Softcopy Artifacts To CD-ROM 289 8 days | DeliveryMgr 40 hrs Mon 11724008 Fri 11/28:/08

281 Gather AN Hardcopy And Softcopy Project Antifacts 200 fdays  DeliveryMgr 40 hrs Maon 121108 Fri 12/5/08

282 Archive All Hardoopy And Soficopy Project Antifacts e 5 days | Deliveryhar 40 hrs Mon 12/8/08 Fri 12/12/08

283 Modify Director Of PMO Of Test Lab Availab®ty 283,28 1 day ; RexR a hrs Mon 12/15/08 Mon 12/15/08

Thu 5/15/08 B:D5 AM Page 5

NYSBOE Master Program Plan_v5.0.doc

Page 38 Of 38




i OF NE

Py

...0..0'..

- -

. e—— " °
...0.4 RD OF ?‘.\:o..

A TP PYY L

STATE OF NEW YORK

STATE BOARD OF ELECTIONS

Quality Management Plan
For

NYSBOE Voting System Examination And Certification Testing

Author: Dave Angell, PMP, Sr. Project Manager
Creation Date: 12-February-2008

Date Last Updated:  07-May-2008
Version: 3.0

SysTest

labs®





Document Revision History

The following is a record of the changes that have occurred in this document since the time of its original submission.

Version Change Description Author(s)

O Added Section 4.1.7 to document the responsibilities of the Security
Test Specialist.

Q Enhanced Section 4.2 to explain that staff members may not participate
in the software or hardware development of a voting system, and then

2.0 participate in the testing of the same system. Rex Reed 28-mar-08

Q Enhanced explanation of archival of hardcopy and softcopy project
materials in Section 4.4.8.

O Updated Section 4.5.2 to document the NYSBOE’s approval of
temporary subcontractors.

a Removed all specific references to SysTest Labs’ proprietary
methodologies and processes.

O Added Section 2.2 to introduce SysTest Labs’ Quality Assurance
philosophy.

O Expanded Section 3.1 to explain SysTest Labs’ Quality Assurance
methodology and approach.

3.0 Rex Reed 07-may-08
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1 PROJECT DESCRIPTION

1.1 Project Overview

HOEENENEE NYSBOE Voting System Examination And Certification
NYSBOE Administrative Project Manager EUNARICEES
NYSBOE Compliance Project Manager [RR{o]JolsRWETef:!
SysTest Labs Program Manager (X QaGCE MY
SIS SRR EINES RV EYEGEICE Jennifer Garcia and James “Jet” Henry
SysTest Labs Hardware Test Manager [WAARSEWSII)
SysTest Labs Project Director [Eejlllomugifs]ife
MO 11-December-2007 through 10-December-2010

1.2 Project Background

The Help America Vote Act of 2002 was approved by Congress to address the issues of timely and accurate elections in the
United States. Specifically, the act was established to:

... “provide funds to States to replace punch card voting systems, to establish the Election Assistance Commission
to assist in the administration of Federal elections and to otherwise provide assistance with the administration of
certain Federal election laws and programs, to establish minimum election administration standards for States and
units of local government with responsibility for the administration of Federal elections, and for other purposes.”

Congress subsequently allocated $ 3.6 billion to support the Act. These funds are being allocated to states for a number of
purposes — especially to update voting systems (ballot creation, vote recording, vote tallying, and voter reporting) and to
establish a central, statewide list of all registered voters in each state.

New York State has passed its own HAVA legislation in July 2005 mirroring many requirements of the Federal legislation.

Before any voting system may be eligible for purchase in New York State (NYS), it must be certified by the New York State
Board Of Elections (NYSBOE) that such system(s) meet the requirements of the New York State election law (Section 6209
of Subtitle V of Title 9 of the Official Compilation of Codes, Rules and Regulations of the State of New York) and the
federal 2005 Voluntary Voting System Guidelines (2005 VVSG).

SysTest Labs has been contracted by the NYSBOE to act as the State’s federally certified Independent Testing Authority
(ITA) for the purpose of examination and testing for the State Board’s certification, decertification, and re-certification of
voting systems.

1.3 Project Purpose and Objectives

The purpose of the NYSBOE Voting System Examination and Certification Testing project is the examination and testing of
voting systems that have been submitted to purchase for New York State. The objective of this project is to subject each
voting system to complete and thorough testing to verify that each system satisfies the standards and requirements of the
Election Assistance Commission (EAC) 2005 VVSG, plus all additional requirements specified by New York State Law and
6209 regulations.
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2 QUALITY MANAGEMENT PLAN PURPOSE, PHILOSOPHY, AND RESPONSIBILITIES

2.1 Purpose and Objective of the Quality Management Plan

For the NYSBOE Voting System Examination and Certification Testing project, SysTest Labs shall utilize the following
Quality Management Plan that has been developed for, and audited and approved by, NVLAP and the EAC for SysTest
Labs’ federal certification VSTL projects. It describes SysTest Labs’ internal quality assurance policies and practices.

This deliverable is one element of the total program as described in the “Master Program Plan for the NYSBOE Voting
System Examination and Certification Testing project”. Where there is a discrepancy between the plans, the Master Program
Plan shall prevail.

2.2 SysTest Labs’ Quality Assurance Philosophy

SysTest Labs’ philosophy concerning the importance of Quality Assurance is embodied in our mission Statement ...

At SysTest Labs, we are dedicated to delivering world-class quality assurance solutions that enable our customers to
achieve their information technology goals

At SysTest Labs, our consecutive growth year after year serves as a testament to the quality of our services. Given our
universal dedication to quality assurance, an imperative of our entire corporate management team is to focus on quality. To
that end, SysTest Labs has built a quality-centric company and engages the services of a full-time, in-house, Quality
Assurance Manager who establishes quality practices and audits performance.

To support our unique industry focus as well as to satisfy the requirements of the EAC as a VSTL, SysTest Labs has
developed rigorous internal quality assurance and testing methodologies that shall be applied to the NYSBOE Voting System
Examination and Certification Testing project. These methodologies are based on industry standards and best practices as
promoted by the Institute of Electrical and Electronics Engineers (IEEE), Internal Organization for Standardization (I1SO),
and the Capability Maturity Model Integration (CMMI) of the Carnegie Mellon University Software Engineering Institute
(SEI). In addition, SysTest Labs follows the principles espoused by the Project Management Institute (PMI®) as embodied in
its Project Management Body of Knowledge (PMBOK®).

SysTest Labs’ internal Quality Assurance methodologies, processes, and procedures have been developed based on the
standards displayed in Appendix A — Standards.

SysTest Labs’ Quality Assurance Methodology and Approach are documented in Section 3.1 below.

SysTest Labs is an accredited Voting System Test Lab (VSTL) by the National Institute of standards and Technology (NIST)
National Voluntary Lab Accreditation Program (NVLAP) to NIST HB150, HB 150-22, and ISO 17025, and the Election
Assistance Commission (EAC) for VSTL status.

In addition to VSTL accreditation, SysTest Labs was accredited for, and still holds, accreditation as an EAC Interim
Independent Test Authority (ITA).

SysTest Labs internal quality assurance methodologies, processes, and procedures have been audited and approved by
NVLAP and the EAC, based on the following standards:

Q Election Assistance Commission 2005 Voluntary Voting System Guidelines (VVSG)
2002 Federal VVoting System Standards (VSS)

I1SO 17025

NIST HB 150 and 150-22

IEEE Std 730-1998 Software Quality Assurance Plans

IEEE Std 828-1998 Software Configuration Management Plans

IEEE Std 829-1998 Software Test Documentation

IEEE Std 830-1998 Recommended Practice for Software Requirements Specifications
IEEE Std 1008-1987 Software Unit Testing

IEEE Std 1012-1998 SW Verification & Validation

0 00000 0o Do
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2.3 Responsibilities of the Quality Management Plan Manager

The SysTest Labs Program Manager is responsible for overall program and project management and the delivery of the
NYSBOE Voting System Examination and Certification Testing project; and shall be the primary contact and liaison,
working with SysTest Labs’ Quality Assurance Manager, with the NYSBOE for all project related quality assurance
activities.

The SysTest Labs Quality Manager or his designee shall assume full responsibility for creating, maintaining, and executing
this Quality Management Plan.

This Quality Management Plan describes:

SysTest Labs’ Quality Assurance methodologies, processes, and procedures
Organization

Management System

Control of Documents and Vendor Files

Subcontracting of Testing Services

Complaints

Control of Nonconforming Testing Work

Control of Records

O 000 0 0 0 O

Internal Audits

Quality Management Plan Page 7 Of 27





3 SYSTEST LABS QUALITY ASSURANCE

3.1

SysTest Labs Quality Assurance Methodology and Approach

SysTest Labs’ Quality Assurance methodology is based on industry standards and best practices, articulated by PMI®,
CMMI, IEEE, and ISO. SysTest Labs’ Quality Assurance methodologies, processes, and procedures consist of a systematic
quality assurance approach that has been audited and approved by the EAC as the methodology used for conducting Voting
System Test Lab Certification Testing of electronic voting systems. In addition, SysTest Labs utilizes this methodology in all
QA, IV&YV, and software test engineering efforts for commercial clients, as well as State and Federal agencies.

SysTest Labs’ Quality Assurance approach parallels the development and integration software development lifecycle and
covers a systems implementation lifecycle from planning through deployment. The approach has been purposely structured
in a modular fashion to provide for utmost flexibility and productivity.

The processes within the methodology are designed to emphasize effective Quality Assurance through:

a

O0O0D0O0OQO0O~D

O

OO0 O

a

QA/IV&YV Planning
Project Scheduling
QAJ/IV&YV Project Resource Estimation
Risk Assessment and Management
Tools for Defect Reporting, Tracking and Estimation
Project Monitoring
QA/IV&V Assessments
o Requirements Analysis
o Design Analysis
o Models and Database Analysis
Deliverable Monitoring, Assessment and Reporting
Interface with Change Management / Version Control
Requirements Traceability / Requirements Management
o Functional, System, Hardware, and Operational Requirements Tracing
o Traceability to lowest level test component
Schedule, Control & Management of Test Execution
Verification and Validation Phase Test Planning
o  Success Criteria
o Test Cases
o Test Scripts or Procedures
o Test Results
Results Reporting (Test Metrics)
Project Reporting
Knowledgebase / Knowledge Retention
Release Management

The benefits of this proven Quality Assurance methodology are:

a

It is a well-documented set of processes, tools, and templates that provide the SysTest Labs Team with a grounded
starting point at the beginning of each effort

The methodology is decomposed into activities and sub-activities with associated deliverables that track a project’s
findings, results, risks, conclusions, and progress

This approach is based on defining the prerequisites for each assessment and test activity, the controls associated
with the activity, the tools and personnel required for each activity, and the resulting deliverable from each activity
to make it easy for both the SysTest Labs Project Team and the NYSBOE to track progress and success

Inherent within the quality assurance process is a mechanism that ensures communication between all parties
involved with the project

SysTest Labs’ templates begin with industry standard quality factors and acceptance criteria for each activity and
deliverable, and can be customized for unique criteria
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Q The process supports rapid turnaround for testing, reviews, assessments and reports so that the impact to project
schedules is minimal

Q The methodology is independent of the tools used to support quality assurance processes. This independence allows
the SysTest Labs Project Team to make use of industry accepted tool sets, for example, automated testing,
requirements and change management, issue and defect reporting and tracking, risk management, status reporting,
etc.

The following subsection discusses the direct application of the SysTest Labs’ Quality Assurance methodology to project
task assignments. The consistent, repeatable application of these quality assurance processes across all SysTest Labs’
projects represents the value of the overarching SysTest Labs Quality Assurance methodology.

3.1.1 Applicable Industry Standards for Quality Assurance

SysTest Labs bases each activity for reviews, assessments, and testing on our Quality Assurance Methodology. Exhibit 1,
Applicable Standards, shown below, demonstrates the genesis of our standards-based approach to the construct of SysTest
Labs quality assurance processes and procedures.

Exhibit 1: Applicable Standards

Standard Abstract Application

EAC 2005 VVSG The voluntary guidelines provide a set of All of SysTest Labs’ Voting QA processes
specifications and requirements against which and procedures are based on the 2005
voting systems can be tested to determine if the | VVSG specifications and requirements.
systems provide all of the basic functionality,
accessibility and security capabilities required
of these systems. In addition, the guidelines
establish evaluation criteria for the national
certification of voting systems.

NIST 150 and 150-22 NIST Handbook 150 sets forth the procedures SysTest Labs’ Quality System and Quality

2005 Voluntary Voting
System Guidelines

and general requirements under which the Assurance processes are based on these
NVLAP P d d National Voluntary Laboratory Accreditation NIST standards and requirements and have
rocedures an Program (NVLAP) operates as an unbiased been audited and approved by the EAC.

General Requirements third party to accredit both testing and

calibration laboratories. Supplementary
technical and administrative requirements are
provided in supporting handbooks (NIST
Handbook 150 series) and documents, as
needed, depending on the criteria established
for specific Laboratory Accreditation Programs
(LAPs).
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Standard

Abstract

Application

IEEE Std 1012-2004

|IEEE Standard for
Software Verification
and Validation

Software verification and validation (V&V)
processes, which determine whether
development products of a given activity
conform to the requirements of that activity,
and whether the software satisfies its intended
use and user needs, are described. This
determination may include analysis, evaluation,
review, inspection, assessment, and testing of
software products and processes. V&V
processes assess the software in the context of
the system, including the operational
environment, hardware, interfacing software,
operators, and users.

SysTest Labs’ overall QA methodology is
based on this standard in applying V&V
methods for management, development,
testing, operations, reporting, and so forth.

IEEE Std 1540-2001

IEEE Standard for
Software Lifecycle
Processes — Risk
Management

A process for the management of risk in the
lifecycle of software is defined. It can be
added to the existing set of software lifecycle
processes defined by the IEEE/EIA 12207
series of standards, or it can be used
independently.

SysTest Labs’ methodology for risk
management is based on this standard to
manage the risks within the software
lifecycle. The activities associated with
risk management are the planning and
implementation, performance of risk
analysis, treatment, monitoring and
evaluation.

IEEE Std 610.12-1990

IEEE Standard
Glossary of Software
Engineering
Terminology

IEEE Std 610.12-1990, IEEE Standard
Glossary of Software Engineering
Terminology, identifies terms currently in use
in the field of Software Engineering. Standard
definitions for those terms are established.

SysTest Labs QA methodology is based on
this standard for identifying and defining
software engineering terms.

IEEE Std 730-1998

IEEE Standard for
Software Quality
Assurance Plans

Uniform, minimum acceptable requirements
for preparation and content of Software Quality
Assurance Plans (SQAPS) are provided. This
standard applies to the development and
maintenance of critical software. For non-
critical software, or for software already
developed, a subset of the requirements of this
standard may be applied.

SysTest Labs’ Project Plans, Test Plans,
Test Reports, and other documentation are
based on this standard for the preparation
of project SQAPs, including standards,
practices, conventions and metrics, and the
review and audit of the SQAP.

IEEE Std 828-1998

IEEE Standard for
Software Configuration
Management Plans

The minimum required contents of a Software
Configuration Management Plan (SCMP) are
established, and the specific activities to be
addressed and their requirements for any
portion of a software product's lifecycle are
defined.

SysTest Labs’ change control and
configuration management plans are based
on this standard to create SCMPs that
define the organization, responsibilities,
policies, directives and procedures. SCM
activities include configuration
identification, control, status accounting,
audits and reviews, interface control, and
vendor control.

IEEE Std 829-1998

|IEEE Standard for
Software Test
Documentation

A set of basic software test documents is
described. This standard specifies the form and
content of individual test documents. It does
not specify the required set of test documents.

This standard is embodied in the
preparation of test documentation;
including test plans, test design
specifications, test case specifications, test
procedures, test transmittal reports, test
logs, test incident reporting, and test
summary reporting.
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Standard

Abstract

Application

IEEE Std 830-1993

IEEE Recommended
Practice for Software
Requirements
Specifications

The content and qualities of a good software
requirements specification (SRS) are described
and several sample SRS outlines are presented.
This recommended practice is aimed at
specifying requirements of software to be
developed but also can be applied to assist in
the selection of in-house and commercial
software products.

Requirements definition and traceability
are based on this standard for producing
Software Requirements Specifications to
assure that they are correct, clear,
complete, consistent, ranked for
importance/stability, verifiable, modifiable
and traceable.

New York State Laws
and 6209 Regulations

The New York State Laws and 6209
Regulations, as defined and documented in the
Master Requirements Matrix, are State
requirements that enhance, or are in addition to,
the 2005 VVSG standards.

The 2005 VVSG standards, NYS State
Laws, and 6209 Regulations, as defined
and documented in the Master
Requirements Matrix, comprise the entire
set of requirements that each voting system
shall be tested to.
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4 MANAGEMENT ROLES AND RESPONSIBILITIES

4.1

SysTest Labs

4.1.1 Test Laboratory Manager

SysTest Labs’ Vice President of Compliance Services acts as the Test Laboratory Manager and oversees every voting system
test campaign.

The duties of the Test Laboratory Manager include:

a

0O 0 0 O

0O 0o 0 O

Provide adequate assurance of quality throughout all voting test activities and be responsible for providing
confidence that the testing is reliable and repeatable

Oversee the day-to-day operations of the Voting Test Laboratory
Communicate and enforce the policies and procedures of SysTest Labs
Research best practices in voting system test engineering to ensure that SysTest Labs is applying these practices

Communicate with the Quality Assurance Manager regarding policies, procedures, best practices, and quality
improvements

Select the Project Manager for each voting system test campaign
Ensure that all Voting Test Specialists have received the requisite training and mentoring, as needed
Serve as a signatory for voting test projects

Stay current with all applicable federal election regulations, applicable state and local election regulations, and
information provided to voting system test labs by the EAC

Act as liaison to accrediting bodies and regulatory agencies.

4.1.2 Quality Assurance Manager

The SysTest Labs Quality Assurance Manager is responsible for developing, implementing, and maintaining the Quality
System; and for facilitating Quality System Processes.

The duties of the Quality Assurance Manager include:

a

a

Provide Quality Assurance oversight, coordination, and support to all SysTest Labs’ Lines of Business (LOB)

Exercise primary oversight, control, and management of SysTest Labs’ Quality Assurance/Quality System Manuals,
related methodologies, processes, and procedures. This task involves creation, implementation, maintenance, and
management of these and other quality-related documents in accordance with:

o Pertinent regulatory standards, including NVLAP HB 150 and 150-22, the 2005 VVSG, and New York State
Laws and 6209 Regulations

o PMI® PMBOK® practices
o  SysTest Labs management goals

Communicate with the Vice-President of Compliance Services regarding policies, procedures, best practices, and
quality improvements

Conduct periodic Quality System and Project audits for SysTest Labs projects, evaluating how pertinent processes
and regulatory standards are being used

Oversee Quality System process improvements through analysis of audit results and of complaints/discrepancy
reports, including root cause analysis and issue tracking

4.1.3 Technical Director

SysTest Labs’ Chief Engineer acts as the Technical Director and provides technical advice for SysTest Labs’ test laboratory
facilities and test campaigns.
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The duties of the Chief Engineer include:

a
a
a

Manage SysTest Labs’ tools

Provide support to the Quality Assurance Manager

Serve as the National VVoluntary Laboratory Accreditation Program (NVLAP) Technical Advisor and, as such:
o Serve as trusted advisor in all technical matters

o Remain current with all applicable federal election regulations, applicable state and local election regulations,
and information provided to voting system test labs by the Election Assistance Commission (EAC)

o Assist the Test Laboratory Manager and Quality Assurance Manager to ensure that all laboratory processes,
procedures, and practices conform to EAC and NVLAP policies and directives

4.1.4 Project Manager

The SysTest Labs Project Manager is responsible for planning, management, and execution of the day-to-day activities
associated with a voting system test campaign.

The duties of the Project Manager include:

a

Provide adequate assurance of quality throughout all voting test activities and be responsible for providing
confidence that the testing is reliable and repeatable

Oversee the day-to-day activities associated with the voting system test campaign

Ensure that all Voting Test Specialists and Source Code Reviewers have received the requisite training, course
certification and mentoring, as needed

Develop all versions of the Project Plan, Test Plans and the subsequent Final Test Reports

Stay current with all applicable federal election regulations, applicable state and local election regulations, and
information provided to voting system test labs by the EAC

Act as the liaison to the NYSBOE, the Vendors and other VSTL organizations

4.1.5 Hardware Test Manager

SysTest Labs’ Hardware Test Manager will liaise with the environmental hardware test laboratory and its Technical Manager
or Engineering Manager and is responsible for the following:

a

Communicate and enforce the policies and procedures of the testing subcontractor, SysTest Labs QSM and
applicable SLPs, and the guidelines and standards from the EAC for every environmental hardware test project

Ensure all applicable hardware has been delivered, checked-in, controlled and correctly configured per the Vendor’s
requirements

Obtain all environmental hardware voting test results and reports

Incorporate the test results and reports into SysTest Labs’ Final Test Report

4.1.6 Voting System Test Managers

The SysTest Labs Voting System Test Managers are responsible for their assigned test activities associated with the
engagement.

Voting System Test Managers are assigned responsibility for the technical aspects of the project. The SysTest Labs Voting
System Test Manager is responsible for ensuring that the review and testing is conducted in a technically accurate manner
and that all assigned tests are completed and the results have been accurately recorded.

With regard to Software Certification Tests as defined in the Voluntary Voting System Guidelines VVolume 2 Test Standards,
specific responsibilities are as follows.

a

a
Q
Q

Manage the day-to-day testing activities of the project
Develop and maintain the Vendor-Specific Test Plans and associated Test Cases
Review the Technical Data Package (Section 2) documentation

Perform functionality testing in parallel with hardware tests (Section 3)
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Q Perform system level integration tests:
o Testing of interfaces of system components
o  Security testing
o Accessibility testing
o Physical Configuration Audit (PCA)
o Functional Configuration Audit (FCA)
Document and report discrepancies

Develop the final VVendor-specific test reports

4.1.7 Security Test Specialist
The SysTest Labs Security Test Specialist is responsible for their assigned test activities associated with the engagement.

The SysTest Labs Security Test Specialist is assigned responsibility for all security aspects of the project. The Security Test
Specialist is responsible for ensuring that all security reviews and security testing is conducted in a technically accurate
manner and that all assigned security tests are completed and the results accurately recorded.

With regard to Software Certification Tests as defined in the Voluntary Voting System Guidelines VVolume 2 Test Standards,
specific responsibilities are as follows.

O Provide adequate assurance of the quality of security testing throughout all voting test activities and be responsible
for providing confidence that security testing is reliable and repeatable.

Provide security related input to the Master Test Plan

Provide security related input to the Vendor-Specific Test Plans

Provide security related input and help develop the Vendor-Specific Test Cases

Review assigned Technical Data Package (Section 2) documentation for security related requirements
Monitor and help perform security functional tests

Document and report discrepancies

0O 0o 00 o0 0 o

Provide input to the Vendor-Specific Final Test Reports

4.1.8 Source Code Reviewers

For each voting system test effort, a SysTest Labs Source Code Reviewer is responsible for their assigned source code review
activities associated with the engagement.

For every voting system test effort, the Project Manager will assign one or more Source Code Reviewers to be responsible for
detailed source code review of source code modules submitted with a Vendor’s TDP. The SysTest Labs Source Code
Reviewer is responsible for ensuring that the review is conducted in a technically accurate manner and that all assigned
source code evaluations are completed and the results have been accurately recorded.

With regard to Software Certification Tests as defined in the Voluntary Voting System Guidelines VVolume 2 Test Standards,
specific responsibilities are as follows.

Review assigned Technical Data Package (Section 2) documentation and source code
Establish which source code must be reviewed
Review source code

Document and report discrepancies

0O 0 0 O

Provide input for the VVendor-Specific Final Test Reports

4.1.9 Delivery Manager

SysTest Labs’ Delivery Manager is a role that is responsible for managing, maintaining, and controlling all TDP and other
items received from the Vendors and all artifacts produced by SysTest Labs in connection with the NYSBOE Voting System
Examination and Certification Testing project.
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4.1.10 Hardware Testing Subcontractors

All Hardware Environmental Certification Testing will occur at a SysTest Labs and NYSBOE approved voting test
subcontractor site. SysTest Labs’ policy regarding the use of hardware environmental voting test subcontractors is to use
only those that have been approved and added to the current SysTest Labs List of Approved Subcontractor Laboratories and
approved by the NYSBOE. Approval requires the lab to have a current accreditation by NVLAP or an NVLAP Mutually
Recognized Authority or previous SysTest Labs’ audits. All core voting system testing is the sole responsibility of SysTest
Labs, unless the NYSBOE or regulatory authority specifies which subcontractor lab is to be used. A list of the labs approved
for use by SysTest Labs in voting system test campaigns appears separately in the List of Approved Subcontractor
Laboratories, a SysTest Labs controlled document.

Each subcontractor test laboratory facility shall have a designated Technical Manager or Engineering Manager responsible
for the following:

O All technical operations of Engineering, Calibration and Test functions
0 Day-to-day operations of the environmental hardware test laboratory
a All technical aspects of the project, including ensuring that the testing is conducted in a technically accurate way

With regard to Software and Hardware Certification Tests as defined in The Federal Election Commission Voluntary Voting
System Guidelines VVolume 2 Test Standards, specific responsibilities for a hardware environmental testing subcontractor are
as follows:

O Hardware environmental testing of the Vendor’s voting system shall be the responsibility of the SysTest Labs’
hardware environment Laboratory Manager.

Q The only tests that can be performed by the Hardware Test Subcontractor include (per the 2005 VVSG) are shown in
the following table.

Exhibit 3: Hardware Environmental Tests per the 2005 VVSG

Test Type Zoggc\t/igfe Test Description
Assessment N/A Test Plan with Estimated Time for Completion Quotation
Assessment of Required VVSG Testing
Operational Verification
Hardware Classification
Documentation
Definitions
Support Equipment Requirements
VVSG Volume | | 4.2.24 Electrical Supply Testing
4.3.8 Safety Evaluation
VVSG Volume Il | 4.6.2 Bench Handling Test
4.6.3 Vibration Test
46.4 Low Temperature Test
4.6.5 High Temperature Test
4.6.6 Humidity Test
471 Temperature/Power Variation Tests
4.7.2 Maintainability Test
4.7.3 Reliability Test
4.74 Availability Test
4.8 Power Disturbance
4.8 Electromagnetic Radiation
4.8 Electrostatic Disruption
4.8 Electromagnetic Susceptibility
4.8 Electrical Fast Transient
4.8 Lightning Surge
4.8 Conducted RF Immunity
4.8 Magnetic Fields Immunity
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4.2 Segregation of Duties

To maintain voting system testing impartiality and integrity, SysTest Labs has adopted these policies concerning the conduct
of Voting Testing and Certification services:

1. Staff members cannot participate in the hardware or software development of a voting product or system, and then
participate in the testing of that voting product or system.

2. Staff members cannot provide consulting services for a voting product or system, and then participate in the testing
of that voting product or system.

4.3 Management System

SysTest Labs refers to its Management System as a “Quality System” (QS). SysTest Labs is committed to establishing and
maintaining a QS appropriate to the scope of SysTest Labs’ NYSBOE voting test activities.

The Quality System includes SysTest Labs methodologies, processes, and procedures; and the associated forms, templates,
references, and other resources used to carry out the testing and QA activities.

The system’s documentation is accessible, understandable, and usable by the appropriate personnel.

SysTest Labs’ Quality Policy is contained in the QS Manual. Implementation of the QS is an ongoing activity that informs
and is informed by work on individual voting test projects. SysTest Labs is committed to using sound professional practice
in testing activities and in service to the NYSBOE. SysTest Labs reviews and improves upon quality policy, procedures, and
resources both on a regular schedule and as needed. SysTest Labs employees engaged in voting test activities are familiar
with the quality documentation and implement the policies and procedures in their work.

Documentation of SysTest Labs’ laboratory management and QS is computer-based and is controlled at the electronic data
(“soft copy”) level. Paper-based (“hard copy”) versions may be used to conduct or guide actual work efforts, but are
unofficial and are valid only to the extent that they match the soft copy versions available via SysTest Labs’ computer
network (“online”). Version control is accomplished via manual procedures.

SysTest Labs’ laboratory management system and Quality System Manual provide general direction and as needed specific
procedures for these areas:

1. Facilities policies and procedures (on-site, off-site (e.g., customer sites, telecommuting)) and protection of
proprietary information against persons outside the facilities, visitors to the facilities, and unauthorized staff and
other individuals

Development of QS standards, methodologies, processes, and procedures
Staff training and individual development plans

Contracts review

o > N

Project-level performance of Quality Assurance procedures:
a) Reviewing the vendor Technical Data Package (VVSG-2005, VVolume I, Section 2)
b) Selecting the laboratory staff for a test team

c) Writing a Test Plan for first-time testing and testing of modified systems (VVSG-2005, Volume II, Appendix
A)

d) Writing Test Operation Procedures (VVSG-2005, Volume I, Appendix A.6.4)
e) Conducting testing at a customer's site (if applicable to the project)
f)  Witness and trusted build and installation
g) Writing the Vendor-Specific Final Test Report (VVSG-2005, Volume 11, Appendix B)
h) Cooperating with the NYSBOE throughout the life of the project
6. Internal audits and management reviews
7. Referencing NVLAP accreditation and use of the NVLAP symbol
8. Referencing EAC accreditation and use of any EAC symbol
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4.3.1 Responsibility for the Quality System
The SysTest Labs Quality Assurance Manager is responsible for the following:

Implementation of the Quality System

O Authoring or assigning, and approving, QS documentation
O Overseeing quality assurance activities; ensuring the internal audit and monitoring programs are implemented
Q Identifying and implementing ways to improve the testing policies and procedures; monitoring feedback from the

NYSBOE and driving corrective action

Q Ensuring compliance with appropriate standards and regulations, including the Voluntary Voting System
Guidelines/Voluntary Voting System Guidelines, NIST NVLAP Handbooks 150 and 150-22, and any other
standards adopted for and applicable to SysTest Labs’ service offerings

The above activities also involve input from the NYSBOE Project Manager, Test Managers, Vice President of Compliance
Services, and the Delivery Manager.

4.4 Control of Documents and Vendor Items
4.4.1 General

SysTest Labs has implemented policies, procedures, and tools to control the following:
Q QS Documentation, including Quality Assurance procedures, databases, files, forms, templates, and other resources
Q SysTest Labs generated test reports and related documentation

Q Items provided by vendors or other independent test laboratories for use in testing, including but not limited to
documents, hardware, software, and source code

O

Vendor proprietary data and test data (protected by non-disclosure agreements)

O

Legal documents (MSA and SOW agreements)

4.4.2 Document Approval and Issuance

SysTest Labs’ policy on the review, approval, and issuance/re-issuance of QSM related materials requires that the President,
Vice President of Compliance Services, and/or SysTest Labs’ Quality Assurance Manager must review and approve all
materials and/or changes to these materials. In addition, the review process must include the appropriate subject matter
experts, e.g., Voting Test Specialists, Source Code Reviewers, Hardware Manager, or Delivery Manager.

4.4.3 Quality Assurance Document Management

Documentation concerning SysTest Labs’ Quality Assurance methodologies, processes, and procedures is available to
SysTest Labs employees, and SysTest Labs’ testing subcontractors’ employees. An electronic copy of all QA documentation
is kept on the Laboratory’s office server and is accessible to all employees of the company via SysTest Labs’ intranet. Both
an electronic copy and hard copy of the SysTest Labs QS Manual are provided to SysTest Labs’ testing subcontractors.

Information on the standards and procedures for the preparation of voting system test plans, reports, corrections or additions
to reports, and electronic templates is maintained in the appropriate procedures.

SysTest Labs’ and SysTest Labs’ testing subcontractors’ employees practice proper record keeping procedures at all times to
maintain materials related to testing.

SysTest Labs policy regarding continuous improvement of our Quality System ensures that there are periodic reviews and
potential revisions to the materials associated with SysTest Labs’ Quality System. In addition, as addendums to the VVSG
are issued or alerts are issued from the EAC, SysTest Labs performs a specific review of our Quality System materials to
ensure continued compliance.

All invalid and obsolete electronic documentation related to SysTest Labs’ Quality System is moved to the Archive portion
of the Quality drive. SysTest Labs maintains electronic versions of all Quality System related material. Therefore, all invalid
and obsolete hardcopy documentation related to SysTest Labs’ Quality System is destroyed.
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4.4.3.1 Handwritten Amendments or Corrections

Please reference section 4.8 - Control of Records.

4.4.3.2 Management of Legal Documents

SysTest Labs’ legal agreements with the NYSBOE are generated by the Director of Business Development based on current
templates for the Master Services Agreement (MSA) and Statement of Work (SOW). Specific templates are used for
ITA/VSTL contracts. Drafts are versioned clearly and stored on the Proposal server, access to which is limited to authorized
personnel. Once an agreement is completed, it is printed, signed by an authorized SysTest Labs signatory, and sent to the
NYSBOE, who signs and initials the areas indicated and returns it to SysTest. Authorized printed copies are retained in a
locked file cabinet in a locked room. Any changes to an MSA must be signed or initialed by both SysTest Labs and the
NYSBOE and retained in the same manner. In the event of a scope change to current work, a new SOW is generated, signed
and retained. The change order process is inherent in the contract process—changes to the scope of work are not tracked
separately.

4.4.4 Document ldentification

SysTest Labs’ Quality System documents are uniquely identified with a document name and/or number. The version number
and date of issuing the version are generated and controlled. The change history is maintained within each document. All
Quality System documents must have unique page numbering, the total number of pages, and the issuing authority within
SysTest Labs.

Versioning and records of change (corrections or additions) are provided on the templates and sufficient past test plans and
reports are available to employees on the Voting Server. These directories contain past and completed Test Plans, Test
Reports, and Test Cases. Access to the Voting Server and location information is restricted and granted to team members
assigned to NYSBOE test campaigns at the time of project kick-off.

4.4.5 Document Changes
SysTest Labs controls both internal documents and Vendor-provided items with procedures that govern the following:

Q Project Management for Voting Certification Testing - Provides the procedures for project management and control
of all VSTL test campaigns.

O Deliverables Check-In - Provides the process for acceptance and configuration control of TDP items provided by the
Vendor.

O Releasing Reports, Code, Executables - This voting related procedure defines the process for releasing Vendor
proprietary materials to third parties.

Q Archiving Voting System Test Materials - Upon completion of a Vendor-Specific test effort, this procedure defines
the process for moving all materials related to the test effort to a secure archive location.

O Change Control and Approvals - This procedure includes controls for internal and normative quality documents
including policy, procedures, standards, instructions, forms, resources, and templates.

O Configuration Management / Record Management - This procedure includes controls for SysTest Labs-generated
documents including test results and reports, as well as external documents and items from clients, including
manuals, hardware, and software.

O Project Documentation Location and Retrieval - This procedure provides the process for storage and retrieval of
electronic files associated with a project.

4.4.5.1 Master Controlled Document List

SysTest Labs maintains a master list of controlled documents. As controlled documents are frequently updated, the master
list is also updated as appropriate. The online, APPROVED version of any document is the authoritative version. Any local
or printed copies should be considered outdated; employees should consult the most recent Master Controlled Document List
for links to current document versions. In addition, when new versions are approved, the outdated documents are moved to
the Archived portion of the Quality drive.
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4.4.6 Security and Retention of Materials
4.4.6.1 SysTest Labs

SysTest Labs has implemented a series of security measures, involving both physical and electronic controls, to enforce
appropriate separation between compliance/voting activities and other service offerings, as well as security measures to
enforce separation between voting activities that might be conducted simultaneously. These security measures consist of
physically separate file servers that run on a local area network segment that is not physically connected to SysTest Labs’
internal LAN segment nor connected to the public Internet, and physical separation of equipment for separate voting projects.

SysTest Labs is committed to maintaining the confidentiality of all the NYSBOE and Vendor-supplied materials (documents,
equipment, source code, software) and the related testing artifacts (plans, cases, data, results, reports). SysTest Labs has clear
and consistent security measures that provide for the secure storage of softcopy and hardcopy records, associated
documentation, and vendor equipment being used for testing. These security measures are implemented to prevent access by
unauthorized persons and to minimize the risk of tampering, loss, or damage. The security policies described here apply to
all SysTest Labs employees and subcontractors at all times.

The secure and confidential holding of test materials occurs for the NYSBOE when any materials are received for testing or
generated as part of testing. This includes, but is not limited to, the following:

O Documentation received from Vendors or other test laboratories, such as a TDP
Q Technical data generated and retained during the execution of testing

O Test reports as generated and issued to the appropriate parties

O Data and reports that are filed for retention electronically or in hardcopy form

All test records and associated documentation is stored at the SysTest Labs facility, located at 216 Sixteenth Street, Suite 700,
Denver, CO. The signed Non-Disclosure Agreement (NDA) between the NYSBOE and SysTest Labs binds all work.
Retention of materials is governed by the terms of the NYSBOE contract.

Retention of all Voting System Reports and test data is for a minimum of seven years, and as long as the voting system is
being sold, providing a documented historical audit trail. Upon completion of testing, all voting system test-related materials
are archived.

For voting system test projects, all electronic materials are retained on a secure, password-protected Voting server in the
appropriate directory delineated by the manufacturer’s name. All hardcopy materials are secured in the test lab area.

Regarding a Vendor-Specific test campaign, SysTest Labs defines the term “chain of custody” to mean that:

a After completion of the standard check-in process, SysTest Labs maintains full configuration management control
over the equipment throughout the campaign, ensuring that the Vendor’s access to the equipment is always
supervised and limited to authorized interactions.

The Hardware Manager manages SysTest Labs’ uninterrupted chain of custody by personally (or via an authorized deputy):

a Controlling or approving all equipment freighting and/or deliveries between the Vendors (and/or the NYSBOE),
SysTest Labs, and all SysTest Labs’ subcontracting Hardware Test Laboratories

O Ensuring that during the equipment’s stay at SysTest Labs, the equipment is always located in a Voting Test Room
(VTR): a room without external visual access, having a door with robust locking mechanism, access to which is
limited to SysTest Labs staff assigned to that NYSBOE test campaign

To maintain tracking of the chain of custody, freighting and/or deliveries always occurs via a secure shipping service,
requiring a signed receipt by an authorized representative of the recipient party.

On completion of voting system testing, all retained voting test-related documentation and test records are maintained in the
key locked filing cabinet under the control of the Vice President of Compliance Services. Keys to the filing cabinet are held
by the Vice President of Compliance Services.

Access to the reception area is controlled by overall building security, and elevator access to the floor requires a magnetic key
card during off hours. Access to the offices is controlled by a magnetic key card on the entrance door. The voting test labs
within the facility are secured either by a numeric key pad on the entrance door or a lock and key.
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4.4.6.2 Testing Subcontractor

SysTest Labs’ environmental hardware testing subcontractor receives, handles, and ships all vendor hardware as defined in
their quality procedures. Voting-related test equipment, test records and associated documentation is stored at SysTest Labs
or at the SysTest Labs testing subcontractor facilities per the policies outlined in the subcontractor’s quality manual. All test
results are forwarded to SysTest Labs for incorporation in the Vendor-Specific Final Test Report and storage. A soft copy of
the test results are recorded and transmitted either electronically to SysTest Labs’ Denver facility via email, ftp transfer, or on
CD-ROM. Test results or other test data not available in an electronic format is shipped to SysTest Labs as defined in the
subcontractor’s quality procedures for shipping.

4.4.7 Use of NVLAP Logo and Accreditation Statements

SysTest Labs will use the NVLAP logo and use NVLAP accreditation references only per NIST HB-150 (2006) sections
1.5.16 through 1.5.18 and Annex A, “Referencing NVLAP accreditation” Sections A.1, a-l and A.3. SysTest Labs will utilize
this document as an NVLAP controlled document, via the NVLAP website.

4.4.8 Responsibility

Upon completion of the project, the Project Manager and Test Managers are responsible for ensuring that all hardcopy project
materials that are duplicated by softcopy materials are destroyed. Other hardcopy materials are archived and securely stored.
Softcopy materials are retained in the project folder. All materials are backed up to tape nightly. At the instruction of the
Vice President of Compliance Services, a Voting System Test Specialist or network administrator archives dormant projects
to both CD-ROM and tape back-up.

During voting system test projects, the Project Manager or the Voting System Test Specialist ensures that all materials are
stored according to the security policy.

Upon completion of the voting system test project, the Voting System Test Specialist or the voting test Project Manager
gathers all equipment and materials associated with the voting test project and ensures that all materials are placed in the
appropriate key lock filing cabinets in the SysTest facility. Once filed, no electronic or hard copy is destroyed or removed
from the Laboratory’s secured storage without the authorization of the Vice President of Compliance Services.

The SysTest Labs Vice President of Compliance Services ensures that the filing cabinets associated with voting test projects
are locked and unauthorized personnel are not permitted access. The Vice President of Compliance Services ensures that
voting system testing records are retained for the minimum of seven years and as long as the voting system is being sold, and
the appropriate course of action for the permanent removal of records from the Laboratory’s archive is completed.

SysTest Labs’ testing subcontractor is responsible for testing at its facility or at its alliance lab facilities, for storing all
associated test records and documentation in accordance with its policies, and for transmitting copies of test records to
SysTest Labs.

All SysTest Labs employees are responsible for ensuring that the SysTest Labs facility is locked if they are the last person to
leave for the day. All SysTest Labs employees are responsible for ensuring that the door is accessible only to those who have
a qualified need for unescorted admittance.

All SysTest Labs employees and SysTest Labs’ hardware environment testing subcontractors are responsible for adhering to
both the SysTest Labs Employee Non-Disclosure Agreement and the Non-Disclosure Agreement between SysTest Labs and
the NYSBOE.

If a breach in the security of documentation, records, equipment, or data is suspected, the Quality Assurance Manager is
responsible for initiating an audit to determine the extent of the security breach. The Vice President of Compliance Services
determines the corrective action upon review of the audit.
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4.5

Subcontracting of Testing Services
4.5.1 Subcontracting of Tests

Subcontracting of Tests is the use of laboratory services outside of SysTest Labs to perform tests, e.g., electromagnetic
compatibility testing, environmental testing, shock and vibration testing, FIPS 140 validation, and physical test instrument
calibration. SysTest Lab’s policy regarding the use of subcontractors for hardware environmental tests includes the
following:

1.

The only tests that can be performed by the subcontractor include (per the 2005 VVSG):

Test Type Zoggc\t/iz)/rfe Test Description
Assessment N/A Test Plan with Estimated Time for Completion Quotation
Assessment of Required VVSG Testing
Operational Verification
Hardware Classification
Documentation
Definitions
Support Equipment Requirements
VVSG Volume | | 4.2.24 Electrical Supply Testing
4.3.8 Safety Evaluation
VVSG Volume Il | 4.6.2 Bench Handling Test
4.6.3 Vibration Test
46.4 Low Temperature Test
4.6.5 High Temperature Test
4.6.6 Humidity Test
4.7.1 Temperature/Power Variation Tests
4.7.2 Maintainability Test
4.7.3 Reliability Test
4.7.4 Availability Test
4.8 Power Disturbance
4.8 Electromagnetic Radiation
4.8 Electrostatic Disruption
4.8 Electromagnetic Susceptibility
4.8 Electrical Fast Transient
4.8 Lightning Surge
4.8 Conducted RF Immunity
4.8 Magnetic Fields Immunity

SysTest Labs uses only the subcontractor laboratories that have been approved and added to the current SysTest
Labs List of Subcontractor Laboratories. Approval requires the lab to have a current accreditation by NVLAP or an
NVLAP Mutually Recognized Authority such as A2LA.

SysTest Labs uses only subcontractor laboratories that have been approved by the NYSBOE.

All hardware environmental tests performed by the subcontractor must be controlled and managed by SysTest Labs’
Hardware Test Manager.

SysTest Labs is responsible to the NYSBOE for the subcontractor’s work, except in the case where the NYSBOE or
a regulatory authority specifies which subcontractor is to be used.

SysTest Labs is responsible for ensuring that setup, configuration, testing, and reporting are appropriate and
conducted by qualified people.

Per SysTest Labs’ chain of custody and PCA audit procedures, SysTest Labs shall ensure:

a. The equipment under test is the same production design models as the equipment presented to and used by
SysTest for Certification Testing, and

b. The equipment operations used in the subcontracted testing are based on the operations as a voting system
component. Per SysTest Labs’ Hardware Test Management and Subcontractor Lab Management
procedures, SysTest shall provide test procedures or perform the Operational Status Check.
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4.5.1.1 Subcontracting Within Scope

If SysTest Labs subcontracts testing for any test within its scope of accreditation for core VSTL testing as defined in NIST
Handbook 150-22:2005, the subcontracted laboratory shall also be an EAC-accredited VSTL.

4.5.2 Temporary Contractors

SysTest Labs, from time to time, may make use of temporary contractors. It is SysTest Labs’ policy not to use temporary
contractors unless SysTest Labs does not have a sufficient number of employees possessing the skill sets necessary to
complete a particular task given the timeframe and scope of the NYSBOE Voting System Examination and Certification
Testing project. In the event that use of a temporary contractor is necessary, SysTest Labs will select a contractor based upon
an assessment of their qualifications and any previous experience with the contractor’s work. Temporary contractors shall be
retained only for as long as is necessary to complete the particular task. They must meet SysTest Labs job qualifications,
conform to SysTest Labs policies and procedures, and be approved by the NYSBOE.

SysTest Labs hires only qualified individuals as temporary contractors.

Q All temporary contractors are subject to the same screening procedures by the human resources department as
regular employees.

SysTest Labs attempts to deal with the same temporary contractors for similar tasks.

Temporary contractors work under the supervision of a SysTest Labs Project Manager, Voting System Test
Manager, or Source Code Reviewer.

Q Temporary contractors who work on Vendor-Specific test campaigns must meet the same training requirements as
long-term full-time employees. All temporary contractors are required to successfully complete SysTest Labs’
Voting System Certification Test course and the appropriate VSTL training prior to working independently on the
engagement.

4.5.2.1 Hardware Testing Subcontractors

SysTest Labs utilizes a number of Hardware Testing Labs to perform the hardware tests to verify the Hardware
Environmental Test sections of the 2005 VVSG. SysTest Labs requires that hardware subcontractors have a current
accreditation by either NVLAP or A2LA.

As part of the pre-contract oral presentations, the NYSBOE evaluation team conducted on-site inspections of all of the
hardware subcontractors proposed by SysTest Labs for use throughout the NYSBOE Voting System Examination and
Certification Testing project. These hardware test labs have been approved by the NYSBOE and SysTest Labs will only
utilize the services of these approved labs.

4.5.3 Responsibility

The Lab Director or a designated Test Manager is responsible for screening and approving a temporary contractor’s technical
capabilities, ensuring that the temporary contractor has the required training and certification, and engaging the temporary
contractor. SysTest Labs’ Manager of Human Resources is responsible for background checks and the applicable screening
procedures.

The Vice President of Compliance Services or the designated Test Manager is responsible for conducting the review of all
temporary contractors’ work.

4.5.4 Definitions

Primary subcontractor (referred to in this document as Testing Subcontractor): An environmental hardware test facility and
its employees with whom SysTest Labs has established an ongoing relationship.

Temporary Contractor: A temporary individual hired specifically for a particular task within a VSTL voting system test
campaign that is within the scope of SysTest Labs’ accreditation.

4.5.5 Interfacing with Hardware Testing Subcontractors

SysTest Labs has instituted a policy to ensure the accurate communication of testing needs, documentation and test results
between SysTest Labs and the SysTest Labs environmental hardware testing subcontractor(s).

This policy applies to all hardware voting test efforts requiring environmental hardware testing, as outlined in the 2005
VVSG volume 1 section 4.
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The Vendor-Specific Hardware Test Plans outline the environmental hardware testing.

The environmental hardware testing subcontractor’s test plan and test case templates are customized for the Vendor’s voting
system.

4.5.5.1 Responsibility
The Vice President of Compliance Services or the Hardware Test Manager is responsible for:

O Preparing and arranging delivery of the Hardware Environmental Testing Checklist, the vendor’s hardware
specification and other vendor documentation to the environmental hardware testing subcontractor.

O Incorporating the environmental hardware testing subcontractor’s assessment and test needs into the Hardware Test
Plans and submitting the Plans to the NYSBOE, with a copy to the Engineering Manager of the environmental
hardware testing subcontractor.

O Auditing the setup of the test environment by the environmental hardware testing subcontractor and the SysTest
Labs test case(s) for the purpose of confirming that it is identical to other voting system test environments and that
the testing is complete.

O Receiving the environmental hardware test case(s) test results/report, logging any issues uncovered in environmental
hardware testing in the vendor discrepancy report, incorporating results into the certification report and permanently
archiving the test results.

4.6 Complaints

The procedure for handling concerns from the NYSBOE provides a consistent structure for ensuring that a timely response is
initiated to address any external issues or complaints evolving from SysTest Labs’ testing.

Voting system testing complaints and/or problems regarding Voting System Test Engineering or conducted tests are analyzed
and followed through to resolution with consideration for the following priorities:

Q Public interest in a voting system that is accurate, reliable, usable, accessible, and secure

O Quality, comprehensiveness, integrity, and objectivity in Voting System Test Engineering activities and a
continuous effort to monitor and improve quality

Security of the testing environment and materials and adherence to contracts and agreements with the NYSBOE
Authority of the EAC in Voting System Certification

4.7 Control of Nonconforming Testing Work

The policy for Control of Nonconforming Testing Work provides a consistent structure to ensure a timely response is
initiated to address any variances from SysTest Labs’ Quality Assurance methodologies that may occur during SysTest Labs’
test efforts.

SysTest Labs’ Quality Assurance processes and procedures provide process control for designated SysTest Labs’ managerial
and technical activities by:

O Identifying the specific task, its scope, and responsible roles

O Listing the resources pertinent to the task, including reference items
O Defining a standardized set of procedural steps

O Indicating the resulting work product and its disposition

Issues regarding Voting System Test Engineering adherence to Quality Assurance methodologies and/or agreements with the
NYSBOE are analyzed and followed through to resolution per these requirements:

O ldentification of type, scope and implications of non-conforming work

O Root cause analysis of contributing factors

O Appraisal of non-conforming work: acceptable (“as-is”, or with re-work), or not acceptable
Q

Steps to remediate non-conforming work, including, as pertinent, re-doing affected work, notifying the NYSBOE ,
and/or re-reporting affected results and conclusions

Quality Management Plan Page 23 Of 27





4.8 Control of Records

SysTest Labs keeps complete and detailed test records so that SysTest Labs or another qualified entity could repeat,
reproduce, or audit a Vendor-Specific test effort using a combination of the following:

Q The Vendor-Specific Test Plan

Q The Final Vendor-Specific Test Report

Q The Vendor-Specific Discrepancy Report(s)
a

SysTest Labs’ records for the Vendor-Specific test campaign including test cases, paper records, ballots, and audit
records

The records include the identity of personnel responsible for any sampling and the performance of each test and checking of
results.

SysTest Labs’ procedures describe the recording of test setup, conditions, inputs and results.

A notebook is kept in the voting test rooms and is associated with each Vendor-Specific test campaign. All test related
observations are added to the notebook with the Voting Test Specialist’s initials and date. Required test information is added
to the test cases as they are performed.

Mistakes identified in written records (such as the notebook kept in the voting test room for each test campaign) will be
crossed out but not made illegible, and the Voting Specialist making the correction will initial and date the correction.
Mistakes or changes identified in electronic records have an equivalent process: items found not to be correct have a strike-
through or “X” to identify that they are not correct, and the Voting Specialist name, date and explanation of the correction is
added.

Please also reference Section 4.4 - Control of Documents and Vendor Items.

4.8.1 Responsibility

SysTest Labs” VSTL Project Managers, Test Managers, Voting System Test Specialists and Source Code Review Specialists
are responsible for keeping complete test records.

4.9 Internal Audits

The Quality Assurance Manager shall periodically, and in accordance with a predetermined schedule, conduct internal audits
of its activities to verify that its operations continue to comply with the requirements of the QS and applicable standards,
including NIST NVLAP Handbooks 150 and 150-22. SysTest Labs’ audit program addresses all aspects of the QS, including
testing.

The purpose of the Internal Audits policy is to provide a consistent structure for formal audits performed, when resources
permit, by a qualified staff member external to the Voting System Test Engineering Team for the audited test project. The
end result is to gain evaluation data and recommendations to help SysTest Labs and SysTest Labs’ hardware environmental
testing subcontractor solve any observed problems and meet the following goals:

O Conforming to requirements for an accredited Hardware and Software Voting System Test Laboratory (VSTL)
O Improving SysTest Labs and SysTest Labs’ hardware environmental testing subcontractor’s quality systems

When audit findings cast doubt on the effectiveness of the operations or on the correctness or validity of SysTest Labs’ test
results, SysTest Labs shall take timely corrective action, and SysTest Labs’ Quality Assurance Manager or Vice President of
Compliance Services shall notify the NYSBOE in writing if investigations show that the laboratory results may have been
affected.

An audit is performed when any of the following occurs:

SysTest Labs
O Periodic internal audits are scheduled to occur no less than once per calendar year during the first quarter.

O The Quality Assurance Manager, Vice President of Compliance Services, Project Manager, Test Manager or Project
Team Member discovers that a suspected breach of security, violation of procedures, serious technical problem, data
loss, or other problem has occurred at SysTest Labs or the SysTest Labs’ hardware environment testing
subcontractor’s facility that could put test data at risk.

Q The Quality Assurance Manager, Vice President of Compliance Services, Project Manager, Test Manager or Project
Team Member becomes aware that a voting system qualified by SysTest Labs has an inherent software problem that
is manifested during certification, acceptance testing or during use.
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a

Per the Quality Assurance Manager, as a follow-up to a corrective action after identification of nonconformities
casts doubt on SysTest Labs’ compliance with the quality system, or on compliance with NIST NVLAP Handbooks
150 and 150-22, if the nonconformity substantively affects the results of testing or reporting of test results.

A personnel change at the President, Vice President of Compliance Services, or Quality Assurance Manager level
occurs.

SysTest Labs’ President, Quality Assurance Manager, Vice President of Compliance Services, Project Manager or
Test Manager requests an audit to evaluate adherence to policies and procedures or to investigate a specific issue.

Testing Subcontractor

a

The testing subcontractor’s Quality Manager, Test Engineering Manager or Project Team Member discovers that a
suspected breach of security, violation of procedures, serious technical problem, data loss, or other problem has
occurred that could put test data at risk.

The testing subcontractor’s Quality Manager, Test Engineering Manager or Project Team Member becomes aware
that a voting system qualified by SysTest Labs has an inherent software problem that is manifested during
certification, acceptance testing or during use.

A personnel change at the testing subcontractor’s Quality Manager Level occurs.

The testing subcontractor’s Quality Manager or Test Engineering Manager requests an audit to evaluate adherence
to policies and procedures or to investigate a specific issue.

SysTest Labs’ President, Quality Assurance Manager, Vice President of Compliance Services, or Project Manager
requests an audit to evaluate adherence to policies and procedures or to investigate a specific issue.

4.9.1 Responsibility

SysTest Labs’ Quality Assurance Manager or SysTest Labs’ testing subcontractor’s Quality Manager is responsible for
initiating an internal audit in response to any of the conditions listed above and ensuring that the audit is performed, when
resources permit, by a qualified staff member external to the Voting System Test Engineering Team for the audited test

project.

The Quality Assurance Manager will assess if the results of the audit warrant informing parties outside the Laboratory of any
issues identified.
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APPENDIX A — STANDARDS

Legislation
O Help America Vote Act of 2002 [Public Law 107-252; 107th Congress; DOCID: f:publ252.107]

ANSI/ISO/IEC
O IS0 17025, General Requirements for the Competence of Testing and Calibration Laboratories, ISO/IEC, 2005

National Institute of Standards and Technology

NIST Handbook 150-22, Voting System Testing, Revision December 2005

NIST Handbook 150-22 Checklist - TBD (a.k.a. VST Program Specific Checklist)
a NIST Handbook 150 2006 Edition, Procedures and General Requirements

O NIST Handbook 150 Checklist (Rev. 2006-03-06)

O

Federal Election Commission/National Association of State Election Directors
Q Federal Election Commission Voluntary Voting System Guidelines, Volume 1: Performance Standards, Dec 2005

Q Federal Election Commission Voluntary Voting System Guidelines, Volume 2: Test Standards, Dec 2005

Election Assistance Commission
O Voluntary Voting System Guidelines, Volume I Voting System Performance Guidelines, December 2005
O Voluntary Voting System Guidelines, Volume 11 National Certification Testing Guidelines, December 2005

O EAC Testing and Certification Program Manual, United States Election Assistance Commission, 2006

Institute of Electrical and Electronics Engineers
IEEE Standard for Software Quality Assurance Plans (730-1998)

O |IEEE Standard for Software Configuration Management Plans (828-1998)
O |IEEE Standard for Software Test Documentation (829-1998)
O |IEEE Recommended Practice for Software Requirements Specifications (830-1998)
O |IEEE Standard for Software Unit Testing (1008-1987)
O |IEEE Guide for Software Verification and Validation Plans (1012-1998)
Military

O Configuration Management, 30 September 2000 (MIL-STD-973)
O Software Development and Documentation, 27 May 1998 (MIL-STD-498)
O Software Quality Program, 27 March 1992 (MIL-STD-2168)
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APPENDIX B — TERMS AND DEFINITIONS

Term

Abbreviation

Definition

Alerts

n/a

Technical bulletins issued by the EAC.

Certification Testing

n/a

Also called National Certification Testing, the
testing and evaluation of a voting system against
the applicable standard (VVSG) and against the
vendor’s documented requirements.

Controlled Document

n/a

A Quality System document that can only be
updated according to the processes outlined in
SysTest Labs Quality System procedures SLP-QS-
01 and SLP-QS-02. Controlled documents are
listed in the Master Controlled Documents List.

Company Managers

n/a

SysTest Labs’ company officers.

Election Assistance
Commission

EAC

Organization, established by the Help America
Vote Act of 2002, that accredits VSTLs, along
with NIST.

Engineering Change

EC

A change by a voting system vendor in the
hardware of a voting system. An EC can occur
during testing or after qualification/certification.
All ECs must be reviewed and tested as needed for
system certification.

Functional Configuration
Audit

FCA

A verification of every system function and
combination of functions required by the VVSG
and/or cited in the vendor’s documentation.
Testing that verifies that functions work as
expected in a simulated hardware and software use
environment.

Members or Owners

n/a

Individuals who have an equity ownership interest
in SysTest Labs.

National Institute of
Standards and
Technology

NIST

Accrediting body for VSTLs.

Physical Configuration
Audit

PCA

Testing to compare the voting system components
to the vendor’s technical documentation to confirm
that the documentation meets Voluntary Voting
System Guidelines; to verify that the system is
fully defined in the documentation and all
components are identified; and to witness the
building of the executable system to ensure that it
is built from the tested components.

Technical Data Package

TDP

The source code and documentation portion of a
voting system.

Vendor deliverables

n/a

All deliverables submitted by the vendor for the
purposes of testing, including but not limited to
documentation, code, software, and hardware.

Voluntary Voting System
Guidelines

VVSG (2005)

The standards for certification of voting systems
by the EAC.

Voting System Test
Laboratory

VSTL

A core laboratory accredited by the EAC for the
testing of voting systems to the Voluntary Voting
System Guidelines.
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Document Revision History

The following is a record of the changes that have occurred in this document since the time of its original submission.

Version Change Description Author(s) \

= Updates to Section 2.3: Change in schedule of the delivery of weekly
status report to the NYSBOE

= Updates to Section 2.5.1: Changes in NYSBOE stakeholders

= Updates to Section 2.11.1: Changes in schedule for project meetings
with the NYSBOE

2.0 Rex Reed 04-feb-2008

= Updates to Section 2.11.2: Changes in schedules and additional internal
SysTest Labs meetings

= Miscellaneous punctuation, grammatical, and minor content corrections

= Added Section 2.8.2.1 to document storage and access to draft
documents, versioning and labeling, and delivery to NYSBOE.

= Added Section 2.8.2.2 to document the delivery of Final Test Reports and
Test Cases/Test Results to the NYSBOE.

= Because this plan is an attachment to the Master Program Plan, removed
“Approval Signatures” section.

3.0 Rex Reed 26-mar-2008
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1 PROJECT DESCRIPTION

1.1  Project Overview

MOERANEYEE NYSBOE Voting System Examination And Certification
NYSBOE Administrative Project Manager REUSASIEELS
NYSBOE Compliance Project Manager [RR{JoEIa@WEIEN!
SRS LS (OB ERELTE Rex Reed, PMP
SysTest Labs Functional Test Manager RERWIEIECEI(E
SysTest Labs Hardware Test Manager RWANSENIl
SysTest Labs Project Director KeICllamugis]ife]
M MABEIC 11-December-2007 through 10-December-2010

1.2 Project Background

The Help America Vote Act of 2002 was approved by Congress to address the issues of timely and accurate elections in the
United States. Specifically, the act was established to:

... “provide funds to States to replace punch card voting systems, to establish the Election Assistance Commission to assist in
the administration of Federal elections and to otherwise provide assistance with the administration of certain Federal election
laws and programs, to establish minimum election administration standards for States and units of local government with
responsibility for the administration of Federal elections, and for other purposes.”

Congress subsequently allocated $ 3.6 billion to support the Act. These funds are being allocated to states for a number of
purposes — especially to update voting systems (ballot creation, vote recording, vote tallying, and voter reporting) and to
establish a central, statewide list of all registered voters in each state.

New York State has passed its own HAVA legislation in July 2005 mirroring many requirements of the Federal legislation.

Before any voting system may be eligible for purchase in New York State (NYS), it must be certified by the New York State
Board Of Elections (NYSBOE) that such system(s) meet the requirements of the New York State election law (Section 6209
of Subtitle V of Title 9 of the Official Compilation of Codes, Rules and Regulations of the State of New York) and the
federal 2005 Voluntary Voting System Guidelines (2005 VVSG).

SysTest Labs has been contracted by the NYSBOE to act as the State’s federally certified Independent Testing Authority
(ITA) for the purpose of examination and testing for the State Board’s certification, decertification, and re-certification of
voting systems.

1.3  Project Purpose and Objectives

The purpose of the NYSBOE Voting System Examination And Certification Testing project is the examination and
certification of voting systems that have been submitted to the State of New York. The objective of this project is to subject
each voting system to complete and thorough testing to verify that each system satisfies the standards and requirements of the
Election Assistance Commission (EAC) 2005 VVSG, plus all additional requirements specified by the NYSBOE.

2 COMMUNICATIONS MANAGEMENT PLAN

2.1  Purpose And Obijective Of The Communications Management Plan

This communications management plan shall describe the communications requirements and expectations for the project;
how and in what format information will be communicated and stored; when and where each communication will be made;
which stakeholders require what information; and who is responsible for providing each type of communication.

This communications management plan is a “living” document that shall be reviewed and updated as necessary throughout
the life of the project.

This Communications Management Plan is one element of the total program as described in the Master Program Plan for the
NYSBOE Voting System Examination And Certification Testing project. Where there is a discrepancy between the plans,
the Master Program Plan shall prevail.

2.2 Responsibilities Of The Communications Management Plan Manager

The SysTest Labs program manager is responsible for overall program and project management and the delivery of the
NYSBOE Voting System Examination And Certification Testing project, and shall be the primary contact and liaison with
the NYSBOE for all project related communications.
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The SysTest Labs program manager or his designee shall assume full responsibility for creating, maintaining, and executing
this communications plan.

This communications management plan shall:

= ldentify the types of scheduled communications (i.e. memos, status reports, meetings, teleconferences, etc.) and the
delivery method to be utilized for each recipient group (i.e. email, written, verbal, etc.).

= |dentify the number and types of recipient groups.
= |dentify the internal and external project stakeholders that are to be the recipients of communications.

=  For each recipient group, identify who is responsible for creating and delivering the scheduled communications to
the group (i.e. project manager, test manager, etc.).

=  For each recipient group, identify when each communication is to be delivered (i.e. monthly, weekly, specific day of
the week, daily, etc.).

= Identify the proper channels for the escalation of project issues and risks.

= |dentify the proper channels for the escalation of testing discrepancy reports.

= Identify the proper channels for the escalation of NYSBOE requirements interpretation requests.

= Specify the process for deliverable transmittal and acceptance by the NYSBOE.

= Identify where soft copy and hard copy communications are to be stored and the security level required for each.

= ldentify currently scheduled external and internal project meetings.

2.3 Types Of Communications And Information Distribution Methods
Robert Warren, Certification Project Manager, shall be the primary contact for the NYSBOE.
Rex Reed, Program Manager, shall be the primary contact for SysTest Labs.

All email communications (status reports, issues and risks, discrepancy reports, miscellaneous communications, etc.) from
SysTest Labs to the NYSBOE shall be forwarded to the NYSBOE Certification Project Manager (Robert Warren), with a cc:
to the remaining members of the NYSBOE Contacts Group (as defined in Section 2.5.1 — Internal NYSBOE Project
Stakeholders).

All email communications from the NYSBOE to SysTest Labs shall be forwarded to the SysTest Labs Program Manager
(Rex Reed), with a cc to the Vice-President of Compliance (Jim Nilius), Certification Test Manager (Jennifer Garcia), and the
Hardware Test Manager (Al Backlund).

The following table identifies the types of communications required for the NYSBOE Voting System Examination And
Certification Testing project, who is responsible for the creation and delivery of each communication, how the
communication is to be delivered, and when.

Responsible For Creation And

Communication Type Delivery

Delivery Frequency / Date Method Of Delivery

Weekly, delivered every

Email
%%em/(sséagé Report To Rex Reed, Program Manager Wednesday by 3:00 PM EST oma;!
/ 1:00 PM MST N-1iN€ access
Delivered as part of weekly |
_ _ Rex Reed, Program Manager status report Emal
Project Issues And Risks Critical issues and risks Telephone

Certification Project Managers ; . -
communicated immediately On-line access

by telephone and email

Delivered as part of weekly _
status report Email

Critical discrepancies Telephone
communicated immediately | On-line access
by telephone and email

Rex Reed, Program Manager

Test Discrepancy Reports N .
pancy =ep Certification Project Managers

Draft And Final Test Reports | Réx Reed, Program Manager Delivered upon completion | g,y

o . e . . of individual vendor-specific
For Vendor-Specific Testing | Certification Project Managers P

testing On-line access
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2.4
The following recipient groups have been identified for the NYSBOE Voting System Examination And Certification Testing
project:

= NYSBOE Contacts

= SysTest Labs Project Advisory Board

= SysTest Labs Project Team

25

Recipient Group Identification

Stakeholder Identification
2.5.1 Internal NYSBOE Project Stakeholders

The following table identifies the NYSBOE stakeholders that are internal to the NYSBOE Voting System Examination And
Certification Testing project, their role(s) within the project, and the recipient group(s) to which they belong.

Stakeholder Name Project Role(s) Recipient Group(s) | Telephone
Robert Warren Ce”'fmtr']ggeﬁmle“ NYSBOE Contacts | RWARREN@elections.syste.ny.us | 518.473.5086
Tarry Breads Admln:\s/;[;g\égrPrOJect NYSBOE Contacts TBREADS@elections.state.ny.us 518.473.5086
Douglas Kellner Commissioner NYSBOE Contacts Dkellner@elections.state.ny.us 212.889.2121
Todd Valentine Co-Executive Sponsor | NYSBOE Contacts | TVALENTINE@elections.state.ny.us | 518.474.6367
Stanley Zalen Co-Executive Sponsor | NYSBOE Contacts SZALEN@elections.state.ny.us 518.474.8100
Anna Svizzero D're%%;g‘;igr'g‘:t'on NYSBOE Contacts | ASVIZZERO@elections.state.ny.us | 518.473.5086
Kim Galvin Deputy Director of NYSBOE Contacts KGALVIN@elections.state.ny.us 518.473.5086
Election Operations
Lee Daghlian Director Of .PUbI'C NYSBOE Contacts | LDAGHLIAN@elections.state.ny.us | 518.474.1953
Information
Robert Brehm Deputy Public NYSBOE Contacts | RBREHM@elections.state.ny.us | 518.474.1953
Information Officer
Allison Carr Special Counsel NYSBOE Contacts ACARR@elections.state.ny.us 518.473.5086
Paul Collins Speélglljrlizﬁ)uty NYSBOE Contacts PCOLLINS@elections.state.ny.us 518.474.2063
Robert Sl\r/(l)gcznlak, NYSTEC Consultant | NYSBOE Contacts rgronczniak@nystec.com 518.431.7026
Nils Ekberg NYSTEC Consultant | NYSBOE Contacts nekberg@nystec.com 518.431.7033
Rob Zeglen, CISSP NYSTEC Consultant | NYSBOE Contacts rzeglen@nystec.com 518.431.7023
2.5.2 External Stakeholders

The following table identifies the NYSBOE stakeholders that are external to the NYSBOE Voting System Examination And
Certification Testing project, their role(s) within or relationship to the project, and the recipient group(s) to which they
belong.

Stakeholder Name
NO EXTERNAL
STAKEHOLERS

FOR THIS PROJECT

| Telephone

‘ Recipient Group(s) |

Project Role(s)

2.5.3 SysTest Labs Stakeholders

The following table identifies the current SysTest Labs project team and stakeholders for the NYSBOE Voting System
Examination And Certification Testing project, their role(s) within the project, and the recipient group(s) to which they
belong. Additional certification test managers and other staff will be added as required throughout the life of the project.

Stakeholder Name

| Recipient Group(s) ‘ ‘

Project Role(s) Telephone

Brian Phillips,
President & CEO

Project Advisory
Board

SysTest Labs
Project Advisory
Board

bphillips@systest.com

303.575.6881
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Stakeholder Name Project Role(s) | Recipient Group(s) \ Telephone
Project Advisory SysTest Labs
Glenn Truglio, COO Board Project Advisory gtruglio@systest.com 303.575.6881
Project Director Board
. - . . . SysTest Labs
Jim N"".JS’ Vice- Project Advisory Project Advisory jnilius@systest.com 303.575.6881
President Board
Board
SysTest Labs
Rex Reed, PMP Program Manager Project Team rreed@systest.com 303.575.6881
i . Certification Test SysTest Labs . .
Jennifer Garcia Manager Project Team jgarcia@systest.com 303.575.6881
Al Backlund Hardware Test Sys_Test Labs abacklund@systest.com 303.575.6881
Manager Project Team

2.6  Communication Reporting Plan

The following tables identify the formal communications and reporting requirements of each identified recipient group.
2.6.1 NYSBOE Contacts Group

Communication Type

Responsible For
Creation And

Delivery Frequency /
Date

Method Of Delivery Comments

Weekly Status Reports

Delivery

Rex Reed, Program
Manager

Weekly, delivered
every Wednesday by
3:00 pm ET / 1:00 pm

MT

Email
On-line access

Project Issues And
Risks

Rex Reed, Program
Manager

Certification Test
Managers

Delivered as part of
weekly status report

Critical issues and
risks communicated
immediately by
telephone and email

Email
Telephone
On-line access

Test Discrepancy
Reports

Rex Reed, Program
Manager

Certification Test
Managers

Delivered as part of
weekly status report

Critical discrepancies
communicated
immediately by

telephone and email

Email
Telephone
On-line access

Vendor-Specific Draft
And Final Test
Reports

Rex Reed, Program
Manager

Certification Test

Delivered upon
completion of each
vendor-specific test

Email
On-line access

Managers effort
All email
communications shall
. - Rex Reed, Program _ Email be address to Robert
Misc Communications Manager As required Warren with cc: to the
Telephone remaining members of

the NYSBOE
Contacts Group
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2.6.2 SysTest Labs Project Advisory Board Recipient Group

Responsible For
Communication Type Creation And

Delivery Frequency /

Date Method Of Delivery Comments

Delivery

Weekly Internal Status Rex Reed, Program Weekly, dellv«_ared by Email

Reports Manacer close of business Verbal

P g every Thursday erba

Email

. . Rex Reed, Program .

Misc Communications Manager As required T(iI/epL\oIne

erba

2.6.3 SysTest Labs Project Team Recipient Group

Responsible For
Communication Type Creation And

Delivery Frequency /

Date Method Of Delivery Comments

Delivery
Weekly, delivered by

Weekly Internal Status Rex Reed, Program close of business Email

Reports Manager
every Thursday
Email
Misc C icati Rex Reed, Program A ired Tel hl
isc Communications Manager S require evepbolne
erba

2.7  Issue And Decision Management
2.7.1 Escalation Of Project Issues And Risks

Project issues and risks shall be communicated by the SysTest Labs Program Manager, via email, to the NYSBOE
Certification Project Manager, as part of the weekly status report. Critical issues and risks shall be communicated
immediately via telephone and email.

It shall be the NYSBOE Certification Project Manager’s responsibility to receive the communication and direct the issue or
risk to the proper authority(s) for analysis, recommendation, and resolution. The NYSBOE Certification Project Manager
shall regularly communicate the status of all open issues and risks to the SysTest Labs Program Manager. It shall be the
SysTest Labs Program Manager’s responsibility to close the issue or risk when it has been successfully addressed.

The detailed plan for the management of issues and risks may be referenced in the “NYSBOE Master Program Plan”.

2.7.2  Escalation Of Test Discrepancy Reports

A test discrepancy report shall be created and tracked for each anomaly discovered throughout the execution of each vendor-
specific test effort.

Each discrepancy shall be entered into the SysTest Labs’ discrepancy tracking tool, where it will be tracked and updated
throughout analysis, resolution, regression testing, and closure.

All test personnel shall be responsible for entering discrepancies as they are discovered. The Certification Test Manager for
each of the vendor-specific test efforts shall be responsible for reviewing and verifying each entered discrepancy, and
tracking the individual discrepancies throughout its life cycle.

Discrepancies will be reported daily to the individual vendor and the NYSBOE via email. Critical discrepancies
(showstoppers) will be reported immediately to the vendor and the NYSBOE via telephone and follow-up email.

The SysTest Labs’ Program Manager shall be responsible for the inclusion of discrepancy reports for each of the individual
vendor-specific test efforts in all status reports and the immediate communication of critical discrepancies.

Each vendor is responsible for the analysis and resolution of each discrepancy, and the delivery of the required fix to SysTest
Labs for regression testing. SysTest Labs shall determine the amount of regression testing required to verify that the
delivered fix has resolved the original problem, while not introducing negative impacts into other areas of the system.
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2.7.3 Escalation Of NYSBOE Requirement Interpretation Requests

Throughout the life of the project and during the vendor-specific test efforts, questions will arise concerning the interpretation
of NSYBOE requirements. Questions may be raised by both SysTest Labs and/or the individual vendors that will require
interpretation by the NYSBOE.

All requests for interpretation shall be documented on the NYSBOE form “Request For Interpretation By The NYS Board Of
Elections”. A copy of this form is included in Appendix A — Section 4.1.

The SysTest Labs Program Manager shall be responsible for the submission of each interpretation request to the NYSBOE
Certification Project Manager, via email, as each request is created.

The NYSBOE Certification Project Manager shall be responsible for forwarding the interpretation request to the proper
authorities within NYSBOE for analysis, discussion, and resolution. The Project Manager shall be responsible for the
management of the interpretation request and shall forward the resolution to the SysTest Labs Program Manager.

The SysTest Labs Program Manager shall be responsible for the communication of the interpretation to the Certification Test
Manager and the vendor. The Certification Project Manager shall be responsible for verifying that any necessary test cases
are modified to validate that the interpretation is completely and thoroughly tested.

2.8 Communications, Status Reports and Deliverable Acceptance
2.8.1 Status Reports and Miscellaneous Communications

All status reports shall be delivered to the NYSBOE Compliance Project Manager (Robert Warren), via email, on or before
the due date of the report. All members of the NYSBOE project team (as identified in Section 2.5.1 — Internal NYSBOE
Project Stakeholders) shall be cc:’d on all status reports submitted.

All other miscellaneous communications shall be delivered to the NYSBOE Compliance Project Manager (Robert Warren),
via email. All members of the NYSBOE project team (as identified in Section 2.5.1 — Internal NYSBOE Project
Stakeholders) shall be cc:’d on all communications submitted by SysTest Labs.

All email communications from the NYSBOE to SysTest Labs shall be forwarded to the SysTest Labs Program Manager
(Rex Reed), with a cc to the Vice-President Of Compliance (Jim Nilius), Certification Test Manager (Jennifer Garcia),
Project Director (Glenn Truglio) and the Hardware Test Manager (Al Backlund).

2.8.2 Test Documents and Artifacts
2.8.2. 1 Draft Documents

Test documents and artifacts refer to the vendor-specific test plans, final test reports, and test cases that are generated for the
NYSBOE Voting System Examination and Certification Testing project.

All test documents and artifacts shall be stored on the secured NYSBOE server at SysTest Labs. Access to these documents
is limited to authorized staff that are developing, reviewing, and/or maintaining the documents.

As draft versions of test documents are developed in-house, each document will be initially labeled as Version 1.0 and dated
with the date of creation.

Draft documents shall be labeled as DRAFT in the filename, with a DRAFT watermark displayed on each page of the
document. The version of the draft document shall be displayed as Version 1.0 DRAFT. Draft documents submitted for
review are not subject to formal submission as documented in Section 2.8.3 below. Draft documents may be forwarded to
the entire NYSBOE communications list, as documented in Section 2.5.1, or a subset of the list as instructed by the
NYSBOE.

Draft documents shall be submitted for internal SysTest Labs review before submittal to the NYSBOE for review. Upon
completion of the internal review, modifications and updates to the draft document will be made. The date shall display the
date of the latest modifications and the version of the document shall be incremented as follows:

O Major modifications, updates, additions, or deletions shall increment the first number of the version number (i.e.
Version 1.0 will increment to 2.0)

O Minor modifications, formatting corrections, spelling corrections, etc. shall increment the second number of the
version number (i.e. Version 1.0 will increment to 1.1)

All versions of draft and formally submitted documents shall be stored and archived on the secured NYSBOE server at
SysTest Labs for historical purposes.

After all internal reviews are complete and all modifications have been made, the draft documents may be delivered to the
NYSBOE for review and feedback.
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Subsequent modifications and updates to these draft documents shall be governed by the same versioning control as specified
for in-house documents above.

Upon completion of the NYSBOE review, modifications may be made to the draft document. The test document shall then
be formally submitted to the NYSBOE as defined in Section 2.8.3 below. The version of the document shall be returned to
Version 1.0 and all references to “Draft” shall be removed from the filename, version number, and watermark. Formally
submitted test documents shall be forwarded to the entire NYSBOE communications list, as documented in Section 2.5.1
above.

Subsequent modifications and updates to formally submitted documents shall be governed by the same versioning control as
specified for in-house documents above and formally re-submitted as defined in Section 2.8.3 below.

2.8.2.2 Final Test Reports and Test Cases / Results

Upon completion of the test effort, a Final Test Report for each Vendor shall be developed to provide an overview of the test
effort and the findings of all testing completed by SysTest Labs. This document shall not grant or recommend any
certification of the system, but will provide an explanation of the testing performed, with a detailed mapping of all
requirements to test cases, test steps, and the pass/fail result of each. This information will be used by the NYSBOE as part
of its certification process.

The test cases utilized for the test effort shall be included as part of the Final Test Report as attachments to the report. Each
test case consists of the test task, the expected result(s), the requirement satisfied, the pass/fail result of each test step, and
comments and/or discrepancies.

The Final Test Report, with the attachment of the test cases and results, shall be formally submitted to the entire NYSBOE
communications list, as defined in Section 2.8.3 below.

2.8.3 Deliverable Submission and Acceptance

The SysTest Labs Program Manager shall be responsible for the delivery of all project deliverables to the NYSBOE. Before
formal submittal to the NYSBOE, all project deliverables shall be thoroughly reviewed and approved by the project team and
selected “red team review” peers.

All SysTest Labs deliverables shall undergo a formal review process by the NYSBOE. The deliverables for the NYSBOE
Voting System Examination And Certification Testing project are defined in the Master Program Plan.

All deliverables shall be delivered to the NYSBOE Administrative Project Manager (Tarry Breads), via email, on or before
the deliverable due date.

A NYSBOE “Deliverable Transmittal Form” shall be completed and attached with each deliverable. A copy of this form is
included in Appendix A — Section 4.2.

The process for the delivery and review of deliverables has been established by the NYSBOE and shall be adopted by
SysTest Labs. The following is copied directly from the NYSBOE document “SBOE Deliverable Transmittal And Review
Procedures”.

“Each deliverable will undergo a formal review in order to assess that it has satisfactorily met the project’s requirements.
Below are the steps in the transmittal and review process:

1) ITA Project Manager submits required deliverables in both MS Word and Adobe to SBOE’s Administrative Project
Manager on or before the due date.

a) A “Deliverable Transmittal Form” shall be attached, with “Consultant Deliverable Information” section completed.
2) The Administrative Project Manager receives the deliverable.

a) Documents the receipt of the deliverable in the “Deliverable Review Log”.

b) Saves an electronic copy to the Project’s Library in the shared drive folder.

c) Assigns Reviewer(s) and due dates for response, following the designated schedule of identified Reviewers and
timeframes for each deliverable.

d) Distributes informational copies.

e) Internal meetings, conference calls, and other communications take place. As needed, the Administrative Project
Manager will schedule meetings and arrange for space.

3) Reviewer(s) formally evaluate/analyze deliverables assigned.

a) Provide written assessment and comments via the “Deliverable Transmittal Form” in the “SBOE Reviewer” or
“Other Reviewer” section, as appropriate.
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b)

Submit “Deliverable Transmittal Form” to the Administrative Project Manager on or before the scheduled due date.

4) The Administrative Project Manager receives the deliverable review(s) and forwards them to the Director and Deputy
Director for formal determination.

a)

Documents the receipt of the deliverable review(s) in the “Deliverable Review Log”.

5) The Director and Deputy Director may render formal determination regarding the deliverable, or make a formal
recommendation to the State Board’s Commissioners for their approval.

a)

b)

c)
d)

€)

Director and Deputy Director enter comments (recommending acceptance, rejection, modifications, or referral to the
State Board regarding the submitted deliverable) via the “Deliverable Transmittal Form” in the “Formal
Determination” section.

Submit “Deliverable Transmittal Form” to the Administrative Project Manager on or before the scheduled due date.
Administrative Project Manager saves an electronic copy to the Project’s Library on the shared drive folder.

Administrative Project Manager assigns formal recommendation to the State Board, as appropriate and forwards
documentation to Board Members for review and decision-making.

Administrative Project Manager documents the receipt of the “Formal Determination” in the “Deliverable Review
Log”.

6) Administrative Project Manager prepares formal response (acceptance, rejection, modifications requested) to consultant.

a)

b)
c)
d)
€)

Drafts response (acceptance, rejection, modification requested) for review by Executive Staff and shepherds it
through to final version / decision.

Sends response, including formal determination and reviewer comments to ITA Project Manager.
Documents decision in the “Deliverable Review Log”.
Saves an electronic copy to the Project’s Library on the shared drive folder.

Distributes copies as appropriate, including notification to agency Administration, to authorize payments tied to the
accepted deliverables.”

Storage And Security Of Written Communications And Reports

2.8.4 Soft Copy Communications

Soft copy communications are defined as all communications that are sent or received via email or FTP site.

These types of communications include, but are not limited to:

e  Status reports

e Deliverables

e Discrepancy reports

e Contents of Vendor TDP packages

e Email communications from SysTest Labs to the NYSBOE
e  Email communications from the NYSBOE to SysTest Labs

All soft copy communications shall be stored on a SysTest Labs’ secure server, which has been devoted for exclusive use
with this project, and has been segregated and secured from all other SysTest Labs’ servers. Access to this server is limited
to the SysTest Labs’ staff that is currently participating in the project.

2.8.5 Hard Copy Communications

Hard copy communications (paper) include, but are not limited to:

e  Status reports

e Deliverables

e Project plans

e Testplans

e Testcases

e Discrepancy reports

e Contents of Vendor TDP packages

Communications Management Plan Page 11 Of 16





e Final test reports
e  Other project and/or test artifacts

All hard copies shall be archived and stored in a secured storage area within SysTest Labs. Access to this storage area is
limited to the SysTest Labs’ staff that is currently participating in the project.

2.9 Disposition Of Project Communications
2.9.1 Soft Copy Communications

All soft copy communications shall be stored and remain available throughout the life of the project. In accordance with
EAC regulations, all soft copy communications shall be archived upon completion and closure of the project and be kept for
a minimum of 7 years after the voting system is no longer in use by any jurisdiction.

2.9.2

All hard copy communications shall be stored and remain available throughout the life of the project. In accordance with
EAC regulations, all hard copy communications shall be archived upon completion and closure of the project and be kept for
a minimum of 7 years after the voting system is no longer in use by any jurisdiction.

Hard Copy Communications

2.10 Project Meetings
2.10.1 Project Meetings With The NYSBOE

The following table identifies the currently scheduled meetings with the NYSBOE for the NSBOE Voting System
Examination And Certification Testing project. Other meetings shall be convened as deemed necessary by the NYSBOE, the
SysTest Labs Program Manager, or the project teams.

Meeting And DER O
g Purpose Of Meeting Recurring Attendees Comments
Location
Dates
Robert Warren,
NYSBOE Project
Manager
Review of SysTest Labs Egﬁsﬁi%d’rg%s-res'[
Weekly Project weekly status report Every Thursday | g
, . . ’ anager
Manager’s Meeting / Overall project status at10:00 am ET / SvsTest Lab
Conducted via telecon | discussion 8:00 am MT yslest L.abs
| d risk Certification Test
SSUES and rsks Managers, as required
SysTest Labs
Hardware Test
Manager, as required
NYSBOE
Rex Reed, SysTest
Weeklv NYSBOE Review of SysTest Labs kﬂa::azg?gram
y weekly status report Ever
: . y Thursday
fg)éﬁgtuitggu;s/ig/leetmg Overall project status at11:00 am ET / gys;l_'?_st It__absT "
discussion 9:00 am MT ertrmcation Test
telecon . Managers, as required
Issues and risks
SysTest Labs
Hardware Test
Manager, as required
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Meeting And

Location

Purpose Of Meeting

Date Or
Recurring

Attendees

Comments

Weekly NYSTEC
Project Status Meeting
/ Conducted via
telecom

Review of NYSTEC’s
weekly status

Overall project status
discussion

Issues and risks

Dates

Every Thursday
at1:30 pm ET/
11:30 am MT

NYSBOE

NYSTEC

Rex Reed, SysTest
Labs Program
Manager

SysTest Labs
Certification Test
Managers, as required
SysTest Labs
Hardware Test
Manager, as required

2.10.2

Internal SysTest Labs Project Team Meetings

The following table identifies the currently scheduled SysTest Labs project team meetings for the NSBOE Voting System
Examination And Certification Testing project. Other meetings shall be convened as deemed necessary by the SysTest Labs
Program Manager, Certification Test Manager, Hardware Test Manager, or the project team.

Meeting And

Purpose Of Meeting

Date Or

Attendees

Comments

Location

Status of vendor-

Recurring Dates

Rex Reed, Program
Manager

specific test efforts Al Backlund,
Daily Project Status D_iscrep_ancy review, Hardware Test
Meeting / Board discussion, and Every day at 3:00 pm | Manager
Room approval MT Jenn Garcia,
Project issues and Certification Test
risks Manager
Other concerns Project Team / All
Test Analysts
Review of vendor- Rex Reed, Program
Weekly SvsTest Labs’ specific test efforts ,,l\/llalgagekrl d
eekly SysTest Labs P ackluna,
Project Manager’s E;(I)if Ctissues and Every Wednesday at Hardware Test
Mef_:ting / Rex’s Other concerns 8:00 am MT Manager
Office Weekly status report Jenn Garcia,
in[?lft y status repo Certification Project
Manager
Review of overall
program status Rex Reed, Program
Weekly SysTest Labs’ | gt 16 of vendor- Manager
Project Advisory Every Friday at 8:30 Glenn Truglio, COO

Board Meeting /
Glenn’s Office

specific test efforts

Project issues and
risks

Other concerns

am MT

and Project Director

Jim Nilius, VP of
Compliance
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3 APPENDIX A — SAMPLE FORMS
3.1 Request For Interpretation By The NYS Board Of Elections Form

The following form shall be completed and submitted to the NYSBOE when SysTest Labs or a vendor requests an
interpretation of a New York State requirement.

REQUEST FOR INTERPRETATION BY THE NYS BOARD OF ELECTIONS

Requestor(s)

Request Date

Requestor Contact

Information
(Name, telephone, fax, mailing
address, & email address)

NYS Election Law,
Guideline, or Other Issue

to be Clarified (cite specific
reference)

Statement of Ambiguity

Facts Supporting
Ambiguity

Proposed Interpretation

Please submit “Request for Interpretation” to:

NYS BOARD OF ELECTIONS
ELECTION OPERATIONS UNIT
ATTN: R. Warren

40 STEUBEN ST

ALBANY, NY 12207

OR:

election_ops@elections.state.ny.us

NOTE: Interpretations by SBOE will be provided in a separate, attached, document.
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3.2 Deliverable Transmittal Form
The following form shall be completed and attached with each deliverable submitted to the NYSBOE.

Deliverable Transmittal Form

Consultant Deliverable Information - to be completed by the ITA

Date of Deliverable Submission: Deliverable Due Date:
ITA Firm Name: Author(s):
Deliverable Title: Deliverable Title or Reference:

Brief Description of Deliverable:

Date Received By: Document Document Location: Deliverable Due Date:
Received: Number:

Reviewer(s) to be Assigned: Date to Reviewer(s):

Comments: Project Library Updated? T |

Is Deliverable Complete? Date Returned to ITA: Deadline for Review :
[ Yes [ No

Comments: (Append additional pages if needed)

Reviewed By: Date: Project Library Updated? I |

Name: Date to Reviewer: Complete Review By:

Comments/Recommendations: (Append additional pages if needed)

Reviewed By: Date: Project Library Updated? I |

Name: Date to Reviewer: Complete Review By:

Comments: (Append additional pages if needed)

Reviewed By: Date: Project Library Updated? | |

Formal Determination OR Recommendation to Board

Date to Director & Deputy: Complete Review By:

Director:
Deputy Director:
Comments/Action:
T ACCEPTED Il Deferto Board | Date: Project Library Updated? [ |
| REJECTED
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Formal Determination By Board (as applicable)

Co- Chair:

Co-Chair:

Date to Director & Deputy: Complete Review By:

Comments/Action:

V] ACCEPTED | Date Project Library Updated? Project Library Entries Verified? Due Date:
Closed: ] ]
"l REJECTED Comments: Signoff Copy to ITA? ||
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